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Chapter 1

Set Up Data Visibility Groups

This chapter shows how to set up data visibility groups to address common situations.

These examples do not describe the detailed steps necessary to set up data visibility groups. Some
examples describe only the idea behind a solution to a problem. For a detailed explanation of data
visibility groups and how to set them up, consult the Help system or the IBM Sterling Control
Center System Administration Guide.

These examples are provided:

*  When Should a Data Visibility Group Be Used?

* How Can I Allow a User to See Only Inventory Processes Across Multiple Servers?
* How Can I Allow a User to only see data from a specified Remote Node?

* How Can I Allow a User to Only See When a Specific File Transfer Occurs?

* How Can I Create a Rule that Only Applies to Data That a Specific User Can See?

IBM Sterling Control Center How-To Guide 7



When Should a Data Visibility Group Be Used?

Data visibility groups should be used when there is a need to limit what data (events) a specific user
can monitor.

For example, assume that a company has one IBM® Sterling Connect:Direct® server on which
both Payroll and Order Processing work is performed. The IBM® Sterling Control Center
administrator wants to give both Payroll and Order Processing personnel access to Sterling Control
Center functions, but doesn’t want Order Processing personnel to have any visibility to the Payroll
file activity; nor the Payroll personnel to have any access to the Order Processing activity.

Data visibility groups in Sterling Control Center provide this capability.

Data visibility groups are basically a set of rules that are applied to events that are created in Sterling
Control Center and when the rule matches the criteria specified, the name of the Data Visibility
Group is added to the attributes of the event. So, the Sterling Control Center administrator can set
up a Data Visibility Group called Payroll that will classify events as “Payroll” events (by tagging
them with the “Payroll” Data Visibility Group attribute) when any one of these criteria is met:

* Any Process is submitted by the user PAYO01 is a Payroll process.

* Any Process that runs between this Sterling Connect:Direct server and the remote Payroll
server is a Payroll process.

* Any Process Step that deals with a file that contains “corp.payroll” in the name is a Payroll
Process Step.

And the Sterling Control Center administrator can set up a data visibility group called
OrderProcessing that will classify events as “OrderProcessing” events when any one of these
criteria is met:

»  All Processes submitted by user ORDO1 are Order Processing processes.
*  All Processes submitted by user ORDO2 are Order Processing processes.

» All Process Steps that deal with files that begin with “ORDER.” are Order Processing
processes.

IBM Sterling Control Center How-To Guide 8



When Should a Data Visibility Group Be Used?

The following shows a sample Payroll data visibility group:

ility Group Properties

General Criteria Summary |

Criteria

Fayrall

wisihility. When all Criteria have been added/updated, click Update.

At least one Criterion is required. Only one Criterion match is needed to assign data

# | Marme Description

1 Payrall Criteria - User PAYD1
2 Fayrall Criteria - Remaote Node

3 Fayrall Criteria - Payroll File Frocess Step with pavroll file

Data Yisibility Group Criteria Properties

General | Parameters |

|
All processes submitted by User PAY01
All pracesszes from Remote Node ABCPayraliNode

Data Yisibility Group Criteria Properties

General | Parameters |

Farameters Fayroll Criteria - User PAYD1
E: | Key | Qperatar | Value

Submitter [matches [=] pavo

Servers and Server Groups Matches {CDServer) ()

Farameters Fayrall Criteria - Remote Node
’— Key | Qperatar | Walue
| I— Remote Mode Matches ABCPayrolliMode

Servers and Server Groups

| [-]

Matches

Data Yisibility Group Criteria Properties

— | General Parameters|

(CDServer) ()

Parameters Fayrall Criteria - Payrall File
] Key [ Operatar [ Yalue
Destination File Wildcard carp.payrall®
Source File Wildcard corp.payroll®
|| Update | | Cancel ‘ | Help

hultiple entries allowed. Optional.
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The following shows a sample Order Processing data visibility group:

¥ Group Properties

General | Criteria | Summary |

Senvers and Server Groups  |Matches

a Properties

General | Parameters |

Criteria Order Processing
Atleast one Criterion is required. Only one Criterion match is needed to assign data
vigibility. Yhen all Criteria have heen added/updated, click Update.
£ | Nafre Description
1 COrderProcessing Criteria 1 - User ORDO1 FProcesses submitted by User ORDO1
2 CrderProcessing Criteria 2- User ORD02 | Processes submitted by User ORDMM
3 CrderProcessing Criteria 3 - File CRDER All processes using file ORDER*
y Group Criteria Properties
General Parameters |
Parameters OrderProcessing Criteria 1 - User ORDO1
Kew | Qperator | Yalue
ﬂ: Submitter Matches ORDO1™*
Semers and Server Groups  |Matches (CDServerd ()
ty Group Criteria Properties
General Parameters |
Parameters OrderProcessing Criteria 2 - User ORDOZ
Key | Operatar | alue
Subrnitter Matches
s | Bl U It il

QRDO2

(CDSener) ()

Parameters CrderProcessing Criteria 3 - File CORDER
Keny | Qperator | Yalue

Destination File Matches ORDER*

Source File Matches ORDER*

Servers and Server Groups  |Matches

(CDServer) ()

Update H Cancel H

Help

Multiple entries allowed. Optional.
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When Should a Data Visibility Group Be Used?

A Sterling Control Center role can now be defined that is restricted to data visibility group Payroll.

Role Properties
General Restrictions [ Permissions | Mode Configuration Permissions | Summary |
Restrictions FPayroll-Role

Selectthe Server Groups and Visibility Groups this rale may access

Groups: Selected Groups:
Filter: |
CDGroup
::E:i LnnliifwgCDSewer |LJ
=]

|
Drata Visibility Groups: Selected Data Yisihility Groups:
Filter: | | Fayroll
Accounting
OrderProcessing
IT | -

|

| LUpdate ,H Cancel H Help I
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Another role can be defined that is restricted to data visibility group OrderProcessing.

Role Properties

General | Restrictions [ Fermissions | Mode Configuration Permissions | Surnmary |

Restrictions

OrderFrocessing - Rale

Groups:

Selectthe Server Groups and Yisihility Groups this role may access

Selected Groups:

Filter:

CODGroup
CEGraup
AccountingCDServer

& (=
Data visihility Groups: Selected Data Yisibility Groups:
Filter: | | OrderProcessing
Accounting
IT
Fayrall |j

| |
|I Update ,]| Cancel H Help J
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When Should a Data Visibility Group Be Used?

Sterling Control Center users can now be defined and assigned to the appropriate Payroll or Order

Processing roles.

User Properties

Lger ID* |F'a\,rr|:|IIUser

Password: |*""“"‘""“"‘""“"‘"‘

Re-type Password: |"""‘"“""“""“""“"r

Host Marme: |

Windows Domain: |

TCRIP Address: |

Description: |

Raole* ‘F‘awnll- Role

ERDE

[

Update ]| Close ]|

Help

]

User Properties E

Uzer[D* |OrderPrncessingUser

A

Fassward:

oy xx

Re-type Passward:

Host Mame:

TCRIRF Address:

Description:

|
|
|
Windows Dormain: |
|
|

Role*

QOrderProcessing - Role

Lpdate |]| Close H

Help

RBRDE
]
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User PayrollUser could then sign on to the Sterling Control Center console and would only see
Payroll activities as if those activities were the only activities in the Sterling Connect:Direct server.

Filter: Kone (full listing showmn)
# [aln] | Server [ Marne | Mumber |Data visibility Group | Subrnitter | Return
1 of 9 coserver NP ayrall 100 Payroll PAY 0
@ CDServer ExecPay 104 Payroll coduger ]
3 @ CDServer CompAdjust 106 Fayroll cduser i}
[l
Find: | |2 || & |

And User OrderProcessingUser would only see Order Processing activities.

4  CompletedProcessActiityMonitor -CDServer 4

Filter: Mane (full listing shovwn)
# |alol | Server [ Marne [ Nurnber [Data Visibility Group [ Submitter | Return
1 E CDServer OrdersRush 102 Order Processing ORDOY 0
2 ’ @ CDSerer HMartOrd 103 Order Processing cduser 0
3 @ cDServer BackOrders 108 Order Processing QRDOZ2 0
K —| .
Find: | [ & | @& |

IBM Sterling Control Center How-To Guide



When Should a Data Visibility Group Be Used?

If the Payroll role were permitted to define rules or SLCs, those rules or SLCs would only apply to
Payroll activity and would have no effect on Order Processing activity.

| B || % || 7 | Fitter None i tisting showm
Rule Set: |Pavr0|l E|

Rules are applied in Priarity order. Use the Move button to change the order.

# |[vlelelz] Pririty [ Rule Mame [

1 v & 1 PayRollRule R
General | Farameters [ Schedules | Actions ] Linked Rule ] Summary |
Parameters PayRollRule

key | Cperator | Yalue
Data Visibility Group Matches Payrall

1]

Event Type Matches Pracess Step Ended

o | B

hon,
| upsate || cancet || Hew
hultiple entries allowed, Optional.
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How Can | Allow a User to See Only Inventory Processes
Across Multiple Servers?

Create an Inventory data visibility group with a criterion that includes selections of Servers and a
Process Name that represents inventory processes. Create a role that is restricted to the Inventory
data visibility group and assign that role to the user who is only allowed to see inventory processes.

Ereate Data ¥isibility Group Criteria

General s e
Parameters Farameters Inventary Data Visibility Group Criteria 1
key [ Ciperator | yalue
Servers and Server Grou... Matches (COServer|CEZOS ) ()
Frocess Mame Matches Inventary™
= Back | [n] et Finish ‘ | Cancel ] | Help

IBM Sterling Control Center How-To Guide 16



How Can | Allow a User to only see data from a specified
Remote Node?

Create a data visibility group with a criterion that specifies the Remote Node.

Data Yisibility Group Properties

General | Criteria | Surmary |

Criteria Moded Data Visibility Group

At least one Criterion is required. Only one Criterion match is needed to assign data
visibility. When all Criteria have heen added/updated, click Update.

# | Marme [ Description [
1 Maded Critiera 1

Data ¥isibility Group Criteria Properties

General Parameters |

Farameters Moded Critiera 1

ey | Cperatar | Walle
Femote Mode Matches Modes

’7 Update H Cancel ” Help
-

Then create a role with the data visibility group selected and assign that role to your user.
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How Can | Allow a User to Only See When a Specific File
Transfer Occurs?

Create a data visibility group with a criterion that defines the specific file transfer that the user

should be able to see. Create a role that is restricted to that data visibility group and assign that role
to the user.

Data ¥isibility Group Properties

Ganeral | Criteria Summar:.f|

Criteris FileABC

At least one Criterion is required. Only aone Criterion match is needed to assign data
visihility. Wwhen all Criteria have been addediupdated, click Update.

# | Marne | Description
1 FileABC Criteria

Data ¥isibility Group Criteria Properties

E: General Farameters |

Parameters FileABC Criteria
ey | Qperatar | Yalue
Destination File Matches FileABT
From Server Matches FTRSemersyE
|| Lpdate " | Cancel ] | Help

IBM Sterling Control Center How-To Guide 18



How Can | Create a Rule that Only Applies to Data That a
Specific User Can See?

Create a data visibility group that defines the data you want the user to see. Create a role that is
restricted to that data visibility group. Assign that role to the user.

Let the Sterling Control Center administrator create the rule and set the data visibility group of the
user’s role in the rule’s parameters. Or, have the user create his own rules; the user will be forced
to supply his data visibility group as part of the rule’s parameter since he is restricted to that data

visibility group.

Rule Properties
General | Parameters [ Schedules | Actions | Linked Rule | Surnrary |
Parameters PayRolIRule

ke | Operator | Walue
Data Visibility Group Matches Payrall
Event Type Matches Process Step Ended
Lpdate ‘ ‘ Cancel I | Help

IBM Sterling Control Center How-To Guide
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Chapter 2

Set Object Permissions

This chapter shows how to set up permissible objects to address common situations.

These examples do not describe the detailed steps necessary to set up permissible objects. Some
examples describe only the idea behind a solution to a problem. For a detailed explanation of
permissible objects and how to set them up, consult the Help system or the IBM Sterling Control
Center System Administration Guide.

These examples are provided:

e Can I Control How Users Work With Sterling Control Center Objects?

» How Can I Let Everyone Use a Calendar But Only Allow an Administrator to Update the
Calendar?

* How Can I Restrict the Use and Update of a Calendar to Limited Users?
» How Can I Allow All Users to Use a Calendar But Only One User to Update the Calendar?

IBM Sterling Control Center How-To Guide 21



Can | Control How Users Work With Sterling Control Center
Objects?

You can use object permissions to limit the users who can view/use an object and the users who can
update objects. You can control these types of permissions for the following objects in Sterling
Control Center:

Note: Unrestricted users can always view/use the objects.

* Rule Actions

* Rule Schedules

e SLC Schedules

* Message Lists

» Metadata Schedules
» Calendars

e E-mail Lists

* Report Schedules

* Metadata Actions

You set object permissions on the Permissions tab for the object type you are working with. The
following example shows the Permissions tab for a calendar object:

General | Fecurrence | Permissions [ hodifications | Summary |

Fermissions FPayCalendar
Restricted Roles: Selected Restricted Roles:

Filter: | Payroll

BelowPayRale | =

CreatedByPayrall

&)+ [=] &

(0 This Calendar is visible to all usars

(@ This Calendar i visible to restricted users inthese Selected Restricted Roles

Update H Cancel H Help

On the Permissions panel:

o “Selected Restricted Roles:” identify which Restricted roles can update the object.
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Can | Control How Users Work With Sterling Control Center Objects?

e The radio button identifies the users who can view/use the object

IBM Sterling Control Center How-To Guide
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How Can | Let Everyone Use a Calendar But Only Allow an
Administrator to Update the Calendar?

Select “This Calendar is visible to all users” on the Calendar’s Permissions tab.

Calendar Propetties

General | Recurrence | Permissions [Modiﬂcatinns | Surnrmary |

Permissions FPuhblicPayZalendar

Restricted Roles: Selected Festricted Rales:

Fitter: | |

A oLt < | =

BelowPayRole
CreatedByPayroll | =
DWGRestrictedOnly

MewtisibilivEole B

ENENIEN =2

(@ This Calendar is visible to all users

Update H Cancel H Help

IBM Sterling Control Center How-To Guide
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How Can | Restrict the Use and Update of a Calendar to
Limited Users?

Select “This Calendar is visible to restricted users in these Selected Restricted Roles” on the

calendar's Permissions tab and specify the roles of the users you want to be able to use and update
the calendar in the Selected Restricted Roles.

Calendar Properties

General | Recurrence | Perrissions [Mndiﬂcations | sSumrmary |

Fermissions Frivate QP Calendar
Restricted Roles: Selected Restricted Roles:
Filter; | OrderProcessing - Raole
— |COrderTraineeRole
Accounting |E| | =
Fayrall - Role

RoleForbodes D |T

SererGroupRestrictedCnly

SernerRestrictedCinly E|
(E )+ ])[=] |

() This Calendar is visible to all users

(@ This Calendar is visible to restricted users in these Selected Restricted Roles

Lpdate H Cancel H Help
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How Can | Allow All Users to Use a Calendar But Only One
User to Update the Calendar?

Select “This Calendar is visible to all users” on the calendar's Permissions tab and specify the role

of the user you want to be able to update the calendar in the Selected Restricted Roles. Don't assign
the role to any other user.

General | Recurrence | Permizsions [ Modifications | Sumrmary |
Fermissions Bitweekly
Restricted Roles: Selected Restricted Roles:
Filter: | Payroll - Role
Accounting | =
CreatedByPayrall
CrderProcessing - Role | =
(& [+ ][] (&
(@ This Calendar iz visible to all users
() This Calendar iz visible fo restricted users in these Selected Restricted Roles

| update || cancel || Hep
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Chapter 3

Set Up Actions

This chapter shows how to set up actions to address common situations.

These examples do not describe the detailed steps necessary to set up actions. Some examples
describe only the idea behind a solution to a problem. For a detailed explanation of actions and how
to set them up, consult the Help system or the IBM Sterling Control Center System Administration
Guide.

These examples are provided:

* How Can I Create an Action to Release a Sterling Connect:Direct Process?

* How Can I Create an Action that Sends an E-mail that Includes an SLC Name?

» How Can I Create an Action to Send an E-mail and Generate an Alert?

* How Do | Generate a High-Severity Alert and an SNMP Trap?

* How Do I Pass an Operating System Command and Variables to Open a Help Desk Ticket?
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How Can | Create an Action to Release a Sterling
Connect:Direct Process?

Create an action with Server Command equal to the following:

“change process hold=no pname=&processName; pnumber=&processid;”

You can do this easily using the Release Process Command command template provided in the
Create Action wizard.

Create Action
General
E-rmail Server Command Release Pracess
Alert
SNMP Trap Server. |<Serverthat generated the event= B|
08 Command
Command Template:

e —— 9 |Re|ease Procass Command E“
PermiSSiD”S_ Server Command:
Gonfirm Choices change process hold=no pharme=&processharne; | ToE YT
Finish phurmber=&processid;

= Back ‘ | Mext = Cancel ‘ | Help

To make this action release Processes to attempt to run again, you could specify this action in a rule
that, for example, watches for Sterling Connect:Direct Processes that have transitioned to the Held

in Error queue. (See How Can | Know When a Sterling Connect:Direct Process Goes in the Held
in Error Queue? on page 51.)
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How Can | Create an Action that Sends an E-mail that Includes
an SLC Name?

To plug the SLC name in the subject line in e-mails generated as a result of SLC events, you can
use the event element variable called groupld.

First, you create an action and add the e-mail address along with the descriptive text you want in
the Subject line.

Action Properties x|

| 05 Command Server Command ] Permissions ] Summary |
General E-rnail [ Alert | SNMP Trap
E-rmail Motify using SLC name

| To.. john_smithig@stercomm.com

Import... ‘| Export... ‘| Sort - ‘

From: |nggne@anywhere |

Subject: |SLCName: || Insert'ar ]

Messane: | Insert War

| Test

Update H Canceal H Help
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Click Insert Var and select groupld in the Select Variable window.

SkE Select Variable x|
SelectVariable
Select a variahle ta inser.
Variakle [
FOEK Feedhack E]
FGCOME_ORG_KEY Fi3.Cansumer
FG.DATA_FLOW_ID FG.Data Flow 1D
FG.EVENT_CODE FG.Event Code
FG FILE_MAME FiG Arrived File Mame E
FG.PROD_ORG_KEY FG.Producer
FG.STATE FG Artived File Status
oAt Type Fi3 Artivity
fileSize File Size
framiode Mode that sent the file.
FUMNC Function Info
groupld |Group name associated with SLC
HOLD Hold
inError In Error.
i=BP Iz Business Process.
johld Jah 1D
jobMame Job Mame EE]
4 | {1} i
| Ok ] | Cancel l | Help l

E-mails generated as a result of this action will contain the SLC name in their subject.

Action Properties | zl
| 0S5 Command Server Command ] Fermissions ] Summary ]
General E-mail [ Alert ] SHMP Trap
E-mail Motify using SLC name
To... iohn_smith@stercomm.com
Impaort... ] I Export... l I Sort ~ ]
Frarn: [noone@armwhere |
Subject: |SLC Mame=&aroupld; | || Insert var ||

Message: Insert Var

Test

|| Update H Cancel H Help
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How Can | Create an Action to Send an E-mail and Generate an
Alert?

You can create an action that sends an e-mail notification to a system administrator and generates
an in-compliance alert. Specify this action in a rule set up to trigger when a certain critical Process
completes successfully.

The following example illustrates this kind of setup.
Click Manage > Rules and Actions > Actions and click + to create a new action.
Complete Name and Description.

Click Next and create e-mail entries similar to the following. Use Insert Var to add variables to
Subject and Message.

x
General
E-mail E-rnail Motify SysAdmin Success
alert To: :
SMMP Trap . ’Admln@Mycompany.com ‘
05 Command
Server Command Impoart... ‘ | Expart... ‘ | Sort ‘
Permissions
Confirm Choices Fram: |SCCCDnsole@Mycompany.com| |
Finish
Subject: |&pmcessld; &processName; completed | | Insertvar ‘
Message:  |Process &processld; &processMame; has | Insert var
completed narmally.
| Test
= Back ‘ I Mext = Cancel ‘ | Help

Required if To addressz is specified. Special characters allowed.
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Click Next and choose 0 - In compliance for Alert Severity.

x|
General

E-mail Alert Motify SysAdmin Success
Alert L

SNMP Trap Alert Severity: ||D—In compliance |EJ|

05 Command
Server Command
Fermissions
Confirm Choices
Finish

= Back ] [ Mext = Cancel ] | Help

Select sewerity lewel fram 0 to 2. Optional. Default is <no alert generated=.

Leave the remaining wizard panels unchanged.
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How Do | Generate a High-Severity Alert and an SNMP Trap?

You can set up an action that generates a high-severity alert and an SNMP trap to an Enterprise
System Management (ESM) host. The ESM host must be defined in the Sterling Control Center
ESM Host settings. (See “Sterling Control Center Settings” in the Help or the IBM Sterling Control
Center System Administration Guide.)

You could specify this action in a rule that triggers, for example, whenever any file transfer on a
managed Sterling Connect:Enterprise server fails (that is, completes with a return code greater than

Create an action with a Name and Description similar to the following.
x|
General
E-rnail General
Alert .
SNMP Trap Mame: [Generate Alert and Trap |
05 Command T
Server Gommand Description: | Genarate high-severity alert and trap to the consald
Permissions
Confirm Choices
Finigh
= Back | I Mext = Cancel ‘ | Help
Dezcription. Up to 255 characters. Mo special characters. Optional.
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Skip the E-mail wizard panel and go to the Alert panel. Select 1 - High for severity and click Next.

x|
General
E-mail Alert Generate Alert and Trap
Alert
Alert Severity: i
SNWIP Trap b [1- High [

05 Command
Server Command
Fermissions
Confirm Choices
Finish

= Back ] [ Mext = Cancel ] | Help

Select sewerity lewel fram 0 to 2. Optional. Default is <no alert generated=.

On the SNMP Trap panel, select SNMP Trap. Then click through subsequent panels and confirm
your choices.

zl
General

E-mail SMNMP Trap Generate Alert and Trap
Alert

SMMP Trap [¥|Generate SMMP Trap|

08 Command
Server Command
Permissions
Confirm Choices
Finish

= Back ] [ Mest = Cancel ] | Help

SHMP Host systemn settings must be configured to generate traps. Optional.
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How Do | Pass an Operating System Command and Variables

to Open a Help Desk Ticket?

You can create an action that calls a user-written program (hamed GenHelpTicket.exe in this
example) that opens a Help Desk ticket when the rule it is attached to is triggered. The action also
passes an XML string of event data to the user-written program.

When calling an operating system command, remember that the called program must reside on the
same computer on which the Sterling Control Center engine is located.

Create an action with a Name and Description similar to the following.

General

E-mail

Alert

SHNMP Trap

08 Cammand
Server Command
Permissions
Confirm Choices
Finish

General

Marme:*

Description: |Ca|l GenHelpTicketto open ticket

|Open Ticket

| Next»

X

Cancel

/|

Help
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Skip to the OS Command wizard panel and make the following entry.

x
General
E-rnail 08 Command Open Ticket
Alert
SMME Tra Enter operating system command text:
g C e d "cAProgram Files\GenHelpTicket.exe" &pracessMame; | Insert Var
armman &processid;
Serer Command
Permissions
Confirm Choices
Finish
= Back ‘ l Mext = Cancel ‘ | Help

Note: The entry must be enclosed in double quotes because of the space in the file path name. Here’s an
example involving UNIX where no quotation marks are required:
cmd /c copy C:\Users\sflan\apkeyfl.txt D:\Users\sflan\apkeyf2.txt

Use Insert Var to insert the Process Name and Process ID variable names. Click Next through the
remaining panels and confirm your choices.
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Chapter 4

Set Up Rules

This chapter discusses how to set up rules to monitor situations frequently seen by Sterling Control
Center users.

These examples do not all describe the detailed steps necessary to set up a rule. Some examples
describe only the idea behind a solution to a problem. For a detailed explanation of rules and how
to set them up, consult the Help system or the IBM Sterling Control Center System Administration
Guide.

The examples provided are as follows.

General Topics

How Can | Know When a Process Completes?

How Can | Know When a Process Has a Problem?

How Can | Know When a Copy Completes?

How Can | Know When a Copy Completes Unsuccessfully?

How Can | Know When a Monitored Server Goes Down?

How Can | Know When a Monitored Server Starts?

How Can | Send an E-Mail in the Event of a Critical Database Problem?

How Can | Generate a Server Down Alert Only After the Server Has Been Down More Than
Five Minutes?

How Can | Generate an Alert When a Managed Server Stops and Handle the Alert
Automatically When the Server Restarts?

How Can | Know When a Sterling Connect:Direct Process Goes in the Held in Error Queue?
How Can | Know When a Managed Server’s License is About to Expire?

How Can | Avoid Receiving Alerts From Both Servers Involved in a Process?

How Can | Specify More Than One Message ID in the Rule Criteria?

How Can | Know If a New Version of Objects was Created?

How Can | Know When Sterling Control Center Is Not Monitoring a Server Regularly?
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Sterling B2B Integrator

How Can | Know When a Sterling B2B Integrator Adapter has Stopped?
How Can | Know When a Sterling B2B Integrator Adapter is Enabled?

How Can | Know When a Sterling B2B Integrator Adapter Goes Down and Stays Down for
More Than Five Minutes?

Sterling File Gateway

How to Get Notified When a Sterling File Gateway Route Fails?
How Can a Producer Know When a File Was Delivered to a Sterling B2B Integrator Mailbox?
How Can a Producer Know if a File Was Delivered to a Consumer’s Mailbox?

How Can a Producer Get Notified if a File Does Not Arrive in Their Mailbox Within 5
Minutes After the Connection is Initiated?

Sterling Connect:Enterprise

How Can | Know When a Sterling Connect:Enterprise Daemon Goes Down and Stays Down
for More Than Five Minutes?

How Can | Know When a Sterling Connect:Enterprise for UNIX Daemon Stops?

How Can | Know When a Sterling Connect:Enterprise for UNIX Daemon Starts?

How Can | Know When a Sterling Connect:Enterprise for UNIX Offline Add was Performed?
How Can | Know When a Sterling Connect:Enterprise for UNIX AutoConnect Fails?

How Can | Know When a Sterling Connect:Enterprise for UNIX AutoConnect Collect
Operation is Performed?

How Can | Know When a Sterling Connect:Enterprise for UNIX AutoConnect Transmit
Operation is Performed?

How Can | Know When a Sterling Connect:Enterprise for UNIX Offline Extraction is
Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connection Request Operation
was Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connection Add Operation
was Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connect Connection is
Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connect Delete is Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connect Directory List is
Performed?

How Can | Know When a Sterling Connect:Enterprise Remote Connect Disconnection is
Performed?

How Can | Know When a Sterling Connect:Enterprise for z/OS AutoConnect CONNECT
Operation is Performed?

How Can | Know When a Sterling Connect:Enterprise for z/OS AutoConnect DISCON
Operation is Performed?
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Set Up Rules

* How Can | Know When a Sterling Connect:Enterprise for z/OS AutoConnect Send Operation
is Performed?

* How Can | Know When a Sterling Connect:Enterprise for z/OS AutoConnect Receive
Operation is Performed?
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How Can | Know When a Process Completes?

For arule to trigger when a Process completes on a managed server, whether an IBM® Sterling B2B
Integrator business process, a Sterling Connect:Direct Process, or, for example, a batch added by a
remote user to a Sterling Connect:Enterprise mailbox, set the rule’s event type to Process Ended.

No other rule attributes need be set; however, to limit the times when this rule would fire, you can
set additional values such as an individual server or server group, a Process Name, or a submitter.

The following example illustrates this type of rule setup.

To know when the Process ISITDONE completes on any server in the Server Group known as My
Group, specify the following criteria as parameters when you create the rule:

zl
General

Parameters FParameters Frocess Completed
Schedules

actions Key [ Opetator [ Value

Linked Rules Event Type Matches Frocess Ended

Confirm Chaices Servers and Server Groups Matches 0 (MyGroup)

Finish Process Mame Matches [IsITDONE

= Back J L et = | Cancel ‘ | Help

hiultiple entries allowed. Optional.

This rule will now fire only when Processes named ISITDONE complete on servers in MyGroup.
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How Can | Know When a Process Has a Problem?

For a rule to trigger when a Process completes in error on a managed server, specify an event type
of Processes ended, the name of the Process and add another parameter with a key of Return Code,
an Operator of Not Equal To, and a Value of 0.

No other rule attributes need be set; however, you can limit the times this rule would fire by setting
additional values.

For example, to know when the Process ISITDONE completes in error on any server in the Server
Group known as MyGroup, specify the following parameters:

x|
General
Parameters FParameters Process Ended
Schedules
actions Key [ Operator [ Value
Linked Rules Event Type Matches Process Ended
E_Dhﬂr:m EACES Process Mame Matches ISITDONE
inis
Servers and Server Groups Matches {3 MyGroup )
Return Code Mot egual to 0
= Back J l Mext = Cancel ‘ | Help
hiultiple entries allowed. Optional.

This rule will fire only when Processes named ISITDONE complete with a non-zero return code on
servers in the server group named MyGroup.
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How Can | Know When a Copy Completes?

File transfers are accomplished via what Sterling Control Center interprets as Process steps. For
Sterling Control Center purposes, this category even includes transfers involving Sterling B2B
Integrator servers that don’t include a business process. For a rule to trigger when a Process step
completes on a managed server (Sterling B2B Integrator Business Process Activity, a transfer
handled by a Sterling B2B Integrator adapter such as the CDServerAdapter, a Sterling
Connect:Direct Process Step, or, for example, a batch added by a remote user to a Sterling
Connect:Enterprise mailbox), set the rule’s event type to Process Step Ended. No other rule
attributes need be set; however, to limit the times when this rule will fire, you can set such attributes
as server groups, servers, schedules, and parameters like Destination File, Source File, Process
Name, or Step Name.

Note: For Sterling Connect:Enterprise-managed servers, the Key parameter Submitter equates to the
sender’s Mailbox 1D, while Process Name equates to Batch 1D, and Remote Node equates to the
recipient’s Mailbox ID.

For example, to limit the triggering of your rule to when a file is added to the mailbox named Fred,
specify a Key of Remote Node, with an Operator of Matches, and a Value of Fred.

For a Sterling B2B Integrator example: To know when the activity named WaitService in the
Sterling B2B Integrator business process ISITDONE completes on the managed server named
phoenix-gis 43, specify the following parameters when you create the rule:

ceaterate x

General

Parameters Parameters Process Step Ended

Schedules

actions Key [ Operator [ Value

Linked Rules Process Mame Matches ITIZDOME

Confirm Choices Step Mame Matches YWaitService

Finish Event Type Matches Process Step Ended
Server Id Matches phoenix-gis 43

| |

= Back ‘ | Mext = Cancel ‘ | Help

This rule fires only when the Activity named WaitService completes in a business process named
ISITDONE on the Sterling B2B Integrator-managed server named phoenix-gis 43.
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How Can | Know When a Copy Completes Unsuccessfully?

File transfers are accomplished via what Sterling Control Center interprets as Process Steps. For
Sterling Control Center purposes, this category even includes transfers involving Sterling B2B
Integrator servers that do not include a business process. For a rule to trigger when a Process Step
completes in error on a managed server (whether a Sterling B2B Integrator business process
activity, a Sterling Connect:Direct Process step, or, for example, a batch added by a remote user to
a Sterling Connect:Enterprise mailbox), you must specify two parameter keys: an event type of
Process Step Ended and a Return Code with an Operator of Not Equal To and a Value of 0. No other
rule attributes need be set; however, you can further limit the times this rule would fire by setting
additional values such as a particular server or a schedule.

For example, to know when the activity called WaitService in business process ISITDONE
completes in error on Sterling B2B Integrator-managed server phoenix-gis 43, specify the
following parameters when you create the rule:

Cresterle x|
General
Parameters Parameters Process Step Ended
Schedules
ctions Key Operator [ Yalue
Linked Rules Process Mame Matches ITISDOME
Confirm Choices Step Mame Matches YWaitService
Finish Event Type Matches Process Step Ended
Server Id Matches phoenix-gis 43
Return Code Mot egual to 0
[
= Back ‘ l Mext = cancel ‘ | Help
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How Can | Know When a Monitored Server Goes Down?

When Sterling Control Center is no longer in communication with a monitored server, it assumes
the server has stopped and generates an event of type Server Status with a message ID of
CCTRO34E.

To be alerted of this condition, create a rule that specifies the following parameter:

Key Operator Value

Message ID Matches CCTRO34E

Specify an action with a severity level that generates an alert (such as severity level 2).

Note: Of course, the Sterling Control Center GUI also relates real-time information about server up or
down status. The name of a server in down status appears in red in the list of servers, accompanied
by a red down arrow.
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How Can | Know When a Monitored Server Starts?

When Sterling Control Center establishes communication with a monitored server, it assumes that
the server is started and generates an event of type Server Status with a message ID of CCTRO33E.

To be alerted of this condition, create a rule that specifies the following parameter:

Key Operator Value

Message ID Matches CCTRO33E

Note: Of course, the Sterling Control Center GUI also relates real-time information about server up or
down status. A server in up status displays in normal text, with an activity graph illustrating any
current activity.
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How Can | Send an E-Mail in the Event of a Critical Database
Problem?

This case involves monitoring for a CJDB026E message, which indicates that an SQL exception
has occurred within the Sterling Control Center engine that is not a truncation or duplication
exception. When such a problem occurs, Sterling Control Center shuts down. In this event, you
would probably want to e-mail a responsible party that Sterling Control Center has initiated
shutdown due to a critical database problem.

To do so, first set up a new action that will send an e-mail to the appropriate party and generate a
high-severity alert. Next, create a rule that monitors for a message 1D of CJIDB026E by specifying
the following parameter:

Key Operator Value

Message ID Matches CJDBO026E

Within this rule, associate the e-mail action you just created.
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How Can | Generate a Server Down Alert Only After the Server
Has Been Down More Than Five Minutes?

When Sterling Control Center can no longer communicate with a monitored server, it assumes the
server has stopped, and generates an event of type Server Status with a message 1D of CCTR0O34E.
Also, when Sterling Control Center establishes communication with a monitored server, it assumes
the server is started and generates an event of type Server Status with a message ID of CCTRO33E.

This information can be used in conjunction with a linked rule to generate an alert for a server down
condition only if the server has been down for more than, say, five minutes, thus giving a system
administrator a chance to restart the server before any alert is generated. A rule like this would be
useful when brief server outages are of minor consequence and the only time you would like an alert
to be generated is when a longer-term outage occurs.

Note that a linked rule is nothing more than a normal rule with additional attributes.

To construct a rule to let you know when a server is down more than five minutes, first build a rule
that monitors for the message that Sterling Control Center generates when it thinks a server has
stopped by specifying a key of Message ID, an Operator of Matches, and a Value of CCTR034E.
You can specify additional parameters to limit when this rule is triggered.

Select the No Operation action, since you don’t want to generate an alert when the server is first
discovered to be down, only after it has been down for more than five minutes.

B
General
Parameters Actions Server down for mare than 3 minutes
Schedules _
actione Filter:

Linked Rules
Confirm Choices
Finish

alertd

alert

alert2

alertd

no operation
Route Failed action

= Back H Mext = Cancel H Help

Select Enabled on the Linked Rules wizard panel that appears next.

Specify a following parameter key of Message 1D, an operator of Matches, and a value of
CCTRO33E, as an event that will be generated by the Sterling Control Center engine when it finds
that a managed server has started. You can also specify other parameters to refine the criteria under
which CCTRO33E events are matched by the linked part of the rule.

IBM Sterling Control Center How-To Guide 47



48

Since you selected No Operation for the initial action, choose the same for the Resolution
action—nothing needs to be done if the server comes back up within five minutes—and an
appropriate action, such as alertl, for the Non-Resolution action.

Note:

If you selected an alert action for the initial action, you should choose alert0 for the

resolution action, which tells Sterling Control Center to clear the first alert, and again an
appropriate action for the Non-Resolution action, such as alert1. Doing this generates a
lower-severity alert when the server is first discovered to be down and a higher-severity
alert if the server remains down for more than the allowed amount of time.

Set the Timeout value to the time the Sterling Control Center engine should wait before taking
either the Resolution or the Non-Resolution action, in this case five minutes.

General

Parameters Linked Rules Server down for more than 5 minutes

Schedules

Actions [ Enahled

Linked Rules . —

Canfirm Chaoices Parameters: Message |d matches 'CCTRO33E [ .

Finish ) o —
Resolution Action: |a|er10 Iz‘“ + | |
MNaon-Resolution Action: |a|em Iz‘“ + | |

= Back J l Mext = Cancel ‘ | Help

Action to take if condition in Parameters is not met before timeout. Required if enabled.
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How Can | Generate an Alert When a Managed Server Stops
and Handle the Alert Automatically When the Server Restarts?

When Sterling Control Center can no longer communicate with a monitored server, it assumes the
server has stopped and generates an event of type Server Status with a message ID of CCTRO34E.
Also, when Sterling Control Center establishes communication with a monitored server, it assumes
the server is started and generates an event of type Server Status with a message ID of CCTRO33E.

This information can be used in conjunction with a linked rule to generate an alert for a server down
condition and to automatically clear any alert generated if and when the server is restarted.

Note that a linked rule is nothing more than a normal rule with additional attributes.

To construct a rule to let you know when a server is down, first build a rule with a parameter using
a Key of Message ID, an Operator of Matches, and a Value of CCTR034E—the event generated by
the Sterling Control Center engine when it thinks a server has stopped. You can specify additional
parameters to limit when this rule is triggered.

Select alertl as the Action to generate an alert of severity 1 when the Server stops.

x|
General
Parameters Actions Server dowh with Autaclearwhen Server restans
Schedules _
Actions Filter:

Linked Rules
Confittm Chaices
Finish

alertd

alert

alert2

alert3

no aperation
Foute Failed action

= Back H Mext = Cancel H Help

Select Enabled on the Linked Rules wizard panel that appears next.

For linked rule parameters, specify a parameter with a key of Message ID, an Operator of Matches,
and a Value of CCTRO33E, as an event that will be generated by the Sterling Control Center engine
when it finds that a managed server has started. Other parameters may also be specified as necessary
to ensure only the appropriate CCTR0O33E events are matched.

Since you want to clear the alert generated when the server down occurred when the system sees
that the server has restarted, you should choose alertO for the Resolution action, and the action No
Operation for the Non-Resolution action.
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Select alert0 for the Non-Resolution action as well if you always want the alert cleared. The
Non-Resolution action will not occur until the number of minutes specified for Timeout has
transpired.

Set the Timeout value to the time the Sterling Control Center engine should wait before taking
either the Resolution or the Non-Resolution action. That is, set the Timeout value to the maximum
time you feel it will take for a server outage to be handled.

Createrie x|
General
Pararmetars Linked Rules Setver dowh with Autoclear when Server restans
Schedules
sctions [#] Enabled
Linked Rules —
Canfirm Choices Farameters: Message |d matches ‘CCTRO33E! [ .
Finish ) _— | B Sy
Resolution Action: |a|er10 Iz‘“ + | |
MNon-Resolution Action: |a|er10 Iz‘“ + | |
Timeout: 1440 minutes
= Back J I Mext = Cancel ‘ | Help
Timeoutin min. Default S, Minimum 1. Maximum 64,595,
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How Can | Know When a Sterling Connect:Direct Process
Goes in the Held in Error Queue?

Forarule to trigger when a Sterling Connect:Direct Process has been placed in the Hold Queue after
it received an error (status = HE, Held in Error), specify a parameter with a Key of Message Id, with

an Operator of Matches, and a Value of CNCDO0611.

Createruie x|

General
Parameters Parameters Process moved to Hold Gueue
Schedules
sctions Key [ Operator [ Value
Linked Rules Message Id Matches CHCDO61] |
Confirm Choices
Finish

= Back J l Mext = Cancel ] | Help
Multiple antries allowed. Optional.

Values for Servers and Server Groups and additional parameters may be specified to make this rule

more specific if desired.

When this rule is associated with an action that issues the Sterling Connect:Direct Release Process
command, whenever Sterling Control Center finds a Sterling Connect:Direct Process has moved to

the Hold Queue with an HE status, it tells the managed server to release it to run again.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
Daemon Stops?

When Sterling Control Center finds that a master type Daemon on a Sterling Connect:Enterprise for
UNIX-monitored server has transitioned from running to not running, that is, the daemon has
stopped—it generates an event of type Server Status with a message 1D of CNCE115l.

You can simply write a rule that specifies a parameter with a Key of Message ID along with a Value
of CNCE115I, or, to limit when the rule is triggered, you can also specify additional parameters, as

shown below.
Createrie x|
General
Parameters Parametars Daemaon dowh
Schedules
Actions Key [ Operator [ Yalue
Linked Rules Message |d Matches CHMCE114l
Il (TR Daemon Mame Matches
Finish
Daemon Type Matches
Daemon 51D Matches
Daemon Host Matches
Daemon Qriginator Matches
Daemon Resource Matches
Daemon State Matches
< Back J || MNext = || Cancel ‘ | Help
Multiple entries allowed. Optional.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
Daemon Starts?

When Sterling Control Center finds that a protocol or other type of daemon on a Sterling
Connect:Enterprise for UNIX-monitored server has transitioned from being down to running, it
generates an event of type Server Status with a message ID of CNCE114l.
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How Can | Know When a Sterling Connect:Enterprise Daemon

Goes Down and Stays Down for More Than Five Minutes?

When a daemon goes down, a Server Status event with a message ID of CNCE115I is generated.

When a daemon starts, a Server Status event with a message ID of CNCE1141 is generated.

Using this knowledge a linked rule can be built to accomplish the objective of alerting you only if
the daemon goes down and stays down for more than five minutes.

The first part of the rule is simply to watch for the message ID of CNCE115I. The action taken could
be No Operation, or a low-severity alert action.

Select Enabled on the Linked Rules dialog that appears next.

Specify a Message ID value of CNCE1141 as a Linked Rules parameter.

If you selected No Operation for the initial action, choose the same for the Resolution action, and
an appropriate action, such as alertl, for the Non-Resolution action.

If you selected an alert action, such as alert2, for the initial action, you should choose alert0 for the

Resolution action, which tells Sterling Control Center to clear the first alert generated, and an

appropriate action for the Non-Resolution action.

Set the Timeout value to the time the Sterling Control Center engine should wait before taking

either the Resolution or the Non-Resolution action.

General
Parameters
Schedules
Actions

Linked Rules
Confirm Choices
Finish

Linked Rules Daemon down more than 5 minutes
[#] Enahled
Parameters: Message It matches ‘CNGET 141 |:J
Resolution Action: |nD F— E\||EJ||
MNon-Resolution Action: |a|er11 E\“E“|
Timeout: RRES

= Back J | Mewt = Cancel ] | Help
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How Can | Know When a Sterling B2B Integrator Adapter has
Stopped?

When Sterling Control Center finds that a Sterling B2B Integrator Adapter on a Sterling B2B
Integrator-monitored server has transitioned from being up to being down, an event of type Server
Status with a message ID of CGIS011I is generated.

You can write a rule that specifies a parameter with a Key of Message 1D, an Operator of Matches,
and a Value of CGIS011I. To limit the circumstances under which the rule is triggered, you can also
specify values for Server Groups, Servers, as well as other parameters, as shown below.

x|
General
Parameters Parametars Adapter stopped
Schedules
Actions Key [ Operator [ Yalue
Linked Rules Message |d Matches CGIS0111
C_opﬂrm LIS SlAdapter Name Matches
Finish
SlAadapter Type Matches
I
= Back J I Mext = Cancel ‘ | Help
Multiple entries allowed. Optional.
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How Can | Know When a Sterling B2B Integrator Adapter is
Enabled?

When Sterling Control Center finds that a Sterling B2B Integrator Adapter on a Sterling B2B
Integrator-monitored server has transitioned from being down to up, that is, enabled, an event of
type Server Status with a message ID of CGIS010l is generated.
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How Can | Know When a Sterling B2B Integrator Adapter Goes
Down and Stays Down for More Than Five Minutes?

When a Sterling B2B Integrator adapter goes from enabled to disabled on a Sterling B2B
Integrator-managed server, a Server Status event with a message 1D of CGIS0111 is generated, and
when a Sterling B2B Integrator adapter starts up/is enabled, a Server Status event with a message
ID of CGIS010I is generated.

Using this knowledge, you can build a linked rule to accomplish the objective of alerting you only
if the adapter goes down and stays down for more than five minutes.

The first part of the rule is to watch for the message ID of CGIS0111. The action taken could be No
Operation, or a low severity alert action.

Select Enabled on the Linked Rules dialog that appears next.

As a Linked Rules parameter, specify a Message ID value of CGIS0101 to match on the event when
a Sterling B2B Integrator adapter starts up.

If you selected No Operation for the initial action, choose No Operation for the Resolution action
also, and an appropriate action, such as alertl, for the Non-Resolution action.

If you selected an alert action, such as alert2, for the initial action, you should choose alert0 for the
resolution action. This tells Sterling Control Center to clear the first alert generated, and an
appropriate action for the Non-Resolution action.

Set the Timeout value to the time the Sterling Control Center engine should wait before taking
either the Resolution or the Non-Resolution action.

x|
General
Pararmetars Linked Rules Sl Adapter down mare than 5 minutes
Schedules
sctions [#] Enabled
Linked Rules . p—
Canfirm Choices Farameters: Message |d matches 'CGISO101 [ .
Finish ) _— | e Sy
Resolution Action: |n0 F—— E“ + | |
MNon-Resolution Action: |a|er11 \z\“ + | |
= Back J | Mext = Cancel ‘ | Help
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How Can | Know When a Sterling Connect:Enterprise Remote
Connection Request Operation was Performed?

Look for a Process End or Process Step End event, with a message 1D of CNCEOQ05I.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connection Add Operation was Performed?

Look for a Process End or Process Step End event, with a message 1D of CNCE003I.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
Offline Add was Performed?

Look for a Process End or Process Step End event, with a message 1D of CNCE012I.

Note: This currently works only for Sterling Connect:Enterprise for UNIX nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
AutoConnect Fails?

Look for a message ID of CNCE113l.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connect Connection is Performed?

Look for a message ID of CNCEOQQ9I.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connect Connection is Performed?

Look for a message ID of CNCEOQQ9I.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connect Delete is Performed?

Look for a message ID of CNCEQOQ71.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connect Directory List is Performed?

Look for a message ID of CNCEOQOQ6I.
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How Can | Know When a Sterling Connect:Enterprise Remote
Connect Disconnection is Performed?

Look for a message ID of CNCEO10I.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
Offline Extraction is Performed?

Look for a Process Ended or Process Step Ended event, with a message ID of CNCEOQ11l.

Note: This currently works only for Sterling Connect:Enterprise for UNIX nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise for z/OS
AutoConnect CONNECT Operation is Performed?

Look for a message ID of CNCE209I.

Note: This currently works only for Sterling Connect:Enterprise for z/OS nodes.

IBM Sterling Control Center How-To Guide 68



How Can | Know When a Sterling Connect:Enterprise for z/OS
AutoConnect DISCON Operation is Performed?

Look for a message ID of CNCE210l.

Note: This currently works only for Sterling Connect:Enterprise for z/OS nodes.
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How Can | Know When a Sterling Connect:Enterprise for z/OS
AutoConnect Send Operation is Performed?

Look for a Process Ended or Process Step Ended event, with a message ID of CNCEQO1LI.

Note: This currently works only for Sterling Connect:Enterprise for z/OS nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.

IBM Sterling Control Center How-To Guide 70



How Can | Know When a Sterling Connect:Enterprise for z/OS
AutoConnect Receive Operation is Performed?

Look for a Process Ended or Process Step Ended event, with a message ID of CNCEQOQ2I.

Note: This currently works only for Sterling Connect:Enterprise for z/OS nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
AutoConnect Collect Operation is Performed?

Look for a Process Ended or Process Step Ended event, with a message ID of CNCEOQ13l.

Note: This currently works only for Sterling Connect:Enterprise for UNIX nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Sterling Connect:Enterprise for UNIX
AutoConnect Transmit Operation is Performed?

Look for a Process Ended or Process Step Ended event, with a message ID of CNCEQ14I.

Note: This currently works only for Sterling Connect:Enterprise for UNIX nodes.

Caution: If you specify only a message ID as a parameter, your rule will be triggered twice per Remote
Connection Request operation.
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How Can | Know When a Managed Server’s License is About
to Expire?

When a managed server’s license is about to expire, an event of type Server License with a message
ID of CCNSOO4E is generated every day at midnight (and whenever Sterling Control Center
establishes a new connection with the server).
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How Can | Avoid Receiving Alerts From Both Servers Involved
in a Process?

If both servers involved in a failed Process are managed by Sterling Control Center, two alerts may
be generated. The redundant alert can be eliminated by setting up a rule that causes Sterling Control
Center to ignore one of the two alert conditions.

Create a rule that specifies the following parameters:

Key Operator Value

Event Type Matches Process Step Ended
Return Code Not equal to 0

Local Node (P or S) Matches S

Specify an action of “No operation” and finish by confirming your choices.

Note: Except for the additional parameter of “Local Node (P or S) Matches S,” this rule is essentially a
duplicate of the Bad Return Code rule that ships with Sterling Control Center. To work, it must be
placed above the Bad Return Code rule in the Rules listing; i.e., it must a have a higher priority in
the listing.

Caution: This technique works except in the following situations:
» IfaPNODE = SNODE Process step fails, two alerts are still generated.

* No alerts are generated if the PNODE server involved in the Process is unmanaged.
Circumvent this shortcoming by preceding the rule in the Rules listing with one that
specifies a particular server as the SNODE for a Process.
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How Can | Specify More Than One Message ID in the Rule
Criteria?

Use regular expressions to specify more than one Message ID in the rule, as in this illustration:

oot 5I

General
Pararmeters Parameters Sl Adapter down maore than 3 minutes

Schedules
actions Key [ Operator [ Value

Linked Rules Message ld Reg Ex CACLOD4E|CDIS0ZEE

Confirm Choices ||
Finish

| = Back ‘ || Mext= | | Cancel ‘ | Help ‘

tultiple entries allowed. Optional.

For details, see the Regular Expressions appendix of the IBM Sterling Control Center System
Administration Guide.
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How Can | Know If a New Version of Objects was Created?

When a new version of objects is created for a server in the Sterling Control Center object repository
a Server command event is generated with one of the following message IDs:

CCFG191I1 — New version of Netmap Nodes created

CCFG192I — New version of Netmap Modes created

CCFG193I — New version of Netmap Communication Paths created

CCFG194I1 — New version of Init Parms created

CCFG1951 — New version of Translation tables created

CCFG1961 — New version of User Proxies created

CCFG1971 — New version of User Auth entries created

CCFG198I — New version of Sterling Connect:Direct Secure Plus Nodes created

CCFG199I — New version of Sterling Connect:Direct Secure Plus Key Certificates created
CCFG200I — New version of Sterling Connect:Direct Secure Plus Trusted Certificates created

You may write multiple rules, one for each message ID, or write one rule that specifies one, or more,
of these message 1Ds using RegEx as the Operator. See How Can | Specify More Than One Message
ID in the Rule Criteria? on page 76.
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How Can | Know When Sterling Control Center Is Not
Monitoring a Server Regularly?

To know when monitoring of a server is not taking place on a regular basis, use the new built-in
rule, Monitoring rate out of compliance. The monitor rest time is the amount of time (usually in
seconds) Sterling Control Center waits before polling the server to check status and collect
statistics. The monitor rest time is used to determine whether monitoring is in or out of compliance.

Note: To be on the safe side, make a copy of the built-in rule, and then edit and enable your copy, instead
of modifying and using the built-in rule.
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How to Get Notified When a Sterling File Gateway Route Fails?

Set up a rule to generate an alert, and in the rule specify the following parameter:

Create Rule |

General
Farameters
Schedules
Actions

Linked Rules
Confirm Choices
Finish

Parameters

Route failed

Key

Yalue

Message Id

Matches

FG_D456

= Back

I

Mext =

X

Cancel ‘ | Help

hfultiple entries allowed. Optional.

Sterling File Gateway “event codes” are mapped to Sterling Control Center event message IDs. To

look up a particular event code, go to the Sterling File Gateway documentation. Event Code
FG_0456 is named RouteFailed and is the appropriate value to use for this scenario.
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How Can a Producer Know When a File Was Delivered to a
Sterling B2B Integrator Mailbox?

Assuming files are delivered using one of the monitored protocols, set up a rule with the following
parameters substituting an appropriate value for your mailbox location:

Createriie x|
General
Parameters Parametars File Delivery to praducer mailbox
Schedules
Actions Key [ Operator [ Value
Linked Rules SlMailbox Path Matches IProducerBroadcast
E_Dnﬂr:m Chaices Event Type Matches Frocess Step Ended
inis
Slls Put itrue or false) Matches true
< Back J || MNext = || Cancel ‘ | Help
Multiple entries allowed. Optional.
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How Can a Producer Know if a File Was Delivered to a
Consumer’s Mailbox?

Set up a rule with the following parameters substituting an appropriate value for your mailbox
location:

Rule Properties i ll
General | Parameters | Schedules | Actions | Linked Rule | Summary |
Parameters File delivered into consumers mail box

Ky [ Operatar [ Yalug
Sl.Mailbox Path Matches IRQ103PGPCansumerEin...
5115 Put (true of false) Matches true
Event Type Matches Process Step Ended
| uvpsate || camel || Hew

Multiple entries allowed. Optional.
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How Can a Producer Get Notified if a File Does Not Arrive in
Their Mailbox Within 5 Minutes After the Connection is
Initiated?

To implement this scenario, set up a linked rule and specify the following parameters substituting
an appropriate value for the submitter in your situation:

cesterie zl
General

Parameters Farameters Connection started hutfile not delivered
Schedules

ctions Key [ Operator | Value

Linked Rules Event Type Matches Cannection Started

C.orjﬂrm Choices Submitter Matches |partnerid

Finish

= Back I I Mext = Cancel I | Help

hultiple entries allowed, Optional.

On the Actions screen, select no operation.
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How Can a Producer Get Notified if a File Does Not Arrive in Their Mailbox Within 5 Minutes After the Connection is
Initiated?

Next, define the following parameters on the Linked Rules screen:

* Enabled—Check to enable.

o Parameters—Event Type Matches Process Step Ended
» Resolution action—no operation

* Non-Resolution action—alertl

»  Timeout—5 minutes to define the period of time to wait before taking the non-resolution
action (alert1 which indicates a high alert)

cemerie x

General
Pararneters Linked Rules Connection started butfile not delivered

Schedules
sctions [ Enabled

Linked Rules —_—
Corfirm Choices Parameters: Event Type matches Process Step Ended |

Finish ) ) P —
Resolution Action: ‘no F— EHiJ|| e

MNon-Resolution Action: ‘alem E“ + | |

= Back ‘" Mext = || Cancel H Help

Action to take if condition in Parameters iz not met before timeout. Required if enabled.
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Chapter 5

Troubleshooting Rules

Rules can fail to work as expected for many reasons. Here we define working as being triggered by

the conditions under which a rule is expected to be triggered. Here are some examples of why a rule
might not be triggered as expected:

* Arule will not be triggered if the wrong Event Type is selected even though all of the other
parameters are correct.

* Arrule will not be triggered if no events matching its parameters have been generated.

« Arrule will not be triggered even if an event matches its parameters if the event occurred
outside of the schedule associated with the rule.

» A rule will not be triggered if the matching event has already triggered a rule that appears
higher in the list.

* Arule must be enabled in order to be triggered.

» Back-level versions of managed servers, that is, managed servers not on current maintenance,
may not generate statistics records, or statistics records with the needed information, for the
events constructed by Sterling Control Center to have the information needed to trigger the
rule.

»  Process events (Process Started, Process Step Started, Process Step Ended, and Process
Ended) are all generated at the same time by Sterling Control Center for Sterling
Connect:Enterprise for z/OS, Sterling Connect:Enterprise for UNIX, and most native FTP
servers because Sterling Control Center only “sees” the file transfer ending event. Be aware of
this when writing linked rules for process events for these types of servers.

One method you can use to determine the parameter that should be defined in a rule is to cause the
condition that you want to trigger the rule on a managed server. After Sterling Control Center has
captured the data generated by the condition, and written an event to its events database table, use
the Sterling Control Center Database Events report to capture the event’s exact contents in order to
examine them.

First, define a new report. In the create report wizard, after selecting a Report Type of DB Events
Report, click Next.

For the DB Events Report Filter parameters, specify as much information as you can to limit the
amount of data being returned.
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Chapter 5 Troubleshooting Rules

At a minimum, specify a starting and an ending Date/Time for the report:
ﬁ Create Report

Report Type
Filter Filter # DE Events Report

Calumns | |
Sort Key Operator Walue

Confirm Choices Date Time Greater than Today 0:00 AmericafChicago

Save Report

= Back ] || Mext = || Cancel ] | Help

|Additiona| criteria to filker the listing or report.

The criteria below cause all events generated between 15:00 and 15:15 to be retrieved. You may
specify additional filter keys as you see fit to limit the size of the report.

ﬁ Create Report
Report Type
Filter Filter & DB Events Repart
Columns
ot Key [ Operator [ Value
Confirn Choices Date Time Less than Today 15:15:00 AmericalChicago
ate Time reater than oday 15:00: merica/Chicago
Save Report Date Ti Greater th Today 15:00:00 A icalChi
= Back ] [ et = Cancel ] | Help
|;‘ldditiona| criteria to filker the listing or report.

Click Next when you’ve finished specifying filter criteria.
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Troubleshooting Rules

The Available Columns wizard panel is displayed next.

55 Create Report
Report Type

Filter Colurns @& DE Events Report
Columns

Sort Available Columns: Selected Columns:

Canfirm Choices ;'l:; "l;;u B | = Datz Tima | —
Save Report SLC_INSTANGE_ID — |FventType
5LC_SOURCE 1 | < | pMLSTRING | Move Down
SLC_S0OURCE_Z
SLC_SRC_EVENT_ID
Short Msg

Source File

Step Mame

Submitter

Trap Flag
USER_DATA_1
USER_DATA_Z
USER_DATA_3
UUSER_DATA_4
USER_OP_FLAG

= Back H Mest = Cancel H Help

Select Date Time, Event Type, and XML_STRING columns and click Next.

255 Create Report X
P
Report Type
Filter Sart & DE Events Report
gsltumns Ayailable Columns: Selected Columns:
Caonfirm Choices ACTIONS_COMPLETED [~] | = [+ Date Time | tove Up
Save Repart Action 1D E
Alert = fdove Drawh
Alert Deleted |—J |
Alert Deleted By
Alert Desc
Alert Update Time
s MNAME
Destination File
Email Flag
Event 1D =

Sort Direction: | £ ] [ £ ]

Max Records Returned:  [spon

| <Back ‘ (T Cancel ‘ | Heip

The Sort wizard panel is displayed. Select Date Time and click Next, and then run the report.

The report generated contains the events generated during the specified time frame that also match
any additional filter criteria specified. The XML_STRING value shows the contents of the actual
Sterling Control Center event. From these values you should be able to determine the parameters
necessary for your rule to be triggered as expected.
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Chapter 5 Troubleshooting Rules

For example, say you wanted to write a rule to be triggered when a Sterling Connect:Direct server
stops.

First, while Sterling Control Center is monitoring a server, stop the server.
Second, create a Database Events Report over the time frame the server was stopped.

You may get output similar to the following report:

|I\ Sterling Control Center Reports Viewer

(=157 T GV 2V EPETE )

Events Report

DateTime Evert Type XML STRING

2006/08/01 15:11:12.000 12 =event=<processid=0</processid=<nodeld=dander2k41</nodeld=<origNode= DANDE R2K41 </orighode==action
sFlag=1157141495999</actionsFlag= <nodeType=1</nodeType><messageld> LSMG421I1</message|d==<seqhu
m=75834126579337963</seqNums=<returnCode=0</returnCode><event/d=758341 2657933796 3</ev entld=<dat
eTime>2006/09/01 20:11:12.000
=/dateTime=<=record d>NUTR</recordld==nodeMame=0ANDER2K41 </nodeMName= <eventType=12</event Type
=<shortText>Connect Direct F shut-down begun </shodText=<ievent=

2006/08/01 15:11:12.000 12 =event=<processid=0</processid=<nodeld=dander2k41</nodeld=<origNode= DANDE R2K41 </orighode==action
sFlag=1157141496015</actionsFlag><nodeType=1</nodeType><messageld> LSMG421I</messageld>=seqNu
m=75834126579337964</seqNums=<returnCode=0</returnCode><event/d=758341 26579337964 </ev entld=<dat
eTime>2006/09/01 20:11:12.000
</dateTime=<record d=NUTR</recordld=<nodeMame=DANDER2K41 <inodeMName= <eventType=12</feventType
=<shortText>Connect Direct F shut-down begun.</shodText=<ievent=

2008/09/01 15:11:14 653 5 =event=<ruleld=Server down with Autoclear when Server
restarts=</ruleld=<nodeld=dander2k41 <inodeld=<actionsF lag=1157141474653</actionsF lag==rulelnstanceld=75
834126579337953</rulelnstanceld=<nodeType=1</nodeType><messageld=CCTRO34E</messageld=<seqhum
>75834126579337953</seqNum><eventld>75834126578337953</ev entld><dateTime> 2006/09/01 20:11:
14 6853</dateTime=<nodeName=DANDER2K41 </nodeName=<alert=1</alert=<actionl d=[alert1]
</actionld=<trapFlag>1157141474653</ArapFlag=<eventType>5</eveniType=<shorText>CCTRO34E Serveris
down =/shortText></event=

2006/09/01 15:11:35.000 g <event><dateTime>2006/00/01 20:11:35.000
</dateTime=<eventld>758341 26570337966 <ieventld=<nodeld=dander2kd 1 </nodeld=<actionsF lag=1157141448
015</actionsF lag=<=nodeName>DANDER2K41</nodeName=<nodeType=1</nodeType=<messageld=CNCD0S1
I<imessageld=<eventTy pe=5</eventTy pe=<seqMum=75834126 579337566 </se gNum=<shorT ext=CNCDO41I
License message: Connect:Direct Intialization using Emergency Key.</shortText=<fevent=

2006/09/01 156:11:35.405 § <event><dateTime>2006/00/01 20:11,35.408
</dateTime=<ev entld>=75834126579337955</eventld=<nodeld>dander2kd 1 </nodeld=<actionsF lag=1157141485
&77=/actionsF lag==nodeName>DANDER2K41</nodeName>=nodeType=>1</nodeType=<messageld=CCNS005
E</messageld=<eventType=5a</eventType=<seqNum=758 341 26579337955</seqNum=<shorT ext>CCNSO05E
License obtained </shofText></event=

Page 10of 2 Fri Sep 01 15:16:39 CDT

Page 1of 2

Locate the event generated by the server down condition in the report.

In this case the event looked like this:

<event>=dateTime=>2006/09/01
20:19:46.392</dateTime=<eventid=T5834126579338262</eventld=<nodeld=dander2kd 1 </nodeld=<actionsFlag
>1157141986439</actionsFlag-<nodeName=DANDER2K4 1</nodeName=<ncdeType= 1</nodeType><messag
eld>CCTRO34E</messageld><eventType=5</eveniType=<segNum=>75834 126579338262 </segNum>=shortTex
t=CCTRO34E Server is down. </shortText=</event>

From this event, you can see that when a server goes down, the message ID is CCTRO34E.

You can use this information to write a server down rule. In creating the server down rule, specify
a parameter with a Key of Message ID, an Operator of Matches, and Value of CCTRO34E.
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Chapter 6

Set Up Schedules

Because schedules are often used in conjunction with service-level criteria (SLCs), many examples
in Set Up SLCs on page 95 detail the setting up of a schedule for a specific purpose. This chapter
shows how to set up a schedule to deal with a problem common to all rules, that of triggering during
maintenance periods when servers are expected to be down.

For a detailed explanation of schedules and how to set them up, consult the Help system or the IBM
Sterling Control Center System Administration Guide.

How Can | Build a Schedule To Prevent Rules From Triggering
During My Maintenance Windows?

Let’s say you have weekly maintenance windows on Sundays from 1pm to 4pm and you always
want to know when servers go down except during these maintenance windows.

First, create a Server Down rule, as described in How Can | Know When a Monitored Server Goes
Down? on page 44, with no associated schedule.
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Chapter 6 Set Up Schedules

Second, create a rule schedule that specifies all Sundays from 1 to 4pm. This is easy to do, because
a calendar by the name of Sunday ships with Sterling Control Center which specifies all Sundays

in a year.
Rule Schedule
General
Parameters FParameters Sundays 1 to 4pm
Permissions " — — ——
Caonfirm Choices Ceftomeer Memme: |Sunday E]“ + | |
Finish )
T ZE(i3E [(uTC -0B:00) Central Time (US & Canada) -]
Start Time:* |13:DU |
End Day. |Ca|endar8tan Day |EH
End Time:* [16:00 |

[#] Check Schedule againstwhen event occurred.

= Back ‘ l Met = Cancel ‘ | Help

| Entertimes according to the time zone selected and in 24-hour format (hh:mm).

Third, duplicate the server down rule you created before and name it Server Down 1 to 4pm.

-

Create Rule

General
Event Type
Server Groups
Servers
Schedules
FParameters
pctions [ Enabled
Linked Rules
Confirm Choices
Finish

General Server down 1 to 4pm

Marne™ |Ser\rer down 1 1o 4pm |

Description: | |

= Back | I Mext = Cancel l | Help

Up to 25 characters. Special characters not allowed. Required.
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How Can | Build a Schedule To Prevent Rules From Triggering During My Maintenance Windows?

When prompted for a schedule for this new rule, specify the “Sundays 1 to 4pm” rule schedule you

previously created.

Create Rule
General
Event Type Schedules Server down 1 to 4pm
Server Groups
Serers our Rule Schedules: Selected Rule Schedules:
Schedules
Pararmeters Filter: | Sundays 1 to 4pm
Actions
Linked Rules —_—
Confirm Choices | =
Finish —
| =
=]&] |
= Back ‘ | Mext = Cancel ‘ | Help
Change the action to No Operation.
Create Rule
General
Event Type Actions Sener down 1 to 4pm
Server Groups o
Sarers Filter:
Schedules e
Parameters alart]
A@ons et
Linked Ruleg alerta
Confirm Choices . ——
Finish
L+ %]
= Back ‘ || Iext = || Cancel ‘ | Help

Last, make this second server down rule a higher priority rule than the first server down rule that
has no calendar associated with it.

Now, when a server goes down, the Sterling Control Center engine will first see your new server
down rule. If it happens to be Sunday between 1 and 4pm, this rule will be triggered and perform
no operation. If it is not Sunday between 1 and 4pm, this rule will not be triggered, but the old server
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Chapter 6 Set Up Schedules

down rule, the one with no associated schedule, will be triggered. Whatever action you specified
for this second server down rule will be performed.

By taking advantage of the fact that only one Sterling Control Center rule will be triggered per
event, and by putting first the server down rule that takes no action, you accomplish your goal of
knowing when a server down event occurs outside of the maintenance window.
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Chapter 7

Reports Example

The following example illustrates a common use of the Automated Reports facility of Sterling
Control Center.

How Do | Set Up an Automated Report of the Previous Day’s
Alerts?

The basic steps to setting up an automated report that lists all the previous day’s alerts are as
follows.

» Define an Alerts report and save it.

» Define a report schedule and save it.

e Automate the Alerts report.

Here are the specific steps:

1. Click Tools > Reports > Define/Run.

2. Add a new report, select System as the Report Category and Alerts Report as the Report
Type.

3. Select the filter criteria shown below. This narrows the alerts to yesterday’s only. This is the
key step in this process.
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Chapter 7 Reports Example

94

Sk Create Report ﬂ
Report Type
Filter Filter & Alerts Report
Sort
Confirm Choices Key [ Operator [ Yalue
Save Report Alert DatelTime Less than Today 00:00:00 AmericalChicago
Alert DateiTime Greater than vesterday 00:00:00 AmericalfChic...

= Back ‘ l Mext = Cancel ‘ | Help

|Additiona| criteria to filter the listing or report.

10.

Run the report and save it.

Define a report schedule by which to run the report (Tools > Reports > Define Schedule); for
example: Daily at 6:00 AM. Specify the schedule name, choose a calendar (for this example,
Daily with a time of 6:00 AM), and save the schedule.

Add a new automated report (Tools > Reports > Automate).

Give the new automated report a name and select the report you defined in step 1 through step
4.

Give the automated report the schedule you defined in step 5.
Select an e-mail list of recipients to send the mail to.

Select other parameters, including the report file format, the file extension, a From address and
an mail Subject line, and then save the report. The report is generated daily at the time you
specified and sent to the list of addressees you specified.
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Chapter 8

Set Up SLCs

This chapter offers pointers to help in understanding service-level criteria (SLCs) and how they are
implemented. It describes the differences between rules and SLCs, gives tips for deciding when to
use one versus the other, and gives examples of common scenarios in which you might want to set
up an SLC.

Not all of these examples describe the detailed steps necessary to set up an SLC. Some describe only
the idea behind a solution to a problem. For a detailed explanation of SLCs and how to set them up,
consult the Help system or the IBM Sterling Control Center System Administration Guide.

The following examples are provided:

What's the Correlation Between SLCs and Rules?

When Should an SLC Be Used Versus a Rule?

When Do | Need SLCs?

What Events May Be Generated By SLCs and When?

How Do | Know Which Type of SLC to Use?

How Can | Be Alerted If One Process Runs Too Long?

How Can | Be Alerted If a Critical Process Fails to Complete On Time?

How Can | Be Alerted When Related Sterling Connect:Enterprise Batches Arrive?

How Can | Be Alerted If a Related Group of Processes Runs Too Long?

How Can | Be Alerted If a Related Group of Critical Processes Don't All Complete On Time?
How Can | Be Alerted If a Critical Process Doesn't Start On Time?

How Can | Be Alerted If One Or More Related Processes Do Not Start or Complete On Time?
How Can | Be Alerted If One Or More Related Processes May Not Complete On Time?

How Can | Reduce the Number of Events with the Same Message Generated By Workflow
SLCs?

How Can | Be Alerted If A Sterling Connect:Direct File Transfer May Not Complete On
Time?

How Can | Be Alerted If an Hourly Process Isn’t On Time?
How Can a Producer Know When a File Was Not Delivered On Time?

How Can a Producer Get Notified if the Consumer Does Not Pick Up a File Within 15
Minutes?
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Chapter 8 Set Up SLCs

* How Can | Use RUNBATCH To Create Schedules for an Hourly Process?
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What's the Correlation Between SLCs and Rules?

SLCs generate SLC type events when certain conditions occur or fail to occur because Processes
either execute or fail to execute. Processes can include the following items:

Sterling Connect:Direct Processes

Sterling B2B Integrator business process activities

FTP gets and puts

The movement of data into and out of Sterling Connect:Enterprise mailboxes
Sterling File Gateway Arrived Files, Routes, and Deliveries

The conditions under which SLCs generate events are determined by the SLCs you have defined
and enabled.

However, actions (such as generating an alert or sending an e-mail) are performed when rules are
triggered. Rules are triggered by events that Sterling Control Center generates either for external
reasons (data is collected from managed servers) or for internal reasons (an SLC triggers).
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When Should an SLC Be Used Versus a Rule?

You do not use SLCs to the exclusion of rules or vice versa. In fact, without rules SLCs cannot alert
you to anything. This is because SLCs do not generate alerts! An SLC may cause an SLC type event
to be generated. That event may trigger a rule, which in turn may have an associated action that
generates an alert.

The question is: “Which do | need to solve my problem?”

Note: By default, Sterling Control Center comes with a number of predefined, enabled rules. Alerts may
be generated simply by defining and enabling SLCs, but only because of these predefined rules.
Once you understand what the predefined rules do, you may decide to disable some. Disable rather
than delete them as they are not easily restored.

IBM Sterling Control Center How-To Guide 98



When Do | Need SLCs?

Rules are triggered only by events. SLCs are able to generate events when a specified condition,
such as that a Process must start by 10AM, does or does not occur. Always use an SLC when you
want to know that something has not happened.

An SLC can tell you when certain things failed to occur, such as:

»  Processes or Process steps that are supposed to start by a specific time
»  Processes or Process steps that are supposed to end by a specific time
»  Processes that are supposed to run for a specified duration
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What Events May Be Generated By SLCs and When?

All SLC-related events are of Event Type SLC. They all contain a message ID that indicates why
they were generated and the SLC name (grouplD), as well as Process information such as Process
Name and number when possible.

SLC Notifications for Calendar Schedule-Based SLCs

You use a calendar schedule in an SLC when the exact time an occurrence is expected to start or
finish is important. Calendar schedules let you specify the normal start range and normal end range
for an occurrence. In the charts below:

* NSRs means Normal Start Range start
* NSRe means Normal Start Range end
* NERs means Normal End Range start
* NERe means Normal End Range end

SLC Message IDs Associated with Start Range

The following message IDs are relevant to the start range of an SLC associated with a calendar

schedule.
CSLCP31E
CSLCO032E
CSLCO047E
CSLCO033I
CSLC034E
CSLCO035E
Monitor NSRs NSRe Monitor
Window Window
Start End

SLC Message IDs Associated with End Range

The following message IDs are relevant to the end range of an SLC associated with a calendar
schedule.
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What Events May Be Generated By SLCs and When?

CSLCO36E

Monitor
Window
Start

CSLC048E
CSLCO037I
CSLCO038E
CSLCO039E
CSILC040E
CSLIC026E
CSLQ027E
NERs NERe Monitor
Window
End

Message IDs for Calendar Schedule-Based SLCs

The following message IDs are relevant to an SLC based on a calendar schedule.

Message ID Message

CSLCO026E Did not start by NERs.

CSLCO027E Did not start by NERe.

CSLCO31E Running prior to start of monitoring
CSLCO032E Started prior to NSRs

CSLCO033l Started.

CSLCO034E Did not start by NSRe.

CSLCO035E Started after NSRe.

CSLCO036E Ended before NERs.

CSLCO037I Ended.

CSLCO038E Did not end by NERe.

CSLCO039E Ended after NERe.

CSLCO040E Did not complete before the end of the monitoring window.
CSLCO047E Did not start by NSRs.

CSLCO048E Running after NERs.

Note: Message IDs CSLC026E and CLSC027E are not generated for SLCs with calendar schedules that
include an NSR specification.
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SLC Notifications for Duration Schedule-Based SLCs
In the chart below:

e dMin means minimum duration
* dMax means maximum duration
The chart shows when a message 1D may come into play for an SLC based on a duration schedule.

CSLQo033l
CSLCO041E
CSLCO049E
CSLCO042I
CSLC043E
CSLCO044E
CSLCO045E
Proc/Step dMin dMax Monitor
Start Window
End
Message IDs for Duration Schedule-Based SLCs
These message IDs pertain to schedule-based SLCs.
Message ID Message
CSLCO033| Started.
CSLCO41E Ended before dMin.
CsLco42i Ended when expected - between dMin and dMax.
CSLCO043E Did not end by dMax.
CSLCO044E Ended after dMax.
CSLCO045E Did not complete before the end of the monitoring window.
CSLCO049E Did not end by dMin.
CSLCO050E Duration could not be determined - was running before monitoring
started.

Other Message IDs for Both Calendar and Duration Schedule-Based SLCs

These message IDs pertain to both duration schedule-based SLCs and calendar schedule-based
SLCs.
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What Events May Be Generated By SLCs and When?

Message ID Message

CSLC228E Did not start before the end of the monitoring window.
CSLC229E On-time completion may be in jeopardy.
CSLC171l Step ahead of schedule (25% dMin).
CSLC172E Step behind schedule (25% dMin).
CSLC173I Step ahead of schedule (50% dMin).
CSLC174E Step behind schedule (50% dMin).
CSLC175l Step ahead of schedule (75% dMin).
CSLC176E Step behind schedule (75% dMin).
CSLC177I Step ahead of schedule (25% dMax).
CSLC178E Step behind schedule (25% dMax).
CSLC179l Step ahead of schedule (50% dMax).
CSLC180E Step behind schedule (50% dMax).
CsLC181l Step ahead of schedule (75% dMax).
CSLC182E Step behind schedule (75% dMax).
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How Do | Know Which Type of SLC to Use?

There are three types of SLCs in Sterling Control Center:

e Standard SLCs
* Wildcard SLCs
*  Workflow SLCs

If you are interested in knowing when a single Process or Process step runs or fails to run, use either
astandard SLC or wildcard SLC. With wildcard SLCs you specify a generic name (using a wildcard
character) rather than a specific, individual one. So, if you know the specific Process name, server
name, etc., use a standard SLC.

Note: You can use a wildcard SLC in place of a standard SLC, but the Sterling Control Center engine
processes standard SLCs more efficiently. Use standard SLCs when you have the choice.

If you want to ensure that multiple Processes and/or Process steps run, use a workflow SLC.
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How Can | Be Alerted If One Process Runs Too Long?

Since in this situation you’re interested only in a single Process, either a standard or wildcard SLC
would be appropriate to use. If you know the specific Process and server name, using a standard

SLC is more efficient than a wildcard SLC.

Because you’re interested only in knowing whether the Process runs for the correct amount of
time—not whether it runs during a specific time period—you should define an SLC duration

schedule:
Create SLC Schedule
General
Parameters General
Permissions . .
Confirm Chaices Schedule Type: |Durat|0n Schedule B|
Finish . -
Mame: [ Duratiar]| |
Description: | |
Enabled
| Mt = Cancel ‘ | Help

Specify a Maximum Duration value that corresponds to the maximum Process duration.
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Specify a Minimum Duration value that corresponds to the minimum Process duration.

Create SLC Schedule

General

Pararneters Pararmeters Duration
Permissions o .

canfirm Choicas Minirnurm Duration: |DDD:DD:DD

Finish Maximumn Duration:™  [oo0:10:00] |

<Back || Next>

Cancel ‘ | Help

In the above screen shot, the duration schedule specifies that 0 seconds to 10 minutes elapsed time
is acceptable for the SLC you associate the schedule with.

Note: Choose the minimum duration wisely for your SLC. Remember that the minimum granularity for

measuring the elapsed time of Processes and Process steps in Sterling Control Center is seconds. So,

if a Process or Process step runs in less than a second, it may appear to Sterling Control Center to
run in 0 seconds.

Sterling Control Center generates events if a Process or Process step takes less than the specified
minimum duration. Specifically, an SLC event with message ID CSLCO41E is generated.
Remember, Processes or Process steps taking less time to run than expected may signal a problem
as serious as those that take more than the maximum expected duration. For example, if you are

expecting to receive a 100 GB file and the file takes less than a second to be received, there is a good
chance you did not receive the expected data.
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How Can | Be Alerted If One Process Runs Too Long?

Reference the duration schedule you have defined when constructing your SLC:

Create Standard SLC Group
General
Server Graups Schedules Duration
Servers
Schedules All Schedules: Selected Schedules:
Processes/Batches . -
File Names Filter: | Duration
SubmittersiSenders oT T B
Remote ServersiRecipig  [FAM —
Corfirm Choices 9P M | =
Finish Midnight
rmornings 1011 - 1013 | =
mornings 1018-10149
mornings 9- 910
test
ENENEN K
[ F—TT ] [
| = Back J | Mext = | Cancel ‘ | Help

Beyond specifying the duration schedule for your standard or wildcard SLC, specify appropriate
values for server groups, servers, and other SLC match criteria to define the Process, Processes,
Process step, or Process steps you are interested in knowing about.
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How Can | Be Alerted If a Critical Process Fails to Complete On
Time?

Use a standard or wildcard SLC and specify appropriate normal end range start (NERs) and normal
end range end (NERe) values in the calendar SLC schedule associated with the SLC.

IBM Sterling Control Center How-To Guide 108



How Can | Be Alerted When Related Sterling
Connect:Enterprise Batches Arrive?

To be alerted when related batches have arrived in a Sterling Connect:Enterprise mailbox, use a
workflow SLC. Associate a duration SLC schedule with the workflow SLC with a minimum
duration of 00:00:00 and an appropriate maximum duration, which should be the expected time
between the arrival of the first and last of the related batches.

Within the workflow SLC, define one milestone per batch to be received. The milestones you define
must specify parameters that uniquely identify each batch.

Each milestone must specify values for duration. Specify minimum and maximum values that
match the values in the duration schedule.

Example

Four batches, named Filel, File2, File3, and File4 are expected to be received by a managed
Sterling Connect:Enterprise server named kukla35 within 5 minutes of one another. This data is to
be sent by a user named Raj. You want to know when they have all arrived, or that they did not
arrive within the allotted time.

First, create a duration SLC schedule to be referenced by the workflow SLC:

Create SLC Schedule

General
Parameters
Permissions
Canfirm Chaoices
Finish

Parameters Max & minutes

Minimum Duration:* |ggg;gg;gg |

Maximum Duration |gng;g5;gg| |

= Back H [N et = Cancel H Help

Because we expect all four batches to arrive within 5 minutes of one another, this duration schedule
specifies a dMin of 0 hours, 0 minutes, and 0 seconds, and a dMax of 0 hours, 5 minutes, and 0
seconds.
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Next, create the Workflow SLC:

Create Workflow SLC Group
General

Schedules General

Parameters " .

Milestones et |Watch far 4 hatches |

Confirm Choices
Finish

Description: | |

[#] Enahled
[¥] Generate notification if event has not occurred

[#|Supprass Milestone Messages

Monitor Window Tolerances

Start: hours
End: hours

|| Mext= | cancel H Help

Notice the checkbox for Suppress Milestone Messages is selected. This is because we want events
generated only for the workflow, not for its milestones.

Also, the End Monitor Window Tolerance is set to 1 hour. This causes an event to be generated if
all batches are not received within 1 hour and 5 minutes after the first batch arrives. The event will
state that the workflow did not complete within the monitoring window.

Now select the duration schedule created in a previous step:
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How Can | Be Alerted When Related Sterling Connect:Enterprise Batches Arrive?

Create Workflow SLC Group

General
Schedules Schedules Watch far 4 batches
Parameters
Milestones All Schedules: Selected Schedules:
Canfirm Chaices
Finish Filter: |:| hax & minutes
horning

L+ ][ = | & | [ ]

Cancel

<Back || Next» || He

|M0ve by selecting a schedule and clicking = or =. At least one is required.

The concurrence count must be set to the number of related groups of batches expected to arrive per
hour. We expect at most one per hour, so set concurrence count to 1.

Next, add the first milestone to the workflow SLC, the one corresponding to the first batch.
Here are the parameters for the milestone, named Filel:

Create Workflow Milestone
General
Parametars Parameters File1
Schedule - ; ;

Server or Server Group and Process Mame or Destination File Name are reguired

Key [ Cperator [ yalue

Serer Wild Card kukla3s

Process Mame Wild Card |Fi|e1

Submitter Wil Card Raj

= Back ‘ | et = Cancel ‘ | Help
Additional criteria to filter the listing or report.
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Note that the server the batches are to arrive on is specified, as is the name of the batch and the
sender of the data. Remember for Sterling Connect:Enterprise, Process name equates to batch ID,
and submitter equates to the origin of the data.

Now set the schedule for the milestone:

Create Workflow Milestone
General i
Parameters Schedule Filet
Schedul
Lhedu®e Duration:
Minimum Duration{Dmin): |ggg;gg;gg |
Maximum Duration{Dimax): |ggg;g5;gg| |
Time Range:

Mormal Start Range (NSR) - Start:

Mormal Start Range (NSR) - End:

Mormal End Range (MER) - Start:

Mormal End Range (MER) - End:

<gack || med- || Finish || cancel || Hem

|Maximum Duration. Format Abfrmen ss. Either duration values or calendar values are reguired.

The minimum and maximum durations correspond to the durations for the workflow SLC schedule.
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How Can | Be Alerted When Related Sterling Connect:Enterprise Batches Arrive?

Now all you need to do is duplicate this milestone three times using the Duplicate button [Ba |.

Duplicate the milestone once for each additional related batch, setting the Process name to the new
related batch name.

Create Workflow SLC Group
General
Sehedules Milestones Watch for 4 batches
Parameters At least one Milestone is required. When all Milestones have been added,
Milestones click Mext to continue.
Confirm Choices
Finish # | Marme [ Dmin [ Dmax [ MSR-Start [ NSR-End [ ME

1 File1 000:00:00/000:05:00

2 [File2 000:00:00/000:05:00

3 File3 000:00:00 000:05:00

4 [Filed 000:00:00/000:05:00

] I | ]

E3EEY]
= Back ] | Mest = Cancel ] | Help

Sterling Control Center comes with built-in rules that watch for corresponding SLC events that
potentially could be generated as a result of this workflow SLC. They are:

*  Proc duration short - CSLCO41E - alert2

* Proc duration okay - CSLC042] - alert0

*  Proc duration not ended - CSLCO43E - alert2

* Proc duration exceeded - CSLCO44E - alertl

*  Proc duration way over - CSLCO45E - alertl

You may want to add your own rules and actions that are similar to the existing, built-in rules, which

reference these message 1Ds. Do so by duplicating them, giving them new names, and specifying
additional parameters, such as the name of the workflow SLC, and specifying your own actions.
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For example:

Createrle x|
General
Parameters Parametars Prac duration short - watch far 4 batches
Schedules
sctions Key [ Operator [ Walue
Linked Rules Message |d Matches CSLCOME
EoniiTEReIEES SLC Mame Matches Watch for 4 hatches
Finish |
= Back ‘ l Mext = cancel ‘ | Help
Multiple entries allowed. Optional.

Be sure, after constructing the new rules, to assign them a higher priority than existing rules that
specify the same SLC event message 1D. More specific rules should always be higher in priority
than their more general counterparts.

That’s all that needs be done. This workflow SLC will be triggered whenever a batch arrives with
an ID of Filel, File2, File3, or File4 that was sent by Raj to kukla35. An SLC event will be generated
when the last of the four batches arrives, or after 5 minutes, and after an hour and 5 minutes if they
do not all arrive.
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How Can | Be Alerted If a Related Group of Processes Runs
Too Long?

To monitor whether a group of Processes runs too long, construct an SLC duration schedule and
reference that schedule in a workflow SLC group that contains appropriate values for server groups,
servers, and other SLC match criteria that specify the Process, Processes, Process step, or Process
steps you’re interested in.

For example, say that PROCESSA runs on SERVERA, PROCESSB runs on SERVERB, and
PROCESSC runs on SERVERC, and that all must run within 10 minutes.

Since you’re interested in knowing that multiple related Processes run within a specified amount of
time, you’ll use a workflow SLC and associate a duration SLC schedule with it.

For this example, the duration SLC schedule should have the following attributes:

SLC Schedule Properties
General ] Pararmeters | Parmissions | surnmary |

Summary Duration
General

Marme:™ Duration

Schedule Type:  Duration Schedule
Description:

Enabled: Yes

Parameters

Minimum Duration™  000:00:00
Maximum Duration™  000:10:00

Permissions

(0]34 l | Cancel ‘ | Help

A minimum duration of no time and a maximum duration of 10 minutes are specified.
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The workflow SLC that will reference this duration SLC schedule should be defined as follows:

Create Workflow SLC Group
General

Schedules General

Parameters .

hilestones FOEmE: |Watch for Processes &, B, and © |

Confirm Choices

Description: | |
Finish

Enabled
Generate notification if event has not accurrad

[ suppress Milestone Messages

Monitar Window Talerances

Start: hours
End: hours
| Mext = Cancel ‘ | Help

Monitor Window Tolerances: Start and End specify when you want an SLC to begin and end
monitoring. Note that in this instance, because a duration SLC schedule is being associated with the
workflow SLC, Start Monitor Window Tolerance is immaterial. That’s because we don’t care what
time the Processes begin, only that they all run within a specified duration.

The End Monitor Window Tolerance tells Sterling Control Center how long to continue watching
for the end of the workflow beyond the schedule associated with the workflow SLC. You may make
the value for both the Start and End Monitor Window Tolerances as short as zero hours.
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How Can | Be Alerted If a Related Group of Processes Runs Too Long?

Create Workflow SLC Group
General
Schedules Schedules Watch for Processes A B, and C
Farameters
Milestones All Schedules: Selected Schedules:
Confirm Choices _ -

QAN =

9PM |

Midnight
rmotnings 1011 - 1013
marnings 1018 - 1019

L] L]

motnings 9- 910
test E
ENENIE- ==
< Back H Iext = T H —

In the previous screen shot, we have specified the duration SLC schedule previously defined, which
specifies a minimum duration of 0 seconds and a maximum duration of 10 minutes.

Create Workflow SLC Group " | X|
General

Schedules FParameters Watch for Processes A, B, and C
Pararmetars A i

Milestanes chedule Parameters

Finish

Confirm Choices

Milestone times Relative t0 @) [yetual start of Warkflow SLC
O Scheduled start of Workflow SLC

Concurrence Count:

Correlator Source: |

|| Insert Var ] | Clear

hMessage Lists

Jeopardy List:

Bc
B

Fire-Once List:

<Back || wen= | | cancel || Hep

|These two options are mutually exclusive. One is required.

The value you select for Milestone Times Relative To, Actual Start or Scheduled Start, will only

matter if NSR and/or NER values are specified for the SLC’s milestones.

Concurrence Count is set to 1 because we expect only one occurrence of this workflow to be

executing within the monitoring window specified.
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Note that, for SLCs with SLC calendar schedules, Concurrence Count tells Sterling Control Center
how many occurrences of the workflow are expected to run during the scheduled time. If “Generate
notification if event has not occurred” is selected for an SLC with a calendar schedule, then SLC
events will be generated for each instance that does not run as expected. For SLCs with SLC

duration schedules, Concurrence Count tells Sterling Control Center how many occurrences of the
workflow may run simultaneously.

Next you are presented with the Milestones window:

Create Workflow SLC Group
General
Sehadules Milestones Watch for Processes A, B, and C
Farameters At least one Milestone is required. When all Milestones have been added,
Milestanes click Mewxt to continue.
Confirm Choices
Finish # | Mame [ Dmin | Dmax [ MSR-Start [ NSR-End [ ME

1] T ] [

[+]] - |
= Back ‘ | Mext = Cancel ‘ | Help
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How Can | Be Alerted If a Related Group of Processes Runs Too Long?

Specify three milestones, one for each Process (PROCESSA, PROCESSB, and PROCESSC).

Create Workflow Milestone
General
Parametars Parameters PROCA
Schedule
Server or Server Group and Process Mame or Destination File Name are required
Koy [ Cperator [ Value
Serer Wild Card SERVERA
Process Name Wild Card |PROCESSA
= Back ‘ I Mext = Cancel ‘ | Help
|Additiona| criteria to filter the listing or report.

Define parameters specifying PROCESSA on SERVERA for the first milestone, which we will call

Create Workflow Milestone
General
Parameters Schedule PROCA
Schedule
Duration:
Minimum Duration{Dmin): |ggg;gg;gg |
Maximum Duration{Dmax): |ggg;1g;gg| |
Time Range:

Maormal Start Range (NSR) - Start:

Mormal Start Range (NSR) - End:

Mormal End Range (MER) - Start:

Maormal End Range (NER) - End:

<gack || mea- || Finish || cancel || Hemw

| Format hhh:mm:ss. Either duration walues or calendar values are required.

Specify a minimum and maximum duration of 000:00:00 to 000:10:00 (0 minutes to 10 minutes)
for milestone PROCA.
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Additional milestones, similar to the first, must be defined for PROCESSB on SERVERB, and

PROCESSC on SERVERC.
Create Workflow SLC Group
General
Schedules hilestones Watch for Processes A B, and C
Farameters Atleast one Milestone is reguired. When all Milestones have been added,
Milestones click Next to continue.
Confirm Choices
Finish # | Mame [ Dmin__ | Dmax [ WSR-Start [ NSR-End [ ME
1 PROCA 000:00:00/000:10:00
2 PROCE 000:00:00 000:10:00
3 PROCC 000:00:00/000:10:00
] I | 0]

= Back ‘ | Mext = Cancel ‘ | Help

Tip:  Using the Duplicate button ( [®=]) to copy the PROCA milestone makes it easier to create milestones
PROCB and PROCC.
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How Can | Be Alerted If a Related Group of Critical Processes
Don't All Complete On Time?

Use a workflow SLC. Associate a calendar SLC schedule with the workflow with appropriate times
for normal end range start (NERs) and normal end range end (NERe).

Within the workflow SLC, define one milestone per critical Process.
The milestones you define must specify parameters to uniquely identify each Process.

Each milestone must specify values for duration, and/or values for NSRs and NSRe, and/or values
for NERs and NERe. The choices you make here affect only the additional milestone SLC events
that may be generated.

If you know approximately how long each Process in the group should last, specify dMin and dMax
values for each milestone. Milestone SLC events are generated if the Processes run shorter than the
dMin value specified, or if they run longer than the dMax value specified.

The NSR and NER values are all relative to when the workflow begins, which, if you specify
Milestone Times Relative to Actual Start of Workflow SLC, is determined by the start of any one
of the Processes corresponding to the milestones defined. If you specify Milestone Times Relative
to Scheduled Start of Workflow SLC, NSR and NER values are relative to the scheduled start of the
workflow. You may wish to specify NSR values for one or more of the milestones if you know that
other Processes within the workflow should begin within a specified amount of time of the
workflow itself starting.

Create Workflow SLC Group 5 |

General
Schedules Parameters Process Group Mot Completed on Time

Parameters
Milestones

Confirm Choices ) . )
Finish Wilestone times Relative t0: @) actyal start of Workflow SLG

O Scheduled start of Workflow SLC

Concurrence Count:

Correlator Source: | || Insertvar ‘ | Clear

Schedule Parameters

Message Lists

Fire-Onee List: |EJ

= Back H Mext = l | Cancel H Help
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How Can | Be Alerted If a Critical Process Doesn't Start On
Time?

Use a standard or wildcard SLC. Specify NSRs and NSRe values in the calendar SLC schedule
associated with the SLC.
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How Can | Be Alerted If One Or More Related Processes Do Not
Start or Complete On Time?

Use a workflow SLC. Associate a calendar SLC schedule with the workflow with appropriate times
for NSRs, NSRe, NERs, and NERe.

Within the workflow SLC, define one milestone per critical Process. The milestones you define
must specify parameters to uniquely identify each Process.

Each milestone must specify values for duration, and/or values for NSRs and NSRe, and/or values
for NERs and NERe. These choices affect only the additional milestone SLC events that may be
generated.

If you know approximately how long each Process in the group should last, specify dMin and dMax
values for each milestone. Milestone SLC events will be generated if the Processes run shorter than
the dMin value specified, or if they run longer than the dMax value specified.

If you select Milestone Times Relative to Actual Start of Workflow SLC when setting up the
workflow, the NSR and NER values for milestones are relative to when the workflow begins, which
is when any of the Processes corresponding to the workflow’s milestones start.

If you select Milestone Times Relative to Scheduled Start of Workflow SLC when setting up the
workflow, the NSR and NER values specified for milestones are relative to the workflow’s
scheduled start time (its NSRs value in the schedule assigned to it).

You may wish to specify NSR values for one or more of the milestones if you know other Processes
within the workflow should begin within a specified amount of time of the workflow itself starting.

Create Workflow SLC Group ? X

General
Schedules
Parameters
Milestanes
Confirm Choices
Fihish Milestone times Relative 10! @ [actual start of Workflow SLC

O Scheduled start of Workflow SLC

Concurrence Count:

Correlator Source: | || Insert var ‘ | Clear

Parameters TestWarkflow SLC

Schedule Parameters

Message Lists

Fire-Once List: |E]

= Back ‘ || Mext = || | Cancel ‘ | Help
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How Can | Be Alerted If One Or More Related Processes May

Not Complete On Time?

Workflow SLCs have a parameter called Jeopardy List.

Create Workflow 5LC Group

General

Schedules Parameters

Testwf2

Parammeters
Milestones
Confirm Choices
Finish

Schedule Parameters

Milestone times Relative to:

Concurrence Count:

Correlator Source:

Message Lists

Jeopardy List:

Fire-Once List:

@ Actual start of Workflow SLC
(0 Seheduled start af Waorkflow SLC

| || InsertVar ] | Clear

)™
B

<Back || Mext>

| | cancel || Help

Fange = 1-99. Default= 0. Optional.

A jeopardy list is simply a list of message IDs that may be associated with SLC events.

For the lists of message identifiers that may be associated with SLC events, see SLC Notifications

for Calendar Schedule-Based SLCs on page 100 and SLC Notifications for Duration

Schedule-Based SLCs on page 102.
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How Can | Be Alerted If One Or More Related Processes May Not Complete On Time?

To create a jeopardy list, press the + button to the right of the Jeopardy List drop-down list:

Create Message List

General
Messages
Permissions
Confirm Choices
Finish

General

Mame:* ||

Description: |

| Mext = Cancel ‘ | Help
Specify a Name and Description, then press Next.:

Create Message List
General
Messages Messages Jeopardy Message List example
Permissions . I ; ; ; ;
Confirm Choices Selectthe messages to include in this list. Right-click the list for more options
Finish v [ Message Text

[1/C5LC2281{13 ontime completion for SLC L0 may be...
[/ &8LC228E 1) did nat start hefare the end of the ma...
[]|/CELC182E File Transfer hehind schedule (75% dhax)
[]/C5LC1 811 File Transfer ahead of schedule (75% di...
[] | ©5LC1 80E File Transfer hehind schedule (50% diax)
[]/CELC1 791 File Transfer ahead of schedule (50% did...
[]|CSLC1 78E File Transfer hehind schedule (25% diax)
[1/C8LC1 771 File Transfer ahead of schedule (25% di...
[]/CELCA7EE File Transfer hehind schedule (75% dMin)
[] | C5LC1 74 File Transfer ahead of schedule (75% didi..
[/ 2511 74E File Transfer hehind schedule (50% dMin
[]/CELC1 731 File Transfer ahead of schedule (50% didi...
[]/C5LC1 72E File Transfer hehind schedule (25% diin

[11CSLCA 711 File Transfer ahead of schedule (25% dMi...

= Back ] | Mext = Cancel

I

Help

On the subsequent wizard screen, check the message 1Ds you want to use as an indication that the
workflow may not complete on time. If any SLC events are generated for the workflow that contain

a message 1D specified in the jeopardy list, then an additional SLC event with a message 1D of
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CSLC2291—on time completion in jeopardy—will be generated for every workflow milestone that
has yet to start.

Note: Right-click the message list and choose Suggest Jeopardy List to get a suggested list of messages.

Create Message List

General
Messages Messages Jeopardy Messade List example
Permlssmns. Selectthe messages to include in this list. Right-click the listfor more options
Confirm Choices
Finish v Message Text |

[1/CcELc22a1{13 ontime completion for SLC L0 may be... n

[ cELc228E 1) did nat start hefare the end of the ma...
[] | CSLC1 82E File Transfer hehind schedule (75% dhax)
[]/C5LC1 811 File Transfer shead of schedule (T5% did ..
[] ©5LC1 80E File Transfer hehind schedule (50% dMax)

[1|C5LC1 79I File Transfer
[1|C5LC1 72E File Transfe
[1|C5LC1 771 File Transfer
[1|CS5LC1 7BE File Transfe
[1|CELC1 741 File Transfar
[1|C5LC1 74E File Transfe
[1|C5LC1 731 File Transfer

bemed of coedheelle SEOGE clbd

¥ Suggest Jeopardy List

Suggest Fire-Once List

r
“Select All"

r Deselect All

head of schedule (50% didi. .

[]|C5LC1 72E File Transfer hehind schedule (25% diin
[1lCSLC1 711 File Transfer ahead of schedule (25% dMi... [~]

= Back H Mest = Cancel H Help
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How Can | Reduce the Number of Events with the Same

Message Generated By Workflow SLCs?

If one milestone in a workflow SLC does not start on time, you may not care to be notified that every
subsequent milestone is also going to be late starting. To suppress these subsequent SLC events, use

the Fire-Once List parameter when setting up your workflow SLC:

create workdowsicarowp

General
Sehedules Farameters Testw2
FParameters
Milestanes Schedule Parameters
Confirm Choices . . . ;
Finish Milestone times Relative to: @ actual start of Workflow SLG
() Scheduled start of Workflow SLC
Concurrence Count:
Correlator Source: | | | Insert Yar ‘ | Clear
Message Lists
B0
E™)
= Back ‘ || Mext = || | Cancel ‘ | Help

Range = 1-99. Default=0. Optional.

To create a fire-once list, click + to the right of Fire-Once List:

Create Message List
General
Messages General
Permissions
) Marme:* || |
Canfitm Chaoices
Finish Description: | |
= Back | | et = Cancel ] | Help
Up to 25 characters. Special characters not allowed. Required.
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Specify a Name and Description, then press Next.

The following wizard panel is displayed:

Create Message List
General
Messages Messages Fire-Once Message List example
Permissions

. Selectthe messages to include in this list. Right-click the list for more options
Confirm Choices
Finish v Message Text |

[1/Cc8Lc22a1i1) ontime completion far SLC {03 may be...
[1|C5LC228E {1} did not start before the end of the mo...
[ CELC182E File Transfer hehind schedule (75% dhax)
[/ C2LC1811 File Transfer ahead of schedule (75% did..
[1|CSLC180E File Transfer behind schedule (50% dMax)
[ /CSLC1 78I File Transfer ahead of schedule (50% did...
[/ CBLC1 78E File Transfer hehind schedule (26% dMax)
[1|CELC1 771 File Transfer ahead of schedule (25% dh...
[ CSLC1 7RE File Transfer hehind schedule (75% diin
[]/c8LC1 748l File Transfer ahead of schedule (5% didi.
[1|C5LC174E File Transfer behind schedule (50% dhin
[/ CSLC1 731 File Transfer ahead of schedule (50% didi..
[/ C8LC1 72E File Transfer hehind schedule (26% dMin
[1lcSLC1 711 File Transfer ahead of schedule (25% dMi... B

= Back ‘ | Mext = Cancel ‘ | Help

Select the message IDs for which you want SLC events to be generated only once per instance of
the workflow.

Note: To getasuggested list of fire-once messages, right-click the messages displayed and choose Suggest
Fire-Once List.

Create Message List
General
Messages hMessages Fire-Cnce Message List example
Permissions

. Selectthe messages to include in this list. Right-click the list for more options
Confirm Choices
Finish v Message Text [

[1/CBLC2281{13 on time completion for SLC L0 may be... n
[/ &5LC228E 1) did nat start hefare the end of the ma...
[] | CSLC1 82E File Transfer behind schedule (75% dhax)
[]/C5LC1 811 File Transfer shead of schedule (T5% did...
[] ©5LC1 80E File Transfer hehind schedule (50% dMax)
[/ CSLC1 78I File Transfer ahead of schedule (50% di...
[] | C5LC1 72E File Transfer hehind schedule (25% diax)
[1|CSLC1 77IFile Transfer ahead o Suggest Jeopardy List
[1|CSLC1 7EE File Transfer behind
[1|CSLC1 741 File Transfar ahead o
[1|C5LC1 74E File Transfer behind “Select All*
[1|CSLC1 73 File Transfer ahead o Deselect All

Suggest Fire-Once List

[1|C5LC1 72E File Transfer behind borreoron e
[1lc5LC1 711 File Transfer ahead of schedule (25% dMi... -]
= Back ‘ | Mext = Cancel ‘ | Help
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How Can | Be Alerted If A Sterling Connect:Direct File Transfer
May Not Complete On Time?

When Sterling Control Center can ascertain the size of a file being transmitted, and you have

specified a duration SLC schedule for the transfer, SLC events with the following message 1Ds may

be generated.

Message ID Message Text

CSLC171l Step ahead of schedule (25% dMin)
CSLC172E Step behind schedule (25% dMin)
CSLC173I Step ahead of schedule (50% dMin)
CSLC174E Step behind schedule (50% dMin)
CSLC175I Step ahead of schedule (75% dMin)
CSLC176E Step behind schedule (75% dMin)
CSLC177I Step ahead of schedule (25% dMax)
CSLC178E Step behind schedule (25% dMax)
CSsLC179l Step ahead of schedule (50% dMax)
CSLC180E Step behind schedule (50% dMax)
CSLC181l Step ahead of schedule (75% dMax)
CSLC182E Step behind schedule (75% dMax)

Sterling Control Center comes with predefined rules configured to watch for these events.

Examine the rules in the Rules Listing to determine whether these rules fit your requirements.

IBM Sterling Control Center How-To Guide

129



How Can | Be Alerted If an Hourly Process Isn't On Time?

Say you have a Process named HOURLY that is supposed to run every hour on Server REGULAR.
How can you be alerted should it fail to run?

The easiest way to handle this requirement is to create 24 different calendar SLC schedules, one for
each hour of the day, and then assign all 24 of them to one standard SLC that specifies appropriate

matching criteria—a Server name of REGULAR and a Process hame of HOURLY—for its
parameters.

Select Manage > Service Level Criteria (SLCs) > SLC Schedules and click + to create a new
schedule.

First, create a schedule with NERs between midnight and 1AM

Create SLC Schedule
General
Paramaters General 1AM
FPermissions -
Confirm Chaices Schedule Type: |Calendar Schedule B|
Finish Mame:* |1AM |

Description: [NERs between midnight and 1AM |

Enabled
| Mext = Cancel ] | Help

This schedule will be for the first hour of the day.

As our Process is supposed to run 24 hours a day, 7 days a week, set Calendar Name to the
predefined calendar called Daily.
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How Can | Be Alerted If an Hourly Process Isn’t On Time?

It is not necessary to set a start range. Simply setting an end range encompassing the hour within

which the Process is supposed to run is sufficient.
Create SLC Schedule
General
Parameters Parameters 140
Permissions - —— —
Confirm Choices Calendar Name: |Daily E\||i“|
Finish
Time Zone: Ut -08:00) Central Time (US & Canada) -]
Maorrmal Start Range (MSR):
Start Time: | |
End Titme: | |
Mormal End Range (NER):
End Day: |Ca|endar81art Day E|
Start Time: |DD:DD |
End Time: |D1:DD |
= Back ‘ | ne- | Cancel ‘ | e ‘

Now duplicate this SLC calendar schedule 23 times, modifying the name and NER values

appropriately.
SLC Calendar Schedule Name  NERs NERe
Midnight to 1AM 00:00 01:00
1AM to 2AM 01:00 02:00
2AM to 3AM 02:00 03:00
3AM to 4AM 03:00 04:00
4AM to 5AM 04:00 05:00
5AM to 6AM 05:00 06:00
6AM to 7AM 06:00 07:00
7AM to 8AM 07:00 08:00
8AM to 9AM 08:00 09:00
9AM to 10AM 09:00 10:00
10AM to 11AM 10:00 11:00
11AM to 12PM 11:00 12:00
12PM to 1PM 12:00 13:00
1PM to 2PM 13:00 14:00
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SLC Calendar Schedule Name  NERs NERe
2PM to 3PM 14:00 15:00
3PM to 4PM 15:00 16:00
4PM to 5PM 16:00 17:00
5PM to 6PM 17:00 18:00
6PM to 7PM 18:00 19:00
7PM to 8PM 19:00 20:00
8PM to 9PM 20:00 21:00
9PM to 10PM 21:00 22:00
10PM to 11PM 22:00 23:00
11PM to Midnight 23:00 24:00

Since you know the exact Process and server names (HOURLY and REGULAR, respectively), use

a standard SLC to generate events when your Process, HOURLY, does not run.

Create Standard SLC Group

General
Server Groups
Servers

General

Schedules SLC Type: Standard
FrocessesiBatches Marme:™ |HOURLY |
File Mames o
SubmittersiSenders Descriptian: [watches for the process named HOURLY |
Remaote ServersiRecipis ) .
Confirm Chaices StartWincow Tolerance: hours
Finish End Window Talerance: hours
Other. Generate notification if event has not accurred
Enabled
4] 3
|| Mext = | Cancel ‘ | Help

Set the Start and End Window Tolerance values to 1 hour. This allows the hourly Process to start
or end as much as one hour early or late and still be counted as running. If you do not want any
tolerance at all, you may set the Start and End Window Tolerance values to zero hours.

Check Generate Notification if Event Has Not Occurred to cause SLC events to be generated when
HOURLY does not run.
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How Can | Be Alerted If an Hourly Process Isn’t On Time?

Select the Server REGULAR

Create Standard SLC Group

General
Server Groups Servers HOURLY
Servers
Schedules Your Servers: Selected Servers:
ProcessesiBatches —_— ——
File Names | % || ¥ |Fiteror
SubmittersiSenders
Remote Servers/Recipid CE QASLESE
Corfirm Choices dander2kdl _
Finish dander2kd2 | =

Gl5 25640

kukla | -
4] ] [

| = Back ‘ | Mext = Cancel ‘ | Help

Select all 24 calendar SLC schedules you have created:

Create Standard SLC Group

ERCR{EN

4 | Jl ] 3

| <Back || Net- |

General
Server Graups Schedules HOURLY
Servers
Schedules All Schedules: Selected Schedules:
ProcessesiBatches
File Names Filter: 0000 to 0100 ]
SubmittersiSenders E 0100 to 0200
Remote ServersiRecipid aPm __(0z00to0300
Corfirm Choices BAM | = 0300 to 0400
Finish GPM 0400 to 0500
AN | < | |oso0tooano
FPM E 0600 to 0700
SAM 0700 to 0800
arPm [+] 0200 to 0800 [<]

Cancel ‘ |

Help
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Specify Process name HOURLY::

Create Standard SLC Group
General
Server Graups Processes/Batches HOURLY
Seners Process NamesiBatch IDs:
Schedules
ProcessesiBatches HOURLY
File Mames
SubmittersiSenders
Remote Servers/iRecipig
Confirm Choices
Finish
[+ Allowy Duplicates Impot... ] | Export.. ] | - ]
»
| Cancel ] | Help
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How Can a Producer Know When a File Was Not Delivered On
Time?

Set up a workflow SLC that uses a calendar schedule to define a typical time range with a normal
end range start (NERSs) and normal end range end (NERe). In addition to the workflow schedule and
other required information, enter the following parameters for the Workflow SLC’s milestone

substituting appropriate values for the keys, Server, SI.Mailbox Path, and Dest File Name, that meet

your needs:
General | Parameters | Schedule |
FParameters ms1
Server ar Server Group and Process Name or Destination File Mame are required
by [ Operator [ Walue
Server Wild Card *
Slls Putitrueifalse) Wild Card true
Sl.Mailbox Path Wild Card /Froducerhailbox
DestFile Name Wild Card Froducerfile.bd
Correlator Source: | | Insert var ] | Claar ]
Update ] | Cancel ‘ | Help ‘
Milestone P arameters: ey,
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To define the milestone schedule, specify the maximum amount of time for the system to wait
before a milestone SLC event is generated.

pdate workflow Hiestone zl

General ] Farameters ] Schedule |

Schedule ms1

Duration:

Minirurm Curation(Dmin): |uuu;uu;nu |

Maximum Duration{Drma): |uuu;15;nu |

Time Range:

Maormal Start Range (MSR) - Start:

MNormal Start Ranoe (NSR) - End:

MHormal End Range (MER) - Start:

karmal End Range (MER) - End:

Update H Cancel H Help

In 24-hour, hh:mm format. Ex: anter §:00 p.m. az 12:00 or 12:20 a.m. az 20,
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How Can a Producer Get Notified if the Consumer Does Not
Pick Up a File Within 15 Minutes?

To notify a producer if the consumer does not pick up a file within 15 minutes of its arrival, use a
Workflow SLC with a duration schedule and two milestones:

» Milestone 1 to watch for the delivery (called File delivered to consumer MBX in this example)
» Milestone 2 to monitor the pickup of the data delivered (called Consumer Picks Up the File)

Since multiple files can be picked up and delivered simultaneously, you must also specify a
correlator value for the Workflow, which will tie the name of the file being delivered to the name
of the file being picked up.

First, create a workflow SLC with a duration schedule of 15 minutes by setting the minimum and
maximum duration values:

SLC Schedule Properties
General | Pararneters [ Fermisgions | Sumrmary
Farameters 0t 15 minutes

Minimurm Duration:” |ggg;gg;nn |

Maximum Duration:* |Dgg;1 500 |

Update ” Cancel H Help
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To ensure that the milestones within the workflow are associated with the same file, specify destFile
as the Correlator Source at the workflow level:

Create Workflow SLC Group

General
Schedules Parameters Pickup within 15 minutes
Parameters
Milestones
Confirm Choices
Finish

Milestone times Relative o: @ actyal start ofwarkflow 5LG
O Seheduled start of Workflow SLC

Goncurrence Count:

Cotrelator Source: ‘destFiIe

H IngertVar || Clear I

Message Lists

Jeopardy List: ‘E“”|
Fire-Onee List ‘E‘||||

‘ = Back ‘ Mext = ‘ Cancel ‘ Help

To create the first milestone to watch for deliveries, specify the following parameters substituting
appropriate values for the keys, SI.Mailbox Path, Dest File Name, and Server, that meet your needs:

Update Workflow Milestone

General Farameters | Schedule

Parameters File delivered to consumer MBX

Server or Server Group and Process Mame or Destination File Mame are required

Key [ operator | Yalue
Sl.Mailbox Path Wild Card JRE1 03P GPConsumerElnhod
DestFile Mame Wild Card *
Server Wiild Card *
Sl1s Putftruesfalse) Wild Card true

Correlator Source: || Insert var ‘| Clear ‘

Update ]| cancel || Hew |

| Milestone Parameters: Key.

To define the milestone schedule, again specify 15 minutes for the duration.
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How Can a Producer Get Notified if the Consumer Does Not Pick Up a File Within 15 Minutes?

Create Workflow Milestone

General

Parameters Schedule File delivered to consumer MEX

Schedul

thecule Duration:

Minimum Duration{Dmin: |gg;gg 00 |
Maximurm Duration(Dmax) |gg_15 00 |
Tirne Range:

Normal Start Range (NSR) - Start. |

Mormal Start Range (NSR) - End

WNarmal End Range (HER) - Star, |
Naormal End Range (MER) - End: |

‘ < Back I Finish H Cancel ” Help

To create the second milestone to watch for pickups that do not occur within 15 minutes of file
delivery (Sl.1Is Put is false), specify the following criteria as parameter keys:

Key Operator Value

Sl.Mailbox Path Wild Card The pickup location, for example,
/RQ103PGPConsumerE/Inbox*

Dest File Name Wild Card *

Sl.Is Put(true/false) Wild Card false

Server Wwild Card *
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Update Workflow Milestone

General Parameters | Schedule

Parameters Consumer picks up the file

Server ar Server Group and Process Name or Destination File Mame are required

Key [ operator | Value
Slmailbox Path Wil Card /R 03FGRConsumerEinbox”
DestFile Mame Wild Card *
Slls Putitruefalse) Wild Card false
Server Wild Card *

Correlator Source: || Insert Yar ]| Clear ]

Update ]| Cancel H Help ]

| Milestone Farameters: Key.

As the last step, define the schedule for the second milestone the same way you did for the first by
specifying 15 minutes for the duration.

Update Workflow Milestone

General ] Parameters ] Schedule

Schedule Consurmer picks up the file

Duration:

minimum Duration{Dmin: |DDD;DD;DD |

Maximum Duration{Dimas: |ggg;15;00 |

Time Range:

Marmal Start Range (NSR) - Start: | |

Mormal Start Ranoe (MSR) - End: | |

Marmal End Range (MER) - Start: | |

rMormal End Range (MER) - End: | |

Update ]| Cancel H Help

Format is hhh:mm:ss. Either duration or calendar values are required.
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How Can | Use RUNBATCH To Create Schedules for an Hourly

Process?

RUNBATCH takes a template and a script. See the Creating Multiple Objects appendix in the IBM
Sterling Control Center System Administration Guide for more information about the RUNBATCH

utility and how to use it.

Template

The template name is recurringschedule.tmp. It is located in the Sterling Control Center installation

directory/conf/templates directory:

<calendarSchedule>
<id>&name;</id>
<desc>&name; </desc>
<enabled>true</enabled>
<ner>
<start>&start;</start>
<end>&end; </end>
<day>0</day>
</ner>
<calendarId>Daily</calendarId>
<timeZone>America/Chicago</timeZone>
<roles></roles>
</calendarSchedule>

Note: Substitute an appropriate value for timeZone in your template.

Script

The script name is recurringschedulescript.txt. It should be put in the Sterling Control Center

installation directory/conf directory.
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copy recurringschedule
&name;=0000 to 0100
&start;=00:00
&end;=01:00

SCHEDULE

copy recurringschedule
&name;=0100 to 0200
&start;=01:00
&end;=02:00

SCHEDULE

copy recurringschedule
&name;=0200 to 0300
&start;=02:00
&end;=03:00

SCHEDULE

copy recurringschedule
&name;=0300 to 0400
&start;=03:00
&end;=04:00

SCHEDULE

copy recurringschedule
&name;=0400 to 0500
&start;=04:00
&end;=05:00

SCHEDULE

copy recurringschedule
&name;=0500 to 0600
&start;=05:00
&end;=06:00

SCHEDULE

copy recurringschedule
&name;=0600 to 0700
&start;=06:00
&end;=07:00

SCHEDULE

copy recurringschedule
&name;=0700 to 0800
&start;=07:00
&end;=08:00

SCHEDULE

copy recurringschedule
&name;=0800 to 0900
&start;=08:00
&end;=09:00

SCHEDULE

copy recurringschedule
&name;=0900 to 1000
&start;=09:00
&end;=10:00

(Continued...)
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How Can | Use RUNBATCH To Create Schedules for an Hourly Process?

SCHEDULE

copy recurringschedule
&name;=1000 to 1100
&start;=10:00
&end;=11:00

SCHEDULE

copy recurringschedule
&name;=1100 to 1200
&start;=11:00
&end;=12:00

SCHEDULE

copy recurringschedule
&name;=1200 to 1300
&start;=12:00
&end;=13:00

SCHEDULE

copy recurringschedule
&name;=1300 to 1400
&start;=13:00
&end;=14:00

SCHEDULE

copy recurringschedule
&name;=1400 to 1500
&start;=14:00
&end;=15:00

SCHEDULE

copy recurringschedule
&name;=1500 to 1600
&start;=15:00
&end;=16:00

SCHEDULE

copy recurringschedule
&name;=1600 to 1700
&start;=16:00
&end;=17:00

SCHEDULE

copy recurringschedule
&name;=1700 to 1800
&start;=17:00
&end;=18:00

SCHEDULE

copy recurringschedule
&name;=1800 to 1900
&start;=18:00
&end;=19:00

SCHEDULE

copy recurringschedule
&name;=1900 to 2000
&start;=19:00
&end;=20:00

SCHEDULE

copy recurringschedule
&name;=2000 to 2100
&start;=20:00
&end;=21:00

(Continued...)
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SCHEDULE

copy recurringschedule
&name;=2100 to 2200
&start;=21:00
&end;=22:00

SCHEDULE

copy recurringschedule
&name;=2200 to 2300
&start;=22:00
&end;=23:00

SCHEDULE

copy recurringschedule
&name;=2300 to 2400
&start;=23:00
&end;=24:00

SCHEDULE
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Chapter 9

Troubleshoot SLCs

SLCs can fail to work as expected for many reasons. Here we define “working” as generating

appropriate SLC events at the times determined by the SLC criteria, the schedule or schedules
associated with the SLC, and the Process type events that occurred or did not occur on managed
servers specified by the SLC. This chapter discusses examples of SLC events that were not
generated as expected and why. It also discusses how to generate an SLC Debug Report to assist
you in troubleshooting SLC issues.

Some reasons that SLC events fail to be generated include the following:

e SLC events are not generated by an SLC if it is not enabled.

» SLC events are not generated if Process type events—Process Started, Process Ended, Process
Step Started, and Process Step Ended—do not match the SLC parameters specified.

o Back-level versions of managed servers, that is, managed servers not on current maintenance,
may not generate statistics records, or may generate statistics records without the needed
information, for the events constructed by Sterling Control Center to have the information
needed to match the SLC parameters specified.
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SLC Tips

Here are some tips to follow when dealing with SLCs:

To prevent extraneous events being generated by the SLC service, define only two of the
following items in the schedules associated with an SLC:

* Normal Start Range (NSR)
* Normal End Range (NER)
* Duration

That is, if an SLC has a calendar schedule that specifies both an NSR and NER, do not
associate a duration schedule with the SLC too. If an SLC has a duration schedule associated
with it, and you also want to associate a calendar schedule with it, the calendar schedule
should specify either an NSR or an NER, but not both. Do this to avoid conflicts that would
occur due to the inherent duration derived by taking the difference between the calendar
schedule NSR and NER values and the explicit duration specified in the duration schedule.

Review the predefined rules Sterling Control Center comes with for SLC event types, and the
actions they specify. Ensure that only the rules you wish to be triggered are enabled and that
the actions they specify are appropriate. Disable rules that watch for events you do not care
about.

For example, Sterling Control Center ships with a rule named Process Not Started Warn,
which is triggered when an SLC event is generated at the start of the start range, NSRs,
specified if an appropriate Process type event—Process started, or Process step started—does
not transpire by that time. If knowing that a Process or Process step has not started by NSRs is
immaterial to you, either disable the Process Not Started Warn rule—best choice—or change
the action that it refers to no operation—next best choice—or change the action’s Alert
Severity to <no alert generated>.
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How Do | Fix My SLC?

If SLCs would do what you meant, as opposed to what you told them to do, they would work as
expected the first time, but sometimes that is not the case.There are many ways to set up SLCs
incorrectly.

Here are things to look for when your SLCs don’t do what you intended:

SLC Not Enabled

It may be obvious, but sometimes SLCs do not work properly simply because they are not enabled.
Always check SLCs that do not function correctly and make sure they are enabled.

Create Wildcard SLC Group
General

Server Groups General

Servers )

Sehedulas SLC Type: Wildeard

FrocessesiBateh IDs Marne:* |-|-951 |
Destination File Mames o

SubmitiersMailbax D | Deseription: | |
Remote Servers

confim Choices Start Window Tolerance: hours

Finish

End Window Tolerance: hours
Concurrence Count;

(ther. Generate notification if event has not occurred

Enahled

| M@t = Cancel H Help

Match Criteria

The primary reason SLCs fail to work as planned (assuming they are enabled) is that the data in the
events that should trigger them does not exactly match the criteria specified.
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For example, you may specify a Process name in the SLC of Xyzzy, but if the Process name is
actually XYZ2ZY, it will not trigger the SLC. Why? The yzzy in the criteria is in lower case while
the actual name shows YZZY in upper case, which does not match.

Or, you may specify a destination file name of c:\myfile.dat. But if the destination file name is
actually C:\myfile.dat, it will not trigger the SLC. Why? The c: in the criteria is in lower case, while
the actual name shows C: in upper case, which does not match.

There are times when you must either use a wildcard SLC or a workflow SLC, as opposed to a
standard SLC, to accomplish your monitoring goals. One of those times is you when you are
monitoring transfers to generation data groups (GDGs). When transferring files to GDGs, the
destination file name is not known until the file is actually created.

For example, if your process is transferring a file to the dataset XYZZY.GDG(+1), the SLC
destination file name should be specified as XYZZY.GDG.* (assuming the Regular Expression
check box is not set).

Create Wildcard SLC Group

-,

General
Serer Groups
Servers Expression: *

cchedules p \YZTY.GDG. || Test.. |
ProcessesiBatch IDs
Destination File Mames [ RegEx i(Regular Expression)
Submittersiailbox D=
Remote Servers
Confirm Choices
Finizh

Destination File Mames test

| = Back I | et = Cancel I | Help

148

Note: When specifying match criteria for wildcard SLCs or milestones in workflow SLCs, use only the
Regex (Regular Expression) option if you have specified a regular expression for the match criteria.
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How Do | Fix My SLC?

To find out whether specifying faulty match criteria is the reason your SLC is not working properly,
run a Database Events report to view details of the events you expect to trigger your SLC. Specify
event parameters that match the Process you feel should have triggered your SLC but did not.
Include the XML_STRING value at a minimum in the report output, then closely compare the
match criteria specified in your SLC with the output generated.

The Test button on many SLC wizard panels is also helpful. Use it to try out your wildcard or

regular expressions to see if they match the values you expect the events that trigger your SLC to
contain.

- ~

Expression Tester

Expression: HYZZY.GDG. |

TestvValue  [OYZZY.GDG.G0001YVOO |

[ | RegEx (Regular Expression) | M atch |

| DIk | | Cancel | | Help |

A.M. versus P.M.

When constructing calendar schedules for use with SLCs, or specifying Normal Start Range (NSR)

or Normal End Rage (NER) values for workflow SLC milestones, remember that you must specify
times using the 24-hour clock.

For example, if a Process is to start between 2:00 and 2:15 p.m., the time specified for NSRs and

NSRe, respectively, must be 14:00 and 14:15. A typical mistake is to specify 02:00 and 02:15, but
that means 2:00 to 2:15 in the morning.

Monitoring Windows

Another reason an SLC may not work as planned is that the events expected to trigger it occur
outside its monitoring window.

In addition to the schedules associated with SLCs, SLC criteria include Start and End Window
Tolerance values, which may range from zero to twenty-four hours.

IBM Sterling Control Center How-To Guide 149



Create Wildcard SLC Group

General

Server Groups General

Servers .

Schedules SLC Type: Wildcard

ProcessesiBatch IDs Marme:™* | |
Destination File Mames

SubmittersiMailbox IDs Description: | |

Rermote Semvers

Confirm Chaices Start\Window Tolerance: hours

Finish End YWindow Tolerance: hours
Cancurrence Count;
e [¥] Generate notification if event has not occurred
[¥| Enabled
1] [ »

| et = | Cancel I | Help

If the start and end events for the Process or file transfer being monitored occur outside the SLC’s
monitoring window, it will be as if the Process or transfer never occurred, and SLC events will be
generated as such.

Another problem related to monitoring windows can occur when SLCs have multiple calendar
schedules and those schedules overlap due to the size of the start or end window tolerance value
specified.

Note: For SLCs and milestones with duration schedules, only the end window tolerance value
is used.

Note: Sterling Control Center versions prior to 5.0 have a minimum window tolerance of one
hour.
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How Do | Fix My SLC?

For example, if you have an SLC with two schedules, one that specifies an NERs of 02:00 and an
NERe of 02:15, and a second that specifies an NERs of 03:00 and an NERe of 03:15, and the SLC
has a start and end window tolerance of one hour, the monitoring windows for the two SLC
instances will overlap and may cause unexpected events to be generated, as illustrated below:

1 3:15

2 4:15
| I
| |
1 2 3 4 5

The monitor window for the first SLC instance ranges from 1:00 to 3:15, while the monitor window
for the second SLC instance ranges from 2:00 to 4:15, so if the first Process that should trigger the
SLC does not run at all, but the second Process starts anytime between 2:00 and 3:15, rather than
generating SLC events that indicate the first Process did not run but the second Process completed
on time, the SLC events generated will indicate that the first Process completed late and the second
Process did not run.

In cases such as this one, consider using a monitor tolerance value of zero hours and adjusting the
SLC schedules as needed to avoid getting erroneous SLC events.

Monitored Servers

Back-level versions of monitored servers, that is, monitored servers not on current maintenance,
may not generate statistics records, or may generate statistics records without the needed
information, for the events constructed by Sterling Control Center to have the information needed
to match the specified SLC parameters.

For example, when monitoring transfers of files to GDGs, the dataset name in the Process step start
event must match the dataset name in the Process step end event, or SLCs do not work correctly. If
the server being monitored is not on current maintenance, a known (and resolved) issue causes the
dataset name in the Process step start event not to be fully resolved. That is, instead of the
destination dataset name in the Process step start event being, for example,
XYZZY.GDG.G0001V00, itis XYZZY.GDG(+1), while the dataset name in the Process step end
event is fully resolved. If this occurs the SLC will not “work.” Even if the match criteria for the SLC
is triggered by the dataset name in the step start event, because the dataset name in the step end event
is different—the dataset name in the step end event is always the fully resolved GDG dataset
name—the SLC logic does not recognize it as the terminating event.

You can tell if this issue is causing problems by closely examining the statistics records for the
Process and seeing whether or not the dataset name in the step start and step end events match.
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Note: For every schedule associated with an SLC, a separate SLC instance exists.

Note: The IBM Sterling Control Center Release Notes is one resource to use to judge whether
your monitored servers are at an appropriate maintenance level for monitoring by Sterling
Control Center.

Rules and Actions

SLCs by themselves cause SLC events to be generated rather than alerts. You must have the
appropriate rules and actions in place to watch for the SLC events and perform the actions you wish
performed, including generating alerts and e-mails, when those SLCs are not met.

When shipped, Sterling Control Center comes with built-in rules that specify one of the built-in
actions for all the various SLC events that may be generated. You must ensure that the appropriate
rules and actions are in place, enabled or disabled, and in the appropriate priority order to get the
results you want.

Note: Refer to What Events May Be Generated By SLCs and When? on page 100, and Appendix D,
Message IDs for Rules, in the IBM Sterling Control Center System Administration Guide, for the list
of SLC type events that could occur.
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How Do | Fix My SLC?

(ﬁ |BM Sterling Control Center Console 5.3.00 - Engine Host:Port - QA2008R2-1.workstn-ga.local: 58080

AEX

Control Center Manage Maonitor

i)

Configure Servers Tools Window Help

Servers | GI’DUDS |
& Control Center
- 50 Connect Direct (51 5)
8 | Eastern Region
3 Midwest Region
@ Northern Region
@ Southern Region
& | western Region
D- gfs ConnectEnterprise (07 1)
L3 1 Mexaatw
— 1 Sterling B2B Integrator (0
— [ File Transfer Protocol (04

| & || % T | Fiter: Nore gull listing shown)

Rule Set GLOBAL

]

Rules are applied in Priority arder. Use the Move button to change the arder.

t [vlelo]z] Priotity [ Rule Name Diescription
1 vl& 1 Process already running CALCOIME - alert3 E
2 Lars 2 Process started early CSLCO32E - alert3
3 | ¥ & 3 Process stated on-time CELC0331 - alert0
4 v & 14 Process has not started CELCO34E - alen2
5 Lars 15 Process started late CSLCO3SE - alert2
1 | ¥ & 6 Process ended early CELCO36E - alertd
7 v & Fé Pracess ended an-time CELC03T! - alertd
3 Lars 8 Process has notended CSLCO3BE - alert2
ars ] Process ended late
v & 110 Process still not ended
|v & 11 Process not stared warn
ars [12 Process nat ended warn
v & 113 Process not even started
|v & |14 Process not started late
ars 115 Process suspended
v & 116 Proc duration short
Lars 117 Proc duration okay
ars 118 Proc duration nat ended
v & 119 Proc duration exceeded
|v & |20 Proc duration way over
v & 121 Proc duration running
v & 122 Proc duration nat determ.
|v & 123 Prac duration suspended
Lars 124 Trans running early
v & |25 Trans staned early
Lard 126 Trans stared ontime
Lars 127 Trans not started - late
v & 128 Trahs stated late
Lard 129 Trans ended early
v & |30 Trans ended ontime
v & 131 Trahs not ended - late
Lard 132 Trans ended - late
Lars 133 Trang still not ended
v & 134 Trans nat started
Lard 135 Trans not ended
v & |38 Trans not even started
v & a7 Trans not even start late
v & 138 Trans suspended
Lars 138 Trans dur short
v & 140 Trans dur okay
Lard 141 Trans dur exceeded
v & |42 Trans dur exceed-late
v

43 Tr LCOBSE - alerti -]
‘ j ]

CSLCO39E - alert0
CSLCO40E - alert?
CSLCO4TE - alert3
CSLCO48E - alert3
CSLCO26E - alert?
CSLCOZTE - alertl
CSLCO46E - alert2
CSLCOME - alert?
CSLC0421- alerd
CSLCO43E - alert2
CSLCO44E - alertl
CSLCO45E - alert!
CELCO49E - alert3
CSLCOS0E - alert3
CSLCO46E - alert2
CELCOS1E - alert3
CSLCO52E - alert3
CSLCO53! - alertd
CELCOS4E - alert!
CSLCO55E - alert?
CSLCOSBE - alert3
CELCOSTI- alertd
CSLCOS8E - alert?
CSLCO59E - alert3
CELCOG0E - alert2
CSLCOGYE - alart?
CSLCOGBE - alert2
CELCO28E - alert2
CSLCO29E - alert?
CSLCOGEE - alert2
CELCOB1E - alert2
CSLCO621 - alertd
CSLCO63E - alert2
CELCOG4E - alert2

MovetoPosition#iT” Move |

EgiMe;  mm———————— — —

‘ UTC: 20048 | Engine: 14458 | Local: 1448 | Prefarred: 14:48 ’_ admin

=) (=] 2]
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Milestone Times

Values specified for Workflow SLC Milestone Normal Start Range and Normal End Range are
offsets to the scheduled or actual start of the workflow being monitored, as opposed to clock times.

For example, if a workflow milestone should end no later than 1:05 a.m., you would not enter 01:05
as the Normal End Range end value, but rather the number of minutes relative to the schedule
associated with the workflow which combined yield 1:05.

-

-,

Create Workflow Milestone
General
Parameters Schedule "
Schedule

Duration:

Minimum DurationiDming: | |

Waximum Duration{Dmax): | |

Time Range:

Marmal Start Range (MSR) - Start: | |

Mormal Start Range (MSR) - End: | |

Mormal End Range (NER) - Start:  [go:00 |

Normal End Range (NER) - End:  [q0.05) |

| <Back Finisn || caneel || Heip

SLC Order

Unlike standard SLCs, wildcard and workflow SLCs must be ordered the way Sterling Control
Center rules are. In the situation in which a single event matches the criteria of more than one
wildcard SLC, or more than one workflow SLC’s milestone, SLC order determines which SLC the
event will trigger.

Time Zones

154

SLCs will not work properly during the change from daylight saving time to standard time, and vice
versa, if the time zone parameter specified for Calendar Schedules associated with SLCs is not the
same value as the time zone setting specified for the servers that you are monitoring.
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Everything’s Right Except the Alerts

Sometimes you may feel an SLC is not working because you are not seeing expected alerts in the
Active Alerts Monitor.

Remember, alerts are nothing more than Sterling Control Center events with an additional element
named Alert, along with an alert value (0, 1, 2, or 3). An alert element is added to an event by the
rule service only if an enabled Sterling Control Center rule matches the event and specifies an action
with an alert severity of 0, 1, 2, or 3. The Active Alerts Monitor displays all unhandled events that
contain an alert element with a value greater than 0.

If you are not seeing expected alerts in the Active Alerts monitor, check to see if your situation
resembles one of the following scenarios:

Make sure that the rule that should be triggering the expected alerts has been properly defined
by:

»  Specifying the appropriate SLC message ID

» Associating an appropriate schedule and action with it

» Enabling the rule

The Active Alerts Monitor has the ability to overlay existing alerts with new correlated alerts.
All SLC events contain an SLC instance identifier unique to each active SLC. The Active
Alerts Monitor uses the SLC instance identifier to know when alerts it receives are correlated,
and instead of displaying multiple alerts for the same SLC instance, displays only the latest.

For example, an SLC with a Normal Start Range (NSR) specified will generate an SLC
notification with a message ID of CSLCO47E if the NSRs time transpires without an
appropriate starting event being seen, and another SLC notification with a message 1D of
CSLCO034E if the NSRe time also transpires without an appropriate starting event being seen.
In this case, the Active Alerts Monitor may first display the SLC event with the CSLC047E
message, and then overlay that event with the SLC event containing the CSLC034E message,
because their SLC_INSTANCE_ID values will be the same, which means they're correlated.

In fact, if the latest correlated event is an alert of severity 0, instead of displaying the newest
alert in the view, the existing correlated alert (if one exists) is removed from the Active Alerts
Monitor. For example, an SLC with a duration schedule generates an SLC notification with a
message 1D of CSLCO49E because the dMin time passes without seeing an appropriate ending
Process type event, and another SLC notification with a message ID of CSLC042I because an
appropriate ending Process type event is seen before the dMax time occurs. If the rule
triggered when an SLC notification with message 1D CSLC0421 occurs specifies an action
with an alert severity of 0, then the alert with the message ID of CSLCO49E is removed from
the Active Alerts Monitor when the CSLC042I event occurs, instead of being replaced.

The engine may not be collecting and processing events from monitored servers in a timely
fashion. As a result, Sterling Control Center may issue contradictory messages. If you see
out-of-compliance events for a Process or Process step, followed by an in-compliance event,
this is typically caused by a lag between the time statistics are generated by monitored servers
and the time statistics are collected and processed by Sterling Control Center.

For example, if an SLC-type event with a CSLC027E message (Process did not start by NERe)
is followed by an SLC-type event with a CSLCO0371 message (Process ended within NERe) for
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the same SLC instance, it is almost certainly caused by the engine not receiving and
processing the Process end or Process step end statistic prior to the NERe even though the
process ended within the NERe.

The concurrence count for the SLC may not be set properly. For example, you may see more
alerts than expected if the concurrence count is set too high for SLCs with calendar schedules,
or you may see fewer alerts than expected if the concurrence count is set too low for SLcs with
duration schedules.

Make sure the alerts are associated with the server, servers, or server group for which you
opened the Active Alerts monitor. Some SLC events, in particular the ones for events that did
not occur, may not be associated with any servers and, in that case, the only way to see them is
by opening an Active Alerts monitor for all of Sterling Control Center.
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What Else Can | Do?

If you feel an SLC is not working but should be, check to see whether the expected SLC events were
generated. One way to do this is to use the SLC Debug Report tool.

Select Tools > Reports > Run SLC Debug Report, fill in the dialog that appears with as much
information as you can, and then click Run Report

(& Control Center

2~ (g1 ConnectDirect {1/18)

athena

cchulid2

dande1 zos

dander2ki1

dander2k42

dander2k44

o-18] | dander2k4s

L £% FileAgent
danderZk43 dup
dander2k4d dup 2
fran

johan

nevada

phoenix

faaixid - has certs
garhel6d
SC.DUB.MWATL3
tpylant-It

zoot

P— ConnectEnterprise {0113
L ¢#g .| CEU Daniel

P—m Sterling Integrator (07 &)

| &g .| Naveen

&g .| Naveen dupe

&g . pgoun1l43
= L i 42

Reports

License Management...
Mode Discovery...
System Activity Graph...
View SLC Monitors...

Run SLC Debug Report

temory bonitor Conzole:

Audit Log...
Trace Logs...

Engine:

UTC:19:44

Engine: 14:44 | Local: 14:44 | Preferred: 14:44

IBM Sterling Control Center How-To Guide

157



158

At a minimum, specify the SLC ID for the SLC you are having trouble with and the start and end
times for the specific period the problems occurred.

ﬁ SLC Debug Report w
rSLC Debug Report parameters
sLcio: | |
Start Time OO YIMBIDD HH: M) |2IZI1 0/08/25 00:00 |
End Tire (SO TIDD HH:w): |2E|1 0i08i25 14:00 |
Semer 1D | Process Mame | Process Mumkber
‘ Run Report I | Cancel I

At aminimum, you need to provide the specific SLC ID (the name of the SLC Group) you want the
report to focus on and a time frame for which the tool will look for events related to the SLC
specified. You have the option to specify process information. If you choose to do so, you must
specify all of the following pieces of information: Sterling Control Center Server ID, the Process
Name, and Process number for each Process specified.

Note: Note the format shown for the Start Time and End Time (YYYY/MM/DD HH:MM) must be used
exactly if the default values are altered.

The resulting report will appear in your default browser, in either a new tab, or a new window
depending on how your browser has been configured.

You may subsequently print this information, or copy and paste it into an e-mail to send to someone
to get help with your SLC.

The report will include:
*  The definition of the SLC
» The definition of all schedules referenced by the SLC

o All related SLC events produced for the SLC specified in the time frame given, including any
events that triggered the SLC events, such as a Process Start event

» The definition of any rules that were triggered by the SLC events generated
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» The definition of any actions that were taken by the rules triggered

» The engine’s e-mail system settings

What Else Can | Do?

If any process information is specified, the resulting report will also include all the process-related

events for those processes.

The following shows a sample SLC Debug Report:

SLC Debug Utility Version 1.0

Date/Time: Wed Aug 04 15:13:09 CDT 2010
SLC ID: bothStandardSLC1l

Start Range: Wed Aug 04 00:00:00 CDT 2010
End Range: Wed Aug 04 17:00:00 CDT 2010

bothStandardSLC1:
<?xml version="1.0" encoding="UTF-8"?>
<slaGroup>

<id>bothStandardSLCl</id>
<name>bothStandardSLC1l</name>
<desc></desc>
<enabled>false</enabled>
<nodes>
<node>aix534000sp</node>
</nodes>
<processes>
<process>sample2</process>
</processes>
<fileNames></fileNames>
<submitters></submitters>
<remoteNodes></remoteNodes>
<schedules>
<schedule>bothDurationl</schedule>
</schedules>
<serverGroups></serverGroups>
<visibilityGroups>
<visibilityGroup>Both</visibilityGroup>
</visibilityGroups>
<missingEvent>true</missingEvent>

<monitorToleranceEnd>1l</monitorToleranceEnd>
</slaGroup>

Schedules:

bothDurationl:

<?xml version="1.0" encoding="UTF-8"?>

<durationSchedule>
<id>bothDurationl</id>
<desc></desc>

<enabled>true</enabled>
<simpleSlc>false</simpleSlc>
<dMin>000:00:00</dMin>
<dMax>000:02:00</dMax>
<vistype>private</vistype>
<roles>

<role>bothRole</role>

</roles>

</durationSchedule>

Process ID: [Name=sample2 #28754 Server= aix534000sp]

<monitorToleranceStart>1l</monitorToleranceStart>
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SLC Event Report:

Event # 1

Event ID: 83947193024450792

Event Time: 2010/08/04 19:27:46.870 UTC

Processed Time: 2010/08/04 19:27:46.886|2010/08/04 19:27:46.883 UTC

Event Type: SLC

Message: CSLCO033I Process started. SLC:
bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.1.83947193024450767

SLC Instance ID: 83947193024450767

Rule Triggered: Process started on-time|Process started on-time-both

Alert: 0]3

Triggering event:
<event><alert>|</alert><ruleInstanceId>|</rulelnstanceld><actionId>|</actionId><rule
Id>|</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg>
<actionsFlag>2010/08/04 19:27:46.945|2010/08/04
19:27:46.851</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><eMailFlag>0|0</eMailFlag><eventId>83947193024450786</eventId
><eventType>3</eventType><fileSize>-1</fileSize><messageId>XSMG200I</messageld><node
Id>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percen
tComplete>-1</percentComplete><processId>28754</processId><processName>sample2</proc
essName><remoteNode>hpig4000sp</remoteNode><returnCode>0</returnCode><segNum>1</seagN
um><shortText>Process started, process:28754 name:sample2
SNODE:hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tr
apFlag>O\O</trapFlag><userOpFlag>O|O</userOpFlag><SUBI>qatest@aix534000sp</SUBI><SBN
D>aix534000sp</SBND><STPT>2010/08/04 19:27:49.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><PRTY>10</PRTY><CLAS>1</CLAS><recCat>CAPR</recCat><recordId>PSTR<
/recordId></event>

Event XML:
<event><ruleInstanceId>|</rulelnstanceld><activityType>P</activityType><sourceEventT
ime>1280950069000</sourceEventTime><groupId>bothStandardSLCl</groupIld><dvg>Both</dvg
><actionsFlag>2010/08/04 19:27:46.886|2010/08/04
19:27:46.883</actionsFlag><actionId>[alert0] | [alert3]</actionId><alert>0|3</alert><d
ateTime>2010/08/04
19:27:46.870</dateTime><eMailFlag>O|O</eMai1F1ag><eventId>83947193024450792</event1d
><eventType>6</eventType><fileSize>-1</fileSize><messageId>CSLC033I</messageld><node
Id>aix534000sp</nodeld><nodeType>1</nodeType><percentComplete>-1</percentComplete><p
rocessId>28754</processId><processName>sample2</processName><remoteNode>hpig4000sp</
remoteNode><returnCode>0</returnCode><ruleld>Process started on-time|Process started
on-time-both</rulelId><segNum>83947193024450792</segNum><shortText>CSLC033I Process
started. SLC:
bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.1.83947193024450767</shortTe
xt><slaFlag>0</slaFlag><slcId>bothStandardSLCl.bothDurationl.aix534000sp.sample2.tru
e.1.83947193024450767</slcId><slcInstanceId>83947193024450767</slcInstanceld><slcSou
rcel>bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.l</slcSourcel><slcSourc
e2>aix534000sp.sample2.28754.aix534000sp</slcSource2><slcSourceEventId>8394719302445
0786</slcSourceEventId><trapFlag>0|0</trapFlag><userOpFlag>0|0</userOpFlag></event>
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What Else Can | Do?

Event # 2

Event ID: 83947193024450794

Event Time: 2010/08/04 19:27:47.438 UTC

Processed Time: 2010/08/04 19:27:47.448|2010/08/04 19:27:47.445 UTC

Event Type: SLC

Message: CSLC042I Process ended when expected - between dMin and dMax. SLC:
bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.1.83947193024450767

SLC Instance ID: 83947193024450767

Rule Triggered: Proc duration okay|Proc duration okay - both

Alert: 0]3

Triggering event:
<event><alert>|</alert><ruleInstancelId>|</ruleInstanceId><actionId>|</actionId><rulel
d>\</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg><a
ctionsFlag>2010/08/04 19:27:47.465|2010/08/04
19:27:47.432</actionsFlag><dateTime>2010/08/04
19:27:50.000</dateTime><eMailFlag>O|O</eMailFlag><eventId>83947193024450791</event1d>
<eventType>4d</eventType><fileSize>-1</fileSize><messageld>XSMG252I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percentCo
mplete>-1</percentComplete><processId>28754</processId><processName>sample2</processN
ame><remoteNode>hpigd000sp</remoteNode><returnCode>0</returnCode><segNum>1</segNum><s
hortText>Process completed,
SNODE:hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tra
pFlag>0]|0</trapFlag><userOpFlag>0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBND>
aix534000sp</SBND><STPT>2010/08/04 19:27:50.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><recCat>CAPR</recCat><recordId>PRED</recordId></event>

Event XML:
<event><ruleInstanceId>|</rulelnstanceld><activityType>P</activityType><sourceEventTi
me>1280950070000</sourceEventTime><groupId>bothStandardSLCl</groupId><dvg>Both</dvg><
actionsFlag>2010/08/04 19:27:47.448|2010/08/04
19:27:47.445</actionsFlag><actionId>[alert0] | [alert3]</actionId><alert>0|3</alert><da
teTime>2010/08/04
19:27:47.438</dateTime><eMai1Flag>O|O</eMai1F1ag><eventId>83947193024450794</event1d>
<eventType>6</eventType><fileSize>-1</fileSize><messageId>CSLC042I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><percentComplete>-1</percentComplete><proc
essId>28754</processId><processName>sample2</processName><remoteNode>hpig4d000sp</remo
teNode><returnCode>0</returnCode><ruleId>Proc duration okay|Proc duration okay -
both</ruleId><segNum>83947193024450794</segNum><shortText>CSLC042I Process ended when
expected - between dMin and dMax. SLC:
bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.1.83947193024450767</shortTex
t><slaFlag>0</slaFlag><slcId>bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.
1.83947193024450767</slcId><slcInstanceId>83947193024450767</slcInstanceld><slcSource
1>bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.l</slcSourcel><slcSource2>a
ix534000sp.sample2.28754.aix534000sp</slcSource2><slcSourceEventId>83947193024450791<
/slcSourceEventId><trapFlag>0|0</trapFlag><userOpFlag>0|0</userOpFlag></event>

Rules:
Process started on-time-both:
<?xml version="1.0" encoding="UTF-8"?>
<rule>
<actionId>alert3</actionId>
<desc>CSLC033I - alert3</desc>
<enabled>true</enabled>
<eventTypes>
<eventType>6</eventType>
</eventTypes>
<id>Process started on-time-both</id>
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<match>&quot; /event [contains (messageld, &apos; CSLC033I&apos;) ]&quot;</match>

<priority>l</priority>

<relative_priority>l</relative_priority>

<visibilityGroups>
<visibilityGroup>Both</visibilityGroup>
</visibilityGroups>

<linkedRule>

<enabled>false</enabled>

<nonResolutionActionId>alertO</nonResolutionActionId>

<resolutionActionId>alert0</resolutionActionId>

<resolutionTimeout>5</resolutionTimeout>

</linkedRule>
<effectiveMatch>&quot; /event [contains (messageld, &apos;CSLC033I&apos;) and (
eventType = &apos;6&apos; ) l&quot;</effectiveMatch></rule>

Proc duration okay:
<?xml version="1.0" encoding="UTF-8"?>

<rule>

<actionId>alertO</actionId>

<desc>CSLC042T - alertO</desc>

<enabled>true</enabled>

<id>Proc duration okay</id>
<match>&quot; /event [eventType=&apos; 6&apos; and
contains (messageld, &apos; CSLC042I&apos; ) l&quot;</match>

<priority>21</priority><eventType>6</eventType></rule>

Process started on-time:

<?xml version="1.0" encoding="UTF-8"?>
<rule>

<actionId>alertO</actionId>

<desc>CSLC033I - alertO</desc>

<enabled>true</enabled>

<id>Process started on-time</id>
<match>&quot; /event [eventType=&apos; 6&apos; and
contains (messageld, &apos; CSLC033I&apos;) ]&quot;</match>

<priority>7</priority><eventType>6</eventType></rule>

Proc duration okay - both:
<?xml version="1.0" encoding="UTF-8"?>
<rule>
<actionId>alert3</actionId>
<desc>CSLC042I - alert3</desc>
<enabled>true</enabled>
<eventTypes>
<eventType>6</eventType>
</eventTypes>
<id>Proc duration okay - both</id>
<match>&quot; /event [contains (messageld, &apos;CSLC042I&apos; ) ] &quot;</match>
<priority>8</priority>
<relative_priority>8</relative_priority>
<visibilityGroups>
<visibilityGroup>Both</visibilityGroup>
</visibilityGroups>
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<linkedRule>
<enabled>false</enabled>
<nonResolutionActionId>alertO</nonResolutionActionId>
<resolutionActionId>alert0</resolutionActionId>
<resolutionTimeout>5</resolutionTimeout>

</linkedRule>
<effectiveMatch>&quot; /event [contains (messageld, &apos; CSLC042I&apos;) and (
eventType = &apos;6&apos; ) l&quot;</effectiveMatch></rule>

Actions:

alertO:

<?xml version="1.0" encoding="UTF-8"?>

<action>

<alert>0</alert>

<desc></desc>

<id>alert0O</id>
</action>

alert3:

<?xml version="1.0" encoding="UTF-8"?>
<action>

<alert>3</alert>

<desc></desc>

<id>alert3</id>

</action>

Engine Email System Settings:

SMTP Host Name: shuttlerun
SMTP Host Port: 25

Events Related to Process ID: [Name=sample2 #28754 Server= aix534000sp]

Event # 1

Event ID: 83947193024450783

Event Time: 2010/08/04 19:27:48.000 UTC

Processed Time: 2010/08/04 19:27:46.804]2010/08/04 19:27:46.775 UTC

Event Type: Process status

Record ID: QCEX

Message: CNCD053I Process moved to Execution queue.

Rule Triggered: |

Alert: |

Event XML:
<event><alert>|</alert><ruleInstancelId>|</ruleInstanceld><actionId>|</actionId><rulel
d>\</ruleId><processQueue>EXEC</processQueue><nodeName>aix534000sp</nodeName><localNo
de>P</localNode><dvg>Both</dvg><actionsFlag>2010/08/04 19:27:46.804|2010/08/04
19:27:46.775</actionsFlag><dateTime>2010/08/04
19:27:48.000</dateTime><eMailFlag>O|O</eMailFlag><eventId>83947193024450783</event1d>
<eventType>9</eventType><fileSize>-1</fileSize><messageld>CNCD053I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percentCo
mplete>-
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l</percentComplete><processId>28754</processId><processName>sample2</processName><re
moteNode>hpigd000sp</remoteNode><segNum>0</segNum><shortText>CNCD053I Process moved
to Execution

queue.</shortText><slaFlag>O</slaFlag><submitter1d>qatest</submitterld><trapFlag>O\O
</trapFlag><userOpFlag>O|0</userOpFlag><SUBI>qatest@aix534000sp</SUBI><SBND>aix534OO
0Osp</SBND><status>PE</status><recCat>CAEV</recCat><recordId>QCEX</recordId></event>

Event # 2

Event ID: 83947193024450786

Event Time: 2010/08/04 19:27:49.000 UTC

Processed Time: 2010/08/04 19:27:46.945|2010/08/04 19:27:46.851 UTC

Event Type: Process started

Record ID: PSTR

Message: Process started, process:28754 name:sample2 SNODE:hpig4000sp

Rule Triggered: |

Alert: |

Event XML:
<event><alert>|</alert><ruleInstanceld>|</ruleInstanceld><actionId>|</actionId><rule
Id>\</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg>
<actionsFlag>2010/08/04 19:27:46.945]2010/08/04
19:27:46.851</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><eMailFlag>O|O</eMailFlag><eventId>83947193024450786</event1d
><eventType>3</eventType><fileSize>-1</fileSize><messageld>XSMG200I</messageld><node
Id>aix534000sp</nodelId><nodeType>1</nodeType><origNode>aix534000sp</origNode><percen
tComplete>-1</percentComplete><processId>28754</processId><processName>sample2</proc
essName><remoteNode>hpigd000sp</remoteNode><returnCode>0</returnCode><segNum>1</segN
um><shortText>Process started, process:28754 name:sample2

SNODE: hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tr
apFlag>0\0</trapFlag><userOpFlag>O|O</userOpFlag><SUBI>qatest@aix534000Sp</SUBI><SBN
D>aix534000sp</SBND><STPT>2010/08/04 19:27:49.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><PRTY>10</PRTY><CLAS>1</CLAS><recCat>CAPR</recCat><recordId>PSTR<
/recordId></event>

Event # 3

Event ID: 83947193024450787

Event Time: 2010/08/04 19:27:49.000 UTC

Processed Time: 2010/08/04 19:27:46.962]2010/08/04 19:27:46.948]2010/08/04
19:27:46.958 UTC

Event Type: Process step started

Record ID: LSST

Message: Local Step started.

Rule Triggered: ||

Alert: ||

Event XML:

<event><alert>| |</alert><rulelInstanceId>||</ruleInstanceld><actionId>||</actionId><r
uleId>||</ruleld><localNode>P</localNode><nodeName>aix534000sp</nodeName><direction>
outBound</direction><dvg>Both|Up</dvg><actionsF1ag>2010/08/04
19:27:46.962|2010/08/04 19:27:46.948|2010/08/04
19:27:46.958</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><destFile>/data/cd4000sp/ndm/cfg/upfile. from_aix</destFile><e
MailFlag>0|0|0</eMailFlag><eventId>83947193024450787</eventId><eventType>l</eventTyp
e><fileSize>-1</fileSize><fromNode>P</fromNode><messageId>XSMG201lI</messageld><nodel
d>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percent
Complete>-1</percentComplete><processId>28754</processId><processName>sample2</proce
ssName><remoteNode>hpigd000sp</remoteNode><segNum>2</segNum><shortText>Local Step
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cfg/msgfile.cfg</sourceFile><stepName>Up</stepName><submitterId>gatest</submitterId><
trapFlag>0]|0|0</trapFlag><userOpFlag>0]|0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI
><SBND>aix534000sp</SBND><STRT>2010/08/04
19:27:49.000</STRT><RSTR>N</RSTR><recCat>CAPR</recCat><recordId>LSST</recordId></even
t>

Event # 4

Event ID: 83947193024450788

Event Time: 2010/08/04 19:27:49.000 UTC

Processed Time: 2010/08/04 19:27:47.331]2010/08/04 19:27:47.279]2010/08/04
19:27:47.326 UTC

Event Type: Process step ended

Record ID: CTRC

Message: Copy step successful.

Rule Triggered: |bothRule|upRule

Alert: |11

Event XML:
<event><alert>|1l|l</alert><ruleInstanceld>||</ruleInstanceId><actionId>| [bothAlertl] |
[upAlertl]</actionId><ruleId>|bothRule|upRule</ruleId><localNode>P</localNode><nodeNa
me>aix534000sp</nodeName><direction>outBound</direction><dvg>Both|Up</dvg><actionsFla
g>2010/08/04 19:27:47.331|2010/08/04 19:27:47.279|2010/08/04
19:27:47.326</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><destFile>/data/cd4000sp/ndm/cfg/upfile. from aix</destFile><eM
ailFlag>0]1280950067279|1280950067326</eMailFlag><eventId>83947193024450788</eventId>
<eventType>2</eventType><fileSize>4313802</fileSize><fromNode>P</fromNode><messageId>
SCPA000I</messageld><nodeId>aix534000sp</nodeld><nodeType>1l</nodeType><origNode>aix53
4000sp</origNode><percentComplete>-1</percentComplete><processId>28754</processId><pr
ocessName>sample2</processName><remoteNode>hpig4000sp</remoteNode><returnCode>0</retu
rnCode><segNum>3</segNum><shortText>Copy step

successful .</shortText><slaFlag>0</slaFlag><sourceFile>/data/cd4000sp/ndm/cfg/msgfile
.cfg</sourceFile><stepName>Up</stepName><submitterId>gatest</submitterId><trapFlag>0 |
0]0</trapFlag><userOpFlag>0|0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBND>aix5
34000sp</SBND><STPT>2010/08/04 19:27:49.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><certIssuer>(/0=SCI/L=Irving/ST=Texas/C=US/SHAl=fed0aa6547066dccfc
7476c19428b3a000b9cle3/SN=00) </certIssuer><certSubject>(/C=US/ST=Texas/0=SCI/OU=SV/CN
=cdwopsxp0l.csg.stercomm.com/emailAddress=jason_legel@stercomm.com/SHAl=e40edf02b0bb9
3463fb213f364600f7ae5551ad7/SN=7B) </certSubject><secureEnabled>Y</secureEnabled><secu
reProtocol>TLSvl</secureProtocol><cipherSuite>TLS_DHE_RSA WITH_AES_256_CBC_SHA</ciphe
rSuite><OMSG>SCPAO00I</OMSG><0OCCD>0</0CCD><LMSG>SCPAO00I</LMSG><LCCD>0</LCCD><RUSZ>16
000</RUSZ><RSTR>N</RSTR><XLAT>N</XLAT><LKFL>N</LKFL><recCat>CAPR</recCat><CKPT>Y</CKP
T><ECMP>Y</ECMP><SCMP>N</SCMP><DDS3>R</DDS3><bytesSent>4313802</bytesSent><bytesRead>
4313802</bytesRead><SRCR>188</SRCR><SRUX>58</SRUX><DBYW>4313802</DBYW><DRCW>188</DRCW
><DBYX>885370</DBYX><DRUX>58</DRUX><recordId>CTRC</recordId></event>

Event # 5

Event ID: 83947193024450789

Event Time: 2010/08/04 19:27:49.000 UTC

Processed Time: 2010/08/04 19:27:47.351]2010/08/04 19:27:47.335|2010/08/04
19:27:47.347 UTC

Event Type: Process step started

Record ID: LSST

Message: Local Step started.

Rule Triggered: ||

Alert: ||
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Event XML:

<event><alert>| |</alert><rulelnstanceld>||</ruleInstanceId><actionId>||</actionId><ru
leId>| |</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><direction>in
Bound</direction><dvg>Both|Down</dvg><actionsFlag>2010/08/04 19:27:47.351|2010/08/O4
19:27:47.335]2010/08/04 19:27:47.347</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><destFile>/data/cd4000sp/ndm/cfg/downfile. from_hp</destFile><e
MailFlag>O|O|O</eMailFlag><eventId>83947193024450789</eventId><eventType>1</eventType
><fileSize>-1</fileSize><fromNode>S</fromNode><messageId>XSMG201I</messageld><nodeId>
aix534000sp</nodeId><nodeType>1l</nodeType><origNode>aix534000sp</origNode><percentCom
plete>-1</percentComplete><processId>28754</processId><processName>sample2</processNa
me><remoteNode>hpigd000sp</remoteNode><segNum>4</segNum><shortText>Local Step
started.</shortText><slaFlag>0</slaFlag><sourceFile>/data/cd4000sp/ndm/cfg/upfile.fro
m_aix</sourceFile><stepName>Down</stepName><submitterId>gatest</submitterId><trapFlag
>0|0|0</trapFlag><userOpFlag>0|0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBND>a
ix534000sp</SBND><STRT>2010/08/04
19:27:49.000</STRT><RSTR>N</RSTR><recCat>CAPR</recCat><recordId>LSST</recordId></even
t>

Event # 6

Event ID: 83947193024450790

Event Time: 2010/08/04 19:27:50.000 UTC

Processed Time: 2010/08/04 19:27:47.429|2010/08/04 19:27:47.383]2010/08/04
19:27:47.424 UTC

Event Type: Process step ended

Record ID: CTRC

Message: Copy step successful.

Rule Triggered: |bothRule|downRule

Alert: |11

Event XML:
<event><alert>|1l|l</alert><ruleInstancelId>||</ruleInstanceld><actionId>|[bothAlertl]|
[downAlertl]</actionId><ruleId>|bothRule|downRule</ruleId><localNode>P</localNode><no
deName>aix534000sp</nodeName><direction>inB
ound</direction><dvg>Both|Down</dvg><actionsFlag>2010/08/04 19:27:47.429]2010/08/04
19:27:47.383]2010/08/04 19:27:47.424</actionsFlag><dateTime>2010/08/04
19:27:50.000</dateTime><destFile>/data/cd4000sp/ndm/cfg/downfile. from_hp</destFile><e
MailFlag>0|1280950067383|1280950067424</eMailFlag><eventId>83947193024450790</eventId
><eventType>2</eventType><fileSize>4313802</fileSize><fromNode>S</fromNode><messageId
>SCPA000I</messageld><nodeId>aix534000sp</nodeld><nodeType>1l</nodeType><origNode>aix5
34000sp</origNode><percentComplete>-1</percentComplete><processId>28754</processId><p
rocessName>sample2</processName><remoteNode>hpigd000sp</remoteNode><returnCode>0</ret
urnCode><segNum>0</segNum><shortText>Copy step
successful.</shortText><slaFlag>0</slaFlag><sourceFile>/data/cd4000sp/ndm/cfg/upfile.
from_aix</sourceFile><stepName>Down</stepName><submitterId>gatest</submitterId><trapF
lag>0|0|0</trapFlag><userOpFlag>0|0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBN
D>aix534000sp</SBND><STPT>2010/08/04 19:27:50.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><certIssuer>(/0=SCI/L=Irving/ST=Texas/C=US/SHAl=fed0aa6547066dccfc
7476c194280b3a000b9c1e3/SN=00)</certIssuer><certSubject>(/C=US/ST=Texas/0=SCI/0OU=SV/CN
=cdwopsxp0l.csg.stercomm.com/emailAddress=jason_legel@stercomm.com/SHAl=e40edf02b0bb9
3463fb213£364600£f7ae5551ad7/SN=7B)</certSubject><secureEnabled>Y</secureEnabled><secu
reProtocol>TLSvl</secureProtocol><cipherSuite>TLS_DHE_RSA WITH_AES_256_CBC_SHA</ciphe
rSuite><OMSG>SCPAO00I</OMSG><0OCCD>0</0CCD><LMSG>SCPAO00I</LMSG><LCCD>0</LCCD><RUSZ>16
000</RUSZ><RSTR>N</RSTR><XLAT>N</XLAT><LKFL>N</LKFL><recCat>CAPR</recCat><CKPT>Y</CKP
T><ECMP>Y</ECMP><SCMP>N</SCMP><DDS3>R</DDS3><bytesSent>4313802</bytesSent><bytesRead>
4313802</bytesRead><SRCR>188</SRCR><SRUX>58</SRUX><DBYW>4313802</DBYW><DRCW>188</DRCW
><DBYX>885370</DBYX><DRUX>58</DRUX><recordId>CTRC</recordId></event>
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Event # 7

Event ID: 83947193024450791

Event Time: 2010/08/04 19:27:50.000 UTC

Processed Time: 2010/08/04 19:27:47.465|/2010/08/04 19:27:47.432 UTC

Event Type: Process ended

Record ID: PRED

Message: Process completed, SNODE:hpig4000sp

Rule Triggered: |

Alert: |

Event XML:
<event><alert>|</alert><ruleInstanceId>|</rulelnstanceld><actionId>|</actionId><rule
Id>|</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg>
<actionsFlag>2010/08/04 19:27:47.465|2010/08/04
19:27:47.432</actionsFlag><dateTime>2010/08/04
19:27:50.000</dateTime><eMailFlag>0|0</eMailFlag><eventId>83947193024450791</eventId
><eventType>4</eventType><fileSize>-1</fileSize><messageId>XSMG252I</messageld><node
Id>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percen
tComplete>-1</percentComplete><processId>28754</processId><processName>sample2</proc
essName><remoteNode>hpig4000sp</remoteNode><returnCode>0</returnCode><segNum>1</segN
um><shortText>Process completed,
SNODE:hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tr
apFlag>O\O</trapFlag><userOpFlag>O|O</userOpFlag><SUBI>qatest@aix534000sp</SUBI><SBN
D>aix534000sp</SBND><STPT>2010/08/04 19:27:50.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><recCat>CAPR</recCat><recordId>PRED</recordId></event>

Event # 8

Event ID: 83947193024450792

Event Time: 2010/08/04 19:27:46.870 UTC

Processed Time: 2010/08/04 19:27:46.886[2010/08/04 19:27:46.883 UTC

Event Type: SLC

Message: CSLC033I Process started. SLC:
bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.1.83947193024450767

SLC Instance ID: 83947193024450767

Rule Triggered: Process started on—time|Process started on-time-both

Alert: 0]3

Triggering event:
<event><alert>|</alert><rulelnstanceld>|</ruleInstanceld><actionId>|</actionId><rule
Id>\</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg>
<actionsFlag>2010/08/04 19:27:46.945|2010/08/04
19:27:46.851</actionsFlag><dateTime>2010/08/04
19:27:49.000</dateTime><eMailFlag>O|O</eMai1F1ag><eventId>83947193024450786</event1d
><eventType>3</eventType><fileSize>-1</fileSize><messageId>XSMG200I</messageld><node
Id>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percen
tComplete>-
l</percentComplete><processId>28754</processId><processName>sample2</processName><re
moteNode>hpig4000sp</remoteNode><returnCode>0</returnCode><segNum>1</segNum><shortTe
xt>Process started, process:28754 name:sample2

SNODE: hpigd000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tr
apFlag>O\O</trapFlag><userOpFlag>O|O</userOpFlag><SUBI>qatest@aix534000sp</SUBI><SBN
D>aix534000sp</SBND><STPT>2010/08/04 19:27:49.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><PRTY>10</PRTY><CLAS>1</CLAS><recCat>CAPR</recCat><recordId>PSTR<
/recordId></event>

Event XML:
<event><ruleInstanceId>|</rulelnstanceld><activityType>P</activityType><sourceEventT
ime>1280950069000</sourceEventTime><groupId>bothStandardSLCl</groupIld><dvg>Both</dvg
><actionsFlag>2010/08/04 19:27:46.886|2010/08/04
19:27:46.883</actionsFlag><actionId>[alertO]|[alert3]</actionId><alert>0|3</alert><d
ateTime>2010/08/04
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19:27:46.870</dateTime><eMailFlag>O|O</eMailFlag><eventId>83947193024450792</event1d>
<eventType>6</eventType><fileSize>-1</fileSize><messageld>CSLC033I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1l</nodeType><percentComplete>-1</percentComplete><proc
essId>28754</processId><processName>sample2</processName><remoteNode>hpig4d000sp</remo
teNode><returnCode>0</returnCode><ruleld>Process started on-time|Process started
on-time-both</rulelId><segNum>83947193024450792</segNum><shortText>CSLC033I Process
started. SLC:
bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.1.83947193024450767</shortTex
t><glaFlag>0</slaFlag><slcId>bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.
1.83947193024450767</slcId><slcInstancelId>83947193024450767</slcInstanceld><slcSource
1>bothStandardSLC1.bothDurationl.aix534000sp.sample2.true.l</slcSourcel><slcSource2>a
1ix534000sp.sample2.28754.aix534000sp</slcSource2><slcSourceEventId>83947193024450786<
/slcSourceEventId><trapFlag>O|O</trapFlag><userOpFlag>O|O</userOpFlag></event>

Event # 9

Event ID: 83947193024450794

Event Time: 2010/08/04 19:27:47.438 UTC

Processed Time: 2010/08/04 19:27:47.448|2010/08/04 19:27:47.445 UTC

Event Type: SLC

Message: CSLC042I Process ended when expected - between dMin and dMax. SLC:
bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.1.83947193024450767

SLC Instance ID: 83947193024450767

Rule Triggered: Proc duration okay|Proc duration okay - both

Alert: 0]3

Triggering event:
<event><alert>|</alert><ruleInstancelId>|</rulelnstanceld><actionId>|</actionId><rulel
d>|</ruleld><localNode>P</localNode><nodeName>aix534000sp</nodeName><dvg>Both</dvg><a
ctionsFlag>2010/08/04 19:27:47.465|2010/08/04
19:27:47.432</actionsFlag><dateTime>2010/08/04
19:27:50.000</dateTime><eMailFlag>O|O</eMailFlag><eventId>83947193024450791</eventId>
<eventType>4</eventType><fileSize>-1</fileSize><messageld>XSMG252I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percentCo
mplete>-
l</percentComplete><processId>28754</processId><processName>sample2</processName><rem
oteNode>hpig4000sp</remoteNode><returnCode>0</returnCode><segNum>1</segNum><shortText
>Process completed,

SNODE: hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tra
pFlag>0]|0</trapFlag><userOpFlag>0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBND>
aix534000sp</SBND><STPT>2010/08/04 19:27:50.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><recCat>CAPR</recCat><recordId>PRED</recordId></event>

Event XML:
<event><ruleInstanceId>|</rulelnstanceld><activityType>P</activityType><sourceEventTi
me>1280950070000</sourceEventTime><groupId>bothStandardSLCl</groupId><dvg>Both</dvg><
actionsFlag>2010/08/04 19:27:47.448|2010/08/04
19:27:47.445</actionsFlag><actionId>[alertO]|[alert3]</actionId><alert>0|3</alert><da
teTime>2010/08/04
19:27:47.438</dateTime><eMai1Flag>O|O</eMai1F1ag><eventId>83947193024450794</event1d>
<eventType>6</eventType><fileSize>-1</fileSize><messageId>CSLC042I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><percentComplete>-
1l</percentComplete><processId>28754</processId><processName>sample2</processName><rem
oteNode>hpigd000sp</remoteNode><returnCode>0</returnCode><ruleId>Proc duration
okay\Proc duration okay -
both</rulelId><segNum>83947193024450794</segNum><shortText>CSLC042I Process ended when
expected - between dMin and dMax. SLC:
bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.1.83947193024450767</shortTex
t><slaFlag>0</slaFlag><slcId>bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.
1.83947193024450767</slcId><slcInstanceId>83947193024450767</slcInstanceld><slcSource
1>bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.l</slcSourcel><slcSource2>a
1x534000sp.sample2.28754.aix534000sp</slcSource2><slcSourceEventId>83947193024450791<
/slcSourceEventId><trapFlag>O|O</trapFlag><userOpFlag>O|O</userOpFlag></event>
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SLC: bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.1.83947193024450767

SLC Instance ID: 83947193024450767

Rule Triggered: Proc duration okay|Proc duration okay - both

Alert: 0]3

Triggering event:
<event><alert>|</alert><ruleInstancelId>|</ruleInstanceId><actionId>|</actionId><rulel
d>\</ruleId><localNode>P</localNode><nodeName>aix534000sp</nodeName><dVg>Both</dvg><a
ctionsFlag>2010/08/04 19:27:47.465|2010/08/04
19:27:47.432</actionsFlag><dateTime>2010/08/04
19:27:50.000</dateTime><eMailFlag>0|0</eMailFlag><eventId>83947193024450791</eventId>
<eventType>4</eventType><fileSize>-1</fileSize><messageld>XSMG252I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><origNode>aix534000sp</origNode><percentCo
mplete>-1</percentComplete><processId>28754</processId><processName>sample2</processN
ame><remoteNode>hpigd000sp</remoteNode><returnCode>0</returnCode><segNum>1</segNum><s
hortText>Process completed,
SNODE:hpig4000sp</shortText><slaFlag>0</slaFlag><submitterId>gatest</submitterId><tra
pFlag>0]|0</trapFlag><userOpFlag>0|0</userOpFlag><SUBI>gatest@aix534000sp</SUBI><SBND>
aix534000sp</SBND><STPT>2010/08/04 19:27:50.000</STPT><STRT>2010/08/04
19:27:49.000</STRT><recCat>CAPR</recCat><recordId>PRED</recordId></event>

Event XML:
<event><ruleInstanceId>|</rulelnstanceld><activityType>P</activityType><sourceEventTi
me>1280950070000</sourceEventTime><groupId>bothStandardSLCl</groupId><dvg>Both</dvg><
actionsFlag>2010/08/04 19:27:47.448|2010/08/04
19:27:47.445</actionsFlag><actionId>[alert0] | [alert3]</actionId><alert>0|3</alert><da
teTime>2010/08/04
19:27:47.438</dateTime><eMailFlag>O|O</eMai1F1ag><eventId>83947193024450794</event1d>
<eventType>6</eventType><fileSize>-1</fileSize><messageId>CSLC042I</messageld><nodeId
>aix534000sp</nodeld><nodeType>1</nodeType><percentComplete>-1</percentComplete><proc
essId>28754</processId><processName>sample2</processName><remoteNode>hpigd000sp</remo
teNode><returnCode>0</returnCode><ruleId>Proc duration okay|Proc duration okay -
both</ruleId><segNum>83947193024450794</segNum><shortText>CSLC042I Process ended when
expected - between dMin and dMax. SLC:
bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.1.83947193024450767</shortTex
t><slaFlag>0</slaFlag><slcId>bothStandardSLC1l.bothDurationl.aix534000sp.sample2.true.
1.83947193024450767</slcId><slcInstanceId>83947193024450767</slcInstanceld><slcSource
1>bothStandardSLCl.bothDurationl.aix534000sp.sample2.true.l</slcSourcel><slcSource2>a
ix534000sp.sample2.28754.aix534000sp</slcSource2><slcSourceEventId>83947193024450791<
/SlcSourceEventId><trapFlag>0|0</trapFlag><userOpF1ag>O|O</userOpF1ag></event>

The following event elements may be seen in events included in an SLC Debug Report:

Event Element Description

actionld Action performed when the event was processed
actionsFlag Tells when the event was processed by the Rule service
activityType The type of SLC component that generated the event:

e WF—Workflow

¢ M—Milestone

e S—Process Step
 P—Process

dateTime Time the event was generated (values are in UTC)
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Event Element

Description

destFile Destination file name watched for by this SLC instance

groupld SLC name

nodeld Server name watched for by this SKC instance

ruleld Rule triggered by the event

slcld For Wildcard SLCs, formed by concatenating the SLC Name, the SLC

schedule name, the server name specified, the destination file name specified,
and other values

slcSourceEventld

Event ID of the event that caused this SLC event to be generated (not present
in the sample debug report provided because it was the lack of process events
that caused these SLC events to be generated
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Chapter 10

Update Information for Multiple Servers

If the same user ID and password are used to attach multiple servers to Sterling Control Center, you
may want to use the technique described in this chapter to perform a mass change of all passwords
to avoid having to individually update each server. This chapter describes how to create a template
to use with a script and then running RUNBATCH to do the password change en masse. For a
detailed explanation of the sample script provided in Sterling Control Center (script.txt) and
templates, see the Creating Multiple Objects appendix in the IBM Sterling Control Center System
Administration Guide. For another example using RUNBATCH, see How Can | Use RUNBATCH
To Create Schedules for an Hourly Process? on page 141.

How Can | Do a Bulk Update of the Passwords Used by
Sterling Control Center for Monitored Servers?

When you add a server to monitor, you specify a User ID and Password for Sterling Control Center
to use to log onto the server. Instead of individually changing the password property for each server,
you can follow this basic procedure:

1. Copy the xml definitions of all servers whose passwords you want to update from the
installation directory/conf/services/nodes folder to the template folder, and change all xml
extensions to tmp.

2. Edit these new template files and insert a password variable by replacing the text between
<password> and </password> with &pw;.

3. Create a script that includes the following three lines for each template supplying your data in
the italicized items:

copy <template filename (without the .tmp extension)>
&pw; =<new password value>
SERVERUPDATE

4. Type runBatch hostname port userid password scripthame (Microsoft Windows) or
runBatch.sh hostname port userid password scriptname (UNIX).

IBM Sterling Control Center How-To Guide 171



Chapter 10 Update Information for Multiple Servers

172

Here is a sample template created from the xml definition for a server named SFG75039 (the server
ID is italicized below). The sample template is named SFG75039.tmp. The encoded version of the
encrypted password was replaced with &pw.

<service>
<apiPort>1463</apiPort>
<applyMetadataRules>true</applyMetadataRules>
<connectionTimeout>30</connectionTimeout>
<contact/>
<contactEMail/>
<contactName/>
<contactPhone/>
<desc/>
<hostName>SFG</hostName>
<1d>SFG75039</1id>
<ignoreServerProvidedTZz>false</ignoreServerProvidedTZ>
<licenseExpiryWarning>30</licenseExpiryWarning>
<maxCompletedProcs>100</maxCompletedProcs>
<notManaged>false</notManaged>
<notMonitored>false</notMonitored>
<password>&pw; </password>
<pollingRate>5</pollingRate>
<protocol>TCPIP</protocol>
<serverMetaDatal/>
<serverMetaDatalO/>
<serverMetaData2/>
<serverMetaData3/>
<serverMetaDatad/>
<serverMetaData5/>
<serverMetaDatab/>
<serverMetaData7/>
<serverMetaData8/>
<serverMetaData9/>
<serverTimeZoneId>America/Chicago</serverTimeZoneId>

<serviceClass>com.sterlingcommerce.scc.agent.services.node.cd.CDNodeService</
serviceClass>
<servicelId>SFG75039</serviceld>
<serviceType>l</serviceType>
<skipProcessStepInfo>false</skipProcessStepInfo>
<sourcePort/>
<synchObjectTime>SYSTEM</synchObjectTime>
<tracingEnabled>false</tracingEnabled>
<userId>cduser</userId>

</service>

Here is a sample script which tells RUNBATCH to copy the SFG75039 template, substitute the new
value (newpassword) for the specified password variable, and update the xml definition for the
SFG75039 server. Note that the SERVERUPDATE command tells RUNBATCH to only update the
information for the server versus create the xml definition from scratch.

copy SFG75039
&PwW; = newpassword
SERVERUPDATE

The last step is to run runBatch.bat file from the installation directory/bin folder to run the sample
script.
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the
IBM Intellectual

Property Department in your country or send inquiries, in writing, to:
Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi

Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
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MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience
only and do not in any manner serve as an endorsement of those Web sites. The materials
at those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation

JA6A/GA

555 Bailey Avenue

San Jose, CA__95141-1003
US.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or any
other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.
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This information is for planning purposes only. The information herein is subject to change
before the products described become available. This information contains examples of
data and reports used in daily business operations. To illustrate them as completely as
possible, the examples include the names of individuals, companies, brands, and products.
All of these names are ficticious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions.
IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS 1S", without warranty of any kind. IBM
shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work, must include a
copyright notice as follows:

© IBM 2011. Portions of this code are derived from IBM Corp. Sample Programs.
© Copyright IBM Corp. 2011.

If you are viewing this information softcopy, the photographs and color illustrations may
not appear.

Trademarks

Notices

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International
Business Machines Corp., registered in many jurisdictions worldwide. Other product and
service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at “Copyright and trademark information” at
www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks
or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks
of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

175


http://www.ibm.com/legal/copytrade.shtml

Notices

176

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United
States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium and the Ultrium Logo are trademarks of
HP, IBM Corp. and Quantum in the U.S. and other countries.

Connect Control Center®, Connect:Direct®, Connect:Enterprise, Gentran®,
Gentran:Basic®, Gentran:Control®, Gentran:Director®, Gentran:Plus®,
Gentran:Realtime®, Gentran:;Server®, Gentran:Viewpoint®, Sterling Commerce™,
Sterling Information Broker®, and Sterling Integrator® are trademarks or registered
trademarks of Sterling Commerce, Inc., an IBM Company.

Other company, product, and service names may be trademarks or service marks of others.
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