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Chapter 1

About Sterling Connect:Enterprise for UNIX

IBM® Sterling Connect:Enterprise® is an online data communications system developed by IBM
for use with large networks within a UNIX environment. Sterling Connect:Enterprise enables the
exchange of information between and within companies, including unattended, automatic data
collection and distribution.

Sterling Connect:Enterprise supports Bisync, Async, FTP, Secure FTP, HTTP, WebDAV, SSH-2,
AS?2 protocols, IBM® Sterling B2B Integrator business processes, and IBM® Sterling
Connect:Direct® Processes. It provides open connections throughout the network to any host,
client/server, or remote workstation.

Refer to the IBM Sterling Connect: Enterprise for UNIX Version 2.5.00 Release Notes for
release-specific information.

Transmitting and Collecting Data

Sterling Connect:Enterprise for UNIX collects and transmits data between the host computer and
remote terminals, applications, or computers through the data repository, which is designed on the
store and forward model. Like a voice mail system, the data repository consists of individual
mailboxes, or directories, where data files are stored for future processing by the host or remote site.
The Sterling Connect:Enterprise administrator assigns mailboxes and controls access to the
mailboxes through Sterling Connect:Enterprise for UNIX user IDs and passwords. After a
communications session is established between Sterling Connect:Enterprise for UNIX and a remote
site, either the host or the remote users can store, retrieve, or monitor data files in the mailboxes to
which they have access. Both the host computer and the remote sites can initiate data collection and
distribution. A communications session with the Sterling Connect:Enterprise for UNIX repository
can be initiated from an FTP or SSHFTP client, an Async or Bisync remote, a browser using the
Sterling Connect:Enterprise HTTP, a Sterling B2B Integrator business process, or an AS2 trading
partner. The following figures shows the communications flow between the Sterling
Connect:Enterprise for UNIX server installed in the trusted zone and its remote trading partners.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 11
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Sterling Connect:Enterprise for UNIX collects data files from remote sites for a central host site.
For example, Sterling Connect:Enterprise can gather data generated by a database application for
one remote site, then extract the data at the host site for use by a local application.

Sterling Connect:Enterprise for UNIX distributes data files from the host to one or more remote
sites. The host site can automatically transmit output reports or data to remote sites. For example,
if a company needs to send the latest sales report to its 25 regional sales offices, it can either send
the report at a predetermined time to its sales offices or deposit the report in the repository and flag
the report for transmission to the offices. The remote offices connect to the repository, obtain a
listing of the repository contents, and request transmission of reports to their sites.

Sterling Connect:Enterprise for UNIX also enables you to schedule automated data collection and
transmission between the host and an unattended remote site using the Auto Connect feature. You
can schedule automated sessions by time of day, day of the week, day of the year, or you can initiate
an Auto Connect session by issuing a host site operator command. An Auto Connect activity report
is available after the Auto Connect session finishes.

Sterling Connect:Enterprise for UNIX Terminology

12

The following table defines the concepts and terminology used with this product. The common
synonym for a Sterling Connect:Enterprise for UNIX term is also specified.
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Transmitting and Collecting Data

Term

Sterling Connect:Enterprise for UNIX
Definition

Synonym

Remote site

Remote terminal, application, or computer
which is configured to initiate a
communications session with the data
repository.

Remote user, remote client

Host site

Sterling Connect:Enterprise for UNIX server
on which the data repository resides.

server

Data repository

Entity that contains all mailboxes. It is similar
to a file system, but no nesting is available.

Directory structure

Batch

Data file residing in a mailbox of the
repository on the Sterling Connect:Enterprise
host computer. When a batch is added to the
repository, it is assigned a unique number
(from 1 to 9,999,999).

File

Mailbox ID

An identifier that defines the repository
associated with a batch. Remote users
access the contents of the VSAM batch files,
where the batches are stored, using the
Mailbox ID.

A user can have access to a single mailbox
(individual mailbox), a group mailbox
(accessible by multiple users), and multiple
mailboxes (accessible by a single user or
trading partner).

Directory

Batch ID (BID) or user
batch ID

A description of the batch. It is also referred
to as the user batch ID because it is assigned
by the user. Multiple batches with the same
batch ID can reside in a mailbox because
each batch is given a unique batch number.

File name

Auto Connect

Unattended, scheduled communications
session initiated by the Sterling
Connect:Enterprise for UNIX repository to
distribute or collect data.

Remote connect

Communications session with the Sterling
Connect:Enterprise for UNIX repository
initiated by a remote site.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide
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Sterling Connect:Enterprise Features

Sterling Connect:Enterprise for UNIX has the following features:

*

14

Firewall navigation support allows controlled access to a Sterling Connect:Enterprise system
running behind a packet-filtering firewall without compromising your company security
policies or those of your trading partner. Enhanced firewall navigation support provides the
ability to limit ports used for FTP operations.

Secure FTP with clear control channel (CCC) support enables clear text commands on the FTP
control channel, allowing better interoperability with firewalls. The CCC command provides a
way to negotiate the control connection from an encrypted content to a clear content. After the
user ID and password have been transmitted in encrypted format, the remainder of the control
channel communication is in clear text until the connection ends. All transmitted data remains
encrypted.

High availability support provides the capability to migrate an application from a failing
system to another operational, or standby, system. In the event of a system failure, or fail over,
the designated secondary system assumes control automatically with minimal or no loss of
data. A system failure without high availability typically results in the loss of considerable
time or data.

Integration of communications and application services provides a reliable, seamless
information flow across an organization and between customers and business partners, which
reduces the need to integrate and re-integrate applications.

Support for diverse operating environments, including support for multiple communications
protocols such as AS2, FTP, Secure FTP, SSH through FTP and SCP, HTTP, asynchronous,
bisynchronous, Sterling Connect:Direct, and Sterling B2B Integrator allows business
processes to be shared with trading partners without dictating communications standards.

Ability to deliver data to existing third-party applications, application servers, web servers and
browsers, reduces the need to constantly integrate and re-integrate.

Reporting that tracks enterprise-wide data movement provides a common view of data
movement and file activity. Cereport is a reporting tool that provides end-to-end file and data
movement reporting.

The Sterling Connect:Enterprise File Agent tool monitors specified directories for files, then
initiates processing of those files.

MQSeries support allows data to be moved between the Sterling Connect:Enterprise
repository and the IBM MQSeries product.

The Sterling Connect:Enterprise Site Administration user interface allows you to administer
Sterling Connect:Enterprise base from a browser.

Role-based access allows you to specify sets of permissions and assign these permission sets
to different users.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide



Sterling Connect:Enterprise for UNIX Site Administration User Interface

Sterling Connect:Enterprise for UNIX Site Administration User
Interface

The Sterling Connect:Enterprise for UNIX Administration user interface runs in a Web browser, as
shown in the following screen.

Home Change Password User:gatest Log Off About

E

Sterling Connect:Enterprise

Manage System

Define Configuration
Define Communications %
Defing HTTP Prosey

Define Sacurity
Define Mailbox Access
Show tem Status

Manage Accounts .
Define Accounts IBMe Sterling

E— Connect:Enterprises for UNIX

Manage Access
Define System Policy
Define Account Policy
Generate Policy Report
Beset Paszword

Define Roles

Assign Roles to Accounts

Manage Schedules
Define Schedules
Run Schedules

Manage Data _
Select Batches e

R ® Copyright [EM Corp. 1554, 2011 Al Rights Reserved,

1BM and the IEM logo are Trademarks of Intemational Business Machines
Manage Reports
Generate Server Report
‘Generate Account Report
Generate Schedule Report
Generate AS2 Report

-]

The navigation bar on the left side of the screen provides access to the resources that you administer
from the user interface. The following table describes the Sterling Connect:Enterprise resources.

Resource Description

System Enables you to define system configurations, communications protocol for AS2, FTP,
async, and bisync connections, security parameters for Secure FTP, and
permissions on a mailbox-by-mailbox basis. You can also view the status of batches
during transmission.

Accounts Enables you to define AS2 contracts and accounts for local and remote users who
are authorized to access the Sterling Connect:Enterprise system.

Access Enables you to define and assign roles for users of the Sterling Connect:Enterprise
Site Administration interface, and create and assign password policies to users.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 15
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Resource Description

LDAP Enables you to configure the communications between Sterling Connect:Enterprise
and the external authentication service and configure your server access definition
for LDAP authentication.

Schedules Enables you to define schedules for automatic transfers, add remote accounts to
those schedules, and run schedules manually.

Data Enables you to manipulate batches in the repository.

Reports Enables you to generate reports on the server, accounts, schedules, and AS2

activity.

All users of the Sterling Connect:Enterprise for UNIX Site Administration user interface must be
assigned a role. A role defines a set of permissions to perform specific tasks in each functional area.
See Chapter 6, Role-Based Access, for information on designing and implementing a role-based
access system for the Sterling Connect:Enterprise for UNIX Site Administration user interface. See
also Setting Up the Sterling Connect: Enterprise for UNIX Site Administration User Interface on
page 65 for instructions on configuring the Sterling Connect:Enterprise for UNIX Site
Administration user interface.

Sterling Connect:Enterprise Software

Sterling Connect:Enterprise software is distributed as follows, depending on whether you purchase
Sterling Connect:Enterprise for UNIX with or without Secure FTP or AS2.

Installation Reference

Component

Description

Sterling
Connect:Enterprise for
UNIX Secure FTP

or

Sterling
Connect:Enterprise for
UNIX FTP

Sterling
Connect:Enterprise for
UNIX AS2

Provides the Sterling
Connect:Enterprise for UNIX
software with Secure FTP capability,
AS2 capability, or without Secure
FTP or AS2 capability, Sterling
Connect:Enterprise File Agent.

IBM Sterling Connect:Enterprise for
UNIX Installation and
Administration Guide

IBM Sterling Connect:Enterprise
Integration Tools User’s Guide (File
Agent)

IBM® Sterling

Connect:Direct® for UNIX

Provides Sterling Connect:Direct for
UNIX software.

IBM Sterling Connect:Direct for
UNIX Getting Started Guide
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Component

Description

Installation Reference

IBM® Sterling
Connect:Direct® Browser
User Interface

Enables you to create, submit, and
monitor Sterling Connect:Direct
Processes from an Internet browser
and perform some Sterling
Connect:Direct system
administration tasks.

Sterling Connect:Direct Browser
User Interface Readme file

IBM® Sterling Certificate
Wizard

Packaged only with Sterling
Connect:Enterprise for UNIX Secure
FTP. Automates creating certificate
signing requests.

Sterling Certificate Wizard ReadMe
file

Y ou can purchase the following components separately for use with Sterling Connect:Enterprise for

UNIX:
Component Description
IBM® Sterling A Java client that enables trading partners to send data to and receive

Connect:Enterprise® Secure
Client

data from a central Sterling Connect:Enterprise system using FTP,
SSH, and WebDAV protocols.

IBM® Sterling
Connect:Enterprise®
Command Line Client (Secure
FTP)

A command line client that enables trading partners to send data to and
receive data from a central Sterling Connect:Enterprise system using
FTP and SSH on both UNIX and Microsoft Windows platforms.

IBM® Sterling Provides enhanced security for Sterling Connect:Direct by using
Connect:Direct® Secure Plus cryptography to secure data during transmission.

for UNIX

IBM® Sterling Provides a Web interface that enables you to communicate with and

Connect:Enterprise® HTTP request data from the Sterling Connect:Enterprise data repository over

the Internet.

Sterling Connect:Enterprise for UNIX Documentation

See IBM Sterling Connect:Enterprise for UNIX Version 2.5.00 Release Notes for a complete list of
the product documentation.

About This Guide

IBM Sterling Connect: Enterprise for UNIX Installation and Administration Guide is for
programmers and network operations staff who install, configure, andmaintain the Sterling
Connect:Enterprise for UNIX version 2.5 product.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 17
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This guide assumes knowledge of the UNIX operating system, including its applications, network,
and environment. If you are not familiar with the UNIX operating system, refer to the UNIX library
of manuals.

Task Overview

The following table directs you to the information required to perfrom the tasks documented in this

guide:

Task

For More Information, See

Installing Sterling Connect:Enterprise for UNIX

Chapter 2, Installing Sterling
Connect:Enterprise for UNIX

Installing Sterling Connect:Enterprise base

Chapter 2, Installing Sterling
Connect:Enterprise for UNIX

Installing individual components of Sterling
Connect:Enterprise for UNIX

Chapter 2, Installing Sterling
Connect:Enterprise for UNIX

Upgrading from a previous version of Sterling
Connect:Enterprise or Sterling Connect:Mailbox

Chapter 3, Upgrading Sterling
Connect:Enterprise for UNIX

Exporting environment variables

Chapter 4, Post-Installation Tasks

Testing the installation

Chapter 4, Post-Installation Tasks

Setting up the Sterling Connect:Direct for UNIX Site
Administration user interface

Chapter 4, Post-Installation Tasks

Starting and stopping Sterling Connect:Enterprise for
UNIX

Chapter 5, Starting and Stopping Sterling
Connect:Enterprise

Designing a role-based access system

Chapter 6, Role-Based Access

Defining and applying password policies, changing
user password, and generating reports on RSD policy
files

Chapter 7, Password Administration

Issuing administrator commands

Chapter 8, Administrator Commands

Generating reports

Chapter 9, Generating Reports

Installing Secure FTP

Chapter 10, Configuring Secure FTP
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Chapter 2

Installing Sterling Connect:Enterprise for
UNIX

This chapter provides information about the Sterling Connect:Enterprise for UNIX installation,
describes preinstallation tasks, and details the steps for installing the system and its components.

The installation is divided into the following main procedures: starting the installation script,
installing all Sterling Connect:Enterprise for UNIX components, installing Sterling
Connect:Enterprise for UNIX base, installing Sterling Connect:Direct for UNIX, and configuring
Sterling Connect:Enterprise for UNIX agents and cereport.

For instructions on upgrading from a previous version of Sterling Connect:Mailbox or Sterling
Connect:Enterprise, refer to Chapter 3, Upgrading Sterling Connect:Enterprise for UNIX.

Before You Begin

Perform the following tasks before you install Sterling Connect:Enterprise.

1. If you plan to use a third-party Web server to run the Sterling Connect:Enterprise Site
Administration user interface, verify that you have installed and configured your Web server
and servlet engine and that they are communicating with each other. By default, the Site
Administration user interface runs on a Jetty web server that is installed with the product.

2. Read the IBM Sterling Connect: Enterprise for UNIX Release Notes completely. The release
notes contain a list of software and hardware requirements and last-minute changes to the
documentation.
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3. Review your system and the descriptions of the installation options in the following table, and
choose the installation to perform:

Installation Option

Description

Related Procedures

Install all components

+ Installs Sterling
Connect:Enterprise for UNIX

+ Configures Secure FTP, SSH,
High Availability, AS2, and
HTTP server, as required for
your system

+ Installs File Agent, MQ Agent,
and cereport

+ Starting the Installation Script on
page 24

+ Installing All Sterling
Connect:Enterprise for UNIX
Components on page 25

* Installing Sterling
Connect:Enterprise for UNIX Base
on page 26

Install the base product

+ Installs Sterling
Connect:Enterprise for UNIX

+ Configures SSH, Secure FTP,
High Availability, AS2, and
HTTP server, as required for
your system

+ Starting the Installation Script on
page 24

* Installing Sterling
Connect:Enterprise for UNIX Base
on page 26

Upgrade the base
product

Upgrades your installation from
an earlier version of Sterling
Connect:Mailbox or Sterling
Connect:Enterprise

Refer to Chapter 3, Upgrading Sterling
Connect:Enterprise for UNIX.

Install or upgrade remote
daemons

Installs or upgrades a protocol
daemon on a remote system such
as a DMZ machine.

Refer to Installing Sterling
Connect:Enterprise Remote Daemons
on page 39.

Configure agents and
cereport utility

Configures File Agent, MQ Agent,
and cereport

+ Starting the Installation Script on
page 24

+ Configuring Sterling
Connect:Enterprise File Agent,
MQ Agent, and cereport on page
42

4. Ifyou are installing or configuring any of the following components, refer to the associated
chapter and complete the worksheet before starting the installation:

Component Location of Worksheet

Secure FTP Configuring Secure FTP on page 165

SSHFTP Configuring Sterling Connect:Enterprise SSH Server on page 173
AS2 Configuring Sterling Connect:Enterprise for UNIX for AS2 on page 181

High Availability Installing Sterling Connect:Enterprise High-Availability Scripts on page 215

5. Create a user ID to use during installation. See the following Creating the User ID section.
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6.

10.

Before You Begin

Record the full path name of the directory in which you want Sterling Connect:Enterprise to
reside.

Identify the port number for the Control daemon. This is the TCP/IP port number the Sterling
Connect:Enterprise Control daemon monitors for connection requests from the other Sterling
Connect:Enterprise daemons (the installation procedure provides a default value).

Identify the port number for the Service daemon. This is the TCP/IP port number the Sterling
Connect:Enterprise Service daemon monitors for requests from the Sterling
Connect:Enterprise Site Administration user interface (the installation procedure provides a
default value).

Identify the FTP listener port. The port number should be 1024 or greater. If the port number is
set to less than 1024, the user ID of cmufipd, fip, and fipd must be set to root.

Identify whether your system will use Secure FTP communications, the sites that have Secure
FTP capabilities, and record the host name and the cipher suites to use.

Creating the User ID

You should create a unique user ID for use during installation, configuration, and maintenance.
After installation is completed, this user ID is the owner of the Sterling Connect:Enterprise files.

To create a user ID, use the following steps:

L.

Create a user ID called ceuser on the host UNIX workstation.

This is the only ID that should have read/write/execute permission for the product binaries and
the SCMUHOME/database directories.

Log on to your UNIX environment as ceuser.

WARNING: Do not install Sterling Connect:Enterprise from the root account.

The Sterling Connect:Enterprise system administrator must use only one user ID to both
install and run the product. If, for example, user installer installs the product and user
sysadmin runs it, then file ownership permission conflicts can arise.

Installation Script Conventions

The installation and configuration is performed with automated installation scripts. The following
conventions are used in both installation and configuration scripts:

*

4

Acceptable responses to prompts are indicated within brackets where Y or y means YES and
N or n means NO.

The default response is indicated within the bracketed choices as a capital letter. Press Enter
to accept the default value.

Do not use colons for values supplied at the prompts.

Press Ctrl+C to terminate script execution.
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Starting

This section describes how to access the Sterling Connect:Enterprise for UNIX installation script,

the Installation Script

select the installation option, and specify the destination directory. You cannot install Sterling
Connect:Enterprise for UNIX on networked storage media such as NFS or Samba shares.

1. Use one of the following methods for accessing the installation script:

*

If you acquired your Sterling Connect:Enterprise installation from an ESD portal, navigate

to the location of the ceinstall script.

If you acquired your Sterling Connect:Enterprise installation on a CD-ROM, mount the

Sterling Connect:Enterprise for UNIX CD-ROM.

2. At the UNIX prompt, type:

ceinstall

3. Press Enter. The following message is displayed:

IBM(R) Sterling Connect:Enterprise(R) for UNIX 2.5.00
(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines

Installation Procedure

Please follow the Installation and Administration Guide and/or
Release Notes for the Sterling Connect:Enterprise component(s) to be installed.

UNIX(TM) is a registered trademark of The Open Group

Press ENTER when ready.

4. Press Enter. The following message is displayed:

Enter the installation media location (mounted CD root, e.g. /cdrom/cdromO/) .
[/svshare/ceunix/2.5.00]:

5. Type the full path to the installation script or press Enter to accept the default. The installation

menu is displayed.
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Installing All Sterling Connect:Enterprise for UNIX Components

Please select one of the following installation options:

(1) Install all Sterling Connect:Enterprise components

(2) Install or upgrade Sterling Connect:Enterprise base

(3) Install or upgrade Sterling Connect:Enterprise remote daemons
(4) Configure the Sterling Connect:Enterprise agents and cereport
(5) EXIT

Enter your choice:[1]

Refer to one of the following procedures, depending on the type installation you are
performing;:

¢ Installing All Sterling Connect: Enterprise for UNIX Components on page 25
* [Installing Sterling Connect.: Enterprise for UNLX Base on page 26
* [nstalling Sterling Connect: Enterprise Remote Daemons on page 39

*  Configuring Sterling Connect: Enterprise File Agent, MQ Agent, and cereport on page 42

Installing All Sterling Connect:Enterprise for UNIX
Components

To install all Sterling Connect:Enterprise for UNIX components (File Agent, MQ Agent, and
cereport), use the following procedure. To install Sterling Connect:Direct for UNIX, use the
Sterling Connect:Direct for UNIX installation media and refer to the IBM Sterling Connect:Direct
for UNIX Getting Started Guide:

1.
2.

Complete the procedure in Starting the Installation Script on page 24.

When the Installation menu is displayed, type 1 and press Enter. The following message is
displayed:

Sterling Connect:Enterprise will be installed in your system. Do you want to
continue?: [Y/n]

Press Enter. The following message is displayed:

Enter the FULL path of the destination directory into which to install IBM(R)
Sterling Connect:Enterprise(R) for UNIX 2.5.00.
You can use SHOME/ceunix to shorten the name: [$SHOME/ceunix]

Type the complete path to the directory where you want to install Sterling Connect:Enterprise
for UNIX and press Enter.

Note: To get maximum capacity for your mailbox repository, the fully qualified path of your
installation directory should be 31 characters or less.

Do not use a dash (-) in the path of the destination directory.
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5.
6.

Installing Sterling Connect:Enterprise for UNIX

The following message is displayed:

You have chosen /installdirectory
as the destination directory. Please confirm: [Y/n]

Press Enter to confirm the destination directory.

Complete the procedure outlined in /nstalling Sterling Connect.: Enterprise for UNIX Base on
page 26.

Installing Sterling Connect:Enterprise for UNIX Base

26

To install Sterling Connect:Enterprise for UNIX base only, use the following procedure.

1.
2.

Complete the procedure in Starting the Installation Script on page 24.
Type 2 to specify the installation and press Enter. The following message is displayed:

Sterling Connect:Enterprise base Version 2.5.00 will be installed in your system.

Do you want to continue?: [Y/n]

Press Enter. The following message is displayed:

Enter the FULL path of the destination directory into which to install IBM(R)
Sterling Connect:Enterprise(R) for UNIX 2.5.00.
You can use $HOME/ceunix to shorten the name: [$SHOME/ceunix]

Type the complete path to the directory where you want to install Sterling Connect:Enterprise
for UNIX or accept the default and press Enter.

Note: To get maximum capacity for your mailbox repository, the fully qualified path of your
installation directory should be 31 characters or less.

Do not use a dash (-) in the path of the destination directory.

The following message is displayed:

You have chosen /installdirectory
as the destination directory. Please confirm: [Y/n]

Press Enter. The following message is displayed:
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IBM(R) Sterling Connect:Enterprise(R) for UNIX

(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.

IBM and the IBM logo are Trademarks of International Business Machines
version 2.5.00 Installation Procedure

You are beginning the Sterling Connect:Enterprise Installation Procedure.
You have specified the following directory (called the destination directory)
/data/ceu2500_base

where the Sterling Connect:Enterprise files will be stored.

After the files are extracted from the media, a customization procedure
will be called. It will configure the Sterling Connect:Enterprise operating
environment for you.

UNIX(TM) is a trademark of X/Open Company, Ltd. in the U.S.A and other
countries.

Press ENTER when ready.

6. Press Enter. The following prompt is displayed:

**Please insert the media if you have not done so already.

Press Enter when ready.

7. Press Enter. A prompt similar to the following is displayed:

Installing Sterling Connect:Enterprise

Approximately 250000 kbytes of disk space is required
to install Sterling Connect:Enterprise.
(Some of this space is needed for temporary files required to do the install)

Filesystem 1024-blocks Free %Used Tused $%$Iused Mounted on

/dev/hd4 393216 154208 61% 10850 21% /

/dev/hd2 2752512 375808 87% 51605 36% /usr

/dev/hd9var 524288 157020 71% 9952 21% /var

/dev/hd3 262144 255796 3% 302 1% /tmp

/dev/hdlladmin 131072 130692 1% 5 1% /admin

/proc - - - - - /proc

/dev/hdl0opt 524288 311100 41% 8762 11% /opt

/dev/livedump 262144 261776 1% 4 1% /var/adm/ras/livedump
/dev/£fslv00 102760448 65773840 36% 142143 1% /data

You have ##### kbytes of disk space available to you,
which is more than the required 250000 kbytes.

Do you want to continue? [Y/n]
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8. Press Enter to continue if the disk space is sufficient. Sterling Connect:Enterprise extracts all

the files required for installation. The name of each extracted file is listed on the screen. The
following screen is displayed:

Press ENTER to start the customization process.

Press Enter to continue the installation and customize Sterling Connect:Enterprise. The
following screen is displayed:

IBM(R) Sterling Connect:Enterprise(R) for UNIX

(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.

IBM and the IBM logo are Trademarks of International Business Machines
version 2.5.00 Customization

The customization procedure sets up the Sterling Connect:Enterprise
operating environment. Help can be obtained from any prompt by entering (?)
followed by ENTER. To abort the process, enter Control-C.

As a shorthand, entering ENTER at the prompt means the default value, if any.

Press ENTER when ready.

The core daemons will run on the local host (in the case of
a standalone installation), or will run using a shared
hostname (in the case of a High Availability or clustered
installation) .

Please enter the correct system hostname : [server0l] You entered server0l. Is
this correct? [Y|n]

10. Type the system host name or accept the default and press Enter to begin the customization

procedure to create the Sterling Connect:Enterprise system.

11. When you are prompted, confirm the host name and press Enter. The following message is

displayed:

....Creating MCD file....
....Get MED file parameters....

....Creating sample shell profiles (kshrc, cshrc and profile) in
/data/ceu2500_base/etc/

We strongly recommend using a port value > 1023. A lower port value
requires that all Sterling Connect:Enterprise daemons run with setuid root.

Enter port number for the Control daemon listener: [8000]

12. Type the TCP/IP port number that the Sterling Connect:Enterprise Control daemon monitors
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for connection requests from other Sterling Connect:Enterprise daemons, or press Enter to
accept the default.

Enter port number for the Web Services daemon listener: [8001]
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13. Type the TCP/IP port number that the Sterling Connect:Enterprise Web Services daemon
monitors for connection requests from the Sterling Connect:Enterprise Site Administration
user interface, or press Enter to accept the default.

....Creating C shell 'cshrc' file....
....Creating Korn shell 'kshrc' file....
....Creating Bourne shell 'profile' file....
....Creating ftp.cpd file....

We recommend using a port value > 1023. A lower port value requires
that the FTP daemons run with setuid root.

Enter FTP listener port number: [10021]

14. Type the TCP/IP port number that the Sterling Connect:Enterprise FTP daemon monitors for
connection requests from remote sites, or press Enter to accept the default.

Creating / Updating Roles Database
Successfully created data files and indices
Roles database: Complete.

Do you want this userid [user] to run the product and administer the Web Admin
Tool? [Y|n]

15. Specify whether you want the user ID that is performing the installation to perform vital
functions to Sterling Connect:Enterprise. If you select n and press Enter, the userID that is
installing the product cannot perform vital functions to Sterling Connect:Enterprise.

If you type y and press Enter, You are prompted with the following:

Creating Remote Site Definition (RSD) file for [user]
Please enter the Sterling Connect:Enterprise for UNIX RSD password [user]:

16. Type the password associated with userID and press Enter. The following messages are
displayed:

Please enter the Sterling Connect:Enterprise RSD password [user]:
Giving administrative privileges to RSD [user]

The administrator roles and accounts were created successfully.
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Customizing Sterling Connect:Enteprise for UNIX

Based on the supplemental components you purchase, you can customize Sterling
Connect:Enteprise for UNIX for the following options:

Secure FTP

SSH

High availability

AS2

HTTP server (WebDAV)

The customization scipt prompts you to configure these options. Supply the information requested
for each option you want to configure.

R

Before you configure and install these components, refer to the associated chapter listed in the
following table and complete the worksheet before starting the installation:

Component Location of Worksheet

Secure FTP Configuring Secure FTP on page 165

SSHFTP Configuring Sterling Connect:Enterprise SSH Server on page 173
AS2 Configuring Sterling Connect:Enterprise for UNIX for AS2 on page 181

High Availability Installing Sterling Connect:Enterprise High-Availability Scripts on page 215

HTTP (WebDAV) For more information on configuring WebDAV, see the Site Administration User
Interface Help.

Setting Up Secure FTP

If you have Sterling Connect:Enterprise Secure FTP, the customization script displays the
following prompt:

Some protocols provided by this product may require X.509 certificates.
You can generate a Certificate Signing Request (CSR) and verify
keycert files with the Certificate Wizard shipped with this

product on a separate CD_ROM.

Do you want to configure for SSL? [Y|n]

Note: If you do not want to set up Secure FTP at this time, type n and press Enter. You can set up Secure
FTP at a later time using the SCMUHOME/etc cmusslcust script.

1. To setup Secure FTP, press Enter. The following prompt is displayed:
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** Sterling Connect:Enterprise Secure FTP with SSL Setup Script
* *

* %k

Doing FTP with SSL requires private key and certificate pair(s).
Now creating a ssl.spd Security Protocol Definition file
for production use.

You must use the Certificate Wizard or equivalent to generate
a private key and Certificate Signing Request (CSR) to obtain
a certificate from a Certificate Authority (CA), such as
Verisign or Thawte.

When complete, place the concatenated private key and cert
in the /data/ceu2500_base/spd/keycert.txt file.

Add the trusted root certificate from the CA to the
/data/ceu2500_base/spd/trusted.txt file.

Enter the Security Policy you would like for your FTP connections
(1=REQUIRED, 2=0PTIONAL, 3=DISALLOWED): [2]

2. Type the number corresponding to the level of security you want to implement. If you have not
installed your certificate, select 3=DISALLOWED. After you install your certificate, change
your setting to enable Secure FTP in the Security Policy field of your SPD file(s).

If you select I=REQUIRED or 2=0OPTIONAL, the following screen is displayed:

Enter the Cipher Strength you would like for your FTP connections
(1=STRONG, 2=EXPORT, 3=ALL): [3]

3. Type the number corresponding to the appropriate cipher strength for the sites with which you
exchange data. See Chapter 10, Configuring Secure FTP, for more information regarding
cipher suites.

SPD file /data/ceu2500_base/spd/ssl.spd has been created.

Adding /data/ceu2500_base/spd/ssl.spd as the default spd file in
/data/ceu2500_base/cpd/ftp.cpd

* %

* *

Sterling Connect:Enterprise provides a CEU Factory Keycert / Cert pair
for testing purposes.

The CEU Factory Keycert pair may be used for FTP or AS2

SSL/TLS sessions.

The keycert may be used for AS2 payload signing and decryption.

The cert may be used for AS2 signature verification and encryption.

DO NOT USE THE CEU FACTORY KEYCERT FOR PRODUCTION!

SPD file /data/ceu2500_base/spd/CEUFactoryKeycert.spd has been created.
Press ENTER to continue.

Press Enter to continue.

The information you entered for the Secure FTP script is set in the default SPD file, ssl.spd.
The ssl.spd file is then set as the default Security protocol file in ftp.cpd. Refer to and Chapter
10, Configuring Secure FTP, for more information.
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Setting Up SSH
You are prompted to setup SSH.

Do you want to configure for SSH [Y|n]

Note: If you do not want to set up SSH at this time, type n and press Enter. You can set up SSH at a later
time using the $CMUHOME/etc emusshcust script.

1. Press Enter. The following prompt is displayed:

Enter SSHFTP listener port number : [10022]

2. Type the TCP/IP port number that the Sterling Connect:Enterprise SSHFTP daemon monitors
for remote connection requests or press Enter to accept the default. One of the following
prompts are displayed:

¢ Ifasupported source of random data is not available on your system, the following is
displayed:

Creating SSH file sshftp.cpd

Checking for supported sources of random data.
RAND_status [0]

A random source has not been found.

Select one of the following options for gathering entropy.
1. Use entropy commands. (Default)
2. Use a named pipe.

3. Use a local port.

Enter option number to select entropy randomness routine:

¢ Ifasupported source of random data is available on your system, the following is
displayed:

Creating SSH file sshftp.cpd

Checking for supported sources of random data.
RAND_status [1]

A random source has been found and is seeded.

A supported random source will be used for gathering entropy.
For better randomness, specify one of the following options,
or just press ENTER to only use the random source.

1. Use a named pipe.
2. Use a local port.
3. Use entropy commands.

Enter option number to select additional randomness:

3. Type the option number for additional randomness, or accept the default (if a supported source
of random data was found, the default is none) and press Enter. The following prompt is
displayed:
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Creating entropy environment variables.
Creating SSH files ssh_host_key and ssh_host_key.pub
Enter type of host key to create, rsa or dsa: [rsal

Specify to use an RSA or DSA host key and press Enter. The following prompt is displayed:

Specify number of bits in the key (512 - 32768) to create: [1024]

Specify the number of bits to use in the host key and press Enter. Valid values are 512-32768.

However, some clients and servers cannot handle keys larger than 2048 bits. The following

prompt is displayed:

Enter passphrase (press return for no passphrase):

Type the passphrase to use for the host key or leave blank for no passphrase and press Enter.
The following prompt is displayed:

Enter same passphrase again:

Type the same passphrase to confirm and press Enter. The following prompt is displayed:

cmusshkey: ssh host key generation and maintenance utility

Generating public/private rsa host key pair.

Your private key is being saved in:
/data/ceu2500_base/ssh/system/ssh_host_key

Your public key is being saved in:
/data/ceu2500_base/ssh/system/host_key.pub

The public key fingerprint is:

KX XX XX XX XX XK XX XK XX XX XX XX XX XX : XX : XX user(0l@hostname

cmusshkey: ending successful.

Press ENTER to continue.

You can specify to create a keypair for samp_ssh, the sample available for testing SSH. Do
one of the following: If you do not want to create this key pair, type n and press Enter and

Refer to Configuring High Availability on page 34. To build this key pair, do the following:

a.

Type Y press Enter. The following prompt is displayed:

Enter passphrase (press return for no passphrase):

b. Type Y or leave blank for no passphrase and press Enter. The following prompt is

C.

displayed.

Enter same passphrase again:

Type the same passphrase again and press Enter. The following prompt is displayed:
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cmusshkey: ssh host key generation and maintenance utility

Generating public/private rsa host key pair.

Your private key is being saved in:
/data/ceu2500_base/ssh/users/samp_ssh/id_rsa

Your public key is being saved in:
/data/ceu2500_base/ssh/users/samp_ssh/id_rsa.pub

The public key fingerprint is:

XX XX XX XX XX XK XX XX 1 XX XX XX XX XX 1 XX : XX : XX user(0l@hostname

cmusshkey: ending successful.

Press ENTER to continue.

Configuring High Availability

You are prompted to configure high availability.

Do you want to configure High Availability [y|N]

Note: If you do not want to set up high-availability at this time, press Enter. Refer to Chapter
16, Configuring High Availability, for information on configuring high availability at a time other
than initial installation.

1. Typey and press Enter. The high-availability scripts and configuration files are modified to
have host-specific values.

2. When you are prompted for the correct location of the destination directory, you can accept the
default or type n and specify the correct path.

The following directory (called the destination directory) :
/host/users/user0l/ceunix25
was detected to be the location of Sterling Connect:Enterprise Secure FTP.

Is this correct? [Y|n]

The script continues and verifies that all files are in the correct location. CMUHOME,
CMUUSER, and CMUPORT are replaced with appropriate values throughout the
high-availability configuration files, and the script then prints the following message:

IBM(R) Sterling Connect:Enterprise(R) for UNIX
Version n.n High-Availability Package Installation Procedure

The Sterling Connect:Enterprise for UNIX High-Availability Package
Installation Procedure is complete. You must now register the

High Availability package with the Package Manager. Please

reference the appropriate instructions in the Sterling Connect:Enterprise for
UNIX High-Availability Package Installation Guide.

Press Enter...
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Setting Up AS2

You are prompted to configure AS2.

Do you want to configure AS2 [y]|N]

Note: If you do not want to set up AS2 at this time, press Enter. You can set up AS2 at a later time using

the SCMUHOME/etc as2cust script.

1.

Type y and press Enter. You are prompted as follows:

IBM(R) Sterling Connect:Enterprise(R) for UNIX

(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.

IBM and the IBM logo are Trademarks of International Business Machines
version 2.5.00 Customization

This customization procedure sets up AS2 for IBM(R) Sterling
Connect:Enterprise(R) for UNIX
operating environment.

As a shorthand, entering ENTER at the prompt means use the default value, if any.
To abort the process, enter Control-C.

Press ENTER when ready.

2. Press Enter to continue. You are prompted as follows:

Using Java Runtime "/data/ceu2500_base/jre/bin/java"

Created script: /data/ceu2500_base/javalib/cmuhttpd
Created script: /data/ceu2500_base/javalib/cmuediintd
Created script: /data/ceu2500_base/javalib/as2report
Created script: /data/ceu2500_base/javalib/as2delete

Enter a name for the AS2 Port [portl]:

3. Type a name for the AS2 port and press Enter. You are prompted as follows:

We strongly recommend using a port value > 1023. A lower port value
requires that all daemons run with setuid root.
Enter port number for the AS2 listening port: [9000]
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4. Type a port number for the AS2 port (greater than 1023 recommended) and press Enter. You
are prompted as follows:

Enter a name for the Dead-letter mailbox [deadmbox] :
Created: /data/ceu2500_base/as2/AS2-Configuration.xml

AS2 Customization Completed

5. Type a name for the dead-letter mailbox and press Enter. The following messages are
displayed:

Created: /data/ceu2500_base/as2/AS2-Configuration.xml

AS2 Customization Completed
Initializing Databases and Creating Admin Role

Creating Mailbox Database
Date: 02/28/11 IBM Sterling Connect:Enterprise for UNIX Page: 1
Time: 14:25:09 Initialize Mailbox

Mailbox Name: cmumbox
Processing Status: Successful Initialization
Mailbox Database initialized

Setting Up the HTTP Server

Sterling Connect:Enterprise for UNIX includes an HTTP Web server to support the Site
Administration user interface. This is an alternative to using a third-party Web server.

You are prompted tp configure the HTTP server.

Would you like to install the HTTP Server? This includes DAV support if licensed.
[Y|n]

Note: If you do not want to set up the HTTP server at this time, press Enter. You can set up the HTTP
server at a later time using the SCMUHOME/etc as2cust script as follows:
as2cust admin port host

where port is the port number that cmusvid is monitoring and /ost is the host that cmusvid is running
on.

1. To configure the HTTP Web server, type y and press Enter. The following prompt is
displayed:

Using Java Runtime "/data/ceu2500_base/jre/bin/java"

Created script: /data/ceu2500_base/javalib/cmuadmind

Enter a name for the admin Port [admin]:
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2. Type a name for the admin port and press Enter. The following prompt is displayed:

We strongly recommend using a port value > 1023. A lower port value
requires that all daemons run with setuid root.
Enter port number for the admin listening port: [9001]

3. Type the port number for the HTTP Services daemon listener that the Web server will use to
accept requests from the Site Administration user interface or accept the default and press
Enter. The following prompt is displayed:

Created: /data/ceu2500_base/cpd/admin/Admind.xml

After starting the system, you can open your browser to:
http://hostname:9001/ceuadmin/jsp/index.jsp for web admin
to start the web browser interface.

For webDAV access use:
http://hostname: port#/ceudav/

Press ENTER to continue.

Completing the Installation

After all components are configured, the script continues with the following messages:
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....Creating ceustartup script....
....Creating ceustartup.trace script....

....Creating ceushutdown script....

—————— NOTE ------
Before using Sterling Connect:Enterprise, please export the following
Sterling Connect:Enterprise environment variables.

export CMUHOME=/data/ceu2500_base

export CMUHOST=hostname

export CMUPORT=8000

export PATH=$SPATH:SCMUHOME/etc:S$CMUHOME/aix/bin:SCMUHOME/javalib
export LD_LIBRARY_PATH=$CMUHOME/aix/lib

export LIBPATH=SCMUHOME/aix/lib

export SHLIB_PATH=$SCMUHOME/aix/lib

You can set the environment variables by executing
/data/ceu2500_base/etc/profile
at the shell prompt

OR

incorporate $SCMUHOME /etc/profile
into your environment.

Please press ENTER to continue...

L.

Press Enter to complete the installation. The following prompt is displayed:

Sterling Connect:Enterprise configuration completed.

To bring up the Sterling Connect:Enterprise system, at the shell prompt
run ceustartup.

To bring down the Sterling Connect:Enterprise system, at the shell prompt
run ceushutdown.

IBM(R) Sterling Connect:Enterprise(R) for UNIX version 2.5.00 install successful.

Would you like to return to the Sterling Connect:Enterprise
installation menu? [Y]|n]

2. To return to the Sterling Connect:Enterprise for UNIX installation menu, press Enter. If you
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completed the installation, type n and press Enter. A command prompt is displayed.
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Installing Sterling Connect:Enterprise Remote Daemons

Sterling Connect:Enteprise for UNIX supports the ability to run protocol daemons on a system other
than where the base product is installed, such as a system in the DMZ. After installing the base
product on the host system, use the following procedure on the target remote system to install the
protocol daemons.

1. Complete the procedure in Starting the Installation Script on page 24.

2. With the Installation menu displayed, type 3, and press Enter. The following prompt is
displayed:

This is the IBM(R) Sterling Connect:Enterprise(R) for UNIX Remote Daemon
installation process.

Selected Sterling Connect:Enterprise 2.5.00 protocol daemons will be
installed on this host. If you want to install these daemons on

another server, take the media to that server and run this

installation there. Do you want to continue with this installation? [Y|n]

3. Press Enter. The following prompt is displayed:

Enter the FULL path of the destination directory into which to install IBM(R)
Sterling Connect:Enterprise(R) for UNIX 2.5.00.
You can use S$HOME/ceunix to shorten the name: [/data/users/user/ceunix]

4. Type the host name where you want to install the daemons and press Enter. The following
prompt is displayed:

You have chosen /data/hostname
as the destination directory. Please confirm: [Y|n

5. Press Enter to continue. The following prompt is displayed.

Installing from /svshare/ceunix/2.5.00/Base/cebase2500s.cpio.

** Please insert the media if you have not already done so.

Press ENTER when ready.

6. Press Enter to continue. The following prompt is displayed:
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Approximately 150000 kbytes of disk space are required
to install the Sterling Connect:Enterprise remote daemons.
(Some of this space is needed for temporary files required to do the install)

Filesystem 1024-blocks Free %Used Tused %Iused Mounted on

/dev/hd4 393216 153984 61% 10850 21% /

/dev/hd2 2752512 375808 87% 51605 36% /usr

/dev/hd9var 524288 156996 71% 9952 21% /var

/dev/hd3 262144 255800 3% 300 1% /tmp

/dev/hdlladmin 131072 130692 1% 5 1% /admin

/proc - - - - - /proc

/dev/hdl0opt 524288 311100 41% 8762 11% /opt

/dev/livedump 262144 261776 1% 4 1% /var/adm/ras/livedump
/dev/£fs1lv00 102760448 65434700 37% 144665 1% /data

You have 65434700 kbytes of disk space available to you,
which is more than the required 150000 kbytes.

Do you want to continue? [Y|n]

7. Press Enter to continue. After the binaries are installed, the following prompt is displayed:

IBM(R) Sterling Connect:Enterprise(R) for UNIX
(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines

Version 2.5.00 Remote Daemon Customization
The customization procedure sets up the Sterling Connect:Enterprise Remote Daemon
operating environment. Help can be obtained from any prompt by entering (?)

followed by ENTER. To abort the process, enter Control-C.

As a shorthand, entering ENTER at the prompt means the default value, if any.

Press ENTER when ready.

8. Press Enter to continue. The following prompt is displayed:

Please enter the system hostname where core daemons are running : [remoteserver]

9. Type the name of the host where the Sterling Connect:Enterprise server is running and press
Enter.

Note: Do not accept the default. It is the name of the remote server. You need to type the name of the
server where the Sterling Connect:Enterprise core daemons are running.
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The following prompt is displayed:

You entered cehost. Is this correct? [Y|n]

10. Verify the host name and press Enter. The following prompt is displayed:

Enter port number for the Control daemon listener on the core machine: [8000]

11. Type the port number of the control daemon that resides on the host specified in step 9 on page
40 and press Enter.

12. The following prompt is displayed:

....Creating sample shell profiles (kshrc, cshrc and profile) in
/data/ceu2500_remotes/etc/

....Creating C shell 'cshrc' file....
....Creating Korn shell 'kshrc' file....
....Creating Bourne shell 'profile' file....

Do you want to configure for FTP? [Y|n]

13. To install the FTP daemon on the remote server, type y and press Enter. The following
prompt is displayed:

We recommend using a port value > 1023. A lower port value requires
that the FTP daemons run with setuid root.

Enter FTP listener port number: [10021]

14. Type the listener port number of the FTP daemon and press Enter. If you have Sterling
Connect:Enterprise Secure FTP, the The following prompt is displayed:

Some protocols provided by this product may require X.509 certificates.
You can generate a Certificate Signing Request (CSR) and verify
keycert files with the Certificate Wizard shipped with this

product on a separate CD_ROM.

Do you want to configure for SSL? [Y|n]

15. If want to set up SSL, type y and press Enter. Refer to Setting Up Secure FTP on page 30.
16. After you set up SSL, the following prompt is displayed:

Do you want to configure for SSH? [Y|n]
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17. To install the SSH daemon on the remote server, type y and press Enter. Refer to Setting Up

18.

19.

20.

SSH on page 32 for information on setting up SSH. After you set up SSH, The following
prompt is displayed:

Do you want to configure for AS2? [y|N]

If want to set up the AS2 HTTP daemon, type y and press Enter. Refer to Setting Up AS2 on
page 35. After you set up the AS2 HTTP daemon, The following prompt is displayed:

Sterling Connect:Enterprise supports a web-based Admin GUI.
Would you like to install the Admin GUI? This includes DAV support if licensed.[Y|n]

To install the HTTP daemon to serve WebDAYV requests, type y and press Enter. Refer to
Setting Up the HTTP Server on page 36 for information on setting up the HTTP daemon. After
you set up the HTTP daemon, refer to Completing the Installation on page 37.

Refer to Running Protocol Daemons on Remote Servers on page 205 for additional
information.

Installing Sterling Connect:Direct for UNIX

To install Sterling Connect:Direct for UNIX, use the Sterling Connect:Direct for UNIX installation
media and refer to the IBM Sterling Connect:Direct for UNIX Getting Started Guide.

Configuring Sterling Connect:Enterprise File Agent, MQ
Agent, and cereport
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To configure MQ Agent and cereport:

1.
2.

Complete the procedure in Starting the Installation Script on page 24.

With the Installation menu displayed, type 4, and press Enter. The following prompt is
displayed:

Sterling Connect:Enterprise 2.5.00 agents and cereport will be
configured for your system. Do you want to continue? [Y|n]

Type y and press Enter. The following prompt is displayed:

Please enter Sterling Connect:Enterprise home directory [/data/ceu2500]:

Type the home directory or accept the default and press Enter.
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Configuring File Agent
1. The installation program displays the following prompt:

Do you want to configure the file agent at this time? [y/N]:

2. Typey and press Enter, which displays the following prompt.

Enter Sterling Connect;Enterprise UNIX API connection information below.
Enter Sterling Connect:Enterprise for UNIX Host [localhost]:

3. Type the host server name where File Agent resides and press Enter. The default is the value
of the SCMUHOST environment variable if it is available in the shell where the install script is
started. The following prompt is displayed:

Enter Sterling Connect:Enterprise API port number [8000]:

4. Type the API port number that corresponds to the control port number entered during the
Sterling Connect:Enterprise installation and press Enter. The default is the value of the
$CMUPORT environment variable if it is available in the shell where the install script is
started. The following prompt is displayed:

Enter Sterling Connect:Enterprise API RemoteID [username]:

5. Type the Sterling Connect:Enterprise API remote ID and press Enter. This is the Sterling
Connect:Enterprise user ID that the File Agent uses as the originating mailbox remote for all
batches added to Sterling Connect:Enterprise through the File Agent. The default is the value
of either the LOGON or USER environment variables if they are available in the shell where
the install script was started. The following prompt is displayed:

Enter Sterling Connect:Enterprise API Password [username] :

6. Type the Sterling Connect:Enterprise API password that corresponds to the remote ID and
press Enter. The default is the value of the remote ID.

Note: Set the remote ID and the password values to match the Sterling Connect:Enterprise superuser
ID. This is the administrative ID used by the administrator for Sterling Connect:Enterprise.
This prevents internal security in Sterling Connect:Enterprise from interfering with the
operation of the File Agent.

The following prompt is displayed.
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Warning: The Sterling Connect:Enterprise password you entered will be written to
the disk in plain text. This can compromise your system's security. A more secure
option is to have the file agent prompt for the password at each startup. To
continue with the current operation reenter the password below. To have the File
Agent prompt for the password at startup, simply press Enter.

7. To accept the password risk, retype the password and press Enter or press Enter to require
file agent to prompt for a password. The following prompt is displayed:

Sterling Connect:Enterprise for UNIX API Host: hostname
Sterling Connect:Enterprise for UNIX API Port: portnumber
Sterling Connect:Enterprise for UNIX API User Name: user01
Sterling Connect:Enterprise for UNIX API User Password: password
Confirm the above values are correct. [Y|n]:

8. Press Enter to accept the values. The following prompt is displayed:

Enter the wait cycles [2]:

9. Type the number of wait cycles or accept the default and press Enter. The wait cycle defines
the number of times a file is checked to ensure that the file is completed. The following prompt
is displayed:

Enter the interval in seconds [15]:

10. Type the interval in seconds and press Enter. This specifies the amount of time between each
check. The total time that a file must remain unmodified to be processed by the File Agent is
calculated as wait cycles times interval. For example, if interval is 15 and wait cycle is 4, the
file must be idle for a total of at least 60 seconds and a maximum of 75 seconds before
processing begins. The following prompt is displayed:

Enter the subprocess limit (1-20) [2]:

11. Type the subprocess limit and press Enter. This is the number of concurrent UNIX child
processes that can run at one time. The default is 2. The following prompt is displayed:

Cycles: #

Interval: #4#

Subprocess limit: ##

Sterling Connect:Enterprise for UNIX API Host: hostname
Sterling Connect:Enterprise for UNIX API Port: portnumber
Sterling Connect:Enterprise for UNIX API User Name: username
Sterling Connect:Enterprise for UNIX API User Password: password
Are these values correct. [Y|n]:

12. Carefully inspect the values. This is the last time you can change them during installation. If
these values are correct, type y and press Enter to accept the values.

If one or more values are incorrect:
a. Type n and press Enter.

b. Press Enter to move through the list of values until you find the one to change.
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c. Type in the new value. Press Enter until you are prompted to verify the File Agent
configuration values.

d. Carefully inspect the values. This is the last time you can change them during installation.
e. Typey and press Enter to accept the values specified.
The following prompt is displayed:

Configuration of File Agent is complete.

Press Enter to continue.

Configuring MQ Agent

The customization script continues with the following prompt.

The Sterling Connect:Enterprise Agent Configuration Script can configure
the MQ Series agents at this time. You will need to have the

MQ Series libraries installed on your system in order to use the

MQ Series agents.

If you do not have the MQ Series libraries installed now, you should
choose 'mo' at the prompt, install the libraries, and run
'ceuagtcust' at a later time in order to set up the MQ Series agents.

If you do have the MQ Series libraries installed now, you may
choose 'ves' at the prompt in order to set up the MQ Series agents.

Do you want to configure MQ Series at this time? [y]|N]:

Note: If you do not want to set up MQ series agents at this time, type n and press Enter. You can set up
MQ series agents at a later time using the SCMUHOME/etc cenagtcust script.

1. Ifyou have the necessary libraries, type y and press Enter. You are prompted with the
following:

Sterling Connect:Enterprise Agent Customization script has completed.

Press Enter to continue.

2. The following prompt is displayed. To configure cereport, type y and press Enter.

Do you you want to configure cereport at this time?: [N|y]

Configuring cereport

The customization script continues with the following prompt.
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IBM(R) Sterling Connect:Enterprise(R) for UNIX
(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines

cereport Customization.

The customization procedure will create or override cereport script in
directory /data/ceu2500/etc.

To abort the process, enter Control-C.

Please press ENTER to continue...

1. Press Enter. The following is displayed:

Using Java Runtime "/data/ceu2500/jre/bin/java" to configure CeReport

Enter the FULL path name of the Sterling Connect:Direct
log directory: []

2. Type the directory to use for Sterling Connect:Direct log information and press Enter. The

following is displayed:

You have chosen /logdirectory as the Sterling Connect:Direct log directory, please
confirm: [Y/n]

3. Press Enter. The following is displayed:

Enter the FULL path name of the Sterling Connect:Enterprise base log
directory: [/data/ceu2500/1og]

4. Type alog directory or accept the default, and press Enter. The following is displayed:

You have chosen /logdirectory as the Sterling Connect:Enterprise log directory,
please confirm: [Y/n]

5. The following is displayed:

The script file /data/ceu2500/etc/cereport has been created!

To execute the Sterling Connect:Enterprise reporting tool, run cereport
at the shell prompt.

Sterling Connect:Enterprise File Agent Version 2.5.00 executed.

Would you like to return to the Sterling Connect:Enterprise
installation menu? [Y|n]

6. Press Enter to return to the installation menu. To exit the installation menu, type n and press
Enter.
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UNIX

This document covers the information you need when upgrading to Sterling Connect:Enterprise for
UNIX Version 2.5.00 from a previous version of Sterling Connect:Mailbox for UNIX or Sterling
Connect:Enterprise for UNIX.

The version of Sterling Connect:Enterprise for UNIX that you are upgrading from determines the
upgrading considerations and procedures that you use. Refer to the following table as a guide to
upgrading considerations and procedures:

Upgrading From Refer to

Sterling Connect:Enterprise for ¢ Upgrade Considerations for Version 2.4.04 on page 47
UNIX version 2.4.04 * Running the Installation Script on page 50

Sterling Connect:Enterprise for ¢ Upgrade Considerations for Version 2.4.03 and Earlier on page 50
UNIX version 2.4.03 and earlier s Rynning the Installation Script on page 50

Upgrade Considerations for Version 2.4.04

Consider the following information when upgrading from Sterling Connect:Enterprise version
2.4.04:

If you use Password Encryption or Stored Batch Encryption, please read the following information
and follow the instructions in Upgrade and Fallback Planning on page 49.

New Encryption Ciphers for Password and Stored Batch Encryption

Sterling Connect:Enterprise for UNIX version 2.4.04 now supports the AES128 cipher for
Password and Stored Batch encryption. However, it will no longer encrypt passwords or batches
with the RC5 cipher, which was used on non-Linux platforms on previous releases. Sterling
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Connect:Enterprise for UNIX version 2.5.00 will decrypt passwords and batches encrypted with
RC5 from a previous release but will no longer encrypt with this cipher.

Global Key Changes

Prior to Sterling Connect:Enterprise for UNIX version 2.4.04, the global key
($SCMUHOME/keys/key.global) and triple DES global key (deskey.global) were encrypted using
Strong encryption (RC5 on non-Linux, RC4 on Linux). In Sterling Connect:Enterprise for UNIX
version 2.4.04 and above, they are encrypted with RC4 in all cases. During the upgrade process, the
ceukey -R utility is run to save the old keys into time stamped files and then reencrypt them with
RC4. The ceukey -R utility tests the global key first and does nothing if it is already encrypted with
RC4.

Note: The keys in RC4 format are not backward compatible with previous versions of Sterling
Connect:Enterprise for UNIX on non-Linux platforms, so you must keep the time stamped saved
copies for fallback purposes.

Password Encryption Changes

Prior to Sterling Connect:Enterprise for UNIX version 2.4.00, encrypted passwords were stored in
the RSD file using Strong encryption (RC5 on non-Linux, RC4 on Linux) based on the global key.
The format was the following:

PASSWORD="ENCRYPTED 39E7FB8389CB1ABS5" or
RMT_PASSWORD="ENCRYPTED EC1BB4FA13F5498C"

Sterling Connect:Enterprise for UNIX version 2.5.00 will continue to read the old format and
decrypt the passwords correctly but will no longer save passwords in this format.

In Sterling Connect:Enterprise for UNIX version 2.5.00, the Sterling Connect:Enterprise for UNIX
administrator can specify the encryption to be used for password encryption in a new file
$CMUHOME/ mcd/passencrypt.cfg. If the file is missing, the default cipher is RC4:

PASSWORD_ENCRYPT_CIPHER={DES|RC4|AES128|3DES}

As new RSDs are defined or users change their passwords, the PASSWORD field uses a new format
to keep track of which cipher was used as shown in the following:

PASSWORD="ENCR_DES__xxxx..." (Password encrypted with DES)
PASSWORD="ENCR_RC_4_xxxx..." (Password encrypted with RC4)
PASSWORD="ENCR_AES]_xxxx..." (Password encrypted with AES128)
PASSWORD="ENCR_3DES_xxxxX..." (Password encrypted with Triple DES)

Note: The passwords in the new format are not backward compatible with previous versions of Sterling
Connect:Enterprise, so you should create a backup of your RSD directory for fallback purposes
before you upgrade.
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Stored Batch Encryption Changes

Prior to Sterling Connect:Enterprise for UNIX version 2.4.04, batches could be encrypted with
WEAK, STRONG, or 3DES encryption, based on settings in the SCMUHOME/med/encrypt.cfg
file. For WEAK and STRONG batches, the batch encryption key (unique for each batch) was itself
encrypted with the global key using STRONG encryption (RCS5 for non-Linux, RC4 for Linux) and
stored in the batch header along with the encryption type (a one byte flag: “W”or “S”).

For triple-DES batches, the batch encryption key was (and still is) encrypted using triple-DES with
the global triple-DES key and saved in the header with the encryption type (“T”). Triple-DES
encryption is forward and backward compatible with Sterling Connect: Enterprise for UNIX version
2.5.00 and prior releases. The best strategy during an upgrade is to set triple-DES for all batches in
the encrypt.cfg file as follows:

* Triple_DES # Encrypts all new batches with 3DES encryption

Sterling Connect:Enterprise for UNIX version 2.5.00 reads batches encrypted in prior releases with
WEAK or STRONG, but no longer encrypts batches in those formats. Instead, the batch encryption
key is encrypted with the global key using RC4 and the actual batch encryption type is stored in the
header (“D” for DES, “R” for RC4, “T” for Triple-DES, and “1” for AES128). If the encrypt.cfg
file lists any batches to encrypt with WEAK or STRONG, the Sterling Connect:Enterprise for
UNIX version 2.5.00 mailbox daemon will put out an error message and shut down. You must
remove or comment out any references to WEAK or STRONG encryption in your encrypt.cfg file
before you upgrade to CEU2500.

Upgrade and Fallback Planning

When upgrading to Sterling Connect:Enterprise for UNIX version 2.5.00 complete the following
steps to ensure a smooth upgrade and provide for a fallback to your previous release if needed.

1. Back up your SCMUHOME/keys and $SCMUHOME/rsd directories prior to the upgrade.
Restore them if you must fall back.

2. Ifyou use Stored Batch Encryption, update your SCMUHOME/med/encrypt.cfg prior to the
upgrade to remove all references to WEAK or STRONG encryption and use Triple Des for
encrypting all batches as follows:

* Triple_DES # Encrypts all new batches with 3DES encryption

Any batches created after upgrading to Sterling Connect:Enterprise for UNIX version 2.5.00 will
be readable by the pre-version 2.5.00 system.
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Upgrade Considerations for Version 2.4.03 and Earlier

Consider the following information when upgrading from Sterling Connect:Enterprise for UNIX
version 2.4.03 and earlier:

Encryption of Inbound AS2 Batches

If you had batch encryption enabled on the receiving mailbox on Sterling Connect:Enterprise for
UNIX version 2.3.00, inbound batches may not be encrypted in Sterling Connect:Enterprise for
UNIX version 2.5.00. If a dead letter mailbox is configured for the port receiving inbound AS2
batches, the dead letter mailbox is used to store inbound unprocessed AS2 batches as TR (transcript)
or STG (staged) batches in Sterling Connect:Enterprise for UNIX version 2.5 which are then moved
to the target mailbox after processing fi this option is selected. If encryption is not enabled for the
dead letter mailbox, the unprocessed AS2 batch will not be encrypted.

Correlation of AS2 Batches

In Sterling Connect:Enterprise for UNIX version 2.5, .RQ, .NM, .MD, .OK, and .AS2 batch names
include the batch number of the AS2 payload batch, which helps to correlate batches as they are
processed.

The following cmulist output example shows batch correlation for an outbound batch:

sles8ssl 15 test_five.PL 5 06/01/23-17:11 ARTZ psmill
sles8ssl 16 test_five.PL.15.RQ 2395 06/01/23-17:11 CRTWY EDIINT
sles8ssl 17 test_five.PL.15.MD 2967 06/01/23-17:11 CGHY EDIINT

The following cmulist output example shows batch correlation for an inbound batch:

inbound 4 from-cerhas2l-data.4.0K 5 06/01/23-15 CWY EDIINT
inbound 5 from-cerhas2l-data.4.AS2 401 06/01/23-15: CRWY EDIINT
inbound 6 from-cerhas2l-data.4.MD 864 06/01/23-15:56 CWY EDIINT

If you have backend automation setup on Sterling Connect:Enterprise for UNIX version 2.3.00 that
is based on batch name, you will have to adjust your automation setup based on this new naming
convention in Sterling Connect:Enterprise for UNIX version 2.5.00.

Running the Installation Script
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Use the following procedure to upgrade from Sterling Connect:Enterprise for UNIX version 2.3 or
later. This procedure describes how to access the Sterling Connect:Enterprise for UNIX installation
script, select the installation option, and specify the destination directory. You cannot install

Sterling Connect:Enterprise for UNIX to networked storage media such as NFS or Samba shares.

1. Use one of the following methods for accessing the installation script:
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¢ Ifyouacquired your Sterling Connect:Enterprise installation from an ESD portal, navigate

to the location of the ceinstall script.

¢ [fyou acquired your Sterling Connect:Enterprise installation on a CD-ROM, mount the
Sterling Connect:Enterprise for UNIX CD-ROM.

2. At the UNIX prompt, type:

ceinstall

3. Press Enter. The following introductory information is displayed:

IBM(R) Sterling Connect:Enterprise(R) for UNIX 2.5.00
(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines

Installation Procedure

Please follow the Installation and Administration Guide and/or
Release Notes for the Sterling Connect:Enterprise component(s) to be installed.

UNIX(TM) is a registered trademark of The Open Group

Press ENTER when ready.

4. Press Enter. The following prompt is displayed:

Enter the installation media location (mounted CD root, e.g. /cdrom/cdromO/) .
[/svshare/ceunix/2.5.00]:

5. Type the full path to the installation CD-ROM or Press Enter to accept the default. The
installation menu is displayed.

Please select one of the following installation options:

(1) Install all Sterling Connect:Enterprise components

(2) Install or upgrade Sterling Connect:Enterprise base

(3) Install or upgrade Sterling Connect:Enterprise remote daemons
(4) Configure the Sterling Connect:Enterprise agents and cereport
(5) EXIT

Enter your choice:[1]

6. Type 2 and press Enter. A prompt similar to the following is displayed:

Sterling Connect:Enterprise base Version 2.5.00 will beinstalled in your system.
Do you want to continue? [Y|n]
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7. Press Enter. A prompt similar to the following is displayed:

Enter the FULL path of the destination directory

into which to install Sterling Connect:Enterprise for UNIX Version 2.5.00.
You can use S$HOME/ceunix to shorten the name:

[/install_directory]

Note: Do not use a dash (-) in the path of the destination directory.

8. Press Enter. A prompt similar to the following is displayed:

A previous installation of Sterling Connect:Enterprise has been detected in
/install_directory.
Would you like to upgrade the detected version? [Y|n]

9. Press Enter. A prompt similar to the following is displayed:

IBM(R) Sterling Connect:Enterprise(R) for UNIX

(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.

IBM and the IBM logo are Trademarks of International Business Machines
version 2.5.00 Upgrade Installation Procedure

You are beginning the Sterling Connect:Enterprise Upgrade Installation Procedure.
You have specified the following directory (called the destination directory)
/data/ahmi_ce2402

where the Sterling Connect:Enterprise files will be stored.

After the files are extracted from the media, a customization procedure will
be called. It will configure the Sterling Connect:Enterprise operating
environment for you.

UNIX(TM) is a trademark of X/Open Company, Ltd. in the U.S.A and other
countries.

Press ENTER to continue.

10. Press Enter. A prompt similar to the following is displayed:

You have chosen /install directory
as the destination directory. Please confirm: [Y|n]

11. Press Enter. A prompt similar to the following is displayed:
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replaced by this update will be
replaced_by_patch2500.

Existing files that are
backed-up to <filename>.

New files added by this update that you may wish to
merge with your current installation will be added as
<filename>.new_in_patch2500. A summary of these

will be written to /install directory/merge.2500.

Do you wish to continue? [Y|n]

12. Press Enter. A prompt similar to the following is displayed:

Approximately 250000 kbytes of disk space is required
to upgrade to Sterling Connect:Enterprise.

(Some of this space is needed for temporary files, and for saving existing files)

Filesystem 1024-blocks Free %Used Tused %$Iused Mounted on
/dev/hd4 6225920 4835324 23% 12038 1% /

/dev/hd2 3014656 197876 94% 51192 7% /usr
/dev/hd9var 1114112 837580 25% 4791 2% /var
/dev/hd3 786432 490488 38% 993 1% /tmp
/dev/hdl 1343488 1276720 5% 158 1% /export/home
/proc - - - - - /proc
/dev/hdl0opt 196608 140368 29% 629 2% /opt
/dev/datalv 98304000 83375704 16% 53267 1% /data

You have 83375704 kbytes of disk space available to you,
which is more than the required 250000 kbytes.

Do you wish to continue? [Y|n]

13. Type Y and press Enter. After the files are extracted and verified, the following prompt is
displayed:

Sterling Connect:Enterprise files have been successfully upgraded and verified.

Press ENTER to continue the upgrade process.

14. The following is displayed:
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removing commons-logging-api.jar

removing commons-logging.jar

removing EccpressoAll.jar

removing batik.jar

removing fop.jar

removing jcert.jar

removing jnet.jar

removing jakarta-regexp-1.2.jar

removing jaxb-api.jar

removing jaxb-libs.jar

removing jaxb-ri.jar

removing jaxp-api.jar
.... removing xalan.jar
Removing old jsp classes in /data/ahmi_ce2402/webservices/webapps/jsp
Creating /data/ahmi_ce2402/webservices/webapps/jsp/jsp dir
Web Admin directory is being renamed to:
/data/ahmi_ce2402/webservices/webapps/ceuadmin.old
WebDAV directory is being renamed to:
/data/ahmi_ce2402/webservices/webapps/ceudav.old
Executing ceupgrade_release_2 Install Script.

The following existing files will be backed up and then replaced:
- profile, kshrc and cshrc;
- ceustartup and ceustartup.trace.
(This is in addition to what has already been backed up.)

Any modifications that you have made to these files will have to be
re-applied before starting the system.

Press ENTER to continue.

Press Enter to continue.

15. The following is displayed:
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Making a copy of ./etc/profile

Making a copy of ./etc/kshrc

Making a copy of ./etc/cshrc

Making a copy of ./etc/ceustartup
Making a copy of ./etc/ceustartup.trace

....Creating /data/ahmi_ce2402/mcd/control.mcd.new.parameters. ...
Review this file for the new MCD parameters.

....Creating sample shell profiles (kshrc, cshrc and profile) in
/data/ahmi_ce2402/etc/

....Creating C shell 'cshrc' file....

....Creating Korn shell 'kshrc' file....

....Creating Bourne shell 'profile' file....

Creating / Updating Roles Database

Role ISAM file exists. Performing upgrade. File index 1

Role ISAM file exists. Performing upgrade. File index 5

Role ISAM file exists. Performing upgrade. File index 15
Role ISAM file exists. Performing upgrade. File index 20

Roles database: Complete.

16. You are prompted with the following:

Do you want this userid [userID] to run the product and administer the Web Admin
Tool? [Y|n]

where userID is the user ID that is performing the installation. If you select n and press Enter,
the userID that is installing the product cannot perform vital functions to Sterling
Connect:Enterprise.

If you type y and press Enter, the following is displayed:

Giving administrative privileges to RSD

The administrator roles and accounts were created successfully.

Customizing Sterling Connect:Enterprise for UNIX

The customization part of the installation depends on your current configuration. You will only be
prompted to customize functionality that you are not currently using. For more information on
customizing Sterling Connect:Enterprise for UNIX, see the following:

4 Setting Up Secure FTP on page 30
4 Setting Up SSH on page 32
4 Configuring High Availability on page 34
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4 Setting Up AS2 on page 35
4 Setting Up the HTTP Server on page 36

For functionality that you are currently using, the installation script detects your existing
configuration. For example, if you are using secure FTP in your current installation, the installation
script detects your settings and you will not be prompted to set up secure FTP. Press Enter to
continue with customization.

Completing the Installation

56

After customization is complete, the installation script continues with the following:

Sterling Connect:Enterprise configuration completed.

—————— NOTE ------
Before using Sterling Connect:Enterprise, please export the following
Sterling Connect:Enterprise environment variables.
export CMUHOME=/data/ahmi_ce2402
export CMUHOST=hostname
export CMUPORT=47267
export PATH=$PATH:S$CMUHOME/etc:$CMUHOME/aix/bin:$SCMUHOME/javalib
export LD_LIBRARY_ PATH=$CMUHOME/aix/lib
export LIBPATH=SCMUHOME/aix/lib
export SHLIB_PATH=$CMUHOME/aix/lib

You can set the environment variables by executing
/data/ahmi_ce2402/etc/profile
at the shell prompt

OR
incorporate [$CMUHOME/etc/profile ]

into your environment.

The new environment variables for shared objects must be defined to
the operating system before starting Sterling Connect:Enterprise.
See $SCMUHOME/etc/profile, kshrc or cshrc for values.

IBM(R) Sterling Connect:Enterprise(R) for UNIX base Version 2.5.00 upgrade

successful.

Would you like to return to the Sterling Connect:Enterprise
installation menu? [Y|n]

If the upgrade script fails, refer to the upgrade log file, ceupgradebase.userID.log, located in the
/tmp directory for information.

To return to the Sterling Connect:Enterprise for UNIX installation menu, press Enter. If you
completed the installation, type n and press Enter. A command prompt is displayed.

After the upgrade completes successfully, refer to the Chapter 4, Post-Installation Tasks.
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Post-Installation Tasks

This chapter details the post-installation procedures for Sterling Connect:Enterprise.
Post-installation comprises the following tasks:

4 Exporting the environment variables
4 Testing the system or manual customization
4+ Configuring the site administration user interface for third-party web server

4 Setting the timeout values

Y ou must perform the post-installation tasks before you can start Sterling Connect:Enterprise.

Exporting the Environment Variables

During the Sterling Connect:Enterprise installation, you are given information on exporting the
environment variables.
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Sterling Connect:Enterprise configuration completed.

—————— NOTE ------
Before using Sterling Connect:Enterprise, please export the following
Sterling Connect:Enterprise environment variables.

export CMUHOME=/data/ceu2500_base

export CMUHOST=hostname

export CMUPORT=8000

export PATH=$PATH: SCMUHOME/etc:S$SCMUHOME/aix/bin:$SCMUHOME/javalib
export LD_LIBRARY PATH=$CMUHOME/aix/lib

export LIBPATH=$SCMUHOME/aix/lib

export SHLIB_PATH=$CMUHOME/aix/lib

You can set the environment variables by executing
/data/ceu2500_base/etc/profile
at the shell prompt

OR

incorporate SCMUHOME/etc/profile
into your environment.

Please press ENTER to continue...

The environment variables are exported after the Sterling Connect:Enterprise installation script has
been executed.

Note: If you upgraded from a previous version of Sterling Connect:Enterprise for UNIX or Sterling
Connect:Mailbox for UNIX, you do not need to export the environment variables.

Set your environment variables by using the appropriate shell commands for the Bourne, C, or Korn
shells to create the environment variables in the SCMUHOME/etc/profile, cshre, or kshrc files. Add
these variables to your own .profile, .cshrc, or .kshrc files as needed using an editor such as vi to
add the variables.

For example, the following command is appropriate if you are adding the CMUHOME variable to
your .cshrc shell.

setenv CMUHOME SHOME/ceunix

The following command is appropriate if you are adding the CMUHOME variable to your .kshrc
shell.

CMUHOME=$HOME/ceunix; export CMUHOME
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The following table describes the environment variables used with Sterling Connect:Enterprise.

Variable

Description

CMUHOME

Home or destination directory, containing all the Sterling Connect:Enterprise files, for
example, /usr/home/ceunix.

CMUHOST

UNIX host name where the Sterling Connect:Enterprise Control daemon (cmuctld) is
running.

CMUPORT

TCP/IP port number of cmuctld.

CMUPASWD

Password required for your user ID to Sterling Connect:Enterprise. If you do not
specify this environment variable, then you are prompted for a password each time
you invoke a Sterling Connect:Enterprise command.

Note: Setting this environment variable compromises the security of Sterling

Connect:Enterprise. To take advantage of the security features built into Sterling
Connect:Enterprise, do not set the CMUPASWD environment variable.

RTICDIR
(ARTIC Bisync

only)

This variable must be set to point to the directory where the Bisync Runtime library is
installed. An example is /usr/lpp/dcplib. For bisync functionality, set RTICDIR and
PATH to include the path where ARTIC drivers and utilities are installed, specifically
the files icaaim.com and icarcm.com, which come in the $CMUHOME/etc directory,
and icaldric, which you must obtain yourself.

PATH

The PATH variable needs to include the correct path to the Sterling
Connect:Enterprise /bin and /etc subdirectories. If you are running on an AlX system,
then add $CMUHOME/aix/bin to the PATH variable. For HP systems, add
SCMUHOME/hpux/bin. For Solaris systems, add $CMUNIX/sun/bin. For Linux
Systems add $CMUHOME/linux/bin.

MANPATH

The MANPATH variable sets the search path used by the man command to locate
Sterling Connect:Enterprise man pages. The search path is a list of directories
separated by a colon (:) in which the manual subdirectories can be found. For
example, MANPATH=$MANPATH:$CMUHOME/man.

Testing the Installation

Prior to starting Sterling Connect:Enterprise, the installation may be tested using cmu_quick _test.
After running cmu_quick _test, continue with the Setting Up the Sterling Connect: Enterprise for
UNIX Site Administration User Interface on page 65.

The following steps give instructions on running the test script:

1. Type the following command:

cmu_quick_test

The test script starts.
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IBM(R) Sterling Connect:Enterprise(R) for UNIX (C) Copyright IBM Corp. 1994, 2011

All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines

version n.n.nn Installation Test

This test should be run only after product installation is complete!

Press ENTER when ready or Ctrl-C to exit.

2. Press Enter to begin the test or Ctrl+C to exit. The following prompt is displayed.

Enter full path of Sterling Connect:Enterprise home directory:

[/usr/mailbox/ceunix] :

3. Press Enter to accept the default location.

Now running the installation test.....

Starting IBM(R) Sterling Connect:Enterprise(R) for UNIX system...

Note: The system pauses for approximately five seconds while Sterling Connect:Enterprise starts.
Your screen then shows the progress made in the initialization of the various Sterling

Connect:Enterprise processes.
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cmuctld. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Secure Mailbox Control Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX 2.5.00 Build 44 CEUCVTREP utility

cmuauthd. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Authentication Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

cmumboxd. . .
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Secure Mailbox Engine Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

Mailbox daemon - Active records in database: 4
Mailbox daemon - Highest batch number : 4

cmusvid. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Service Interface Daemon
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

cmuacd. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Auto connect Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

cmuexitd. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Exits Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

cmulogd. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Log Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278

cmuftpd...
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IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
FTP Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX FTP Server [FTP,SSL=NONE] active on
0.0.0.0:47386
cmusshftpd. ..
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
SSH FTP Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX SSH Server [SSHFTP] active on
0.0.0.0:47390
All of the core daemons have been started.
Please verify that no errors were reported before
continuing with the command line utilities.

Please press ENTER to run cmusession...

4. Press Enter to run the cmusession utility. This utility shows the status of the communication

resources.
Date: 03/02/11 IBM Sterling Connect:Enterprise for UNIX+
Page: 0001
Time: 20:26:30 Session Utility

Command Line Parameters:

cmusession
Name Type Host PID RmtID Resource
State SID
SSHFTP Master gasoll0 1859 47390
Idle 10
FTP Master gasoll0 1856 47386
Idle 9
ACD Master gasollO0 1848

- 4

Max. Concurrent Sessions: 0

5. Press Enter to run the cmuadd utility. This utility adds a test file to the repository.
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Date: 03/02/11 IBM Sterling Connect:Enterp+ Page: 0001
Time: 20:32:12 ADD Utility

Command Line Parameters:

cmuadd

-igatest

-btest batch

-m
Mbx ID Batch # Batch ID Bytes Date-Time Status Org ID
gatest 4 test batch 100 11/03/02-20:32 ARMZ gatest

Input Files Processed
File Name File Size Pr Status

Summary Information

Number of Batches Added: 1

Date: 03/02/11 IBM Sterling Connect:Enterp+ Page: 0002
Time: 20:32:12 ADD Utility

Number of Input Files: 0

Number of Files Bypassed: 0

Number of Input Bytes: 100

Note: The test file, test.data, is a small ASCII file that is included in the distribution.

6. Press Enter to run the cmulist utility. This utility lists the contents of the repository and
provides the Batch Status Code values.

7. Verify that the test file you just added is listed.
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Date: 03/02/11
Page: 0001
Time: 20:33:52

Command Line Parameters:
cmulist

Batch Status Code Values:
A - Added Offline

Time: 20:33:52

filel
filel

userl 2
userl 3

Please press ENTER to continue

The Message Agent is not active.
Shutdown quiesce requested.

Active sessions may delay shutdown.
System Down.

Please press ENTER to continue

I - Incomplete Collection

T - Online Transmit Done

E - Extracted batch

P - Transmission in Progress

N - Batch Nontransmittable

F - FTP

K - EBCDIC

Y - BINARY

G - SSL

X - Transparent Bisync Index=Yes

Z - ASCII

L - SSHFTP

Mbx ID Batch # Batch I'D
gatest test batch
userl 1 filel
Date: 03/02/11

Page: 0002

Gg<onoTsswaRx™WAQuU

Bytes

100
757
IBM Sterling Connect:Enterprise for UNIX+

757

IBM Sterling Connect:Enterprise for UNIX+

LIST Utility

Flagged for Delete
Collected online
Online Request Allowed
Multiple transmission
Batch Unextractable
BSC

AS2

HTTP

ASYNC

LOG batch

Batch Encryption

BP Verified

Business Process

Date-Time Status

11/03/02-20:32 ARMZ
11/03/02-20:11 ARMZ

LIST Utility

11/03/02-20:17 ARMZ

30750000 11/03/02-20:20ARMZ

Please enter the Sterling Connect:Enterprise admin password:

Org ID

gatest
gatest

gatest
gatest

8. Press Enter to continue.

End of IBM(R)

Sterling Connect:Enterprise(R)

for UNIX Installation Test.
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Remove userid.log Files

Y ou must remove the /tmp/ceinstall.userid.log and /tmp/directinstall.userid.log files after
validating the installation, where userid is the user ID that performed the installation.

Setting Up the Sterling Connect:Enterprise for UNIX Site
Administration User Interface

Sterling Connect:Enterprise installs a Web server configured for use with the Site Administration
user interface. However, if you want to run the Site Administration interface on a third-party Web
server, you must complete the following procedures.

Configuring the Site Administration User Interface for Third-Party Web Server

Before you start the procedure, complete the following tasks:

4 Install and configure your Web server and servlet engine.

4 Verify that there are communications between them.

L.

Using your Web server, deploy the ceuadmin.war file located in the
SCMUHOME/webservices directory, but do not start your Web server.

Note: Depending on the Web server, you may need to start the Web server to deploy it for the first
time. Then you can edit the system properties and restart the server.

Navigate to the following directory:

Deploy._Directory/ceuadmin/property

where Deploy Directory is the directory where the ceuadmin.war file is deployed.

Note: This directory may also be peploy Directory/ceuadmin.war/property

Verify that the system.properties file identifies the correct host name and port where the
Sterling Connect:Enterprise for UNIX service daemon is running. This information was
required in step 8 on page 23 of Before You Begin on page 21. The default the installation
script provides is 8001.

Start or restart your Web server.

Use the following URL to run the Sterling Connect:Enterprise for UNIX Site Administration
User Interface:

http://servername:port/ceuadmin/jsp/index.jsp
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6. Log on to the Sterling Connect:Enterprise for UNIX Site Administration user interface with
user ID and password defined during installation. Both of these user IDs have Administrator
access. For security reasons, change the passwords for these user IDs after you log on.

Setting the Timeout Values
When setting up the Site Administration user interface, consider the following information.

The timeout values determine how frequently the browser must interact with the Sterling
Connect:Enterprise for UNIX server before the session is closed. If you exceed the lowest of these
timeout values while making updates, your changes are lost and you are logged off the system. The
timeout for the Site Administration user interface is defined in two places:

4 In the Service Interface daemon, emusvid, the default session value determines how long the
Sterling Connect:Enterprise for UNIX server waits for information from the Web server.
The initial value is 10 minutes (600 seconds). Change the value of the -T parameter to increase
the session timeout. In the following example, the session timeout is increased to 1900
seconds:

cmusvid -H hostname -P 7607 -p 7606 -d cmusvid.out -1 9 -T 1900 &

Refer to the cmusvid—Service Interface Daemon on page 82 for more information.

4 Browsers have a default timeout value of 30 minutes. You can change this default timeout
using the following procedure:

a. Navigate to the following directory:

Deploy_Directory/ceuadmin/WEB-INF

where Deploy_Directory is the directory where the ceuadmin.war file is deployed.

Note: This directory may also be peploy Directory/ceuadmin.war/WEB-INF

b. Open the web.xml file.
c. Find the following XML tag:

<param-name>timeout</param-name>
<param-value>30</param-value>

If you set this parameter above 30, it will override the default browser timeout of 30
minutes. If you set this value at or below 30, the default browser timeout of 30 minutes is
used.
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Configuring Role-Based Access

After you configure the Sterling Connect:Enterprise for UNIX Site Administration user interface,
you must design and implement a role-based access system to enable users to perform tasks from
the interface. See Chapter 6, Role-Based Access, for detailed information and procedures to assist
you in developing a role-based access system.fc
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Chapter 5

Starting and Stopping Sterling
Connect:Enterprise

After completing the installation and configuration of Sterling Connect:Enterprise, you are ready to
start using the system. This chapter describes how to start and stop Sterling Connect:Enterprise.

Startup Script

Sterling Connect:Enterprise is usually started using a script, ceustartup, that is created during the
installation procedure. The script starts each server (daemon) from the command line, using values
provided during installation as reference points for parameter value assignments. Verify the settings
in SCMUHOME/etc/ceustartup and make any modifications before you start Sterling
Connect:Enterprise for the first time. For information on how to modify the ceustartup script, see
the Modifying Startup Scripts on page 72.

Starting Sterling Connect:Enterprise with ceustartup

To start Sterling Connect:Enterprise, enter the ceustartup command at the prompt.

ceustartup

Sterling Connect:Enterprise lists each daemon and its status in the order it is started. Read the output
of ceustartup carefully whenever changes are made to the script. The following output shows the
recommended start order for the daemons.
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IBM(R) Sterling Connect:Enterprise(R) for UNIX
(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.
IBM and the IBM logo are Trademarks of International Business Machines
Starting Sterling Connect:Enterprise.
IBM Sterling Connect:Enterprise for UNIX 2.5.00 Build 44 CEUCVTREP utility
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Secure Mailbox Control Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX 2.5.00 Build 44 CEUCVTREP utility
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Authentication Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Secure Mailbox Engine Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
Mailbox daemon - Active records in database: 4
Mailbox daemon - Highest batch number : 4
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Auto connect Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Log Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Exits Server
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44
Service Interface Daemon
Copyright 1994, 2011 All Rights Reserved
Connect:Enterprise is a trademark of IBM Corp.
All rights reserved.
U.S. Patent Numbers 5,734,820 6,981,278
20:40:22: Starting Sterling Connect:Enterprise ADMIN/WebDAV Daemon as Resource
"ADMIN"
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IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44

FTP Server

Copyright 1994, 2011 All Rights Reserved

Connect:Enterprise is a trademark of IBM Corp.

All rights reserved.

U.S. Patent Numbers 5,734,820 6,981,278

IBM Sterling Connect:Enterprise for UNIX FTP Server [FTP,SSL=NONE] active on
0.0.0.0:47386

IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44

FTP Server

Copyright 1994, 2011 All Rights Reserved

Connect:Enterprise is a trademark of IBM Corp.

All rights reserved.

U.S. Patent Numbers 5,734,820 6,981,278

IBM Sterling Connect:Enterprise for UNIX FTP Server [FTP_AUTO,SSL=NONE] active on

0.0.0.0:47388

IBM Sterling Connect:Enterprise for UNIX V2.5.00 Build 44

SSH FTP Server

Copyright 1994, 2011 All Rights Reserved

Connect:Enterprise is a trademark of IBM Corp.

All rights reserved.

U.S. Patent Numbers 5,734,820 6,981,278

IBM Sterling Connect:Enterprise for UNIX SSH Server [SSHFTP] active on 0.0.0.0:47390

20:40:30: Starting Sterling Connect:Enterprise HTTP Daemon as Resource "HTTP"

20:40:35: Starting Sterling Connect:Enterprise EDIINT Daemon as Resource "EDIINT"

To start the web interface, open your browser to:
http://servername:port/ceuadmin/jsp/index.jsp

Starting the File Agent

Note: Ifyouused apassphrase for the SSH host key (during installation), run the following command after
startup: cmurefresh -s <passphrase>, where <passphrase> is the ssh_host_key passphrase.

Starting Sterling Connect:Enterprise in Debug Mode

In addition to the ceustartup script, the installation process also generates the ceustartup.trace
script. This script can be used in place of ceustartup when you need to diagnose problems with
Sterling Connect:Enterprise.

Caution: Start Sterling Connect:Enterprise for UNIX with ceustartup.trace only when instructed by
IBM Customer Services personnel because this action degrades performance.

You can also trace Sterling Connect:Enterprise resources using the dynamic tracing feature. Refer
to Tracing Sterling Connect:Enterprise Activity on page 139.

ceustartup.trace script is identical to the ceustartup script except that all the daemons are started
with the -1 9 (message level 9) parameter and the -d debug file path and file name to capture debug
messages from each of the daemons. This script can be modified to specify a message debug level
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between 0 and 99, with 99 defined as extremely verbose. For cmuediintd and cmuhttpd, valid
debug levels are 0-98.

Any changes made to the ceustartup script should be duplicated in the ceustartup.trace script to
customize the script for your system configuration. For information on how to modify the
ceustartup.trace script, see the Modifying Startup Scripts on page 72.

Use the following steps to run ceustartup.trace:

1. Before starting Sterling Connect:Enterprise for the first time with debug messages, verify the
settings in the ceustartup.trace script and make any necessary modifications.

2. Type the ceustartup.trace command at the prompt.

ceustartup.trace

Note: Ifyouused apassphrase for the SSH host key (during installation), run the following command after
startup: cmurefresh -s <passphrase>, where <passphrase> is the ssh_host_key passphrase.

Modifying Startup Scripts

72

Both ceustartup and ceustartup.trace can be modified to meet your unique Sterling
Connect:Enterprise needs. You can use a text editor, such as vi, to modify the files, which are
located in the SCMUHOME/etc directory.

The main function of the startup scripts is to start all the daemons with the appropriate switches and
in the correct sequence. The following daemons are started from the command line: cmuctld,
cmuauthd, cmumboxd, cmulogd, cmuacd, cmuexitd, cmusvid, cmuadmind, cmuasyd, cmufipd,
cmubscda, cmubscdc, cmuhttpd, cmuediintd, cmusshhftpd.

The following daemons are required: cmuctld, cmuauthd, cmumboxd, cmulogd, cmuacd, and
cmuexitd.

Only one instance of each of the required daemons is started for a single installation of the product.
All required daemons should run on the same host server.

Note: More than one installation of Sterling Connect:Enterprise can execute on a single host or network,
but each set must be complete with a unique repository database, unique Control daemon and FTP
daemon port numbers, definitions files, and Communications daemons with their attendant
hardware resource.

In addition to the required daemons, a single installation of Sterling Connect:Enterprise must have
at least one of the Communications daemons (AS2, Async, Bisync for ARTIC, Bisync for Cleo,
FTP, or Secure FTP). The system also allows multiple Communications daemons for a single
protocol. For example, one Sterling Connect:Enterprise can be served by a single FTP daemon with
no Async or Bisync daemons. Another Sterling Connect:Enterprise can have three Async daemons
and two Bisync daemons.
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The daemon order in the startup scripts must be maintained for all user modifications. This
sequence is

cmuctld
cmuauthd
cmumboxd
cmuacd
cmulogd
cmuexitd
cmusvid

cmuadmind

A S R U o S

cmuasyd and/or emuftpd and/or cmubscda and/or cmubscdc and/or cmuhttpd and/or
cmuediintd and/or cmusshftpd

Configuring FTP to Use SOCKS Protocol

To configure Sterling Connect:Enterprise to use the SOCKS protocol for FTP connectivity, you
must add the following parameters to the ceustartup script. These parameters must occur in the
ceustartup script before cmuftpd.

Parameter Description

SOCKS_SERVER Fully qualified domain name or an IP address of the SOCKS proxy server on a
network. If you use the fully qualified domain name, DNS resolution must be enabled
on the Sterling Connect:Enterprise host computer.

SOCKS_NS Defines the IP address of the Name server. Do not specify this if normal DNS services
is working properly. If specified, this must be an IP address, not a domain name.

SOCKS_DNAME  Defines the default domain used for requests to the Name server. Specify this if
simple host names are being used for SOCKS connections to specify the default
Name Server Domain.

cmuctld—Control Daemon

Started first, this daemon coordinates the starting of the other daemons by establishing a
well-known port that the other daemons must log in to. This port number is specified through a
command line parameter when the Control daemon is started. The port number and the host name
or IP address of the Control daemon must be provided through command line parameters to all the
other daemons as they are started. Sockets are established between the daemons to support
command and data message traffic through the TCP/IP network.
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cmuctld Parameters

All cmuctld parameters are optional. The parameters for cmuctld are described in the following
table.

Parameter Value Description

-C MCD configuration Overrides the default MCD file name. The default is
file $CMUHOME/mcd/control.mcd.

-d debudfile Specifies the debug message output file name.

-H hostname Specifies the IP address or host name where the Control daemon
is executing. Sterling Connect:Enterprise can retrieve this
information from one of four sources. The order of resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

¢ The literal value of localhost

-l debug level Specifies the debug message level.

-P portno Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the source
of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname() call
is made to attempt to resolve the given service name to a port
number.

¢ |f these two tests fail, the default value of 8000 is used.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during periods
of high activity. Valid values range from 1 to 1024 inclusive. The
default value of 50 is sufficient for all but the most active systems.
CAUTION: Use this switch only when instructed to do so by IBM
Support or Development.

-r directory of RSD Specifies another directory location for the RSD files, rather than
files the default of SCMUHOME/rsd.
Caution: Specifying an alternate directory for the RSD files
makes them inaccessible from the Site Administration user
interface.

-?]-h Displays the usage message.
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cmuauthd—Authentication Server Daemon

The authentication server daemon enforces the password policies when a user logs on to Sterling
Connect:Enterprise for UNIX. It first checks the password administration configuration file and
determines whether a password policy is enforced, then it determines how to enforce the policy
using information in the RSD policy files.

Command Parameter Associated Values

-D seconds Specifies the delay in seconds between starting the external
authentication server and attempting to connect to the external
authentication server. Default is 5 seconds.

-d debudfile Specifies the debug message output file name.

-H hostname Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:
¢ The value passed on the command line using the -H

parameter
¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call
¢ The literal value of localhost
-l debug level Specifies the debug message level.
-P portno Specifies the port the Control daemon monitors. If -P is NOT

specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ |f the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

* |f these two tests fail, the default value of 8000 is used.
The Authentication Server daemon will use the port value on
less than the port the Control Daemon is using.
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Command Parameter Associated Values

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-?|-h Displays the usage message.

cmumboxd—Mailbox Daemon

The Mailbox daemon parses SCMUHOME/med/cmumbox.med and performs all read and write
actions to the repository directories. This includes actual data batches as well as their control
records. The Communications daemons (cmuasyd, cmufipd, cmubscda, and cmubscdc) pass data
and command messages to and from the Mailbox daemon through a TCP/IP connection. The
Mailbox daemon also serves the command line utilities used at the local site, such as cmuadd and
cmuextract.

cmumboxd Parameters

All cmumboxd parameters are optional. The parameters for cmumboxd are described in the

following table:
Parameter Value Description
-b nnnn Specifies the byte count interval that is reported by system
status updates. Default is O (disabled).
-C MCD configuration =~ Overrides the default MCD file name. The default is
file $CMUHOME/mcd/control.mcd.
-d debudfile Specifies the debug message output file name.
-e none Controls whether or not the Batch Receive Informer and Batch

Receive Exit are called when a RENAME command is
submitted. If this parameter is not in the startup script, Batch
Receive Informer and Batch Receive Exit are not called.
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Parameter

Value

Description

-H

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

debug level

Specifies the debug message level.

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ |f these two tests fail, the default value of 8000 is used.

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 50 is sufficient for all but the
most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-r

<none>

Specifies that the mbxacl.conf file is used to enact restricted
access for mailbox security. If -r is not specified, all users have
full access to all mailboxes.

system
administrator

Only valid if -r is used. The -s allows the account that started
the Mailbox daemon to designate another account as the
system administrator. If -s is not specified with -r in effect, the
system administrator is the account that started the Mailbox
daemon.

-2]-h

Displays the usage message.
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cmulogd—Log Daemon

The Log daemon records log messages from the Auto Connect daemon, the Communications
daemons, and command line utilities. How many are saved and the maximum size of these files are
determined by the Maximum number of log files and Maximum log file size (KB) parameters in
the control.mcd file. These values are set in Define Configuration function of the Site
Administration user interface. The log messages are later formatted by the cmureport utility.

If emulogd detects that it can no longer write to the log file because the disk is full, it prints an error
message to the standard error (stderr) on your system. It also initiates the shutdown immediate

procedure.

cmulogd Parameters

All cmulogd parameters are optional. The parameters for cmulogd are listed in the following table:

Parameter

Values

Description

debudfile

Specifies the debug message output file name.

exit on error

Specifies that if a logging error occurs, Sterling
Connect:Enterprise for UNIX is shutdown.

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can
retrieve this information from one of four sources. The order
of resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

* The literal value of localhost

debug level

Specifies the debug message level.

Instructs the log daemon to “normalize” the start and/or end
timestamps on each incoming record to the current time on
the log daemon machine. This ensures that all records
written are based on one clock and will not have time
descrepancies due to running protocol daemons on another
machine. Without the -n flag, no alteration is done on the
records.
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Parameter

Values

Description

-P

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ [f the value begins with a digit, the value is converted to
an integer and the result is used as the control port
number.

¢ |f the value does not begin with a digit, a
getservbyname() call is made to attempt to resolve the
given service name to a port number.

¢ [f these two tests fail, the default value of 8000 is used.

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it.
Typical setting is a value greater than 1024. If a port number
of 1 to 1024 is used, special system privileges are required
because the daemon must run as root. If the port number is
specified, the daemon will attempt to request exclusive use
of that port. If it cannot get it, an error message will be
written to stderr and the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so
that inter-process messages to this daemon are not lost
during periods of high activity. Valid values range from 1 to
1024 inclusive. The default value of 50 is sufficient for all but
the most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

pipe name

Specifies the name and location of the cmuuserlog utility:
$CMUHOME/arch.bin/cmuuserlog

-2-h

Displays the usage message.

cmuacd—Auto Connect Daemon

The Auto Connect daemon parses the ACD files at startup and when cmurefresh is executed. In
addition to initiating fully automated auto connects as dictated by the WHEN= parameters within
one or more ACD files, the Auto Connect daemon serves the cmuconnect command by invoking
manual auto connects. This daemon also manages the requeuing of failed auto connects and
processes ACDs for automatic routing. Log messages issued to the Log daemon by cmuacd are later
formatted by the emureport utility to produce Auto Connect Detail and Summary reports as well
as Queued Auto Connect queueing reports.

Note: When the system time changes, for example during daylight savings time, you must run the
cmurefresh command to update auto connects (scheduled transfers) with the new system time.
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cmuacd Parameters

All cmuacd parameters are optional. The parameters for cmuacd are listed in the following table:

Parameter Values Description
-d debudfile Specifies the debug message output file name.
-H hostname Specifies the IP address or host name where the Control

daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

-l debug level Specifies the debug message level.

-N Daemon Name Overrides the default daemon name of ACD. Daemon names
should be 8 characters or less with no spaces.

-P portno Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ |f the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ [f these two tests fail, the default value of 8000 is used.

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 50 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.
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Parameter Values

Description

-r ACD directory

Overrides the default ACD directory path name. The default is
$CMUHOME/acd.

Caution: Specifying an alternate directory for the RSD files
makes them inaccessible from the Site Administration user
interface.

-2-h

Displays the usage message.

cmuexitd—Exit Daemon

The Exit daemon makes calls to the exit functions when triggered by the appropriate events. For
example, the batch receive exit is invoked upon receipt of the EOF indicator when the last record

of a batch is collected online.

cmuexitd Parameters

All cmuexitd parameters are optional. The parameters for cmuexitd are listed in the following

table:

Parameter Value

Description

-d debudfile

Specifies the debug message output file name.

-H hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

¢ The literal value of localhost

-l debug level

Specifies the debug message level.

-N Daemon Name

Overrides the default daemon name. Daemon names should
be 8 characters or less with no spaces.
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Parameter Value Description

-P portno Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ |f these two tests fail, the default value of 8000 is used.

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 50 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-?|-h Displays the usage message.

cmusvid—Service Interface Daemon

The service interface daemon manages all communication between the Sterling Connect:Enterprise
for UNIX Site Administration user interface and the Sterling Connect:Enterprise for UNIX server.

Command Parameter Associated Values

-d debudfile Specifies the debug message output file name.
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Command

Parameter

Associated Values

-H

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

-N

Daemon Name

Overrides the default daemon name. Daemon names should
be 8 characters or less with no spaces.

debug level

Specifies the debug message level.

-P

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ If these two tests fail, the default value of 8000 is used.
The Authentication Server daemon will use the port value on
less than the port the Control Daemon is using.

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 50 is sufficient for all but the
most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.
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Command Parameter Associated Values

-S sessions Specifies the maximum number of sessions with the Site
Administrator user interface that are supported. The default
value is 150.

-T timeout Specifies the session timeout value in seconds. The default
value is 600. Sessions with the Site Administrator user
interface time out when a period of inactivity exceeds this limit.

-?]-h Displays the usage message.

cmuadmind—Administration Daemon

The administration daemon enables Sterling Connect:Enterprise for UNIX to provide an internal
Java HTTP server and servlet for the Sterling Connect:Enterprise for UNIX Site Administration
interface. With emuadmind, you are not required to install a third-party Web server. The
administration daemon also serves remote sites that use WebDAV commands.

The parameters for cmuadmind are listed in the following table:

Command Parameter

Associated Values

-W portno

Specifies the port that the Java HTTP server (Jetty server)
monitors for communication from Web browsers. These
messages are then passed to the Service Interface Daemon
(cmusvid). This parameter is not required. The port number
was automatically provided in an .xml file during the installation
of Sterling Connect:Enteprise for UNIX. Use this parameter
only if you need to override the installed port number.

-d debudfile

Specifies the debug message output file name.

-H hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ Value passed on the command line using the -H parameter
¢ Value of the CMUHOST environment variable
¢ Value of the gethostname() system call

¢ Literal value of localhost

-N Daemon Name

Overrides the default daemon name. Daemon names should
be 8 characters or less with no spaces.

- debug level

Specifies the debug message level.
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Command Parameter Associated Values

-P portno Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ If these two tests fail, the default value of 8000 is used.
The Authentication Server daemon will use the port value on
less than the port the Control Daemon is using.

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup fails.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 50 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-X max sessions Specifies the maximum number of sessions with the Site
Administration user interface that are supported. The default
value is 20.

-T timeout Specifies the session timeout value in seconds. The default

value is 600. Sessions with the Site Administration user
interface time out when a period of inactivity exceeds this limit.

-?|-h Displays the usage message.

cmuasyd—Async Daemon

The Async daemon serves remote sites using XMODEM, YMODEM, ZMODEM, Kermit, or
ASCII protocols and asynchronous modems.

XMODEM support can be interactive or non-interactive. When remote connects occur, log
messages are sent to the Log daemon that are later formatted by the cmureport utility to produce
Remote Connect Detail and Summary reports. This daemon is not required if at least one other
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Communications daemon is executing. More than one Async daemon can serve a single repository,
but each must use unique CPD files and unique devices defined in the CPD files.

cmuasyd Parameters

The parameters for cmuasyd are listed below.

Parameter Value Description
-C CPD configuration Overrides the default CPD file name. The default is
file $CMUHOME/cpd/async.cpd.
-d debudfile Specifies the debug message output file name.
-H hostname Specifies the IP address or host name where the Control

daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

-l debug level Specifies the debug message level.

-N daemon Name Overrides the default daemon name of ASYNC. This
parameter is required if multiple Async daemons are running.
Daemon names should be 8 characters or less with no spaces.

-P portno Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ |f the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

* |f these two tests fail, the default value of 8000 is used.

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.
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Parameter Value Description

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-?-h Displays the usage message.

cmuftpd—FTP Daemon

There are four distinct FTP daemons: ecmufipd (the master daemon) and the three slave daemons it
forks for individual connections:

¢ fipd (server slave used for remote connects)
¢ fip (client slave used for auto connects)
¢ rftp (SOCKS-enabled client slave used for auto connects that must navigate SOCKS firewalls)

The FTP daemon serves remote sites using the FTP commands get, put, and mput through a port
listener. The FTP remote sites are usually connected to a network without the use of modems at the
FTP daemon’s host. The FTP daemon itself provides no modem support. Dial-up FTP remotes
connect to the network using SLIP or PPP connections established independently of Sterling
Connect:Enterprise.

If you are using FTP scripting for security, you must specify the firewall information in the Specify
FTP Firewall screen in the Site Administration user interface. There are four pieces of information
that the FTP client needs to traverse a single firewall:

+¢* IP address of the firewall host running the ftpd proxy server
% Port number at which the fipd proxy server is listening

%+ Valid login ID of a user of the firewall host

o,

** Valid password for the above login ID

The Specify FTP Firewall parameters allow the Sterling Connect:Enterprise FTP client to traverse
intermediate FTP proxy servers. Secure FTP cannot be used with FTP proxy firewalls.

The FTP daemon in Sterling Connect:Enterprise also has the capability to cross the local
SOCKS-based firewall (either inbound or outbound) by using a binary named rftp. By default,
cmufipd does not use this binary. To use the binary to cross the SOCKS firewall, start cmufitpd with
parameter -S.

All clients that cross the local SOCKS firewall refer to the /efc/socks.conf file to navigate the
firewall. The socks.conf file contains the information, such as the IP address of the host running
sockd server, destination IP address, and so forth.

After a remote site establishes a TCP/IP connection with the host where cmufipd is executing, an
FTP login can be made with Sterling Connect:Enterprise to begin a remote connect session. When
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remote connects occur, log messages are sent by cmufipd to the Log daemon that are later formatted
by the emureport utility to produce Remote Connect Detail and Summary reports. More than one
FTP daemon can serve a single repository, but each must use unique CPD files and unique port

listeners must be defined in each CPD. This is set up using the Site Administration user interface.

cmuftpd Parameters

All cmuftpd parameters are optional. The parameters for cmuftpd are described in the following

table:

Parameter Value Description

-C CPD configuration Overrides the default CPD file name. The default is

file $CMUHOME/cpd/ftp.cpd.

-C FTP client Overrides the FTP client path parameter specified in the CPD

pathname file, which is set in the Site Administration user interface. It
specifies the full path and file name of the FTP client.

-d debudfile Specifies the debug message output file name.

-H hostname Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:
¢ Value passed on the command line using the -H parameter
¢ Value of the CMUHOST environment variable
¢ Value of the gethostname() system call
¢ Literal value of localhost

-l debug level Specifies the debug message level.

-j none Specifies strict transmission rules are applied to batch

separation if Separate concatenated file groups by mailbox
ID=YES (in Ul) or BCHSEP=0PT4 (in ACD file). If this
parameter is enabled, batches must meet the following
conditions before they are transmitted:

¢ batch is requestable

¢ batch has not been transmitted and is not in the process of
being transmitted

¢ batch is not marked incomplete

¢ batch has not been deleted
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Parameter

Value

Description

-K

Specifies the SO_KEEPALIVE option on the control socket.
This setting only affects FTP and Secure FTP transmissions,
and does not affect SSHFTP transmissions. The actual interval
of transmission for the TCP KEEPALIVE packets is a
operating system level variable and must be reviewed and
changed by the host system administrator. If specific help is
required for administration of the TCP KEEPALIVE interval,
the customer should contact their operating system vendor for
assistance.

Valid values:

0 - no keep alive is set

1 - keep alive for autoconnect only

2 - keep alive for remote connect only

3 - keep alive for both autoconnect and autoconnect

-L

Port Listener for
FTPD

Specifies the port the FTP server daemon monitors for
connections. The default is specified in ftp.cpd. This parameter
can be set using the Listener Port control in the Site
Administration user interface. Typical setting is a value greater
than 1024. If a port number of 1 to 1024 is used, special
system privileges are required because the daemon must run
as root.

<none>

Turns off server-side support for the FTP rename command.
Clients logging in cannot issue a RENAME oldfilename
newfilename command. For information on the RENAME
command, refer to the Standard FTP Commands chapter of
the IBM Sterling Connect:Enterprise for UNIX Remote User’s
Guide.

daemon Name

Overrides the default daemon name of FTP. Daemon names
should be 8 characters or less with no spaces.

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ |f the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

* |f these two tests fail, the default value of 8000 is used.
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Parameter

Value

Description

P

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. This value also sets the queue length
for the ftp server port the remote client logs on to. Valid values
range from 1 to 1024 inclusive. The default value of 50 is
sufficient for all but the most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-S

ftpd server
pathname

Overrides the FTP server path parameter specified in the
CPD file. It specifies the full path and file name of the FTP
server daemon.

-S

<none>

Specifies to use FTP linked with SOCKS or SOCKS FTP
(SOCKS support).

To inform the cmuftpd daemon to use the FTP client that has
SOCKS capabilities, users must start cmuftpd with parameter
-S. By default, cmuftpd does not use the FTP client with
SOCKS capabilities. All clients with SOCKS capabilities refer
to the /etc/socks.conf file to navigate the SOCKS firewall. The
socks.conf file contains information such as the host IP
address, destination IP address, and so forth.

nnnn

Specifies the FTP session timeout in seconds. Valid values are
between 30 and 7200 seconds unless the -T parameter is
defined. The default is 900.

nnnn

Specifies the maximum for the -t parameter and the top range
for the SITE IDLE command. Value values are between 30 and
7200 seconds.
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Parameter Value

Description

-X max FTP sessions

Specifies the maximum number of FTP sessions (auto connect
and remote connect) that can be running simultaneously in the
system. The default is 20.
Specify this value using the Maximum number of current
sessions parameter on the Create a Schedule screen in the
Site Administration user interface.
If all the remote accounts listed in a single ACD are FTP
remote accounts, you cannot set Sessions to a value greater
than that specified with the FTP daemon -x parameter.
If the list contains a mix of remote accounts using different
protocols, Sessions can be effective in limiting the total
number of simultaneous sessions for that auto connect to a
value greater than the -x value for FTP.
Unlike Async and Bisync, FTP is not limited by a finite number
of physical ports. Each FTP session consumes system
resources. If the -x parameter of the FTP daemon is set too
high, any number of errors can be expected: shared memory
errors, too many processes, too many open files, and so forth.
When the number of simultaneous FTP sessions across all
active auto connects and remote connects reaches the limit
value specified with the FTP daemon -x parameter, the
following message is posted to stderr:

ERROR: cmuftpd - No of Sessions exceeded

MAX_FTP_

SESSIONS (20) limit.
If this message occurs when an FTP auto connect is
attempting to start the 21st session (assuming the default limit
of 20), specifying a value greater than 0 in the Requeues
parameter permits the failing session to be requeued for a
subsequent attempt.
If Requeues was set to 0 in the ACD, the session fails without
being requeued.
If this error occurs when the 21st FTP session is a remote
connect, the FTP remote must retry. See the Times to
requeue remote resource field on the Create a Schedule
screen in the Site Administration user interface.

-2-h

Displays the usage message.

Modifying the Signon Banner

Use the following procedure to display a custom banner message to users signing on to the system:

1.
2.

Add the following line:

From the SCMUHOME/etc directory, open ceustartup.

export CMUFTPBANNER="Banner displayed to users"

where Banner displayed to users is the text you want displayed in your startup script.

You can use a different banner for each emuftpd instance by setting a value for each instance

before the next instance is started.
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3. Run ceushutdown.

4. Run ceustartup.
cmusshftpd—SSH Daemon
The SSH daemon serves remote sites that use the SSHFTP protocol.

cmusshftpd Parameters

The parameters for cmusshftpd are described in the following table:

Parameter Value Description

-C CPD configuration Overrides the default CPD file name. The default is
file $CMUHOME/cpd/ftp.cpd.

-C SSHFTP client Overrides the SSHFTP client path parameter specified in the
pathname CPD file, which is set in the Site Administration user interface.

It specifies the full path and file name of the SSHFTP client.

-d debudfile Specifies the debug message output file name.

-H hostname Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢  The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

-l debug level Specifies the debug message level.
-L Port Listener for Specifies the port the SSHFTP server daemon monitors for
SSHFTPD connections. The default is specified in sshftp.cpd. This can be

set using the Listener Port control in the Site Administration
user interface. Typical setting is a value greater than 1024. If a
port number of 1 to 1024 is used, special system privileges are
required because the daemon must run as root.

-N daemon Name Overrides the default daemon name of SSHFTP. Daemon
names should be 8 characters or less with no spaces.
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Parameter Value

Description

-P portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ |f these two tests fail, the default value of 8000 is used.

-p portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

-Q nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. This value also sets the queue length
for the sshftp server port the remote client logs on to. Valid
values range from 1 to 1024 inclusive. The default value of 50
is sufficient for all but the most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-S sshftpd server
pathname

Overrides the SSHFTP server path parameter specified in the
CPD file. It specifies the full path and file name of the SSHFTP
server daemon.

-t nnnn

Specifies the SSHFTP session timeout in seconds. Valid
values are between 30 and 7200 seconds unless the -T
parameter is defined. The default is 900.
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Parameter

Value

Description

=X

max SSHFTP
sessions

Specifies the maximum number of SSHFTP sessions (auto
connect and remote connect) that can be running
simultaneously in the system. The default is 20.
Specify this value using the Maximum number of current
sessions parameter on the Create a Schedule screen in the
Site Administration user interface.
If all the remotes listed in a single ACD are SSHFTP remotes,
you cannot set Sessions to a value greater than that specified
with the SSHFTP daemon -x parameter.
If the list contains a mix of remotes using different protocols,
Sessions can be effective in limiting the total number of
simultaneous sessions for that auto connect to a value greater
than the -x value for SSHFTP.
Unlike Async and Bisync, SSHFTP is not limited by a finite
number of physical ports. Each SSHFTP session consumes
system resources. If the -x parameter of the SSHFTP daemon
is set too high, any number of errors can be expected: shared
memory errors, too many processes, too many open files, and
so forth. When the number of simultaneous SSHFTP sessions
across all active auto connects and remote connects reaches
the limit value specified with the SSHFTP daemon -x
parameter, the following message is posted to stderr:

ERROR: cmusshftpd - No of Sessions exceeded

MAX_SSHFTP_

SESSIONS (20) limit.
If this message occurs when an SSHFTP auto connect is
attempting to start the 21st session (assuming the default limit
of 20), specifying a value greater than 0 in the Requeues
parameter permits the failing session to be requeued for a
subsequent attempt.
If Requeues was set to 0 in the ACD, the session fails without
being requeued.
If this error occurs when the 21st SSHFTP session is a
Remote Connect, the SSHFTP remote must retry. See the
Times to requeue remote resource field on the Create a
Schedule screen in the Site Administration user interface.

-2-h

Displays the usage message.

cmubscda—Bisync Daemon for ARTIC Card

The ARTIC Bisync daemon serves remote sites using Bisync 3780 or 2780 protocols and
synchronous modems. Auto connects using SADL, v.25bis, and AT Command Set autodialing
modems are supported. Autodialing with 801C ACUs paired to synchronous modems is also

supported with the use of two ports.

The debug tracing facility allows viewing of traces from separate Bisync ports. When tracing is
enabled upon startup (through the -d and -1 parameters), each port is assigned its own trace file
based on the card and port coded in the CPD file. Whatever value is supplied through the -d
parameter is used as a prefix to create a unique file name for each port. The master daemon is also

given a unique name.
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If you run cmusession immediately after ceustartup, the output of cmusession does not display the
Bisync subsystem daemon. The Bisync daemon registers itself only after it has reset all the ARTIC

cards in the system.

cmubscda Parameters

All cmubscda parameters are optional. The parameters for cmubscda are described in the

following table:

Parameter Value

Associated Values

-C CPD configuration
file

Instructs the Bisync daemon to use a specific CPD file. The
default is bisynca.cpd in the $CMUHOME/cpd directory.

-d debudfile

Specifies the debug message output file name.

-H hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

-l debug level

Specifies the debug message level.

-N daemon name

This parameter is required if you intend to run multiple copies
of cmubscda. The cmubscda daemon uses the specified
value as a name to register with the Control daemon. The
default value for this parameter is BISYNC. Daemon names
should be 8 characters or less with no spaces.

Indicates that the card is not reset.

-P portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ |f the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

* |f these two tests fail, the default value of 8000 is used.
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Parameter Value Associated Values

-p portno Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-T Must be specified when using the rticbscp.exe driver for a
Multiport Model 2 card or a Portmaster card.

-X ARTIC device file If you installed the device driver as other than /dev/artic, you
name must invoke cmbuscda with this option. For example:
cmubscda -X /dev/artic2.

-?|-h Displays the usage message.

cmubscdc—Bisync Daemon for Cleo SYNCcable+ Hardware

The Cleo Bisync daemon serves remote sites using Bisync 3780 protocols and, either the native
asynchronous ports on your UNIX server, or a port server such as the Digi Etherlite port server from
Cleo Communication Systems.

Y ou must install and test the Cleo SYNCcable+ hardware and software according to the installation
instructions provided by Cleo Communication Systems, Inc. before you configure Sterling
Connect:Enterprise to use cmubscdc. This daemon is included as a comment line in the installed
ceustartup. If you installed and tested the appropriate hardware, you can edit the startup script to
call this daemon.

As mentioned in the Cleo Communication Systems, Inc. 3780Plus User’s Guide, a separate
working directory must be established for every SYNCcable+ device in use.

Command Parameter Associated Values

-C CPD configuration Instructs the Bisync daemon to use a specific CPD file. The
file default is bisyncc.cpd.

-d debudfile Specifies the debug message output file name.
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Command

Parameter

Associated Values

-H

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

debug level

Specifies the debug message level.

daemon name

The default is BISYNC. Daemon names should be 8
characters or less with no spaces.

-P

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ |f these two tests fail, the default value of 8000 is used.

P

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-2

Displays the usage message.
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cmuhttpd—HTTP Daemon for AS2

The HTTP daemon is a specialized HTTP daemon used for sending and receiving packaged AS2
messages. After the EDIINT daemon packages the messages, the HTTP daemon sends it. Incoming

AS2 messages are received by the HTTP daemon and passed to the EDIINT daemon for
unpackaging. By default, this daemon is commented out. Remove the comment markers before
running the startup script.

Command

Parameter

Associated Values

Classpath

Specifies the location of your class files.

debudfile

Specifies the debug message output file name.

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢  The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

debug level

Specifies the debug message level.

daemon name

The default is HTTP. Do not change the default value if you
use the Site Administration user interface. Daemon names
should be 8 characters or less with no spaces.

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ If the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

* |f these two tests fail, the default value of 8000 is used.

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.
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Command Parameter Associated Values

-Q nnnn Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.
CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-X max sessions Specifies the maximum number of HTTP sessions that are
supported. The default value is 20.

-h Displays the usage message.

Timeout for the HTTP Daemon

The HTTP daemon has a default timeout of 10 seconds (10000 ms). This value denotes the amount
of time each socket read will wait to complete before an error occurs. For more information on this
default timeout value, access http://www.java.net.Socket.setSoTimeout(). The value can be
changed by setting the com.sterlingcommerce.ceu.http.listenerTimeout value in the ceuhttpd script
as shown in the following example:

listenerTimeout="-Dcom.sterlingcommerce.ceu.http.listenerTimeout=100000"

This will set the timeout value to 100000 milliseconds (100 seconds).

Note: Do not set this value to zero (0). If you do, it will disable the read timeout and cause
problems.

cmuediintd—EDIINT Daemon for AS2

The EDIINT daemon is used to package AS2 messages before sending them and to unpackage
incoming AS2 messages before forwarding to the destination mailbox. Remove the comment
markers before running the startup script.

Command Parameter Associated Values
-C Classpath Specifies the location of your class files.
-d debudfile Specifies the debug message output file name.
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Command

Parameter

Associated Values

-H

hostname

Specifies the IP address or host name where the Control
daemon is executing. Sterling Connect:Enterprise can retrieve
this information from one of four sources. The order of
resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

® The literal value of localhost

debug level

Specifies the debug message level.

daemon name

The default is EDIINT. Do not change the default value if you
use the Site Administration user interface. Daemon names
should be 8 characters or less with no spaces.

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to an
integer and the result is used as the control port number.

¢ |f the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name to
a port number.

¢ [f these two tests fail, the default value of 8000 is used.

portno

Specifies the port this daemon will monitor for inter-process
communication. If NOT specified, the daemon will request a
random port from the operating system and monitor it. Typical
setting is a value greater than 1024. If a port number of 1 to
1024 is used, special system privileges are required because
the daemon must run as root. If the port number is specified,
the daemon will attempt to request exclusive use of that port. If
it cannot get it, an error message will be written to stderr and
the daemon startup will fail.

nnnn

Enables you to modify the listener socket queue length so that
inter-process messages to this daemon are not lost during
periods of high activity. Valid values range from 1 to 1024
inclusive. The default value of 20 is sufficient for all but the
most active systems.

CAUTION: Use this switch only when instructed to do so by
IBM Support or Development.

-X

max sessions

Specifies the maximum number of EDIINT sessions that are
supported. The default value is 20.
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Shutting Down Sterling Connect:Enterprise

While individual parts of Sterling Connect:Enterprise can be stopped independently, sometimes
you need to bring the entire system down. This is accomplished with the ceushutdown command.

ceushutdown Format

To request an orderly shutdown of Sterling Connect:Enterprise, enter the following command:

ceushutdown

ceushutdown Output

System Down is displayed after all components of the system are successfully shut down.

ceushutdown Parameters
Parameters for ceushutdown can be typed using either the abbreviated or long format.

The abbreviated parameters, those beginning with a single hyphen, can be separated from their
associated values by a space or the values can immediately follow without separation.

The long parameters, those beginning with two hyphens, must be separated from their associated
values with either a space or an equal sign.

All ceushutdown parameters are optional. Unless otherwise noted, the parameters apply to all

environments.
Parameter Value Description
-H hostname Specifies the IP address or host name where the Control
--host daemon is executing. Sterling Connect:Enterprise can

retrieve this information from one of four sources. The order
of resolution is:

¢ The value passed on the command line using the -H
parameter

¢ The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

*  The literal value of localhost
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Parameter

Value

Description

--immediate

Changes the method Sterling Connect:Enterprise uses to
shut down the system. Usually, Sterling Connect:Enterprise
shuts down the system gradually, daemon by daemon, in an
orderly fashion. New connections are not enabled, but each
daemon is allowed to end its current sessions before shutting
down. After all of the daemons are shut down, the Control
daemon shuts down the Utility daemons, then finally itself. If
-i is specified, all daemons are notified to shutdown. Current
sessions may or may not complete.

--port

portno

Specifies the port the Control daemon monitors. If -P is NOT
specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ If the value begins with a digit, the value is converted to
an integer and the result is used as the control port
number.

¢ [f the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name
to a port number.

* |f these two tests fail, the default value of 8000 is used.

--passwd

password

Specifies the value within Sterling Connect:Enterprise
associated with the current user name. If the default value for
-u username is used, the password is matched to that user
name-defined password within Sterling Connect:Enterprise.

-u
--user

username

Enables multiple user names to log on to the UNIX host. Its
use is optional because the command utilities obtain the
user’s name from the system as a default.

-?
--help

Displays the usage message.

Shutting Down Sterling Connect:Enterprise Base

Shutting down Sterling Connect:Enterprise base is accomplished with the cmushutdown

command.

cmushutdown Format

To request an orderly shutdown of Sterling Connect:Enterprise base, enter the following command:

cmushutdown
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cmushutdown Parameters
Parameters for cmushutdown can be typed using either the abbreviated or long format.

The abbreviated parameters, those beginning with a single hyphen, can be separated from their
associated values by a space or the values can immediately follow without separation.

The long parameters, those beginning with two hyphens, must be separated from their associated
values with either a space or an equal sign.

All cmushutdown parameters are optional. Unless otherwise noted, the parameters apply to all

environments.
Parameter Value Description
-H hostname Specifies the IP address or host name where the Control
--host daemon is executing. Sterling Connect:Enterprise can

retrieve this information from one of four sources. The order
of resolution is:

¢ The value passed on the command line using the -H
parameter

® The value of the CMUHOST environment variable
¢ The value of the gethostname() system call

*  The literal value of localhost

-i Changes the method Sterling Connect:Enterprise uses to

--immediate shut down the system. Usually, Sterling Connect:Enterprise
shuts down the system gradually, daemon by daemon, in an
orderly fashion. New connections are not enabled, but each
daemon is allowed to end its current sessions before shutting
down. After all of the daemons are shut down, the Control
daemon shuts down the Utility daemons, then finally itself. If
-i is specified, all daemons are notified to shutdown. Current
sessions may or may not complete.

-P portno Specifies the port the Control daemon monitors. If -P is NOT

--port specified on the command line, the value of the CMUPORT
environment variable is used, if it exists. Regardless of the
source of the value, the value is evaluated as follows:

¢ |f the value begins with a digit, the value is converted to
an integer and the result is used as the control port
number.

¢ [f the value does not begin with a digit, a getservbyname()
call is made to attempt to resolve the given service name
to a port number.

* |f these two tests fail, the default value of 8000 is used.
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Parameter Value Description

-p password Specifies the value within Sterling Connect:Enterprise

--passwd associated with the current user name. If the default value for
-u username is used, the password is matched to that user
name-defined password within Sterling Connect:Enterprise.

-u username Enables multiple user names to log on to the UNIX host. Its

--user use is optional because the command utilities obtain the
user’s name from the system as a default.

-? Displays the usage message.

--help
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Role-Based Access

This chapter provides information on designing your role-based access system for the Sterling
Connect:Enterprise for UNIX Site Administration user interface. Read this information and
perform the procedures described in this chapter before attempting to implement a role-based
access system using the Site Administration user interface.

About Role-Based Access

Role-based access enables you to create predefined sets of system permissions available from the
Sterling Connect:Enterprise Site Administration user interface. These are called roles. You then
assign users of the Site Administration user interface to these roles. When a user logs on, the items
in the navigation bar are determined by the permissions available to the user’s role. All users of the
Sterling Connect:Enterprise for UNIX Site Administration user interface must be assigned to a
role.

Sterling Connect:Enterprise is installed with a single active role: Administrator. The Administrator
role has access to all resources and is the parent of all roles that you create. You cannot change
anything about the Administrator role. The userID assigned during installation is associated with
the Administrator role.

You can set up a single-level role-based access system in which roles operate independently of
each other. You can also can set up a multilevel role-based access system to create a hierarchy of
permission levels.

Designing a Single-Level Role-Based Access System

A single-level system has only two permission levels. The first is Administrator, which contains
all permissions for all resources and roles. The second level contains all other roles. The
second-level roles are resources only of the Administrator role, and the Administrator role is the
only parent role.

The following diagram illustrates a single-level role-based access system:
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Administrator
All permissions, all resources.
Parent to all roles.

Manager

Permissions are a subset of
Administrator.

Dependent only to Administrator.

To create a single-level role-based access system, use the following procedure:

1. Identify a set of resource permissions to include in the role. Refer to Resource Permissions on

Helpdesk1
Permissions are a subset of
Administrator.

Dependent only to Administrator.

page 108 for a list of resource permissions you can specify.

2. Decide on a role name for this group of resource permissions, such as Manager or Helpdesk1.

List the user accounts that will be assigned to the role.

4. Repeat steps 1-3 until you have identified resource permissions, names, and account lists for
all roles. Be certain that you have all users that will use the Site Administration user interface
assigned to a role. The following example shows what role definitions for a single level

role-based access system would include:

Role Name: Manager
Resource Permissions
Data Management - Modify
Reports - View
Role Permissions
None
Accounts Assigned to Role
user01-mgr
user02-mgr

5. Use the Define Roles function in the Sterling Connect:Enterprise for UNIX Site
Administration user interface to create the roles and assign accounts to each role.

Role Name: Helpdesk1

Resource Permissions
Accounts - Administer
Data - Administer
Password - Administer
Policy - View
Reports - View
Role-Based-Access - Administer
Schedule - Administer
Security - View
System - View

Role Permissions
None

Accounts Assigned to Role
user03
user04

Note: When using the interface to design a single-level role-based access system, you will need to

disable all role permissions on the Assign Role Permissions screen.
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Designing a Multilevel Role-Based Access System

You can create a multilevel role-base access system that uses various levels of permissions with a
parent-dependent relationship between one or more roles. This enables you to create a hierarchy of
permissions.

The following example illustrates a multilevel role-based access system:

Administrator

All permissions to all system and
resources.

Has all roles as resources
Parent to Helpdesk1

Helpdesk1

Administrator is the parent.

Permissions are a subset of Administrator.
Parent to Helpdesk2.

Has Helpdesk2 and PowerUser as resource

Helpdesk2

Helpdesk1 is the parent.

Permissions are a subset of Helpdesk1.
Parent to PowerUser

Has PowerUser as a resource.

PowerUser

Helpdesk2 is the parent.

Permissions are a subset of Helpdesk2.
Has PowerUser as a resource.

To create a multilevel role-based access system, use the following procedure:

1.

Identify a set of resource permissions that you will include in the highest level role next to
Administrator. Refer to Resource Permissions on page 108 for a list of resource permissions
you can specify.

In a multilevel role-based access system, roles can have permissions on other roles. Identify
what permissions you want the role you are creating to have to act on other roles. Refer to Role
Permissions on page 110 for a list of role permissions.

Decide on a role name for this group of resource permissions, such as Manager or Helpdesk1.
List the user accounts that will be assigned to the role.

Identify the role for which you want to create a dependent role and decide on a name for the
dependent role. In this example, Helpdesk? is created as a dependent of Helpdesk].

Identify a set of resource permissions that you will include in the next level role. Refer to
Resource Permissions on page 108 for a list of resource permissions you can specify. A
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dependent role cannot have any permissions that the parent does not have. In this example,
you determine the resource permissions Helpdesk?2 inherits from Helpdeskl.

7. Identify a set of role permissions that you will include in the next level role. Refer to Role
Permissions on page 110 for a list of role permissions you can specify. A dependent role
cannot have any permissions that the parent does not have. In this example, you determine the
role permissions Helpdesk?2 inherits from Helpdesk].

8. List the user accounts to be assigned to the dependent role.

You can create additional levels by repeating steps step 1 on page 107-step 8 on page 108.
Following is an example of what role definitions for a multi-level role-based access system
would include:

Role Name: Helpdesk1
Parent Role: Administrator
Resource Permissions
Accounts - Administer
Data - Administer
Password - Administer
Policy - Administer
Reports - Administer
Role-Based-Access - Administer
Schedule - Administer
Security - View
System - View
Role Permissions
Helpdesk1 - View, Associate

Role Name: Helpdesk2

Parent Role: Helpdesk1

Resource Permissions
Accounts - View
Data - Administer
Password - Administer
Policy - Administer
Reports - View
Role-Based-Access - View
Schedule - Execute
Security - View
System - View

Role Permissions

Role Name: PowerUser

Parent Role: Helpdesk2

Resource Permissions
Accounts - View
Data - Administer
Reports - View
Schedule - Execute
Security - View
System - View

Role Permissions
PowerUser - View, Associate

Helpdesk2 - All
PowerUser - All

Accounts Assigned to Role

Helpdesk2 - View, Associate
PowerUser - All

Accounts Assigned to Role

Accounts Assigned to Role
user07

user08

user03

user04 user05

user06

When a dependent role is created, it becomes a dependent of all roles above it in the hierarchy.
In this example, PowerUser is a dependent of both Helpdesk2 and Helpdesk1.

9. Use the Define Roles function in the Sterling Connect:Enterprise Site Administration user
interface to create the roles and assign accounts to each role.

Resource Permissions

The following table contains the list of resources for which you can assign permissions and a
description of each permission level:

Resource Permission Level Description

Users assigned to the role can view, add, update, and delete
account information.

Accounts Administer
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Resource Permission Level Description

View Users assigned to the role can view account information, but
cannot add, update, or delete.

Delegate Users assigned to the role can delegate account permissions
to roles they are parent to.

AS2 Administer Users assigned to the role can view, add, update, and delete
AS2 communications, proxy, and contract information.

View Users assigned to the role can only view AS2 communications,
proxy, and contract information.

Delegate Users assigned to the role can delegate AS2 communications,
proxy, and contract information to roles they are parent to.

AS2 Report View Users assigned to the role can generate AS2 reports.

Communications  Administer Users assigned to the role can view, add, update, and delete
communication protocol information.

View Users assigned to the role can view communication data but
cannot add, update, or delete communication protocol
information.

Delegate Users assigned to the role can delegate Communications
permissions to roles they are parent to.

Data Management Administer Users assigned to the role can view, modify, erase, delete,
erase, extract batches, view system status, and view the
contents of a batch. User can also delegate Data Management
permissions to roles they are parent to.

View Users assigned to the role can view batch information, but
cannot update or delete batch information.

Delegate Users assigned to the role can delegate Data Management
permissions to roles they are parent to.

Modify Users assigned to the role can modify batches in the
repository.

Erase Users assigned to the role can physically delete batches from
the repository.

Delete Users assigned to the role can mark batches in the repository
to be deleted.

Extract Users assigned to the role can extract batches in the repository
to afile.

Password Administer Users assigned to the role can reset another user’s password.

Policy Administer Users assigned to the role can create, update, and delete
password policies.

Reports View Users assigned to the role can generate Sterling

Connect:Enterprise reports.
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Resource Permission Level Description
Role-Based Administer Users assigned to the role can view role details and add,
Access update, or delete roles.
View Users assigned to the role can view role details but cannot add,
update, or delete roles.
Delegate Users assigned to the role can delegate Role permissions to
roles they are parent to.
Schedule Administer Users assigned to the role can view schedule details and add,
update, and delete schedules.
View Users assigned to the role can view schedule details but
cannot add, update, or delete schedules.
Delegate Users assigned to the role can delegate schedule permissions
to roles they are parent to.
Execute Users assigned to the role can run a schedule manually.
Security Administer Users assigned to the role can view security policy details and
add, update, and delete security policies.
View Users assigned to the role can view security policy details but
cannot add, update, or delete security policies.
Delegate Users assigned to the role can delegate security policy
permissions to roles they are parent to.
System Administer Users assigned to the role can view system configuration
details and add, update, and delete the system configuration.
View Users assigned to the role can view system configuration
details but cannot add, update, or delete system
configurations.
Delegate Users assigned to the role can delegate system configuration

permissions to roles they are parent to.

Role Permissions

110

Role permissions are the permissions a role is given to operate on other roles. The following table

contains the list of role permissions and a description of each permission level:

Permission Level

Description

View

Users assigned to the role can view the properties of the role resource.

Update

Users assigned to the role can view and update properties of the role resource.
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Permission Level Description
Delete Users assigned to the role can delete the role resource.
Associate Users assigned to the role can assign the role resource to additional roles.
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Password Administration

The password administration feature enables you to create one or more password policy definitions
(policy files). Policy files define the number of days a password is valid, the number of consecutive
failed logon attempts allowed, the maximum and minimum password length, and the number of
entries in a password history file. You can use the values in password policy files to manage the
password characteristics of the individual account files (remote site definition files) used to
authenticate local or protocol connections to Sterling Connect:Enterprise for UNIX. Outbound RSD
(remote site definition blocks) behavior is unaffected by password policy files.

You can define policy files using the offline utilities described in this chapter or the Sterling
Connect:Enterprise Site Administration user interface described in Chapter 1, About Sterling
Connect:Enterprise for UNIX. Policy files describe the password characteristics that you apply to a
user’s RSD policy file.

RSD policy files contain the password policy implementation specifics for a given account (RSD
file). These files contain the absolute password expiration date, maximum consecutive logon
attempts, current consecutive failed logon attempts, password history, minimum and maximum
password length, and the name of the associated policy file.

The following figure illustrates the relationship of the password policy configuration file, password
policy files, and the RSD policy files for user accounts.
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(any valid name) (any valid name)

Configuration
File
(paSSdepf.Cfg) $CMUHOME/etc
Password Password Password i
Policy File Policy File Policy File $CMUHOME/policy

(any valid name)

RSD Policy RSD Policy RSD Policy $CMUHOME/rsdpolicy
File File File
RSD Policy RSD Policy RSD Policy
File File File
RSD Policy (user name) (user name)
1 File

(user name)

Configuration File

By default, the password administration feature is not enabled. The following example illustrates
the default password administration configuration file, SCMUHOME/etc/passadmpf.cfg. To
implement password administration, you set the values for the POLICY LEVEL= parameter and
the EMAIL= parameter in the configuration file using a text editor, for example vi.

POLICY_LEVEL=0

CONSECUTIVE_FAILED_LOGON_FLAG=N
DURATION_FLAG=N
PASSWORD_HISTORY_FLAG=N
PASSWORD_LENGTH=N

CONSECUTIVE_FAILED_LOGON_ATTEMPTS=5
DURATION=366
MAXIMUM_PASSWORD_LENGTH=64
MINIMUM_PASSWORD_LENGTH=1
PASSWORD_HISTORY=5

EMAIL=host:port/support@ceunix.customer.com
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The following table describes the parameters that enable password administration and their valid
values. You can define these parameters only in the password configuration file.

Parameter Description Value
EMAIL= Specifies the e-mail address of the Any valid e-mail address in the following format:
person to notify when an account is host:port/support@ceunix.customer.com

locked because of consecutive failed
logon attempts.

POLICY_LEVEL= Specifies how the system uses 0 = Disallowed; RSD policy files are not evaluated.
password policies. To use password This is the default.
administration, you must change this 1 = Optional; If the RSD policy file exists for the
value to 1 or 2. user, it is evaluated.

2 = Required; All users who log on to Sterling
Connect:Enterprise for UNIX must have an RSD
policy file.

You also define the default values for a password policy or policies in the configuration file by
updating the remaining configuration file default values. However, when you create a new
password policy, you can override all the default values except those for EMAIL= and
POLICY_ LEVEL=. See Creating and Maintaining Password Policy Files on page 116 for a
complete description of the configuration file parameters.

Password Policy Files

You create two types of password files: system policy files and RSD policy files. System policy
files contain the rules for generating an RSD policy file for an individual account. You can create
multiple password policy files. A policy file contains the default values from the configuration file
and any overrides specified when you create it. A policy file can have any valid UNIX file name.
The following example illustrates the password policy file SCMUHOME/policy/policyl.

DURATION_FLAG=Y

DURATION=30
CONSECUTIVE_FAILED_LOGON_FLAG=Y
CONSECUTIVE_FAILED_LOGON_ATTEMPTS=3
PASSWORD_HISTORY_FLAG=Y
PASSWORD_HISTORY=3
PASSWORD_LENGTH=Y
MINIMUM_PASSWORD_LENGTH=1
MAXIMUM_PASSWORD_LENGTH=64
FORCED_EXPIRATION_FLAG=N
FORCED_EXPIRATION_DATE= N
CHANGE_PASSWORD_FLAG=Y
HASH=588D2C9CFE24074452EB68B996D5D492667CDFFD
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RSD Policy Files

The RSD policy file is generated when you apply a password policy to an account (RSD file). Each
user account (RSD) can have only one associated RSD policy file. Depending on the value set for
the POLICY LEVEL= parameter in the passadmpf.cfg file, some or all users require an RSD policy
file. The RSD policy file name is the user's logon ID, which is also the name of the user's RSD file.

The following example illustrates the RSD policy file (SCMUHOME/rsdpolicy/userl) generated
when policyl is applied to the account user!.

LOCKED=N
PASSWORD_CHANGE_REQUIRED=N
LOCK_REASON=
POLICY_FILENAME=policyl
PASSWORD_EXPIRATION=01/30/2003
WARNING_DAYS=10
MAX_CONSECUTIVE_LOGON_FAILURES=3
CONSECUTIVE_LOGON_FAILURES=0
PASSWORD_HISTORY=34FB6E9DBOF02DF3C0841FF41FA4F3926CBCT7AFS
HISTORY_COUNT=1

HISTORY_MAX=3

MAX_PWD_LEN=64

MIN_PWD_LEN=1

DURATION=1

CHANGE_ PASSWORD_FLAG=1

HASH=E3C72D704610CF97E54BE2C57247B344E641787A

Note that both the password policy file (see DURATION FLAG=Y on page 115) and the RSD
policy file generated by applying it to an account contain a HASH= value. This hash value prevents
the files from being changed by any program other than the Sterling Connect:Enterprise offline
password utilities or the Sterling Connect:Enterprise Site Administration user interface. Also note
that this hash value includes the password from the user’s RSD file.

If the RSD policy file or the user's password in the RSD file is changed by any program other than
the Sterling Connect:Enterprise utilities or the Sterling Connect:Enterprise Site Administration user
interface, the user is not allowed to log on, and the RSD policy file must be deleted and regenerated
before the user can log on.

Creating and Maintaining Password Policy Files

116

Three offline commands enable you to create and maintain password policy files, RSD policy files,
and RSD files:

Command/Utility Description

ceupassadm Creates and maintains password policy files and RSD policy files.
ceupassrpt Displays RSD policy files.

ceupasswd Enables users to change their password.
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The following illustration shows the flow associated with using ceupassadm to create a password
policy and apply it to an account, which generates the RSD policy file for that account. In this
illustration, the password policy uses the default values from the password configuration file

(passadmpf.cfg).
Step 1: Create policy1 Step 2: Apply Policy
Configuration Policy
File File
(passadmpf.cfg) (policy1)

| ceupassadm -f policy1 -i |

ceupassadm
ceupassadm

| ceupassadm -f policy1 -r user1 -a

Policy RSD Policy
File File
(policy1) (user1)

The ceupassadm command accepts the parameters listed in the tables beginning on page 117.

Parameter Description Value
-f filename Specifies policy file name to process. Any valid UNIX file name.
-file
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Parameter Description Value
-F Sets control flags within a policy file. Any combination of the
-Flags following flags:
N = No password controls;
ignore all other flags.
X = Expiration date is active.
x = Expiration date is not active.
L = Maximum number of
consecutive failed logon
attempts is active.
| = Maximum number of
consecutive failed logon
attempts is not active.
H = History file is active.
h = History file is not active.
M = Min/Max password length is
active.
m = Min/Max password length is
not active.
E = Forced expiration is active.
e = Forced expiration is not
active.
-d ddd Specifies the number of days before Valid values are 1-366.
--days ddd password expires. Passwords are valid
until midnight of the password expiration
date. Time and date are determined by
the host system where the
authentication service is running.
-l nnn Specifies the maximum number of Valid values are 1-999.
-logons nnn consecutive logon failures before the
account is locked.
-s nn Specifies the number of saved Valid values are 1-99.
--save nn passwords in the password history file
used for password change validation.
-mnn Specifies the maximum number of Valid values are 1-64.
—-max nn characters allowed in the password. Must be greater than or equal to
the minimum password value.
-nnn Specifies the minimum number of Valid values are 1-64.
—-number nn characters required in the password. Must be less than or equal to
the maximum password value.
-e mm/dd/yyyy Sets the absolute password expiration Specify the year in four digits.

--expiration mm/dd/yyyy

date.

--insert

Creates a new policy file.

None.
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The following parameters apply only to RSD policy files:

Parameter

Description

Value

-r rsdpolicy_filename

--rsdpolicy

Specifies the RSD policy file to process.

Any valid RSD policy file name.

-L TRUE | FALSE
--Lock

Specifies the value of the RSD lock flag.

Valid value is TRUE or FALSE; default
is FALSE. When set to TRUE, this lock
forces the account inactive.

-w nnn
--warning nnn

Specifies the number of days prior to the
password expiration date to warn the user that his
or her password will expire. After each successful
logon, the following message is displayed:
Password will expire in nnn days.

Valid values are 1-30.

-C TRUE | FALSE
--Change

Specifies whether the user must change
password at first logon.

Valid values are TRUE or FALSE;
default is FALSE.

-S newpassword
--Specify
newpassword

Assigns a new password to the account.

Any valid password.

-a
--apply

Applies the password policy to the RSD file.

None.

-b bulk_filename
--bulk filename

Specifies the name of a text file, called a bulk file,
that contains a list of accounts (RSD files) to be
associated with a password policy.

Any valid file name.

Use with the -a option to apply a
password policy and generate the RSD
policy file for the accounts.

The following parameters apply to both policy files and RSD policy files:

Parameter Description Value
?,-h Lists command line options (help). None.
--help

-X Deletes the specified file. None.
--delete

Creating a Password Policy

The following command creates a password policy file called myPolicy with the following
attributes:

4 Password lifetime = 120 days
4 Password history file =6

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 119



Chapter 7 Password Administration

Lock value = 5 consecutive logon failures
Maximum password length = 24 characters
Minimum password length = 6 characters
Absolute expiration date = 10/20/2003

+ 4+ 4

ceupassadm -f myPolicy -F XLHME -d 120 -1 5 -s 6 -m 24 -n 6 -e 10/20/2003 -1i

The following example illustrates the contents of myPolicy.

myPolicy: Policy file has been created
The policy file "myPolicy" contains the following:
DURATION_FLAG=Y

DURATION=120
CONSECUTIVE_FAILED_LOGON_FLAG=Y
CONSECUTIVE_FAILED_LOGON_ATTEMPTS=5
PASSWORD_HISTORY_FLAG=Y
PASSWORD_HISTORY=6

PASSWORD_LENGTH=Y
MINIMUM_PASSWORD_LENGTH=6
MAXIMUM_PASSWORD_LENGTH=24
CHANGE_PASSWORD_FLAG=Y
FORCE_EXPTIRATION_DATE_FLAG=Y
FORCE_EXPIRATION_DATE=10/20/2003

This is the end of the policy file

Forcing Password Change at Logon

120

The following command forces a user to change his or her password at first logon:

ceupassadm -r myRSD -C TRUE -a

The resulting RSD policy file is:

myRSD: RsdPolicy file has been modified.
The rsdpolicy file "myRSD" contains the following:
LOCKED=N

PASSWORD_CHANGE_REQUIRED=Y

LOCK_REASON=
POLICY_FILENAME=kmoorlPolicy
PASSWORD_EXPIRATION=3/6/2003
WARNING_DAYS=10
MAX_CONSECUTIVE_LOGON_FAILURES=5
CONSECUTIVE_LOGON_FAILURES=0

This is the end of the rsdpolicy file
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Displaying Policy File Contents

The following command displays the contents of the policy file named policyI:

ceupassadm -f policyl

The result is:

The policy file "policyl" contains the following:
DURATION_FLAG=N

DURATION=366
CONSECUTIVE_FAILED_LOGON_FLAG=N
CONSECUTIVE_FAILED_LOGON_ATTEMPTS=999
PASSWORD_HISTORY_FLAG=N
PASSWORD_HISTORY=99

PASSWORD_LENGTH=N
MINIMUM_PASSWORD_LENGTH=1
MAXIMUM_PASSWORD_LENGTH=64
CHANGE_PASSWORD_FLAG=N
FORCE_EXPIRATION_DATE_FLAG=N
FORCE_EXPIRATION_DATE=

Applying All Password Flags

The following command turns on all flags in the policy! password policy file:

ceupassadm -f policyl -F XLHME -i

The resulting policyl file is:

policyl: Policy file has been modified.
The policy file “policyl” contains the following:
DURATION_FLAG=Y

DURATION=366
CONSECUTIVE_FAILED_LOGON_FLAG=Y
CONSECUTIVE_FAILED_LOGON_ATTEMPTS=999
PASSWORD_HISTORY_FLAG=Y
PASSWORD_HISTORY=99

PASSWORD_LENGTH=Y
MINIMUM_PASSWORD_LENGTH=1
MAXIMUM_PASSWORD_LENGTH=64
CHANGE_PASSWORD_FLAG=N
FORCE_EXPTIRATION_DATE_FLAG=Y
FORCE_EXPIRATION_DATE=

This is the end of the policy file

Applying a Password Policy to a Bulk File

You can apply a policy file to multiple account files using the bulk file option. Create a text file,
called a bulk policy file, that contains the names of the accounts that you want to apply a password
policy to and place the bulk file in the SCMUHOME/bulkpolicy directory. As the following
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diagram illustrates, applying the policyl file to the bulk file generates the RSD policy files for all

accounts listed in the bulk file.

user1
user2
user3

ceupassadm -f policy1 -b mybulk -a

Policy Bulk Policy
File File
(policy1) (mybulk)

ceupassadm
RSD Policy
user3
RSD Policy
user2
RSD Policy

useri

Generating RSD Policy Reports

The ceupassrpt utility displays RSD policy files.You can select and display RSD policy files based
on their expiration date or based on the password policy that generated them. The following table
describes the ceupassrpt command line parameters.

Parameter Description Value

-r rsdpolicy_filename Specifies the RSD policy Required; can be fully qualified or
—-rsdpolicy rsdpolicy_filename file name. use wildcard character (*).

-e mm/dd/yyyy Specifies the password Optional; date on or before
—-expiration mm/dd/yyyy expiration date. password expires.
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Parameter Description Value

-p pwdpolicy_filename Specifies the password Optional; password policy that
—-pwdpolicy pwdpolicy_filename policy file name. governs this RSD policy.

?,-h Lists command line options  None.

--heIp (help).

The following examples illustrate various ways to select and display RSD policy files:

4+ Display the RSD policy file user!:

ceupassrpt -r userl

The system displays the basic contents of the RSD policy file for user!, excluding flags set in the
userpolicy file

The rsdpolicy file "userl" contains the following:
LOCKED=N

PASSWORD_CHANGE_REQUIRED=N

LOCK_REASON=

POLICY_FILENAME=userpolicy
PASSWORD_EXPIRATION=06/18/2003

WARNING_DAYS=10

MAX_CONSECUTIVE_LOGON_FAILURES=9
CONSECUTIVE_LOGON_FAILURES=0

This is the end of the rsdpolicy file

4 List all RSD policy files that start with user:

ceupassrpt -r user*

In this example, the command displays the basic contents of the three files that begin with
user:
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The rsdpolicy file "userl" contains the following:
LOCKED=N

PASSWORD_CHANGE_REQUIRED=N

LOCK_REASON=

POLICY_FILENAME=userpolicy
PASSWORD_EXPIRATION=06/18/2003

WARNING_DAYS=10

MAX_CONSECUTIVE_LOGON_FAILURES=9
CONSECUTIVE_LOGON_FAILURES=0

This is the end of the rsdpolicy file

The rsdpolicy file "user2" contains the following:
LOCKED=N

PASSWORD_CHANGE_REQUIRED=N

LOCK_REASON=

POLICY_FILENAME=userpolicy
PASSWORD_EXPIRATION=06/18/2003

WARNING_DAYS=10

MAX_CONSECUTIVE_LOGON_FAILURES=9
CONSECUTIVE_LOGON_FAILURES=0

This is the end of the rsdpolicy file

The rsdpolicy file "user3" contains the following:
LOCKED=N

PASSWORD_CHANGE_REQUIRED=N

LOCK_REASON=

POLICY_FILENAME=userpolicy
PASSWORD_EXPIRATION=06/18/2003

WARNING_DAYS=10

MAX_CONSECUTIVE_LOGON_FAILURES=9
CONSECUTIVE_LOGON_FAILURES=0

This is the end of the rsdpolicy file

4 Listall RSD policy files that start with user and have passwords that expire on or before
03/31/2003:

ceupassrpt -r user* -e 03/31/2003

4+ Listall RSD policy files that start with user and are governed by policyl:

ceupassrpt -r user* -p policyl

Changing User Password

The ceupasswd utility enables users to change their current password in their RSD file.

Note: Use only the ceupasswd utility or the Sterling Connect:Enterprise for UNIX Site Administration
user interface to change a password in an RSD file. Any other program invalidates the hash value.
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The following table describes the ceupasswd command line parameters. Required parameters are

in bold.
Parameter Description Value
-H hostname IP address or name of host where Host name or IP address where

--Host hostname

authentication service is running.

authentication service is running (optional
if CMUHOST is set).

-P portno Port to connect to for authentication Port number where authentication service
--Port service. is running (optional if CMUPORT is set).
-u userid User ID of person executing Valid user ID. Required.

—-userid ceupasswd.

-p password Password of person executing Current password. Required.
--password ceupasswd.

-n newpassword
--new

New password.

New password. Required.

-c newpassword
--confirm

Confirm new password.

New password. Required.

?,-h
--help

Lists command line options (help).

None.

This example illustrates how user changes his or her password from mypass to newpass:

ceupasswd -u userl -p mypass -n newpass -C newpass

Authentication Log File

The authentication log file (auth.log) records the following events:
4 Changes to values in policy files, RSD policy files, and the password configuration file
4 Verification or denial of access for a user by the authentication daemon

You can use a text editor to view the contents of this log file. The log file is stored in
$CMUHOME/log/auth.log. Refer to Authorization Log Message IDs on page 253 for explanations
about the error messages that display in this log file.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 125



Chapter 7 Password Administration

126 IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide



Chapter 8

Administrator Commands

Administrator commands are used specifically by the administrator to control the fundamental
operations of Sterling Connect:Enterprise. The following special purpose utilities are supplied:

Generate and administer the global key used for batch and password encryption (ceukey)
Generate the key used to encrypt internal product communications (cmusipskey)
Generate key pairs for SSHFTP communications (cmusshkey)

Encrypt existing passwords for RSD files (ceupassencrypt)

Locate configuration problems before starting the repository (cmucheckcfg)

Correct control file records to match repository batches present (cmufixup)

Initialize a mailbox (cmuinit)

Reconstruct repository database control files by scanning data batches (cmurebuild)

IR IR IR IR R R AR R

Tracing Sterling Connect:Enterprise activity (ceutrace)

Generating the Global Key (ceukey)

Use the ceukey command to generate the global keys necessary to encrypt both batches and RSD
passwords. It creates key.global for strong and weak encryption and deskey.global for 3DES
encryption.

Caution: Once activated, password encryption cannot be turned off. The global key files should not be
deleted, moved, updated, or otherwise altered in any way after it has been used to encrypt a
batch.

The following table describes the parameters available for ceukey. All parameters may be input
using either the single hyphen or double hyphen format. The parameters may be separated from
their associated values by a space or the values may immediately follow.
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Parameter Description

-C Changes the passphrase

--change

-k clearkey file Specifies the full path of the existing clear key

--key clearkey file

-t cleardeskey file Specifies the full path of the existing clear 3DES key
-p passphrase Specifies the 6—-32 character passphrase to encrypt the
--pass passphrase global key

-X Turns on encryption for RSD passwords. Only valid
—encryptpass when global key has already been created.

-? Displays usage messages

--help

For more specific instruction, Refer to one of the following.

*

¢+

Creating a Global Key on page 128

Encrypting RSD Passwords on page 129

Changing the Passphrase of the Global Key on page 130.
Replacing Your Global Key on page 130

Creating a Global Key

128

Use the following procedure to create a global key and a 3DES global key for batch encryption:

1.

Type the following command and press Enter:

ceukey

You are prompted with the following:

Please enter the passphrase (6--32 characters):

Type a passphrase to encrypt the global key and press Enter. You are prompted with the
following:

Do you want PASSWORD encryption? [Y|n]

If you do not want to encrypt RSD passwords, type n and press Enter. You can encrypt RSD
passwords at a later time. If you want to encrypt RSD passwords, type y and press Enter. You
also need to run ceupassencrypt. Refer to Encrypting Existing Passwords (ceupassencrypt)
on page 133.
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You are prompted with the following:

Do you want to save clear keys into a file?[Y|n]

5. Saving the clear keys is a safety mechanism in case something happens to your global key.

To save in clear text, type y and press Enter. The clear key is saved as
$CMUHOME/keys/key.clear. The clear key file contains a string of characters used to create
the global key. Because the SCMUHOME/keys directory is not secure, it is up to you to save
the clear key to a secure location.

You are prompted with the following:

Do you want to save des clear keys into a file?[Y|n]

6. Saving the des clear keys is a safety mechanism in case something happens to your 3DES
global key.

7. Backup the SCMUHOME/keys/key.global and SCMUHOME/keys/deskey.global to an
alternate location such as disk or hard copy to guard against the loss of encrypted data. The
$CMUHOME/keys directory is not secure.

8. Ifyou chose to save your keys in clear text in step 5 on page 129 and step 6 on page 129, move
$CMUHOME/keys/key.clear and SCMUHOME/keys/deskey.clear to a secure location. The
$CMUHOME/keys directory is not secure.

9. Restart Sterling Connect:Enterprise.

After you create the global key, batch encryption is allowed. However, you must activate each
mailbox using the encrypt.cfg file. See the IBM Sterling Connect: Enterprise for UNIX
Configuration Files Reference Guide for more information on the encrypt.cfg file

Encrypting RSD Passwords

Before you can encrypt RSD passwords, you need to create a global key and 3DES global key. If
you selected to encrypt RSD passwords when your created your global key and 3DES global key in
Creating a Global Key on page 128, this procedure is not neccesary. This procedure renames the
current global key and creates a new global key.

1. Type the following command and press Enter:

ceukey -x

You are prompted with the following:

Please enter the passphrase:

2. Type the passphrase for the current global key and press Enter. You are prompted with the
following:

Do you want to save clear keys into a file?[Y|n]
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3. Saving the clear keys is a safety mechanism in case something happens to your global key.

To save in clear text, type y and press Enter. The clear key is saved as
$CMUHOME/keys/key.clear. The clear key file contains a string of characters used to create
the global key. Because the SCMUHOME /keys directory is not secure, it is up to you to save
the clear key to a secure location.

You are prompted with the following:

The old key.global was renamed into /S$CMUHOME/keys/key.global.20050418115918.
Do you want to keep it?[y]|N]

4. To keep the existing global key, type y and press Enter.

5. Backup the SCMUHOME/keys/key.global to an alternate location such as disk or hard copy to
guard against the loss of encrypted data. The SCMUHOME/keys directory is not secure.

6. Ifyou chose to save your keys in clear text in step 3 on page 130, move
$CMUHOME/keys/key.clear to a secure location. The SCMUHOME/keys directory is not
secure.

Changing the Passphrase of the Global Key

You can also use the ceukey command to change the passphrase of the global key. Use the
following procedure:

1. Type the ceukey command as follows:

ceukey -c -p passphrase

where passphrase is the current passphrase for the global key.
You are prompted for a new passphrase.

2. Type the new passphrase and press Enter.
You are prompted to confirm the new passphrase.

3. Type the new passphrase again and press Enter.

Replacing Your Global Key

If something happens to your global key or 3DES global key, you cannot decrypt batches or RSD
passwords. If you saved your encrypted global key to another location, you can copy it into
$CMUHOME/keys/key. If you do not have a copy of the encrypted global key, but you have a copy
of the clear key, use the following procedure to encrypt the global key using the clear key:

1. Copy the clear key and 3DES clear keys to an accessible directory.

2. Type the following command and press Enter:

ceukey -k pathtoclearkey -t pathtodesclearkey
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where pathtoclearkey is the location of the clear key from step 1 on page 130 and
pathtodesclearkey is the location of the 3DES clear key from step 1 on page 130.

You are prompted with the following:

Please enter the passphrase (6--32 characters):

3. Type a passphrase to encrypt the clear key and 3DES clear key.
4. Restart Sterling Connect:Enterprise.

Creating SSH SFTP Keys (cmusshkey)

Use this command to create the SSH host key, or to create a key to associate with an account. The
following table describes the valid parameters:

Parameter Description

-k Specifies to generate a key. A host key is created unless you also specify the -r
parameter.

-e Specifies to export the key. Specify the path and file name of the key file to export

using the -f parameter. Specify the path and file name of the export key file to create
using the -F parameter.

-i Specifies to import a key file. Specify the path and file name of the import key file to
create using the -f parameter. Specify the path and file name of the key file to import
using the -F parameter.

-l Specifies to display the fingerprint of the public key.

-p Specifies to change passphrase. You must also specify -N and -P.

-r accountname Specifies to create a key to associate with an account. The accountname is the name
of the account (RSD) to create the key for. They key pair is stored as:

$CMUHOME/ssh/users/sshftp/accountnamelid_rsa and
$CMUHOME/ssh/users/sshftp/accountnamelid_rsa.pub.

You can specify a different name for the key using the -f parameter or when
prompted.

If you do not specify this parameter, the public and private keys are stored in the
current directory.

If you are changing the passphrase of a key, this parameter is required.

-f path Specifies the location to store the generated key. If you specify a directory and file
name, the key is stored in the specified directory with the specified file name. If you
only specify a directory, the key is stored in the specified directory and the file name
defaults to id_rsa or id_dsa.

-F filename Used with the -e parameter to specify the name of the file to export.
Used with the -i parameter to specifies the file to import.
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Parameter Description

-t type Specifies the type of key to create. Valid values are rsa and dsa. The default is rsa.
-b nnnn Specifies the key length in bytes. The default is 1024.

-N passphrase Specifies the new passphrase. Used with -p.

-P passphrase Specifies the old passphrase. Used with -p.

-V Requests verbose display.

? Displays usage information.

Create a Host Key Pair

The following example creates a host key for the system. This is the command issued if you select
to set up SSH during the installation:

cmusshkey -k

This command creates the public host key as SCMUHOME/ssh/system/ssh_host key.pub and the
private host key as: $SCMUHOME/ssh/system/ssh_host key.

Create an RSD Key

The following example creates a key for the user()1 account:

cmusshkey -k -r user0l -f userOlkey -t rsa -b 2048

This command creates an rsa key pair that is 2048 bits in length. The public key is stored as:
$CMUHOME/ssh/users/sshftp/user01/user0O1key.pub. The private key is stored as:
$CMUHOME/ssh/users/sshftp/user01/user01key.

Change the Passphrase on a Private Key

The following command changes the passphrase of the userO1key private key from oldpassphrase
to newpassphrase:

cmusshkey -p -f user0l -P oldpassphrase -N newpassphrase
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Encrypting Existing Passwords (ceupassencrypt)

When password encryption has been activated using ceukey, all passwords are encrypted for new
RSD files. The ceupassencrypt command is used to encrypt passwords for RSD files that existed
before password encryption was activated and to encrypt passwords for RSD files that were created
using a text editor or were created by an automated script. The ceupassencrypt command should
be used when upgrading from a previous version of Sterling Connect:Mailbox for UNIX or Sterling
Connect:Enterprise for UNIX.

To encrypt existing RSD passwords, complete the following steps:

L.

Select the appropriate parameters from the following table. You must use at least one
parameter.

All parameters may be input using either the single hyphen or double hyphen format. The
parameters may be separated from their associated values by a space or the values may
immediately follow.

Parameter Description

-p password Specifies the 1-8 character clear password for an RSD
--password password file

-r rsd file pattern Specifies a set of RSD files for which to encrypt

--rsd rsd file pattern passwords.

-2 Displays usage messages

--help

Enter the ceupassencrypt command similar to the following example, using the parameters
and values determined in step 1. See ceupassencrypt Example on page 145 for additional
examples using the ceupassencrypt command.

$> ceupassencrypt -r "*"

This example encrypts passwords in all existing RSD files.

Note: Quotation marks are required to encrypt passwords in all existing RSD files.
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Locating Configuration Problems (cmucheckcfg)

The emucheckefg command checks configuration files for syntax errors and should be used to
validate manually created or modified configuration files before use.

To locate configuration problems, complete the following steps:

1. Select the appropriate parameters from the following table. The required parameters are in
bold.

All parameters must be input using the single hyphen format. The parameters may be
separated from their associated values by a space or the values may immediately follow. Long
parameters (those beginning with a double hyphen) are not supported for this command.

Parameter Description

-t Type of configuration file

{7II|acd|rsd|cpdlmed|m0d|SPd|aCl|e" Note: The enc option specifies the encrypt.cfg file.
c

-d debug_file Generates a debug file

-f cfg_filename Specifies a file to be checked

-| debug_level Specifies debug level

-0 output_filename Stores all results

-p {bsca}- valid for AIX Indicates CPD file protocol. The BSCC value is specific to
-p {ftp|bsc|bscclasync|sshitp}- valid for Cleo SYNCcable+ connections.

all platforms (required for CPD files only)

-v Displays current values in configuration files

2. Enter the cmucheckefg command similar to the following example, using the parameters and
values determined in step 1. See cmucheckcfg Example on page 145 for additional examples
using the emucheckefg command.

$> cmucheckcfg -tacd -fsteve.acd

Correcting Control File Records (cmufixup)

134

The cmufixup program ensures that a mailbox’s contents have not been corrupted. This utility
validates that the SCMUHOME/med file exists and that the entries in the control file match actual
data batches in the repository. There are three modes to operating cmufixup.

4 By default, emufixup corrects any discrepancies in the database without prompting the user
when they are found. If a mismatch is found, emufixup deletes any mismatched batch and
control record pairs that are found.
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Note: If cmufixup finds any discrepancies in comparing the control records to the actual data files,
an ASCII image of the original control records is stored in SCMUHOME/database/BAD as

batno.ctrl, where batno is the original batch number for that control record.

4 You can select interactive mode by specifying the -i parameter. This mode prompts the user to
delete the mismatched batch and control record pairs.

4 You can select diagnostic mode by specifying the -n parameter. This mode directs all

responses from cmufixup to standard output. No mismatched batch and control record pairs

are deleted.

The cmufixup program can search for and correct database discrepancies in nonencrypted and
encrypted batches.

Use the following procedure to search for and correct discrepancies:

1. Select the appropriate parameters from the following table. All ecmufixup parameters are

optional; -n and -i are mutually exclusive.

All parameters must be input using the single hyphen format. The parameters may be

separated from their associated values by a space or the values may immediately follow. Long

parameters (those beginning with a double hyphen) are not supported for this command.

Parameter Description

-C medfile MED file name

-c ctridir Path of control directory

-D Generates a debug file

-d datadir Path of data directory

-H hostname Host computer where cmuctld started
-i Prompts with interactive queries

-n Specifies diagnostic only

-P portno Port number where cmuctld started
2

Displays usage messages

4  Type the cmufixup command similar to the following example, using the parameters and
values determined in step 1. See cmufixup Examples on page 146 for additional examples
using the emufixup command.

cmufixup -1

If the cmufixup program detects an encrypted batch, the following prompt is displayed after

you issue the ecmufixup command:
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Detect encrypted batch(es)!
Please enter the global key’s pass phrase:

a. Type the passphrase you established when you created the global key (ceukey). Refer to
Generating the Global Key (ceukey) on page 127 for more information about the global
key.

b. Press Enter.

The output of cmufixup lists problem batches to stdout in batch number sequence. If problems
are found with a batch, a message lists the batch number and problem. The message describes
the problem. Following is an example:

1000 Batch data file found but no control record in database

At the end of the run, a set of summary lines is produced. Following is an example:

Summary of Validation / Fix Up

Total Batches Seen : 187
Maximum Batch Number : 1000
Missing or extra index file : 0
Missing or extra link file : 0
Bad database control record : 0
No data file : 0
No database control record 1
Bad header record in data file : 0
Invalid data file : 0
Total records fixed 1
No action taken : 186

Initializing a Mailbox (cmuinit)

The emuinit program initializes a mailbox. It creates a mailbox and all of its associated control
files. It also creates the Mailbox Engine Definitions file in the SCMUHOME/med directory.
cmuinit must be executed on the computer where the mailbox is being created.

Caution: Perform cmuinit only on the advice of IBM Support.

To initialize a mailbox, complete the following steps:
1. Select the appropriate parameters from the following table. All parameters are optional.

All parameters must be input using the single hyphen format. The parameters may be
separated from their associated values by a space or the values may immediately follow. Long
parameters (those beginning with a double hyphen) are not supported for this command.
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Parameter

Description

-b maxbno

Maximum batch number

-c ctridir

Path of control directory

-d datadir

Path of data directory

-m meddir

Path of directory for MED file

-S minfree

Minimum free space

-p prefix

Specifies prefix for Mailbox Engine database

-?

Displays usage messages

2. Enter the cmuinit command similar to the following example, using the parameters and values

determined in step 1. See cmuinit Example on page 146 for additional examples using the
cmuinit command.

cmuinit

This example initializes the mailbox and accepts all defaults.

Reconstructing Repository Control Files (cmurebuild)

The cmurebuild utility validates the repository database and rebuilds the indices to improve
performance and reclaim space (cmurebuild —x). It can also be used to completely rebuild the

database, if it has been deleted or the data directory has been moved to a new location (cmurebuild

without —x).

Note: In the following procedures, the specified paths assume the following parameters in the
$CMUHOME/med/cmumbox.med file, where SCMUHOME is set to the Sterling

Connect:Enterprise home directory:
ControlDir=ECMUHOME/database

DataDir=$CMUHOME/database/mailbox

The cmurebuild —c and —d parameters override the MED file values, if required.

Reclaim Space and Improve Performance

Over time, as batches are added to the repository, the database index files grow large and become

fragmented, affecting performance. You can run cmurebuild —x periodically to streamline the

index files for performance and space. You should also run cmurebuild -x to correct database index
corruption, which can be caused by a system crash during mailbox activity. The cmurebuild —x
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command skips the full rebuild from repository data files. You can run it as long as there is an
existing cmumbox.dat database file in the control directory. Complete the following steps:

nok wh o

Shut down Sterling Connect:Enterprise

Backup the SCMUHOME/database/cmumbox* files

Delete the SCMUHOME/database/cmumbox *.idx files (leaving cmumbox.dat)

Run cmurebuild —x to rebuild the index files. Optional argument -c SCMUHOME/database
Start Sterling Connect:Enterprise

Rebuilding the Repository Database

If the data directory has been moved, the cmumbox.dat file is missing, or cmurebuild —x fails, you
must run the full cmurebuild. In this case, the cmurebuild utility must have newly created and
initialized database files in the control directory. It traverses the entire data directory and re-adds all
of the valid batches to the new database. Corrupt and orphaned batches are deleted from the
repository and relocated to SCMUHOME/database/BAD/batno, where batno is the batch number
used as a file name. The emurebuild utility then rebuilds the indices for performance. Complete
the following:

1.
2.
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Shut down Sterling Connect:Enterprise.

Backup SCMUHOME/database directory and all subdirectories beneath it. By default, the
control directory is SCMUHOME/database and the data directory is
$CMUHOME/database/mailbox. If your locations are different, backup the correct locations.

Delete all the cmumbox* database files from the control directory (for example,
$CMUHOME/database):

¢ cmumbox.dat

¢ cmumbox_bid.idx

¢ cmumbox_bno.idx

¢  cmumbox_rid.idx

¢  cmumbox_tbib.idx

¢  cmumbox_tridbid.idx

Run cmuinit to create new, empty database files in the control directory.

Run cmurebuild with optional arguments -¢ <control directory> and -d <data directory>.

The cmurebuild utility re-adds all the batches found in the data, then falls through and rebuilds
the indices for performance (the cmurebuild —x).

Start Sterling Connect:Enterprise.
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Tracing Sterling Connect:Enterprise Activity

You can use the dynamic tracing command (ceutrace) to turn tracing on and off and to set tracing
levels without restarting Sterling Connect:Enterprise. You can also use ceutrace to view the current
settings. Refer to the following procedures in this section:

4 Turning Tracing On on page 139
Daemon Considerations on page 143
Locating Your Trace Files on page 144
Turning Tracing On on page 139

+ 4+

Clearing and Restarting Your Trace Files on page 144

Turning Tracing On
Use the following procedure to turn tracing on:

1. Select the appropriate parameters from the following table. The required parameters are in
bold.

All parameters may be input using either the single hyphen or double hyphen format. The
parameters may be separated from their associated values by a space or the values may
immediately follow.

Parameter Description
-0 Turn trace on
--on Turns tracing on at the target daemons and displays the current

trace settings.

If —on is specified for a target daemon that is not actively tracing, a
trace file is opened according to its current filename prefix.

-X Turn trace off

--off Setting —on or —off will turn tracing on or off at the target
daemon(s) and display the current trace settings. Setting neither
causes the display of current settings. If —off is sent to a daemon
that is actively tracing, it will turn off tracing and close its trace file.
If —on is sent to a daemon that is not actively tracing, it will open a
trace file according to its current filename prefix. —on and —off are
mutually exclusive. If both are specified an error results.

-H hostname Host computer where the control daemon was started.
--host hostname

-P portno Port number where the control daemon was started.
--port portno
-p password Sterling Connect:Enterprise password

--passwd password
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Parameter

Description

-d daemon names
--daemon daemon names

Direct the command to those daemons that match the daemon
name patterns. If not specified, the command applies to all
daemons. The daemon name pattern string may be a combination
of File Name Matching patterns, separated by commas. For
example, if you have multiple FTP daemons you can trace for all
FTP daemons by specifying:

ceutrace —d “FTP*” —on

Refer to Daemon Considerations on page 143.

-m on|off
--mailbox on|off

Automatically starts mailbox tracing for calls that the specified
protocol daemon initiates. This parameter is only available when
used with protocol daemons.

This affects the mailbox daemon tracing state only when the
mailbox daemon was previously not tracing, or was tracing at a
lower trace level than the protocol daemon. It cannot cause the
mailbox daemon to lower its trace level. The parameter takes an
“on” or “off” value to indicate whether mailboxalso processing is to
be enabled or disabled.

-f
--filename

Trace filename prefix

Adjusts the file name prefix of the trace file. It overrides the —d
filename if specified on the target daemon command line startup.
If the target name differs from the current, the old file is closed,
and the new one is opened. You can only use this parameter if
there is only one target daemon for the command (for example,
—daemon FTP).
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Parameter Description

-l Specifies the trace level from 0 to 100 at which the target

—-level daemons trace. It overrides the — level if specified on the target
daemon command line startup. Setting a trace level does not
imply turning traces on. They must be turned on with the —on
parameter. The trace levels are as follows, with each higher
number including all tracing for lower numbers.

Note: Tracing will affect performance. Do not specify levels
higher than 10 unless instructed by IBM.

0 High level messages and errors only
1-2 Logon / Logoff activity, statistics
3-4 FTP command traffic, simple program logic flow

5-8 One-line inter-process Communication (SIPS) flow, more
program flow

9 SIPS records dumped (first 176 bytes)
10—-49 More exhaustive debugging

50-98 Full SIPS records dumped

99 All known debug output

100 Full SIPS records dumped (field by field)

The Java daemons (cmuhttp, cmuediintd, and cmuadmind) have
the following log4j logging levels:

=0 off—No logging

<=5 sparse—Errors only

<=9 moderate—Errors and warnings only
<=50 detailed—Includes informational
<=99 verbose—Includes trace data

-a Account names to trace. List multiple account names in a
-—-account command separated list. You can also match file name patterns
and you can use an exclamation (!) to exclude.

For example, to trace the remotes RMT1, RMT2, ... RMT10, but
not RMTTEST, turn on FTP tracing for all but RMTTEST by
specifying:

ceutrace —d FTP —on —account “RMT*,IRMTTEST”

-L Autoconnect list names to trace. List multiple autoconnects in a
—-listname command separated list. You can also match file name patterns
and you can use an exclamation (!) to exclude.

For example, a to trace the list names of LIST1.acd, LIST2.acd, ...
LIST10.acd, but not LIST10.acd, turn on FTP tracing for just the
LIST2.acd-LIST9.acd list names by specifying:

ceutrace —d FTP —on —L “LIST*,!I*10*”

-D Specifies to return pipe delimited output.
--delimited
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2. Enter the ceutrace command similar to the following example, using the parameters and
values determined in step 1 on page 139. See cmuinit Example on page 146 for additional
examples using the ceutrace command.

ceutrace --on -d "FTP*" -19

3. The status of each daemon is displayed. Following is an example:

Command Line Parameters:
ceutrace
Name SID Trace Level Filename
Status Prefix
CONTROL 1 Off 0 CONTROL.out
SVD 8 Off 0 SVD.out
MAILBOX 3 Off 0 MAILBOX.out
EDIINT 16 Off 0 cmuediintd.out
ASYNCD 14 Off 0 ASYNCD.out
HTTP 13 Off 0 cmuhttpd.out
SSHFTP 12 Off 0 SSHFTP.out
FTP2 11 On 9 FTP2.out
FTP 10 On 9 FTP.out
ADMIN 9 Off 0 cmuadmind.out
EXITS 5 Off 0 EXITS.out
SYSLOG 2 Off 0 SYSLOG. out
ACD 4 Off 0 ACD.out
AUTH 6 Off 0 AUTH.out

The following example shows the output with the -D option specified. The column correspond
to the columns in standard output:

CONTROL |1 |O££]| 0| CONTROL. out
SVD|8|O££f|0|SVD.out
MAILBOX|3|Off|0|MAILBOX.out
EDIINT|16|0ff|0|cmuediintd.out
ASYNCD|14|Of£|0|ASYNCD.out
HTTP |13 |0f£f|0|cmuhttpd.out
SSHFTP|12|Off|0|SSHFTP.out
FTP2|11|0n|9|FTP2.out
FTP|10|On|9|FTP.out
ADMIN|9|Off|0|cmuadmind. out
EXITS|5|0ff|0|EXITS.out
SYSLOG|2|Off|0|SYSLOG. out
ACD|4|0ff|0|ACD.out

AUTH| 6 |Of£|0|AUTH. out

The trace output is written to one or more files. Refer to Locating Your Trace Files on page
144.
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Daemon Considerations

When specifying daemons to trace on, you must indicate the name of the daemon with the -d option.
Following is a list of default daemon names. If these defaults have changed, you can look at the
startup script for current values:

Daemon Default Name

CONTROL cmuctld, mailbox control server
AUTH cmuauthd, authentication server
SVD cmusvid, service interface server
MAILBOX cmumboxd, mailbox server
ASYNCD cmuasyd, async daemon
BISYNC cmubscdc, bisync daemon
EDIINT cmuediintd, ediint daemon
HTTP cmuhttpd, http daemon
SSHFTP cmusshftpd, ssh daemon

FTP cmuftpd, ftp daemon

ADMIN cmuadmind, admin daemon
EXITS cmuexitd, exits server

SYSLOG cmulogd, log server

ACD cmuacd, autoconnect server

With ceutrace, each daemon is managed differently by Sterling Connect:Enterprise. Consider the
following when tracing the activity of a daemon.

<+

*

Business processes—The ceutrace command does not work with the business process daemon.
The trace must be set at startup using ceustartup.trace.

The ceutrace command does not affect the tracing status of child processes for the control
daemon, authentication server daemon, mailbox daemon, log daemon, exit daemon, service
interface daemon, FTP daemon, SSH daemon.

The ceutrace command affects the tracing status of child processes of the autoconnect daemon.

The cmusvid children created to serve a particular GUI user session are active for the life of
that session and are not affected by the trace status changes during their lifetimes.

Async and bisync remote connect child processes run continuously on a given port and do not
end after each Remote Connect session. They when an autoconnect request is run on the same
port. Any changes to tracing status specified using the ceutrace command for the master async
or bisync daemon only take effect for the child processes on a given port when an autoconnect
request is run on that port.

Async and bisync remote connect sessions now have unique session IDs.
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Locating Your Trace Files

Sterling Connect:Enterprise creates a trace file for each daemon. The name of the files are generated
as follows for all master daemons: <prefix>.<pid>, where <prefix> is the trace filename prefix
specified on the command line for the master daemon using the —d parameter and <pid> is the
process ID assigned to the daemon by the operating system.

The name of the trace files for slave and child processes is generated as follows:

Master Daemon Child or Slave Daemon Trace File Name
Auto Connect Daemon (cmuacd) <prefix>.SLV.<pid>
Async Daemon (cmuasyd) Trace files for remote connect sessions are initially created as:

<prefix>.<port-name>.<pid>.
Once a session is established the file is renamed to
<prefix>.<port-name>.<account>.<session-ID>.<pid>

FTP Daemon (cmuftpd) For remote connections:
<prefix>.svr.<account>.<sessionlD>.<pid>
For autoconnects:
<prefix>.clt.<account>.<sessionlD>.<pid>

SSH Daemon (cmusshftp) <prefix>.<direction>.<function>.<account>.<sessionlD>.<pid>
Bisync Daemon (cmubscda, Trace files for remote connect sessions are initially created as:
cmubscdc) <prefix>.<port-name>.<pid>.

Once a session is established the file is renamed to
<prefix>.<port-name>.<account>.<session-1D>.<pid>

Clearing and Restarting Your Trace Files

144

To manage the size of your trace files, you will need to periodically start new trace files. You have
two options:

4+ If you want to save old trace files, you can rename the files in the trace directory and reissue
the trace command using Turning Tracing On on page 139.

4 Ifyou do not want to save old trace files, reissue the trace command using Turning Tracing On
on page 139.
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Examples

This section provides examples of some Administrator commands.

ceukey Example

To replace a corrupted or missing global key file, use the -k parameter as in the following example:

ceukey -k SCMUHOME/keys/key.clear

ceupassencrypt Example

To create an encrypted password for an RSD file created using a script, use the -p parameter as in
the following example:

ceupassencrypt -p mypwd

Note: mypwd is the clear password.

The system responds with the encrypted version of the clear password.

ENCRYPTED_yzPJI/:ABJo3y

cmucheckcfg Example

This example uses an ACD file called steve.acd. Note that it has one error in it. The mbxsep
parameter is defined as unknown_junk, which the parser does not recognize.

CONTACT = DATA_IMMEDIATE
ACPRIORITYLEVEL = 07
RETRIES = 0

sessions=1

REQUEUES = 0

Interval = 0

REMOTE = "steve"
ADDRESS ="hp816"
MODE = SENDONLY
sunique=yes
mbxsep=unknown_junk
bchsep=opt4
ren_file=N
acsenddir=/users/george/temp
remotefilename="111 yyy"
sendid=georgel, george
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Type the following command:

$> cmucheckcfg -tacd -fsteve.acd

Here is the output:

===> Checking ACD file: /home/george/cmunix/acd/steve.acd...
ERROR: Unrecognized "unknown_junk" on line 10 in ACD=steve.acd
<=== Completed checking ACD file: /home/george/cmunix/acd/steve.acd.

The cmucheckefg command detected the error on line 10.

cmufixup Examples

To check the integrity of the current repository contents, assuming that the repository directory and
the control file prefixes are default values and interactive mode is desired, input the following:

cmufixup -1

cmurebuild Example

To reclaim space and improve performance:

cmurebuild -x
Date: 03/04/11 IBM Sterling Connect:Enterprise for UNIX 2.5.00 Build 44
Time: 11:05:54 Validate Mailbox Database, Rebuild Indices
Target control (database) directory:
/data/CEU/ahmi_ce2500/database
Time: 11:05:54 ©Now validating database and rebuilding index files.
Time: 11:05:55 Index rebuild is complete. Now sorting delete chain.
Time: 11:05:55 1251 active records in database. Highest batch number: 1251
Time: 11:05:55 Processing complete for cmurebuild.

cmuinit Example

To initialize the mailbox and override the minimum free space requirement, enter the following
command:

cmuinit -s 1000000
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To rebuild the repository database:

Examples

$ cmurebuild
Date: 01/27/04 IBM Sterling Connect:Enterprise for UNIX
Time: 14:53:05 Rebuild Mailbox Database

Rebuilding from Mailbox directory: /ceunix/database/mailbox
Into Database files located in : /ceunix/database

Batches added so far: 1000
Time: 14:53:18 Mailbox database rebuild is complete.
Total Batches Seen: 1530
Batches Added: 1529
Batches bypassed: 4

Deleting 8 database records used for padding.
Moving 4 bypassed files to /ceunix/database/BAD

Time: 14:53:18 Now validating database and rebuilding index files.

Time: 14:53:18 1Index rebuild is complete. Getting record counts.

Time: 14:53:18 1529 active records in database. Highest batch number:

Time: 14:53:18 Processing complete for cmurebuild

1537
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Generating Reports

Reports are generated using the cmureport utility. These reports provide the following
information:

4 Auto Connect reports follow the operation of all auto connect sessions.
Queued Auto Connect reports show a history of all requeued auto connects.
Remote Connect reports summarize all sessions initiated by remote sites to the host.

Offline Utility Log reports show all local user command line utility activity.

R

AS2 reports follow the activity of all AS2 contracts.

cmureport Utility

Reports are generated by using the cmureport utility.

Required parameters are in bold in the following table. All parameters (required or optional) can be
input using either the abbreviated or long format.

The abbreviated parameters, those beginning with a single hyphen, may be separated from their
associated values by a space or the values may immediately follow, without separation.

For specific information about each parameter and the associated values, see the page referenced in
the right-hand column.

Parameter Description

-s rcsjred|acs|acd|acq|off Specifies Report type.
--type rcsjrcd|acs|acd|acq|off

-? Lists command line options (help).
--help

-B [CC]yymmdd|nnn[:hhmm|/hhmm]|[hhmm  Selects batches created on or before date.
--Begin
[CCJ]yymmdd|nnn[:hhmm|/hhmm]|[hhmm
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Parameter

Description

-C
--csv, comma-separated output (option r only)

Generates comma-separated report output based on
selection type so output can be reformatted easily by
another application. Valid only with -r option.

-d
--delimit, pipe delimited (|)

Generates log data report output in pipe-delimited format. If
a delimited report is run, then the failed adds show up with
non-zero status codes.

-f [CC]yymmdd|nnn[:hhmm|/hhmm]|[hhmm]
--from
[CCJlyymmdd|nnn[:hhmm|/hhmm]|[hhmm]

Selects batches created on or after date.

-F log filename
--name log filename

Specifies name of log file.

-i remotename
--rmt remotename

Specifies that -srcd or -srcs is required.

-L listhame
--list listhame

Specifies auto connect (schedule) list name.

-M Posts output messages one screen at a time.
--more

-N number Specifies number of log files to use.

--files number

-p pathname Specifies location of logacct.dat files.

--path pathname

-r
--report, pipe-delimited (|) output

Generates normal cmureport output in pipe-delimited
format. This option is intended to produce output that can
easily be imported into applications accepting a
pipe-delimited or comma-separated format. This option
applies to all cmureport options

(-srcd, -srcs, sacd, -sacq, -sacs, -soff)

-S flsla
--status f|s|a

Returns the status.

-t [CClyymmdd|nnn[:hhmm|/hhmm]|[hhmm]
--to [CC]yymmdd|nnn[:hhmm|/hhmm]|[hhmm]

Selects batches created on or before date.

-T [CC]yymmdd|nnn[:hhmm|/hhmm]|[hhmm]
--TO
[CCJ]yymmdd|nnn[:hhmm|/hhmm]|[hhmm]

Selects batches ending on or before date.

-v Displays session activity.

--verbose

-X nnnn Specifies columns available for screen display.
--cols nnnn

-Y nnnn Specifies rows available for screen display.
--rows nnnn
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Generating Reports

The following command generates an autoconnect (schedule) detail report in comma-separated
format:

cmureport -sacd -r -c

The output of the comma-separated autoconnect (schedule) detail report command is as follows:

gatesthp,gatest,2003/01/10 09:08:26,2003/01/10 9:08:26,0,2,READ2,,622,1,

The following command generates a comma-separated, detail report for a remote account
connection:

cmureport -srcd --report --csv

The output of the comma-separated, remote detail report command is as follows:

gatest,2003/01/10 09:08:26,2003/01/10 09:08:26,4128,3,,,0,0,
gatest,2003/01/10 09:08:26,2003/01/10 09:08:26,4128,3,,,0,0,
gqatest,2003/01/10 09:08:26,2003/01/10 09:08:27,0,1,gatest, gqatest, 622,4,
qatest,2003/01/10 09:08:27,2003/01/10 09:08:27,4128,3,,,0,0,
gatest,2003/01/10 09:08:27,2003/01/10 09:08:27,4128,3,,,0,0,

The following command generates a pipe-delimited autoconnect (schedule) detail report:

cmureport -r -sacd

The output of the pipe-delimited autoconnect (schedule) detail report command is as follows:

serv0lhp|serv01[2003/01/10 09:08:26[2003/01/10 09:08:26|0|2|READ2||622]1]

Displaying and Printing Reports

After they are generated, reports can be redirected to a file or piped to the printer process for
printing. This is done by redirecting the output to a specific file name using the greater than (>)
symbol or piping to the printer with the | symbol.

To display the report, output the report to a file name as shown in the following example.

cmureport -s acd -L listname -p pathname > reportl

Use a text editor to open the specified report name and review the results.
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To print the report, pipe to the printer process as shown in the following example:

cmureport -S acd -L listname -p pathname | 1p

If an error is encountered during parsing of the command line, error messages are written to
standard error.

Displaying Pipe-Delimited Reports

In addition to standard report formats, you can use the cmureport utility to produce all session
details into a pipe-delimited output.You can create custom reports by parsing this output. The
following command produces all session details in a pipe-delimited format:

Note: When the -d parameter is used with cmureport, some cmuadd offline utility failures are
also shown in the report.

cmureport -d -v

The output of this command is 25 pipe-delimited fields. Following is an example:

014043435532 |user01]2004/03/18 13:04:24]10|4]|2004/03/18
13:04:24]0]0|0|0]545|545|1]|0]0]0|0|0]|0|user0l|test.file]]]
014043435532 |user01]2004/03/18 13:04:31|11|4]|2004/03/18
13:04:31]0]0|0|0]545|545|1]|2]0]0|0|0]0|user0l|test.file]|]]
0]10|43435532 |user01]2004/03/18 13:04:49]13|1]|1969/12/31
18:00:00]0]0|0|3]0]ojojo|ololojojo]]|]]]

Not all fields apply for each record type. If a field does not apply it is blank or zero. The following
table, organized by record type, indicates what fields apply to each record type:

Record Type Applicable Fields

Remote session start 1,2,3,4,5,6,7,12

Remote session information 1,2,3,4,5,6,7,8,10, 11, 13, 14, 15, 16, 17, 22, 23
Remote session end 1,2,3,4,5,6,7,8, 10,16, 17, 18, 19, 20

Auto connect session start 1,2,3,4,5,6,7,23

Auto connect remote start 1,2,3,4,5,6,7,12, 22

Auto connect information 1,2,3,4,5,6,7,8,9, 10, 13, 14, 15, 16, 17, 22, 23, 24
Auto connect remote end 1,2,3,4,6,7,8,9,22

Auto connect session end 1,2,3,4,6,7,8,10, 16, 17, 18, 19, 23

Queued auto connect 1,2,3,4,5,6,7,10, 11, 23
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Record Type

Applicable Fields

Offline command

1,2,3,4,5,6,7,8,10, 11, 13, 14, 15, 16, 22, 23

The following table, organized by field position, describes each field and indicates which record
type each field is valid for:

Field Valid for Records Description

Position

1 All Delete flag. This value is zero for all record types.

2 All Identifies the type of record.

10 = Remote connect records

20 = Auto connect records

30 = Queued auto connect records
40 = Offline utilities

3 All Version. This value is CMU2 in hexadecimal notation for
all record types.

4 All Remote name for remote connections, auto connect list
name for auto connects and queued auto connects, or
user name for offline utilities.

5 Remote session start Start date and time.

Remote session information
Remote session end

Auto connect session start
Auto connect remote start
Auto connect information
Queued auto connect
Offline command

6 All Sterling Connect:Enterprise session number. Valid for all
record types.

7 All Message type. Indicates the type of information in the

record:

1 = Remote connect start

2 = Auto connect remote start
3 = Remote information

4 = Offline information

5 = Remote end

6 = Auto connect end

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 153



Chapter 9 Generating Reports

Field Valid for Records Description
Position
8 Remote session information End date and time.
Remote session end
Auto connect information
Auto connect remote end
Auto connect session end
Offline command
9 Auto connect information Sub message type. For auto connect information, this is
Auto connect remote end the remote function code:
1=Add
2 = Request
3 = Directory
4 = Delete
5=NOOP
For auto connect remote end records, this is the auto
connect status.
10 Remote session information Status code for the remote command. Values are noted in
Remote session end Appendix A, Error Messages, in the IBM Sterling
Auto connect information Conl?ef:t.'E/'{terprisg for UNIX Installation and
Administration Guide.
Auto connect session end
Queued auto connect
Offline command
11 Remote session information Function code:
Queued auto connect 1=Add
2 = Request
3 = Directory
4 = Delete
5=NOOP
12 Remote session start Protocol
Auto connect remote start 1 =TCP/IP (offline)
2 = Async
3=FTP
4 =BSC
5 = Secure FTP
13 Remote session information Batch size in bytes of the batch affected by the command.

Auto connect information
Offline command

Accurately reports batch sizes less than 2,147,483,647
bytes. Batch sizes larger than 2,147,483,647 bytes are
reported as zero.
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Field Valid for Records Description
Position
14 Remote session information Size in bytes of the batch affected by the command. Valid
Auto connect information for Accurately reports all file sizes.
Offline command
15 Remote session information Batch number assigned by Sterling Connect:Enterprise.
Auto connect information
Offline command
16 Remote session information This parameter has different meanings for different record
Remote session end types as follows:
Auto connect information For remote session end, this is the number of batches
. added during the session.
Auto connect session end
Offi d For auto connect session end, this is the number of
Iné comman batches added (received).
For offline commands, this is the offline function code:
0 =Add
1 = Extract
2 = Status
3 = Deleted
4 = Erase
17 Remote session information For remote session end, this is the number of batches
Remote session end requested during the session.
Auto connect information For auto connect session end, this is the number of
. batches requested.
Auto connect session end
18 Remote session end For remote session end, this is the number of directory
requests.
19 Remote session end The number of batches deleted
Auto connect session end
20 Remote session end The number of batches added without $$ADD.
Auto connect session end
21 For future use
22 Remote session information For remote session information, auto connect information,

Auto connect remote start
Auto connect information

Auto connect remote end

Offline command

and offline command, this is the mailbox ID affected by
the command that was issued by the remote user. It may
or may not correspond to an RSD.

For auto connect remote start and auto connect end, this
is the mailbox ID specified in the remote block used in the
current phase of the autoconnect attempt. This mailbox
ID corresponds to an RSD.
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Field Valid for Records Description
Position
23 Remote session information For remote session information and auto connect
Auto connect session start information, this is the batch ID assigned by Sterling
. . Connect:Enterprise.
Auto connect information
Auto connect session end
Queued auto connect
Offline command
24 Auto connect information Name of the remote, this is the mailbox ID specified in the
remote block used in the current phase of the
autoconnect attempt. This mailbox ID corresponds to an
RSD.
25 Remote session information For the business process (BP) protocol, this is the

Auto connect remote start
Auto connect information

Sterling B2B Integrator workflow ID and the Sterling B2B
Integrator status URL.

For the Autoconnect remote start records, this is the
daemon name that processed the connection. If the
protocol is async or bisync the daemon name is followed
by the device name. For example:

BISYNC:/devi/ttya

Auto Connect Detail Report

156

The Auto Connect Detail Report lists details about each batch of data sent or received for each
remote site that meet the criteria specified on the command line.

For each autoconnect (schedule) detail report, the following information is reported:
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KXXXXKXXX

KXXXXKXXX

KXXXXKXXX

KXXXXKXXX

Date: mm/dd/yy
Time: hh:mm:ss

Command Line Parameters:

cmureport

-sacd
ListName Remote Start
XXXXXXXK XXXXXXXX yy/mm/dd-hh:

XXXXXXXX yy/mm/dd-hh:

XXXXXXXX yy/mm/dd-hh:

XXXXXXXX yy/mm/dd-hh:

XXXXXXXX yy/mm/dd-hh:

mm :

mm :

mm

mm :

mm :

SS

SS

:SS

SS

Ss

End

hh:mm:

hh:

hh:

hh:

hh:

mm:

mm

mm:

mm:

Ss

SSs

1SS

Ss

Ss

Id

KXKXXKXKXXX

KXKXXKXKXXX

KXKXXXKXXX

KXKXXKXKXXX

KXKXXKXKXXX

IBM Sterling Connect:Enterprise for UNIX
Report Utility

Bno T/C
nnnn X
nnnn X
nnnn X
nnnn X
nnnn X

Page:

Status

nnn

nnn

nnn

nnn

nnn

0001

BpId

nnnn

nnnn

nnnn

nnnn

nnnn

The following table explains the columns:

Column Description

ListName The name listed in the ACD file for this session. If the ACD file name is longer than 8
characters, only the first 8 will be displayed.

Remote The remote site ID for the remote site contacted. If alternate routing is used, this field
shows the actual RSD name that completed the transfer of data. For example,
ABC@1 is shown rather than ABC. If the account that added the batch is a Sterling
B2B Integrator account, this column shows the Sterling B2B Integrator user ID.

Start The date and time the remote site was contacted.

End The time processing was completed for the remote site.

ID 1-8 character ID. This is the mailbox ID of the batch.

Bno The 1-10 digit internal batch number assigned to the batch.

T/IC A single character code that indicates if the batch was collected (C), transmitted (T),
or the batch had an error during collection/transmission (?).

Status A 4-digit failure code that identifies the processing status of the entire auto connect
list. Convert Auto Connect Failure Codes from decimal to hexadecimal and search
for a description in Appendix A, Error Messages.

Bpld Specifies the business process ID associated with the event.
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Auto Connect Summary Report

The Auto Connect Summary Report lists the auto connect records that matched the criteria specified
on the command line. For each auto connect record, the following information is reported:

Date: mm/dd/yy IBM Sterling Connect:Enterprise for UNIX Page 0001
Time: hh:mm:ss Report Utility

Command Line Parameters:
cmureport
-sacs

List Start End SXmt Scol FXmt FCol Status

XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnnnn nnnnn nnnnn nnnnn nnn

XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnnnn nnnnn nnnnn nnnnn nnn

XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnnnn nnnnn nnnnn nnnnn nnn

XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnnnn nnnnn nnnnn nnnnn nnn

The following table explains the columns:

Column Description

List The name listed in the ACD file for this session. If the ACD file name is longer than 8
characters, only the first 8 characters will be displayed.

Start The date and time the auto connect started processing.

End The time the auto connect completed processing.

SXmt The number of the successful batch transmissions to the remote sites on the auto
connect list.

SCol The number of successful batch transmissions collected from the remote sites on

the auto connect list.

FXmt The number of unsuccessful batch transmissions to the remote sites on the auto
connect list.

FCol The number of unsuccessful batch collections from the remote sites on the auto
connect list.

Status A 4-digit failure code that identifies the processing status of the entire auto connect
list.

Convert Auto Connect Failure Codes from decimal to hexadecimal and search for a
description in Appendix A, Error Messages.
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Remote Connect Detail Report

The Remote Connect Detail Report lists details about each communications session with a remote
site. The report identifies when a remote site connected/disconnected with Sterling
Connect:Enterprise and when each remote site command was processed by Sterling
Connect:Enterprise.

Date: mm/dd/yy IBM Sterling Connect:Enterprise for UNIX Page: 0001
Time: hh:mm:ss Report Utility
Command Line Parameters:

cmureport

-srcd
Remote Start End Status Func ID Bno Count BpId
XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnn XXX nnnnnnn nnnnn nnnnn nnnnn
XxXXXXxxx yy/mm/dd-hh:mm:ss hh:mm:ss nnn XXX nnnnnnn nnnnn nnnnn nnnnn
XxXXXXxxx yy/mm/dd-hh:mm:ss hh:mm:ss nnn XXX nnnnnnn nnnnn nnnnn nnnnn

Each Remote Connect Detail Report contains the following information:

Column Description

Remote The name of the remote site that connected to Sterling Connect:Enterprise.
Start The date and time processing started for the event.

End The time that processing was completed for the event.

Status A 4-digit failure code associated with a failed remote connect. Remote Connect

Failure Codes are documented in Appendix A, Error Messages.

Func The 3- or 4-byte field that describes the event being reported. Function types are:

CON-The remote site connected to Sterling Connect:Enterprise.
DISC-The remote site disconnected from Sterling Connect:Enterprise.
ADD-The remote site sent an $$ADD or put command.

REQ-The remote site sent a $$REQUEST or get command.

DEL-The remote site sent a $$DELETE or del command.

DIR-The remote site sent a $$DIRECTORY or dir command.

NOP- An event occurred while trying to establish a connection.

ID The 1-8 character mailbox ID of the batch(s).
Bno The internal 8-digit batch number assigned to the batch.
Count The number of batch bytes transmitted/received (protocol overhead is not included

in this count).
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Column Description

Bpld Specifies the business process ID associated with the event.

Remote Connect Summary Report

The Remote Connect Summary Report lists the remote connect summary records that match the
criteria specified on the command line.

Date: mm/dd/yy IBM Sterling Connect:Enterprise for UNIX Page: 0001
Time: hh:mm:ss Report Utility

Command Line Parameters:

cmureport

-srcs
Remote Start End Add WOA Reg Dir Del
XXXxXXxxX yy/mm/dd-hh:mm:ss hh:mm:ss nnnn nnnn nnnn nnnn nnnn
XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss nnnn nnnn nnnn nnnn nnnn

The following table explains the columns:

Column Description

Remote The name of the remote site that connected to Sterling Connect:Enterprise.
Start The date and time the remote site connected to Sterling Connect:Enterprise.
End The time that processing was completed for the remote site.

Add The number of batches of data that were successfully added by the remote site

using the $$ADD or put commands.

WoA The number of batches of data that were successfully added without using the
$$ADD or put command.

Req The number of batches that were transmitted in response to $$REQUEST or get
commands.

Dir The number of $$DIRECTORY or dir commands issued by the remote site.

Del The number of successfully-processed $$DELETE or del commands issued by the
remote site.
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Queued Auto Connect Report

The Queued Auto Connect Report lists the auto connect records that match the criteria specified on
the command line. The records shown represent every occurrence of a requeued auto connect and
the specific remote site where the connection was requeued.

List

KXXXXKXXX

HKXXXKKXXX

HKXXXKXKXXX

HKXXXKXKXXX

Date: mm/dd/yy
Time: hh:mm:ss

Command Line Parameters:
cmureport
-sacq

Start

yy/mm/dd-hh:mm:

vy /mm/dd-hh:mm:

vy /mm/dd-hh:mm:

vy /mm/dd-hh:mm:

SS

SS

SS

SS

Remote

Resource

KHXXXXKXXX

XXXXXXXX

IBM Sterling Connect:Enterprise for UNIX Page 0001
Report Utility

Status

nnn

nnn

nnn

nnn

For each auto connect record, the following information is reported:

Column Description

List The name listed in the ACD file for this session. If the ACD file name is longer than 8
characters, only the first 8 will be displayed.

Start The date and time the auto connect was requeued.

Remote The remote site where the requeue occurred.

Resource The resource(s) available to this auto connect.

Status A 4-digit failure code associated with a failed auto connect. Auto Connect Failure

Codes are documented in Appendix A, Error Messages.
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Offline Utilities Log Report

The Offline Utilities Log Report is designed to format detail records written to the log file by the
command line utilities.

Date: mm/dd/yy IBM Sterling Connect:Enterprise for UNIX Page 0001
Time: hh:mm:ss Report Utility
Command Line Parameters:
cmureport
-soff
User Start End Func ID Bno Count
XXXXXxXxX yy/mm/dd-hh:mm:ss hh:mm:ss xxx KRXXXXXKK nnnnnn nnnnnnn
XXXXXXxX yy/mm/dd-hh:mm:ss hh:mm:ss xxx KRXXXXXKK nnnnnn nnnnnnn
XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss xxx KAXXXXKK nnnnnn nnnnnnn
XXXXXXXX yy/mm/dd-hh:mm:ss hh:mm:ss xxx KAXXXXKK nnnnnn nnnnnnn

Within the report body itself, each report contains these fields:

Column Description

User The local user that issued the command.

Start The date and time when the process began.

End Time when the process ended.

Func The mailbox function, such as ADD or EXTRACT, run on this batch during this
process.

ID The mailbox ID of the batch.

Bno The number of the batch processed.

Count The size of the batch, in bytes.
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AS2 Report

To generate a report of the AS2 protocol activity, use the as2report utility.

Required parameters are in bold in the following table. All parameters (required or optional) can be
input using either the abbreviated or long format. Unlike other Sterling Connect:Enteprise for
UNIX command line utilities, the as2report utility does not allow spaces between a parameter and

its values.

Parameter

Description

-byyyymmdd[:hhmm]|hhmm
--begin yyyymmdd[:hhmm]|hhmm

Specifies the begin date and time the messages were
transferred.

-eyyyymmdd[:hhmm]|lhhmm
--end yyyymmdd[:hhmmjlhhmm

Specifies the end date and time the messages were
transferred.

-f['] from name []
--from [‘] from name []

Specifies the from AS2 identifier of the AS2 contract.

-h
--help

Print usage information.

-mcolumn delimiter
--delimit column delimiter

Specifies the delimiter to use to separate columns. If
the delimiter is not specified, column fields will be
printed fixed width. For more informatio about the -m
parameter, refer to Displaying Pipe-Delimited AS2
Reports on page 163.

-n[] contract ID []
--contract [] contract ID [1]

Specifies the contract ID associated with the AS2
transfer.

-rinbound|outbound|both
--direction inbound|outbound|both

Specifies the direction of the AS2 transfer from Sterling
Connect:Enterprise.

-ssuccessl|failed|pending|all
--status success|failed|pending|all

Selects the status the AS2 message.

-t['] to name []
--to [] to name []

Specifies the to AS2 identifier of the AS2 contract.

-X
--xml

Specifies to generate the output in xml format.

Displaying Pipe-Delimited AS2 Reports

In addition to standard report formats, you can use the as2report utility to produce details into a
pipe-delimited output. You can create custom reports by parsing this output. The following
command produces all session details for the date range specified in a pipe-delimited format:

as2report -m”|” -byyyymmdd[:hhmm] |hhmm -eyyyymmdd[:hhmm] [ hhmm
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The output of this command is 21 pipe-delimited fields. Following is an example:

outbound |2005-04-01T11:52:29 |outbound | SENT | 122523 |2005-04-01T11:52:29|122523 | 2005-04
-01T11:52:30]122523]2005-04-01T11:52:29|1| "contract" | "batch.PL.24.RQ" | "batch.PL.24.M
D" |"batch.PL" | "hostnamel.com-1bdb58-102feed7e89--8000@hostname2.com" | "remote" | "local
" | "hostnamel.com-1bdb58-102feed7e89--7fffremote@hostname2.com" | "processed" |

The following table, organized by field position, describes each field in the output:

Field Position Description Example Field

1 Direction - outbound|inbound outbound

2 Payload Creation Date and time 2005-04-01T11:52:29

3 Mailbox name outbound

4 Status SENT

5 AS2 Batch number (RQ batch) 122523

6 RQ Creation Date and time 005-04-01T11:52:29

7 MDN Batch Number 122527

8 MDN Creation Date and time 2005-04-01T11:52:30

9 Payload Batch Number 122522

10 Payload Creation Date and time 2005-04-01T11:52:29

1" Attempts to send 1

12 AS2 contract name "contract”

13 AS2 batch message name "batch.PL.14.RQ"

14 MDN batch name "batch.PL.14.MD"

15 Original (payload) batch name "batch.PL"

16 AS2 message ID "hostname1.com-1bdb58-102fee47e89--
8000@hostname2.com”

17 Remote trading partner id "remote"

18 Local trading partner id "local"

19 MDN Message ID "hostname1.com-1bdb58-102fee47e89--
7fffscooby@hostname2.com”

20 Disposition "processed"

21 Disposition modifier. This field only has a

value if the MDN is negative.
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Configuring Secure FTP

Sterling Connect:Enterprise Secure FTP is a Secure FTP server and client using Secure Sockets
Layer (SSL), a protocol that provides secure communications with transport protocols, including
FTP over TCP/IP. It is an open, nonproprietary Internet protocol that has been widely adopted as
standard. Sterling Connect:Enterprise Secure FTP ensures point-to-point security, meaning that the
data is secured as it is transmitted across a single socket. To use Sterling Connect:Enterprise Secure
FTP, both the sending and receiving sites must have FTP software that has SSL capabilities.

Sterling Connect:Enterprise Secure FTP Features

Sterling Connect:Enterprise Secure FTP provides the following security features:

4 Secrecy—Data is encrypted (scrambled) for privacy so that only the sender and recipient of
the encrypted data can know its contents.

4 Authentication—The client can determine that the entity that claims to be the server is really
the server. Optionally, the server can authenticate the client.

4 Integrity (also known as reliability)—The client and the server can determine whether the data
has been modified in transit.

Cryptography

To describe the security provided by Sterling Connect:Enterprise Secure FTP, it is necessary to
introduce some of the basic concepts and terms of cryptography. This is a very high-level overview.
For more complete understanding of security, refer to industry publications or the Internet.

Several key elements are required for Sterling Connect:Enterprise Secure FTP to provide security.
Collectively, these elements are called cipher suites. Cipher suites are composed of the following:

4 Key-exchange method
4 Digital certificate type
4 Message digest function
4 Data encryption method
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Cryptographic algorithms transform a plain text (readable) message into an encrypted form (called
cipher text) that cannot be read by someone who is not intended to read it. The encrypted text can
be converted to a readable form using a key.

The key-exchange method of a cipher suite is the mechanism the two communicating parties use to
make these keys available to each other so they can communicate in private.

There are two categories of cryptographic algorithms, symmetric and public key (asymmetric).
Symmetric cryptography requires the sender and receiver to share one key. The key is used to both
encrypt and decrypt the data. Public key cryptography requires a private key, known only by the
owner, and a public key, which can be disseminated freely. Data encrypted with the private key can
only be decrypted with the public key, and vice versa. Symmetric algorithms are much faster than
public key algorithms, but require securely transmitting the key to trusted partners.

Sterling Connect:Enterprise Secure FTP Client-Server Session

Sterling Connect:Enterprise Secure FTP makes use of both types of cryptography. A client-server
session begins with a handshake sequence containing the following:

4 Client obtains server’s public key (using certificates, explained below).

4 Client generates a symmetric session key and sends a message to the server, encrypted with
the server’s public key, containing the session key.

4+ Server decrypts this message with its private key to obtain the session key.
4 Client and server use the session key to encrypt and decrypt the rest of the transmitted data.

The server does not need to know anything about the client, and the client needs to know only the
server’s public key. The server’s private key is kept secret and is never transmitted. The bulk of
the communication is secured with relatively speedy symmetric key algorithms.

Message digest algorithms, also called one-way hash functions, are used to create a hash (a short,
fixed length representation of a longer, variable-length plain text message). The resulting hash value
cannot be used to derive the original message. The hash is also called a digest.

Authentication

166

When a message digest is encrypted with a private key, the result is a digital signature. Digital
signatures allow a client to authenticate the server, because the client has the server’s public key
and can use it to decrypt the signature (created with the private key). The client knows the server is
the only one who has the private key, so the server must be the one that sent the message.

Clients and servers obtain public keys as part of a certificate that is signed by a trusted, well-known
entity called a certificate authority (CA). CAs are responsible for verifying and processing
certificate requests, and issuing and managing certificates.

Certificates typically contain:

4+ Distinguished name and public key of the server or client
Distinguished name and digital signature of the CA

Period of validity (certificates expire and must renewed)

.+ 4

Administrative and extended information
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You obtain a certificate from a CA by first generating a certificate signing request (CSR) that
contains specific information in a specific format about the requester. The CA analyzes those fields
in the CSR, validates the accuracy of those fields, generates a certificate, and sends it to the
requester.

Sterling Connect:Enterprise Secure FTP enables CSR generation with the cmusslgencsr command.
Sterling Certificate Wizard is also available to generate CSRs using a GUI. Manual interaction is

required with third-party CAs, usually by E-mail, for the request, distribution, and installation of

certificates.

Sterling Connect:Enterprise Secure FTP enables server authentication with the cmusslverify
command., See the IBM Sterling Connect: Enterprise for UNIX User’s Guide for more information
about the cmusslgencsr and cmusslverify commands.

Configuring Secure FTP

Complete the procedures in this section to configure Secure FTP.

Establishing the Security Policy

Before your company can use Sterling Connect:Enterprise Secure FTP, you must determine the
security needs of your various sites and those of your trading partners. After you establish the
security policy, you must obtain the documents required to implement the security policy. Use the
following procedure:

1. Determining Your Company’s Security Policy

Your security policy determines the overall security level you need to establish for your
company. When deciding your overall policy, you should take into account your own
requirements as well as those of your trading partners.

Your company’s security policy can be set for all remote sites or on a site-by-site basis. You
can create multiple Security Protocol Definition (SPD) files to have more than one set of
security requirements. These files are created and modified using the Site Administration user
interface.

2. Establish the Security Policy for your remote sites. You have the following choices when
setting your security policy:

¢ Required—All FTP transfers must be authenticated with Secure FTP.

¢ Optional—FTP transfers are authenticated when possible, but a transfer does not fail if
the remote site does not have Secure FTP capabilities.

¢ Disallowed—Secure FTP transfers are not allowed.

¢ Implicit—Implies a value of “required”for all incoming FTP transfers. The FTP server
instance will expect the SSL negotiation to begin immeditaely after the TCP/IP socket
connection for the command socket. If the FTP client fails to immediately begin SSL
negotiation, the connection will be closed with no feedback to the client.
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3.

Select Minimum Security Protocol: TLSv1 or SSLv3

4. Decide what Cipher Strength to use for you remote sites. Ensure that your cipher strength

setting corresponds to the cipher strength setting of your remote sites. You have the following
choices when setting your cipher strength:

¢ Strong suites only—Secure FTP transfers are only performed with cipher suites that use
strong encryption.

¢ Export suites only—Secure FTP transfers are only performed with cipher suites that use
export encryption.

¢ Allow all suites—Secure FTP transfers are allowed with any cipher suite.
Decide what Cipher Suites to use for your remote sites.

Sterling Connect:Enterprise allows you to set a list of cipher suites for each SPD file. The
cipher suites should be set in descending order with the most preferred suite listed

first. Transfers between your Sterling Connect:Enterprise host and other Sterling
Connect:Enterprise or Sterling Connect:Mailbox for UNIX servers must negotiate cipher
suites between your list and the remote’s list of cipher suites. The cipher suite used for the
transfer is the first suite in the remote’s list that matches a suite in your list. The cipher suite
can appear anywhere in your list, thus the remote server always has control over which cipher
suite is preferred.

Note: Sterling Connect:Enterprise Command Line Client (Secure FTP) and Sterling
Connect:Enterprise Secure Client cannot specify cipher suites, only cipher strength.

The following cipher suites are supported by Sterling Connect:Enterprise Secure FTP:

Strength Ciphers

Strong RSA_WITH_AES_256_CBC_SHA
RSA_WITH_AES_128 CBC_SHA
RSA_WITH_3DES_EDE_CBC_SHA
RSA_WITH_RC4_128 SHA
RSA_WITH_RC4_128_MD5
RSA_WITH_DES_CBC_SHA

Export suites RSA_EXPORT_WITH_RC4_40_MD5
RSA_EXPORT_WITH_DES40_CBC_SHA
RSA_EXPORT_WITH_RC2_CBC_40_MD5

Clear text with RSA_WITH_NULL_SHA
certificate suites RSA WITH NULL MD5

Decide if you will require client authentication. By default, a remote client will authenticate
the server. You can also authenticate the client before allowing a connection. To perform
client authentication, you will need a certificate from each client you are authenticating and a
trusted certificate that identifies them.

Decide what your clear channel control (CCC) policy will be. The following table describes
your options.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide



Configuring Secure FTP

Strength Ciphers
SSL server CCC Specifies whether the FTP server accepts the Clear Control Channel (CCC)
policy command if it is sent by the client. Each endpoint of the session must support use

of the CCC command.
Disallowed = Default. CCC is not attempted.
Required = CCC must be accepted for the session.

Optional = CCC is attempted. If rejected, the session remains connected and
encrypted.

SSL client CCC
policy

Specifies whether an FTP automatic connection attempts to send the Clear
Control Channel (CCC) command. If the command is accepted, the control
connection operates in clear text for the remainder of the session. Each endpoint
of the session must support use of the CCC command.

Disallowed = Default. CCC is not attempted.

Required = CCC must be accepted for the session.

Optional = CCC is attempted. If rejected, the session remains connected and
encrypted.

Obtaining and Installing Your Certificate

Use the following procedure to obtain and install your certificate:

1. Select a Certificate Authority. A Certificate Authority (CA) is a company responsible for
verifying and processing certificate requests, and issuing and managing certificates. The CA
you choose should be one that your trading partners trust. Verisign (www.verisign.com) and
Thawte (www.thawte.com) are CAs. You must meet the requirements of the CA you choose.

2. Run the cmusslcust script. This script is normally run as part of the Sterling
Connect:Enterprise base installation. If you have already installed Sterling Connect:Enterprise
for UNIX version 2.2, run emusslcust from a command prompt.

In the cmusslcust script, you perform the following steps:

a. Create a private key. The private key is automatically created by the script. You can
encrypt your private key with a password for additional security. You can also choose a
specific length for your private key.

b. Generate a Certificate Signing Request (CSR).

A CSR contains the following information:

*  Country Code—A 2-letter code that identifies the country in which your company is
located. For example, the code for the United States is US.

o State/Province—Name of the state or province in which your company is located.

*  City/Locality—Name of the city or locality in which your company is located.

*  Organization Name—Name of your company.

*  Organizational Unit—A subdivision or work-unit name within your company.

*  Common Name—The server host name, or common name, must clearly identify the
server and the company to remote partners. A remote site should be able to resolve
this name to the IP address of your server.
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10.

c. Set your security policy. Because you do not have your certificate installed on your host
workstation, set your security policy to Disallowed or Optional. DO NOT set your
security policy to Required. Doing so causes all attempted Sterling Connect:Enterprise
FTP, both standard FTP and Secure FTP, transfers to fail.

d. Create a placeholder for your Key/Cert file. You create your Key/Cert file after you
receive your certificate. Refer to step for instructions.

Purchase a certificate. When submitting a Certificate Signing Request (CSR), you can use the
CSR created during the SSL configuration of the installation script, you can create a CSR
using the emusslgencsr command, or you can use a format directly from your CA. Submit
your CSR to your CA in the manner specified by your CA. After your CA has verified the
information in the CSR, you receive a certificate file.

Note: If you paste your CSR information into a text file, ensure that there are no leading spaces.

Make a backup copy of your certificate. You always want to have a backup copy of your
certificate file. Certificates can become corrupted or can be accidentally deleted. If you lose
your certificate and do not have a backup, you must acquire a new certificate.

Install your CA’s trusted root certificate. The trusted root certificate for VeriSign and Thawte
is included with Sterling Connect:Enterprise in the file SCMUHOME/spd/trusted.txt. All other
trusted roots must be obtained from the CA and added to the trusted root file. If you intend to
communicate with sites running Sterling Connect:Enterprise for UNIX, Sterling
Connect:Mailbox for UNIX, Sterling Connect:Enterprise Command Line Client (Secure FTP),
or Sterling Connect:Enterprise Client for Microsoft Windows (Secure FTP), those sites also
need the trusted root certificate from your CA.

Your trusted root certificate file should not contain more than one certificate for each CA.
Superseded or expired root certificates should be removed.

Create your Key/Cert file. The Key/Cert file is created by concatenating your certificate to
your private key. Following is an example:

cat privkey.txt cert.txt > keycert.txt

Use the emusslverify command to verify your Key/Cert file.

Make a secure backup copy of your Key/Cert file. You always want to have a backup copy of
your Key/Cert file. This file can become corrupted or can be accidentally deleted. If you lose
your Key/Cert file and do not have a backup, you must acquire a new certificate. If a third
party gains access to your private key, they could access secure data transfers and masquerade
as the server.

Create your security protocol definition. Using the Site Administration user interface, create as
many security protocol definitions as needed for Secure FTP communications with your
remote sites. For each security protocol definition, set the parameters as determined in the first
section of this worksheet.

After you install your certificate on the host workstation, reset the Security Policy parameter
as needed.
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11. Set the Security protocol file parameter in your schedule, communications protocol, and
account definition files as needed. The Security protocol file parameter specifies which
security protocol definition is used for an individual remote site or an schedule. Refer to the
IBM Sterling Connect: Enterprise for UNIX Web Administration User Interface Help for
instructions.

Note: The CPD Security protocol file parameter was set by the emusslcust script. The value of the
CPD Security protocol file parameter is the global default setting for Sterling
Connect:Enterprise Secure FTP transfers.
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Configuring SSHFTP Protocol

SSH is a client-server architecture used to securely connect over a network. There are three
components that make up the SSH Client protocol:

4 SSH-—used as a secure Telnet
4 SCP—used for secure file copy
4 SFTP—used for secure FTP transactions

The Sterling Connect:Enterprise for UNIX SSH server support SFTP and SCP clients. Use the
information in this appendix to configure communication between Sterling Connect:Enterprise for
UNIX and SSHFTP clients.

Configuring Sterling Connect:Enterprise SSH Server

During installation, you have the opportunity to configure SSH. If you elect to configure SSH, the
installation script calls the SSH customization script. If you elect not to configure SSH during
installation, you can run the following SSH customization script, located in the SCMUHOME/etc/
directory.

cmusshcust

You will need the following information:

Information Required Description Where to put the information

SSHFTP listener port Select the secure FTP port Specify this value when prompted during
that the SSHFTP daemon will the installation or when running the
monitor for incoming SSH cmusshcust script. If you need to change
requests. this port number, use the Define

Communications function of the Site
Administration user interface.
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Information Required Description

Where to put the information

Type of host key to use for the  Sterling Connect:Enterprise
Sterling Connect:Enterprise for UNIX supports both RSA
for UNIX server and DSA keys for SSH.

Specify this value when prompted during
the installation or when running the
cmusshcust script.

Number of bits to use in the The host key can be

host key anywhere from 512 to 32768
bits. The larger the key, the
greater the security. Some
clients and servers cannot
use keys greater than 2048.

Specify this value when prompted during
the installation or when running the
cmusshcust script.

The SSH customization script creates the SSH public host key as:

SCMUHOME/ssh/system/ssh_host_key.pub

Provide this key to your client.

The SSH customization script creates the private host key as:

SCMUHOME/ssh/system/ssh_host_key

Do not share this key.

Configuring a Remote SSHFTP Client Connection

174

When configuring the connection between a remote client and Sterling Connect:Enterprise SSH
server, you can configure to use password authentication or public key authentication. Your choice
for authentication determines how you configure your protocol definition and account definition.

Use the following procedure:

1. Decide on the authentication routine for SSH. Use the following table as a guide:

If you want this authentication routine Set this in the communication definition
Sterling Connect:Enterprise only performs Password authentication = Yes

password authentication. Public key authentication = No

Sterling Connect:Enterprise only performs public Password authentication = No

key authentication. Public key authentication = Yes

Sterling Connect:Enterprise first attempts publickey =~ Password authentication = Yes
authentication. If public key authentication fails, Public key authentication = Yes

Sterling Connect:Enterprise attempts password
authentication.
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2. Decide if you will allow remote users to issue Secure Copy (SCP) commands.
Decide what Ciphers you allow for encryption.

4. Decide what Message Authentication Codes (MACs) you will allow for message integrity
protection. Also decide on the order of preference.

5. Provide your server requirements for authentication, Ciphers, and MACs to your clients.

6. Use the Define Communications function of the Site Administration user interface to setup the
SSHFTP protocol definition based on step 1 on page 174 through step 4 on page 175.
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Configuring AS2

This chapter provides information on using Sterling Connect:Enterprise for UNIX to exchange data
with a trading partner using the AS2 transport protocol. Read this information and complete the
procedures described in this chapter before attempting to implement AS2 using the Sterling
Connect:Enterprise for UNIX Site Administration user interface.

Use the worksheets in this chapter to gather configuration information from your trading partner
and from the system administrator at your local site. Refer to the completed worksheets when you
are using the Sterling Connect:Enterprise for UNIX Site Administration user interface to set up the
AS2 contract before you begin exchanging data.

About AS2

Applicability Standard 2 (AS2) is a transport protocol that uses HTTP to transport data over the
Internet. It offers a flexible set of security options for organizing the transfer of data between
companies. These options include using a secure HTTP connection and S/MIME for data privacy,
data integrity, data authenticity, and nonrepudiation.

Implementing AS2 requires you to agree with your trading partner on security options, including
signing, encryption, and Message Delivery Notification (MDN) options. You will also need to
exchange AS2 identifiers, certificates for S/MIME and SSL (HTTPS) and information about the
HTTP URLSs and ports that each of you will be using for the exchange.

The following diagrams illustrates how Sterling Connect:Enterprise sends and receives data and
how different types of batches are created (PL, RQ, MD, OK, NM, BD, AS2, and BQ). These
diagrams assume all security measures and message options are being used.
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Sending from Sterling Connect:Enterprise to a Trading Partner

The following diagram illustrates the process when sending batches from Sterling
Connect:Enterprise to a trading partner. This process involves the *.PL, *.RQ, *.MD, * NM, and
* BD batch suffixes.

Note: The *.PL suffix is configurable in the schedule definition. It is the payload to be sent.

Connect:Enterprise

1. The user
adds afile to
the mailbox.
This payload
batch is stored
as batchiD.PL.

8. The MDN signature is
verified. The MDN is received
through HTTP or HTTPS. If it
is a positive MDN, it is stored
as batchID.PL.batch#MD. If
it is a negative MDN, it is
stored as .NM. If it is an invalid
MDN, it is placed in the dead-
letter mailbox as .BD.

9. If the MDN indicates
failure, the N is set.

2. EDIINT picks up the
batch, it is signed,
encrypted, compressed
and AS2 headers are
added, based on the AS2
contract. The result is an
AS2 message. This is
stored as
batchlD.PL.batch#.RQ
batch. The T flag is set
on the .PL batch.

3. The AS2
message is sent
through HTTP or
HTTPS. The P flag
is set on the .RQ

flag set when
transmission is
complete. If the
transmission fails

and retries are
exhausted, the NT
flag is set.

batch. The P flag is
cleared, andthe T | |

e —

Internet

Trading Partner
7. The MDN is
sent through 6. Recipient receives
HTTP or message payload.
HTTPS.

A

1

5. The signature is
validated. The message
is decrypted,
decompressed, and the
header is removed. The
requested MDN is
created.

4. The AS2 message

= is received through

HTTP or HTTPS.

Note:

Not all batches referred to in these diagrams are always created. If the “retain original message in
recipient mailbox” option is not enabled, the .AS2 batch is not saved for inbound messages and the
.MD batch is not saved for outbound messages.
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Receiving AS2 Messages from a Trading Partner

The following diagrams illustrate the process when receiving batches from a trading partner. This
process involves the *.STG, *. TR, * TMP, *.0K, *.MD, *.NM, and *.BQ batch suffixes.

AS2 Messages Requesting Async MDNs

Trading Partner

Connect:Enterprise

2. The message is

1. The trading
partner sends an
AS2 message

received through
HTTP or HTTPS.

A

» received through
HTTP or HTTPS.

or

v

v

4. After processing,
batchID.tmp becomes
batchID.batch#.0OK.
BatchID.STG is moved to
the target mailbox and
renamed to
batchID.batch#.AS2. If the
contract does not specify
retaining the original
message, the .AS2 batch is
discarded.

il

4. If the trading partner
requested an MDN,
batchID.NM (negative
MDN) is created and
sent through HTTP or
HTTPS.

Y

5. If the trading partner
requested an MDN,
batchlD.batch#.MD

is created and sent
through HTTP or
HTTPS.

using the A 4 — :
parameters in the e i 3. Ifitis a valid AS2 . .
AS2 contract. The 3. Ifitis a valid AS2 ) message and a contract islg I:T:Z;:;gi}v;_“g
inbound raw message, a contract exists exists, but the message tract d exist
message has for the trading partner, and does not comply to the ?O”tr';act :j)'es no teXIs
an.AS2 suffix. a dead letter mailbox is AS2 contract, the bo" € trading partner,
configured for the port, the i atchiD.BQ is created
9 port, message is sent to the in the dead latter
message payload is stored dead letter mailbox as mailbox
kol as batchiD.BQ. )
c tmp.AS2IN.batchID.STG
E in the dead letter mailbox
= and batchID.tmp is created
in the target mailbox to
store the payload.
The MDN is %
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AS2 Messages Requesting Sync MDNs

Trading Partner

Connect:Enterprise

2. The message is

‘ » received through
HTTP or HTTPS.
1. The trading ‘
partner sends an or
AS2 message
using the y A \J
parameters in the 3. Ifitis a valid AS2 P :
AS2 contract. The 3. Ifitis a valid AS2 message, message and a contract | | o LIS not a valid
inbound raw a contract exists for the trading exists, but the message ASZt mtisdsage °rta o
message has partner, and a dead letter does not comply to the contract does not exis
an.AS2 suffix. mailbox is configured for the AS2 contract, the for the trading partner,
port, the message payload is message is sent to the pattﬁhlg.B(?l |threated
stored as dead letter mailbox as in the dead letier
S tmp.AS2IN.batchiD.batch#. TR | | patchiD.BQ. mailbox.
= in the dead letter mailbox and
“g batchID.tmp is created in the
= target mailbox to store the
payload.
The MDN is #
received through .
HTTP or HTTPS. 4. After processing,
batchID.tmp becomes

A batchID.batch#.0OK.
BatchID.TR is moved to the
target mailbox and
renamed to
batchlD.batch#.AS2. If the
contract does not specify

4. If the trading partner
requested an MDN,
batchID.NM (negative
MDN) is created and

retaining the original sent through HTTP or
message, the .AS2 batch is HTTPS.
discarded.

\

v

5. If the trading partner
requested an MDN,
batchID.batch#.MD

is created and sent
through HTTP or
HTTPS.

Duplicate messages are usually not processed and stored in the target mailbox, but if the original
MDN batches have been erased, the duplicate must be reprocessed to create a new MDN response.
In this case, a new MDN batch will be created with the appropriate .MD or .NM suffix. The .AS2
and .OK batches will also be created but with an additional .dup suffix indicating they are
duplicates.
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Configuring Sterling Connect:Enterprise for UNIX for AS2

If you did not configure AS2 during installation, use the following procedure:

1. Navigate to the SCMUHOME/etc directory and run the as2cust utility. This will complete the
AS2 customization. Following is an example:

IBM(R) Sterling Connect:Enterprise(R) for UNIX

(C) Copyright IBM Corp. 1994, 2011 All Rights Reserved.

IBM and the IBM logo are Trademarks of International Business Machines
version 2.5.00 Customization

This customization procedure sets up AS2 for IBM(R) Sterling
Connect:Enterprise(R) for UNIX

operating environment.

As a shorthand, entering ENTER at the prompt means use the default value, if any.
To abort the process, enter Control-C.

Press ENTER when ready.

Using Java Runtime "/data/ahmi_ce2402/jre/bin/java"
/data/ahmi_ce2402/javalib/cmuhttpd saved as
/data/ahmi_ce2402/javalib/cmuhttpd.2011.03.01.19.17
Created script: /data/ahmi_ce2402/javalib/cmuhttpd

/data/ahmi_ce2402/javalib/cmuediintd saved as
/data/ahmi_ce2402/javalib/cmuediintd.2011.03.01.19.17

Created script: /data/ahmi_ce2402/javalib/cmuediintd

Created script: /data/ahmi_ce2402/javalib/as2report

Created script: /data/ahmi_ce2402/javalib/as2delete

An existing AS2 configuration file has been found and will not

be overwritten or modified.
The file path is: /data/ahmi_ce2402/as2/AS2-Configuration.xml

AS2 Customization Completed

2. Start the HTTP daemon (¢cmuhttpd) and the EDIINT daemon (cmuediintd). Refer to Chapter
5, Starting and Stopping Sterling Connect: Enterprise, for more information.
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Configuring the AS2 Port

The AS2 port receives incoming AS2 messages. You specify the URL and port numbers and the
SSL requirements. Use the following worksheet to gather the information to set up the AS2 port.
You then define the port using the Sterling Connect:Enterprise for UNIX Site Administration user
interface.

Information Required Description

IP address or host name accessible from IP address that you want trading partners to send AS2

the Internet messages to.
AS2 listening port Port that you want AS2 to listen on.
Translated listening port Port that the AS2 listener port is mapped to when using

network address translation.

Dead-letter mailbox: Mailbox where invalid requests and invalid MDNs are stored.
If blank, these requests and MDNs are not stored.

Cipher strength Cipher strength to be used for SSL. Options are:
None = Default

Strong = Allow only cipher suites with greater than 40-bit
encryption.

All = Allow strong and weak cipher suites. Weak cipher suites
use 40-bit encryption.

Custom = Use specific cipher suites.
If you select Custom, you must specify the cipher suites.

Cipher suites If you select Custom as the cipher strength, you must specify
the cipher suites to use.

Key certificate file Specifies the location of the key certificate file containing the
private key for SSL server authentication.

After you define an AS2 port for Sterling Connect:Enterprise for UNIX, you must give your URL
to the AS2 trading partner that connects to your system. The URL that they use must have the
following format:

http://hostname:port/as2/mailboxid/batchid
or
https://hostname:port/as2/mailboxid/batchid for SSL connections

as2 is required and must be in lowercase letters, mailboxid is the mailbox that you want the inbound
batches to go to, and batchid is the batch ID that you want to assign the AS2 message.
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Configuring the HTTP Proxy

An HTTP proxy may be required to send AS2 messages. You specify the proxy servers you want
to use to send AS2 messages. For each proxy server, you define URLs or URL patterns (using
regular expression). If a URL matches, it uses this proxy for outbound requests. Use the following
worksheet to gather information.

Information Required Description

Proxy server URL Required. Specifies the URL for the HTTP proxy.

User ID If required, specifies the user ID needed to access the proxy server
URL.

Password If required, specifies the password needed to access the proxy server
URL.

URL Specifies the URL that will be mapped to the proxy you are defining.

You can use regular expression to identify a URL.

Creating the AS2 Contract

After you define the port and proxy information, the next step is to create the contracts. Use the
worksheets in this section to gather the information necessary to create your AS2 contracts.

Identity Information Worksheet

Use the following worksheet to gather identity information for you and your trading partner.

Information Required Description

What your trading partner needs from you

Local AS2 identifier Required AS2 identifier that you want your trading partner to use to
identify you.
Local AS2 URL Required. URL you want your trading partner to send AS2 message

to. It must be in the following format:
http://hostname:port/as2/mailbox_ID/batch_ID

where hostname, port, and mailbox_ID identify where you want your
trading partner to send to and batch_ID identifies the name they must

give the batch they are sending. If it is a secure port, this URL must
begin with https://.
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Information Required Description

What you need from your trading partner

AS2 identifier for remote trading Required AS2 identifier that your trading partner wants you to use to

partner identify them.

Remote trading partner URL Required URL your trading partner wants you to use to send AS2
messages.

User ID User ID you need if required by the URL your trading partner
provides.

Password Password you need if required by the URL your trading partner
provides.

SSL Information Worksheet

You may need to negotiate some of these settings with your trading partner.

Information Required Description

What your trading partner needs from you

Direct trust certificate or trusted root Provide a direct trust certificate file to your trading partner or
a trusted root certificate.

Cipher strength for SSL Options are:
None = Default

Strong = Allow only cipher suites with greater than 40-bit
encryption.

All = Allow strong and weak cipher suites. Weak cipher
suites use 40-bit encryption.

Custom = Use specific cipher suites.
If you select Custom, you must specify the cipher suites.

Common name validation If your trading partner wants to use common name
validation, they need the common name from your
certificate, which depends on your specific common name

policy.
What you need from your trading partner
Direct trust certificate file or trusted root Acquire the trusted root certificate file or a direct trust
certificate file certificate from your trading partner and specify the path and

file name where it is saved. This file is used to authenticate
your trading partner during SSL negotiations.
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Information Required

Description

Cipher strength for SSL

Cipher strength to be used for SSL. Options are:
None = Default

Strong = Allow only cipher suites with greater than 40-bit
encryption.

All = Allow strong and weak cipher suites. Weak cipher
suites use 40-bit encryption.

Custom = Use specific cipher suites.
If you select Custom, you must specify the cipher suites.

Common name validation

If you want to use common name validation, you need the
common name from your trading partner certificate. This will
depend on your specific common name policy. You can
validate on:

Host name
DNS name
Other (specify)

Digital Signature Information Worksheet

If you are signing messages or authenticating signed messages, use the following worksheet to
collect certificates and algorithm requirements for your local site and your trading partner. Y ou may
need to negotiate some of these settings with your trading partner.

Information Required

Description

What your trading partner needs from you

Signing certificate file

Signing certificate to authenticate messages that you send.

What you need from your trading partner

Signing certificate file:

Acquire the signing certificate you use to authenticate your
trading partner’s signature and specify the path and file
name where it is saved.

Signing algorithm:

Signing algorithm that your trading partner requires you to
use when signing messages.

Exchange Encrypted Messages Information Worksheet

Use the following worksheet to collect certificates and algorithm requirements for your local site

and your trading partner when you require
these settings with your trading partner.

encrypted messages.Y ou may need to negotiate some of
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Information Required Description

What your trading partner needs from you

Exchange algorithm Exchange algorithm that you require your trading partner to
use to encrypt messages.

Exchange certificate Public exchange certificate that your trading partner must
use encrypt messages to send to you.

What you need from your trading partner

Exchange algorithm Exchange algorithm that your trading partner requires you to
use when encrypting messages.

Exchange certificate file Public exchange certificate that your trading partner requires
you to use when encrypting messages.

Message Options Worksheet

Use the following table to collect message option preferences for your local site and your trading

partner.

Information Required

Description

What you need from your trading partner

MIME type/subtype

Specific MIME type/subtype your trading partner
requires, if any.

Compress message

If your trading partner requires you to compress
message.

What you need to decide for your local site

Port to receive asynchronous MDN

Port available to receive asynchonous MDNs (HTTP
or HTTPS). This can be the same port that receives
AS2 messages.

MDN type

Type of MDN you want to receive. If Asynchronous
(returns on a different communication channel that the
message was sent), specify a port.

To request a signed MDN, specify the algorithm

Signing algorithm you want your trading partner to use
when signing MDNSs.

Number of retries for failed attempts

Number of times an attempt to retransmit the message
will be made before the request is failed. This field only
applies when you are using MDNs.

Time out

The time allowed for a message to be transmitted and
the corresponding MDN to be returned. This field only
applies when you are using MDNs.
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Retry of Outbound AS2 Connections

Use the information in this section to configure the retry attempts for AS2 messages.

For AS2 Messages Requiring an MDN

Use the following procedure to establish the retry policy for outbound AS2 messages that require

synchronous MDNss:

1. From the Site Administration user interface, click Define AS2 Contract.

2. From the Manage AS2 Contract screen, select the contract you want to configure the retry
settings and click Edit.
At the top of the screen click MDN to display the Configure MDN screen.

4. Specify Number of retries for failed attempts (the actual number of attempts is this number
plus the initial connection attempt) and Time out values.

5. From the Site Administration user interface, click Define Schedules.

6. From the Manage Schedules screen, select the schedule you want to configure the retry
settings and click Edit or click New to create a new schedule.

7. Define the schedule as needed to send your AS2 message. Delete any value from the Times to

requeue remote resource and Retry connection attempts fields. This will ensure that the
retry definition that is set in the AS2 contract (step 4) is used.

For Outbound Asynchronous MDNs

By default, outbound asynchronous MDN will retry 5 times after the initial attempt at 5 minute
intervals. If you need to change this value, use the following procedure:

1.
2.

A

From the Site Administration user interface, click Define AS2 Contract.

From the Manage AS2 Contract screen, select the contract you want to configure the retry
settings and click Edit.

At the top of the screen click Inbound to display the Configure Inbound Message screen.
Note all mailboxes identified in the Mailboxes trading partner can send to field.
From a command line, navigate the SCMUHOME/acd directory.

For each mailbox from the list of mailboxes from step 4, there is a .mailbox.acd file. Open the
first file in the list.

Update the following parameters in the .mailbox.acd file as required:

INTERVAL

non
s}

REQUEUES

Repeat step 6 and step 7 for each .mailbox.acd file in the list.
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For AS2 Messages Not Requiring an MDN

By default, for AS2 messages that require an asynchronous MDN will retry 9 times after the initial
attempt at 30 second intervals. You cannot change this value.
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Configuring WebDAYV Protocol

The Web-based Distributed Authoring and Versioning (WebDAV) protocol is a set of extensions
that work within the HTTP protocol. These extensions allow you to manage and edit data that is
located on remote Web servers. The Sterling Connect: Enterprise implementation of WebDAV
allows you to exchange data with Sterling Connect:Enterprise using Microsoft Windows in the
same way that you would any directory structure. You can also use any WebDAYV client available
with UNIX operating systems.

To configure the Sterling Connect:Enterprise WebDAYV, you only need to configure the HTTP port
for WebDAV. Use the Define Communications function of the Sterling Connect:Enterprise for
UNIX Site Administration user interface to set up the WebDAYV server. Information on Configuring
a WebDAYV port are in the Help for the Site Administration User Interface. The initial installation
of the Sterling Connect:Enterprise WebDAV uses the same port at the Site Administration User
Interface. You can add support for SSL (HTTPS) and additional ports.

You will need to provide the hostname and port number of your WebDAYV server to any client that
is connecting through WebDAV.

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 189



Chapter 13 Configuring WebDAV Protocol

190 IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide



Chapter 14

Configuring the External Authentication
Service

The external authentication service that is part of Sterling Connect:Enterprise serves as a proxy

between Sterling Connect:Enterprise and an LDAP server. It allows you to authenticate users with

your existing LDAP directory, rather than using the native authentication capability of Sterling

Connect:Enterprise. The following diagram describes the basic architecture of the external
authentication service:

Connect:Enterprise
requests authentication
over a connection
secured by SSL or TLS.
(Alternatively, you can

External Authentication Server

The user is either authenticated
or not. This information is
returned to

use a nonsecure port.)2

P

—1-»

Connect:Enterprise.

Secure port

.| (SAD)
| Defines the

Control port
Gets passphrase from
Connect:Enterprise to

decrypt the config info.

Server Access
Definition

authentication
mechanism.

LDAP Server

Connect:Enterprise UNIX

The authentication request is
passed to the LDAP server based
on the Server Access Definition.
Also in the SAD, you can define
the method of authentication
between the external
authentication server and LDAP.
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To configure the external authentication service, you must have your LDAP server already installed
and configured. Use the steps in this chapter to configure the connection between Sterling
Connect:Enterprise and the external authentication service. After you establish this connection, use
the Define Access and Define Access Groups functions of the Site Administration user interface to
establish the Server Access Definition (SAD) and the connection between the external
authentication service and your LDAP server.

Determine What Procedures to Follow

If you plan to use a secure connection between Sterling Connect:Enterprise and the external
authentication service, perform all procedures in this chapter (except those identified as optional)
in the order they are presented. If you do not plan to use a secure connection between Sterling
Connect:Enterprise and the external authentication service, refer to Start Sterling
Connect:Enterprise and the External Authentication Service on page 198 and Define the Server
Access Definition on page 202.

Configuring the SSL Credentials for Connection

If you plan to use a secure connection between Sterling Connect:Enterprise and the external
authentication service, use the procedures in this section.

Specify the Path to Keytool

192

You must use the keytool utility that is part of the external authentication service. Use this
procedure to ensure that you are using the appropriate keytool.

1. Type the following command to specify the path and press Enter:
For KSH:

export PATH=$CMUHOME/externalauth/IDMB/jre/bin:$SCMUHOME/externalauth/IDMB/bin:S$SPATH

For CSH:

setenv PATH S$SCMUHOME/externalauth/IDMB/jre/bin:$SCMUHOME/externalauth/IDMB/bin:S$SPATH

2. Type the following command to verify the keytool that you are using and press Enter.

which keytool

3. The system returns the path value. Verify that this path value is:

SCMUHOME/externalauth/IDMB/jre/bin
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Change the Default Passphrases for the External Authentication Service

The external authentication service is installed with default passwords for the keystore file and the
truststore file, and the passphrase for the encryption key. If you intend to change the default values,
you must perform this procedure before Create a Key/Certificate for the External Authentication
Service on page 195 because the certificate and the truststore password must be the same.

1. Type the following command to change the encryption passphrase:

changepassphrase.sh -x

2. You are prompted for the current passphrase. Type the current passphrase and press Enter (the
initial value is changeit).

You are prompted for the new passphrase. Type the new passphrase and press Enter.

4. You are prompted to verify the new passphrase. Type the new passphrase again and press
Enter.

5. Type the following command to change the keystore password:

keytool -storepasswd -v -new newpassword -keystore keystore_path -storepass
password

The following table describes the command elements:

Element Description

keytool Invokes the keytool utility.

-storepasswd Instructs keytool to change the password.

-V Instructs keytool to use verbose output.

-new newpassword Specifies the new password for the keystore.
-keystore keystore path Specifies the path and file name of the key store file.

$CMUHOME/externalauth/IDMB/conf/system/keystore is the default. If
you use a value other than the default, you must update the sslinfo.xml
with the new path and file name using the sslinfotool.sh script.

-storepass password Specifies the current password of the keystore file. The initial value is
password.

6. Type the following command to change the truststore password:

keytool -storepasswd -v -new newpassword -keystore truststore_path -storepass
changeit

The following table describes the command elements:
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Element Description

keytool Invokes the keytool utility.

-storepasswd Instructs keytool to change the password.

-V Instructs keytool to use verbose mode.

-new newpassword Specifies the new password for the truststore.
-keystore truststore_path Specifies the path and file name of the truststore file.

$CMUHOME/externalauth/IDMB/conf/system/truststore is the default.
If you use a value other than the default, you must update the
sslinfo.xml with the new path and file name using the sslinfotool.sh
script.

-storepass changeit Specifies the current password of the truststore file. The initial value is
changeit.

7. Type the following command to update the keystore and truststore passwords in the
sslinfo.xml file to the ones you updated in steps step 5 on page 193 and step 6 on page 193:

sslinfotool.sh -p=passphrase -w=newkeystorepassword -W=newtrustorepassword

The following table describes the command elements:

Element Description
sslinfotool.sh Invokes the sslinfotool.sh
-p=passphrase Specifies the passphrase for the external authentication server you

changed in step 1 on page 193.

-w=newkeystorepassword Specifies the new keystore password you changed in step 5 on page
193.

-W=newtrustorepassword Specifies the new truststore password you changed in step 6 on page
193.

The following message is displayed:

" SCMUHOME/externalauth/IDMB/conf/system/sslInfo.xml" updated successfully
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Create a Key/Certificate for the External Authentication Service

The certificate portion of the key/certificate is used to authenticate the external authentication
service to Sterling Connect:Enterprise. Use the following procedure to generate a key/certificate
and save it in the external authentication service keystore file.

1. From the SCMUHOME/externalauth/IDMB/jre/bin directory, type the following command:

keytool -genkey -alias alias_name -keyalg alg type -keystore keystore_path
-storepass password

The following table describes the command elements:

Element Description

keytool Invokes the keytool utility.

-genkey Instructs keytool to generate a certificate.

-alias alias_name Specifies the name of the certificate. This name will be in the certificate

and will also be used to identify the certificate in the keystore.

You will also need this information when you Enable the Secure
Access Accepter on page 200.

-keyalg alg_type Specifies the type of algorithm used to create the key. This value must
be RSA.
-keystore keystore path Specifies the path and file name of the key store file.

$CMUHOME/externalauth/IDMB/conf/system/keystore is the default. If
you use a value other than the default, you must update the sslinfo.xml
with the new path and file name using the sslinfotool.sh script.

-storepass password Specifies the password of the keystore file. Use the value you specified

in step 5 on page 193.

Following is an example:

S keytool -genkey -alias externalauthkeycert -keyalg RSA -keystore
SCMUHOME/externalauth/IDMB/conf/system/keystore -storepass password

2. When prompted, supply the following information and press Enter after each prompt:

*

First and last name. Use a value that identifies the external authentication service, such as
“External Authentication.”

Organizational unit

Organization

City or locality

State or Province (use CAPS)

Two letter country code (use CAPS)

IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide 195



Chapter 14 Configuring the External Authentication Service

When prompted, verify the information you provided and press Enter.

4. You are prompted with the following:

Enter key password for <alias_name>
(RETURN if same as keystore password) :

Do not type a password. Press Enter. The key/certificate and keystore passwords must be the
same for the external authentication service to function properly.

Export the External Authentication Service Certificate to Sterling Connect:Enterprise

Use the following procedure to export the signed external authentication service certificate to
Sterling Connect:Enterprise:

1. Type the following command:

keytool -export -alias alias_name -keystore keystore_path -storepass password
-file $CMUHOME/spd/cert_alias -rfc

The following table describes the command elements:

Element Description

keytool Invokes the keytool utility.

-export Instructs keytool to export the certificate.

-alias alias_name Specifies the name of the certificate you created in Create a
Key/Certificate for the External Authentication Service on page
195.

-keystore keystore path Specifies the path and file name of the key store file.

$CMUHOME/externalauth/IDMB/conf/system/keystore is the
default. If you use a value other than the default, you must update
the sslinfo.xml with the new path and file name using the
sslinfotool.sh script.

-storepass password Specifies the password of the keystore file.

-file $CMUHOME/spd/filename Specifies the path and filename where you want to export the
certificate to. The path will always be $CMUHOME/spd.

-rfc Formats the certificate in Privacy Enhanced Mail (PEM) format.

Following is an example:

S keytool -export -alias externalauthkeycert -keystore
SCMUHOME/externalauth/IDMB/conf/system/keystore -storepass mypassword -file
SCMUHOME/spd/externalauthcertificate -rfc
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Create a Key/Certificate for Sterling Connect:Enterprise

If you already have a key/certificate for Sterling Connect:Enterprise, this procedure is not
neccesary. If you do not already have a key/certificate for Sterling Connect:Enterprise, you can use
Sterling Certificate Wizard or cmusslgencsr to create a key/certificate. The following procedure
demonstrates how to create a key/certificate using cmusslgencsr. The public portion of this
key/certificate is used by the external authentication service to authenticate Sterling
Connect:Enterprise.

1. Navigate to the SCMUHOME/spd directory.

2. Use the following command to create a certificate for Sterling Connect:Enterprise:

cmusslgencsr

3. When prompted, supply the following information and press Enter after each prompt:
¢ Two letter country code
¢ State or Province
¢ Organizational name
¢ Organizational unit
¢ Common name (server host name)

A private key (privkey.txt) and a Certificate Signing Request (csr.txt) are created in the
$CMUHOME/spd directory.

4. To get your certificate signed by a CA, submit csr.txt according to the requirements of the CA.

After you get your signed certificate from the CA, use the following command to create a
Key/Certificate for Sterling Connect:Enterprise:

cat privkey.txt cert.txt > keycert.txt

where cert.txt is your signed certificate and keycert.txt the name for your key/certificate.

Import the Sterling Connect:Enterprise Certificate to the External Authentication Service
Truststore

Use this procedure to import the Sterling Connect:Enterprise CA certificate to the external
authentication service. It will be used to authenticate the Sterling Connect:Enterprise server.

1. Navigate to the SCMUHOME/externalauth/IDMB/jre/bin directory and type the following
command:

keytool -import -keystore truststore path -storepass password -file certificate

The following table describes the command elements:
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Element Description

keytool Invokes the keytool utility.

-import Instructs keytool to import a certificate to the keystore.

-keystore truststore_path Specifies the path and file name of the trust store file. The default is

$CMUHOME/externalauth/IDMB/conf/system/truststore.

-storepass password Specifies the password of the truststore file.

-file certificate Specifies the location of the public certificate to import. If you used
Create a Key/Certificate for Sterling Connect:Enterprise on page 197,
this certificate is located in $§CMUHOME/spd/cert.txt.

Do not use your private key or key/certificate.

Following is an example:

S keytool -import -keystore $CMUHOME/externalauth/IDMB/conf/system/truststore
-storepass mypassword -file $CMUHOME/spd/cert.txt

2. Details of the certificate are displayed and you are prompted with the following:

Trust this certificate?

Type yes and press Enter to trust the certificate.

Start Sterling Connect:Enterprise and the External
Authentication Service

Use the following procedure to start Sterling Connect:Enterprise and the External Authentication
Service:
1. Start Sterling Connect:Enterprise using ceustartup.

2. Start the external authentication service type the following command and press Enter.

cmurefresh -h passphrase

where passphrase is the passphrase you changed in step 1 on page 193.

198 IBM Sterling Connect:Enterprise for UNIX Installation and Administration Guide



Create and Identify a Security Definition for the External Authentication Service

Create and Identify a Security Definition for the External
Authentication Service

Use the following procedure to create a security definition to define the Sterling Connect:Enterprise
side of the secure communications to the external authentication service.

1.

Using the Site Administration user interface, click Define Security.

2. Set the following parameters:

SANERANEF R

Parameter

Value

Security protocol name

A name for the security definition.

Security Required

Cipher Suites Select cipher suites in order of preference from 1-9.
Authentication ServerClient

SSL server CCC policy Disallowed

SSL client CCC policy Disallowed

Verify common name False

Root certificate file

The certificate file that identifies the external authentication service. This is
the certificate exported in Export the External Authentication Service
Certificate to Sterling Connect:Enterprise on page 196.

Key certificate file

Sterling Connect:Enterprise key/certificate file.

Click Save.

Click Define Configuration.

Select the configuration definition you are using and click Edit.

Set the following parameters:

Parameter

Description Valid Value

External auth

Specifies whether external authentication or
Sterling Connect:Enterprise authentication is
used.

Specify Yes or RSD to use the external
authentication service.

No = Default; use Sterling
Connect:Enterprise
authentication.

Yes = Use external
authentication.

RSD = Authentication
method is determined by
the account definition.

External auth port

Any port between
1-65535. The default is
61365.

Specifies the port that the external
authentication service listens on.
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Parameter

Description

Valid Value

External auth secure port

Specifies the SSL port that the external
authentication service listens on.

Any port between
1-65535. The default is
61366.

Control port

Specifies the port that Sterling
Connect:Enterprise uses to send the
passphrase to the external authentication
service.

Any port between
1-65535. The default is
61367.

External auth resource

Specifies the name of a default server
access definition or server group on the
external authentication service. During the
initial configuration, it is normal for this field
to be blank. This does not prevent you from
communicating with the external
authentication service.

Any valid access definition
or server group name.

External auth host

Specifies the host that the external
authentication service runs on. Use this if
you are connecting to an external
authentication service that is installed
separate from the Sterling
Connect:Enterprise instance you are
configuring.

Any valid host name. The
default is CMUHOST.

External auth path

Specifies the fully qualified path name of the
executable for the external authentication
service. You cannot specify both External
auth host and External auth path.

Any valid path.

External auth SPD

Specify the Security Definition you created in
step 2 on page 199.

Any valid security
definition.

7. Click Save.

Enable the Secure Acc