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Introduction

The Sterling Commerce Certificate Wizard enables the generation of a certificate signing
request (CSR) or a self-signed certificate on a computer running the Windows or UNIX
operating system. This paper addresses how the Certificate Wizard can be used to
generate a ‘Self-Signed Certificate’, and subsequently how to configure Connect:Direct
systems to use these certificates.

For information on System Requirements for the Certificate Wizard, see the
‘Sterling Commerce Certificate Wizard Version 1.1 Readme’.

A basic knowledge of SSL is assumed. For further information on SSL, see the ‘Related
Documentation’ section.

WARNING : Using Self-Signed Certificates is not recommended for production
environments and should only be used to facilitate test environments prior to production.
Check with your Certificate Authority for Production Certificates.

Sterling Commerce Software used

Certificate Wizard 1.1.00

Connect:Direct Windows 4.1.00 Build 024
Connect:Direct Secure+ Option for Windows 3.0
Connect:Direct for Unix 3.5.00 Fix Level 03Jun2003
Connect:Direct Secure+ Option for Unix 3.0
Connect:Direct for OS/390 4.2.00 Put Level 4203
Connect:Direct Secure+ Option for OS/390 2.0

Related Documentation

Sterling Commerce Certificate Wizard Version 1.1 Readme

IBM OS/390 V2R8.0 System SSL Programming Guide and Reference
( Document Number: SC24-5877-01).




1. Generate Self-Signed Certificate.

Run Certificate Wizard.

The following details the creation of the required files for Secure+ on Windows.

If you need more information on any field in Certificate Wizard, click ‘Help’.

Etertiﬁcate Wizard

=101 x|

Welcame to Cedificate Wizard Yersion 1.1.00

This wizard guides you through the steps to generate a Cedificate
Signing Reguest, a Sel-Signed Cedificate, and a key Cetificate file.
Click the Generate CSR tab to generate a CSR.

Click the Sel-Signed Cedificate tab to generate a self-signed cedificate.
Click the kKey Cedificate tabh to generate a Key ceificate file.

Click the Werify Certificate tab to verify a signed cedificate.

Copyright @2001-2002
Sterling Commerce, Inc.
All rights reserved.

‘ Help H Exit |

Click on the *Self-Signed Certificate’ tab:



Etertiﬁcate Wizard

=101 x|

ﬁé Self-Signed Certificate

Please enter the following information ahout your site:

Common Name: |Te stWindows2kK-Server

Country: |United Kingdomi{Great Britain) ™ |

State/Province: |Middlesex

-

CityiLocality: |Uxbridge

Organization/Company Hame: |Sterling Commerce

Organization Unit: |Bupp|:|rt

Email Address: ||:|:|nnect_eurnaupp@atercnmm.cnrd

Hext Cancel

Help

Exit

Enter appropriate values into the panel. To get more information on any of the fields,
click “‘Help’.

Click “Next’.



Etertiﬁcate Wizard =L EI

éé Sel-Signed Certificate

eHificate Type

% Server (. Client ) Custom

—ieificate Usage

DigitalSignature [ ] NonRepudiation
KeyEncipherment DataEncipherment
Keyigreement [ ] KeyCertSign

[ ] CriSign [ ] EncipherOnly

[ ] DecipherOnhy

Back Hext Cancel

Help Exnt

Working just with *Server Authentication’, accept Default values.

Click “Next’.



Etertiﬁcate Wizard

ﬁé Sel-Signed Certificate

Private Key Length: | 768

Certificate Serial Number: |1 2345673849
How long is Certificate Yalid: |2E=

Passphrase: |*‘“‘*‘“‘*‘*

Confirm Passphrase: |*‘**“‘*‘“

Back Mext Cancel

As this is for TESTING ONLY, enter any appropriate values for the fields above.
The Passphrase you specify here will be used later.

Click “Next’.



Ell:ertiﬁcate Wizard o ] [

ﬁé Self-Signed Certificate

Specify the private key file name.

Key file name: |CASecureipriviey td | bruwse...|

Specify the Self-Signed Cedificate file name.

Cert file name; |C\Securewcert.crt Browse...

Back Hext Cancel

Help Exit

Specify a location for the Private key and the Certificate.

Click “Next’.



&% Certificate Wizard

You have entered the following information:

Common Mame: Test-Windows2k-Server
Country:United Kingdomi{Great Britain)
State/Province:Middlesex

CityLocality:Uxbridoe

DrganizationfCompany Mame:Sterling Commerce
Drganization Unit: Suppart

Email Addressiconnect_eurosuppstercamm.com
Frivate kKey Length: 768

How lang is Certificate YWalid: 28

Certificate Usage:f0, 2, 3, 4}

ke file name:CASecureipriviey bt

"o fila narma TS ocnraieart o

Back Finish Cancel

=101 %]

ﬁ; Self-Signed Certificate

Help

Exit

Check the details.

Click “Finish’.



El[ertiﬁcate Wizard

=101 ]

éé Self-Signed Certificate

You have entered the following information:

Comman Mame: TestWindows2k-Sermver
Country:United KinodomdGreat Britaind

x|

@ A self-signed certificate has been created. ¢

oK "
Cedificate Usage{0, 2, 3, 4}
ke file name:CASecureipriviey ti

Carfila namo ™ 1Saciiraicart cHt

Back Finish Cancel

Help Exit

Self-Signed certificate created.

This Self-Signed certificate will also act as a “Trusted Root Certificate’. For simplicity,
copy the “cert.crt’ file, naming the new file, ‘TrustedRoot.txt’



2. Create the ‘Keycert’ file

Click the *Key Certificate’ tab :

El[ertiﬁcate Wizard

Key Certificate |

Specify the private key file name.

|C:IBecurelprivkey.t}d

Specify the digital certificate file name.

|C:IBecurelcen.m

Specify the keycert file name.

(CASecurekeycert bt

Browse...

Browse...

Browse...

Generate

=10 x|

Help

Exit

Specify the previously created “Private Key’ and Certificate from Step 1. In the ‘Specify
the keycert file name’ box, specify the name and location of the keycert file you wish to
create. Click on “Generate’. You should see the following:
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Certificate Wizard

Key Certificate |

Specify the private key file name.

oK

[ChSecurelkeycer td

| | Browse...

Generate

=101 x|

‘Keycert’ file has been created.

11

Help

Exit




3. Verify Certificates

Verify Certificates by clicking on the “Verify Certificate’ tab:

Ell:ertiﬁcate Wizard =L ﬂ

ﬁ Yerify Certificate ﬁ

Specify the name of Key Cedificate file and the Trusted Root file to
verify (keyvoert.td and trusted. td). Ifyvou anly identify the Trusted Root
File, cedificates in that file will be verified against time and
signature. The passphrase is required to verify the Key Cerdificate
file.

Passphrase: |""“"“"“"1

Keycert: |C:IEecurelkeycert.t}ft | Browse...
Certificate File: |C:IBecurelcert.crt | Browse...
Trusted Root File: |C:IBecurelTrustedRDDt.b€t | Browse...
Verify
Help Exit

Enter the filenames from Steps 1 and 2.

If verification is successful, the following screens appear:
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& Certificate Wizard

=101 x|

ﬁ Yerify Certificate é

x

@ Active date is:Thu May 22 11:48:59 BST 2003
Expiration date is:Thu Jun 19 11:48:59 BST 2003
Issuer Info: Test-Windows2K-Server
Certificate Infomation:

v Rootfile to
e Trusted Root
2 and

Country: GB gy Cetificate
State: Middlesex
CityLocality: Uxbridge
Organization Unit: Support
Organization: Sterling Commerce
Common Name: Test-Windows2K-Server
Serial number: 123456789 DL
Signature algorithm: SHA1withRSA Browse...
Yersion number: 2 Browse...
Key certificate file verification succeeded.
@ Yerify
Help Exit
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& Certificate Wizard

Verification is done.

=101 x|

ﬁ Yerify Certificate ﬁ

Specify the name of Key Cedificate file and the Trusted Root file to
verify (keyvoert.td and trusted. td). Ifyvou anly identify the Trusted Root
File, cedificates in that file will be verified against time and
signature. The passphrase is required to verify the Key Cerdificate

essage EI

@ Checking root certificates succeeded.

oK

1L

Browse...

Certificate File: |C:IBecurelcert.crt

Trusted Root File: |C:IBecurelTrustedRDDt.b€t

Browse...

Browse...
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Help

Exit




4. Configure Connect:Direct Windows to use Secure+.

Run the Connect:Direct Windows ‘Secure+ Admin Tool’:

=10l x|

& Secure+ Admin Tool - [E:4CD4100%Server',Secure +ynodes]

File Edit Kew Management Help

Mode Marme Filter: I*
Mode Marne I Type Secure+ | Owerride | Cipher S... | Client&uth| Encryption| Signature | LimExgpt | Autolp... Baze Recaord
Local L =50 M S5L RS M ] M A3 ]
MED . &1X1 3500 F: * * A ] * A3 *
MED W2KS 4100 F: * * * ] * A3 *

Expand the *.Local’ record:
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File

Miocde

Locs
MNED.
MED £
MED )

i Edit Record

Made Mame: I.Local

Security Options | TLS/SSL Protocol | STS Protocol

Secure+ Protocal
" Dizable Secure+
" Enable TLS Protocol
¥ Enable S5L Protocal
" Enable STS Protocal

£ Detault to Local Made

Base Record: |WEDW2KS 4100

Mode or Copy Staternent Croeerride

¥ Dizahle Override

" Enable Override

£ Detault to Local Mode

x|plx|

Type: Local [

Avuthertication Timeout: |1 20 secohds.

Upcate Histary (Last 3 Updates):

Z003/05/22 17:02:03 ctsuplvll
2003705722 16:28:45 ctsuplvwll
2003705722 15:56:21 ctzuplwll

Help |

Check the boxes as above. Click OK.

Click the “TLS/SSL Protocol’ tab.
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i Edit Record x|

Mode Marme: I.Lu:u:al Baze Record: INED.‘I.-“-.QKS.M on Tywpe: Local

Security Options  TLSSSL Protocol | STS Protocal
TLS/SSL Options |

Trusted Root Certificate File: IC:'ISecure'l.Trusteannt.txt Browwze

Cetificate File: IC:'ISecure'lkeycert.tx‘t

i Browse

Clear Cerificate

Erable Client Authertication: " ves f* o " Defaultto Local Mode

Cetificate Comtmon Marme:

Cipher Suites
[~ Defaultto Local Hode

Available Enabled

SSL_RSA WITH_MULL_MDS
Add == SSL_RSA_WITH_MULL_SHa,
= |SSL_RsSA_EXPORT_WITH_RC4 40 MDS
==Remove | loo) moa WITH_RC4_126_MDS
SSL_RSL_EXPORT WITH_DES40_CBC_SHA
SSL_RS& WITH_DES_CEC_SHA,

U

SEL_RSA WITH_3DES_EDE_CEC_SHA
SEL_RSA WITH_RCA_128_SHA,

D

CH | Cancel | Help |

Set the “Trusted Root Certificate File’ and the ‘Certificate File’ using the files created in
the previous steps ( the Passphrase used on Page7 is used here when specifying the
‘Certificate File). Enable all Cipher Suites. Click OK. Secure+ setup complete.

Submit a Connect:Direct ‘Pnode=Snode’ or ‘Loopback’ process to prove the connection
IS secure.
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5. Setting up Secure+ between Windows and Unix

Steps 1 and 2 could now be repeated for setting up the Secure+ files for Unix.
Alternatively, ( and only to expedite setup), copy the ‘TrustedRoot.txt” and ‘keycert.txt’
file to the Unix system.

Run the Connect:Direct Unix Secure+ Admin Utility. Expand the “.Local’ record:

I 5
| |

Node Name: | Local Base Record: |NED.AIX 1.3500 | Type: Local

(Security Options [ TLS/ S5L Protacol |/5T5 Protacal |

Secure+ Pratacal MNode ar Copy Statement Override

i+ Disahble Secure+ i# Disable Override

i’ Enable TLS Protacal
) Enable Override

i Enable SSL Pratocal

it Enable TS Protacal Default to Local Node

Default to Local Node

Authentication Timeaut: 120 secands.

Update History {Last 3 Updates)

2003/05/22 14:53:09 ghayr 1
20030516 16:48:25 ahayrl
20030516 16:45:25 ghayrl

oK H Cancel || Help

Check the boxes as above, click OK.

Click the “TLS/SSL Protocol’ tab:
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NED. AKX 3500

Shomefsupportflsfghayr 1/Secure Trusted R oot bt
fhomefsupportflsfghayr 1/ Securefkeycert. ot

S5L_RSA_WITH_RC4_128_MD5
S5L_RSA_WITH_MULL_SHA
S5L_RSA_EXPORT_WITH_RC4_40_MD5
S5L_R3A_EXPORT_WITH_DES40_CBEC_SHA
S5L_RSA_WITH_DES CEC_SHA
SaL_RSA_WITH_3DES EDE_CBC SHA
S5L_RSA_WITH_RC4_128_5HA
SaL_REA_WITH_NULL_MD3

_ ok || cancel || relp |

Enter the filenames for the ‘Trusted Root Certificate File’ and ‘Certificate File’ that were
copied to Unix. Enable all Ciphers. Secure+ setup is complete.

Using either Connect:Direct ( Unix or Windows ) as Pnode, submit a Connect:Direct
Process to prove the connection is secure.
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6. Setting up Secure+ between Windows and OS/390

You will need to use an IBM Utility called ‘GSKKYMAN’. See the IBM manual in the
‘Related Documents’ section for more details on GSKKYMAN.

In this example, Connect:Direct OS/390 will be Pnode.
Copy the file ‘TrustedRoot.txt” to OS390.

Start GSKKYMAN:

Key Management Menu

Datab

O oo

Impar
Import
Show L
ord
Show databa: length

Exit program

Enter option number (press ENTER to return to previous menul:

INPUT
4=Top 5=Bottom i
s 1@=Refresh 11=FudRetr 12=Retrieve

Select option: ‘7 — Import a certificate’.
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Key Management Menu

NER=]E

[ul]
|_|'

- 0 O @D
m -

st
Hd Tur your reguest

Import
Impur

Exit program

Enter option number [p EMTER to return to previous menul: T
: ENTER to return to menul:
utedPDDt =t
RUNMING
4=Top G=Bottom b=T%0
5 1@=Refresh 11=FwdRetr 1Z2=Retriewve

Enter the name of the certificate you wish to add:
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Database: /fu/ghayrl/ghkey.kdh

Manag
Manag

M o Mo @O

ed for your request
rtificate

Import

Show

S -2 database o

1= =l

ord length

: ENTER to return to previo
EMTER to return to menul:

er import fil
[ turn to menu) :

label [(p

4:TDp
s 18=Refresh

15 menul): T

TrustedRoot. txt

RUNNING
b=TSO
1Z¢=Retrieve

S=Bottom
11=FudRetr

Enter a label of your choice. This will be needed when configuring the Secure+

component of Connect:Direct OS/390.
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Import

Import a

show the default
. Ij
length

Exit program

Enter option number (press ENTER to return to previous menul: T
Enter import file name [p s ENTER to return fo m I: TrustedRoot. txt
Enter label (press ENTER to return to menul: trustedselfcert

Certificate imported.
s ENTER to continue.
RUNMING

¢=5ubCmd J=HlpRetrn 4=Top b=Bottom b=T50
oll 9=Me: s 18=Refresh 11=FuwdRetr 1Z=Retrieve

Configuration using GSKKYMAN is complete.
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Configure Connect:Direct OS/390 Secure+ . Through the 1Ul panels, go into Secure+:

Secure+ Admin Tool: Main Screen Row 1 to &
Option o Scroll

Table Line Commands are:

Export pub. key H vwiew History
Update node I Insert node

__ CERM
NED. A

NED.F
MED.F
MED.F
MED. 2l
NED. W2K5 . 40RE rHM
— MED.WEZK=. 410E MY N :
BOTTOM OF DATA :

In this example, we want to update a Remote Windows Node called: ‘“NED.W2KS.4100°.
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MHode CaCUFe ‘reate/lUndate Panel

Auth Timeout:

Autoupdt
Override

Ira = [ra [ra o

TCP Information:

IPaddr: . ; 3. signature
1. 2. 3. Encrupt
Lgorithm

q

Auth. Prev. Keys xpire Date

Auth.
a5ig.
Algarithm N ; *
Auth. Rmt. b ARAR
=ig. REmt. Key naaR
ertificate Label
L Cipher Suites
asxl Certificate Pathname
a5l Client Auth. Compare

Import Remote Keys Get Record

In the ‘SSL Certficate Label’ field, enter the label you specified earlier. Enable all Cipher
Suites. Click on OK, and save the resulting parmfile. Secure+ setup is complete.

Submit a Connect:Direct process, with Pnode being OS/390 to prove the connection is
secure.

Select statistics from Connect:Direct OS/390 for a successful copy will show something
like:

25



|:_:|:| mp ilers HE‘ 1 B
BROLSE SYLa@3143. TAGL526.RAAAA . GHAYRL. HDMARPT . HAL Line AAAARATI Col A@1 Q5@

Time > Bb:0@: 44
Pr Mum =3 2

secondary Mode => MED.L

WOELETEME. THT
> GHAYR1.PS.TEST
Enabled -

Function

. SCPABAOT
> GHAYRL
= MED. W2 = s COPY
Ve > 4,096
Command ===3 != ol

This concludes the use of Certificate Wizard in generating Self Signed Certificates, and
the subsequent configuration of Connect:Direct to use Secure+.
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