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Chapter 1

About Connect:Direct Secure+ Option for
OpenVMS

Secure+ Option, which is part of Connect:Direct for OpenVMS, provides enhanced security for
Connect:Direct using cryptography to secure data during transmission. You select the security
protocol (SSL or TLS) to use with the Secure+ Option product.

Security Concepts

Cryptography is the science of keeping messages private. A cryptographic system uses encryption
keys between two trusted communication partners. These keys encrypt and decrypt information so
that the information is known only to those who have the keys.

There are two kinds of cryptographic systems: symmetric-key and asymmetric-key. Symmetric-key
(or secret-key) systems use the same secret key to encrypt and decrypt a message. Asymmetric-key
(or public-key) systems use one key (public) to encrypt a message and a different key (private) to
decrypt it. Symmetric-key systems are simpler and faster, but two parties must somehow exchange
the key in a secure way because if the secret key is discovered by outside parties, security is
compromised. Asymmetric-key systems, commonly known as public-key systems, avoid this
problem because the public key may be freely exchanged, but the private key is never transmitted.

Cryptography provides information security as follows:

4+ Authentication verifies that the entity on the other end of a communications link is the
intended recipient of a transmission.

4+ Non-repudiation provides undeniable proof of origin of transmitted data.
4+ Data integrity ensures that information is not altered during transmission.
4+ Data confidentiality ensures that data remains private during transmission.

Secure+ Option enables you to select one of two security protocols to use to secure data during
electronic transmission: Transport Layer Security (TLS) or Secure Sockets Layer protocol (SSL).
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Chapter 1 About Connect:Direct Secure+ Option for OpenVMS

Secure Sockets Layer Protocol (SSL) and Transport Layer
Security Protocol (TLS)

The SSL and the TLS protocols use certificates to exchange a session key between the node that
initiates the data transfer (the primary node, or PNODE) and the node with which the PNODE wants
to set up a secure connection (the secondary node, or the SNODE). A certificate is an electronic
document that associates a public key with an individual or other entity. It enables you to verify the
claim that a given public key belongs to a given entity. Certificates can be self-issued or issued by
a certificate authority (see Self-Signed and CA-Signed Certificates on page 14 for details). When a
CA receives an application for a certificate, the CA validates the applicant’s identity, creates a
certificate, and then digitally signs the certificate. A certificate authority (CA) issues and revokes
CA-issued certificates. Self-signed certificates are created and issued by the owner of the certificate,
who must export the certificate in order to create a trusted root for the certificate and supply the
trusted root of the self-signed certificate to the partner in a connection.

For more information on how Secure+ Option uses certificate information, see Chapter 2, Set Up
Secure+ Option to Use Certificates, and review Example of Setting Up and Processing Certificates
on page 18.

Connect:Direct Secure+ Option for OpenVMS Tools

Connect:Direct Secure+ Option for OpenVVMS consists of two components: the Secure+
Administration tool and the Secure+ Option parameters file. The following sections describe these
components and their function within Connect:Direct Secure+ Option for OpenVMS.

Administration Tool

The SPADMIN Tool enables you to configure and maintain the Connect:Direct Secure+ Option for
OpenVMS environment. The SPADMIN Tool is the only interface for creating and maintaining the
Secure+ Option parameters file (ndm$$directory:secnetfile.dat); operating system utilities and
editing tools do not work. You can run the SPADMIN tool as an interactive script and choose
options from a main menu or as a command line task. For more information, see Chapter 3, Use
the Secure+ Admin Tool and Populate the Secure+ Option Parameters File and Chapter 6, Use CLI
to Maintain the Secure+ Option Parameters File.

Secure+ Option Parameters File

The Secure+ Option parameters file (ndm$$directory:secnetfile.dat) contains information that
determines the protocol and encryption method used during security-enabled Connect:Direct
operations. To configure Secure+ Option, each site must have a parameters file that contains one
local node record and at least one remote node record. The local node record defines the most
commonly used security and protocol settings at the site and can be used as a default for one or more
remote node records. Each remote node record defines the specific security and protocol used by a
trading partner. You should create a remote node record in the Secure+ Option parameters file for
each (adjacent) remote node defined in your network map to keep these two files in sync. For more
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Use Certificates to Authenticate Trading Partners

information including detailed step-by-step procedures on how to configure the local node record
and remote node records, see Chapter 4, Configure Nodes for Secure+ Option.

For additional security, the Secure+ Option parameters file is stored in an encrypted format.

Use Certificates to Authenticate Trading Partners

The SSL and TLS protocols provide three levels of authentication:

4+ During the first level of authentication called server authentication, the site initiating the
session (PNODE) requests a certificate from its trading partner (SNODE), during the initial
handshake. The SNODE returns its ID certificate (read from its key certificate file) and the
PNODE authenticates it using one or more trusted root certificates stored in a trusted root
certificate file (the name and location of which are specified in the remote node record for that
specific trading partner in the PNODE’s Secure+ Option parameters file). Root certificates are
signed by a trusted source—either a public certificate authority, such as Thawte, or by the
trading partner acting as its own CA. If the ID certificate from the SNODE cannot be validated
using any root certificate found in the trusted certificate file, or if the root certificate has
expired, the PNODE terminates the session. Connect:Direct writes entries to the statistics logs
of both nodes, and the session is aborted.

4+ The second level of authentication is optional and is called client authentication. If this option
is enabled in the SNODE’s Secure+ Option parameters file definition for the PNODE, the
SNODE will request a certificate from the PNODE, and authenticate it using the information
in its trusted root certificate file. If this authentication fails, the SNODE terminates the session
and Connect:Direct writes information about the failure to the statistics logs of both nodes.

4+ The third authentication level is also optional and consists of validating the PNODE’s
certificate common name. When the security administrator enables client authentication, they
can also specify the common name contained in the PNODE’s ID certificate. During client
authentication, the SNODE compares the common name it has specified for the PNODE in its
Secure+ Option Parameters file with the common name contained in the certificate sent by the
PNODE. If the compare fails, that is, the information is not identical, the SNODE terminates
the session, and Connect:Direct writes information about the failure to the statistics logs of
both nodes.

The SSL and TLS protocols provide data security in the following areas:

4+ Authentication—Because the CA went through an established procedure to validate an
applicant’s identity, users who trust the CA can be sure the key is held by the owner. The CA
prevents impersonation, and provides a framework of trust in associating an entity with its
public and private keys.

4+ Proof of data origin and data integrity validation—The certificate provides proof of origin of
electronic transmission and encryption validates data integrity. Message digest (hashing) and
encrypting the message digest ensure that the data is not altered.

4+ Data confidentiality—Cipher suites encrypt data and ensure that the data remains confidential.
The sending node converts sensitive information to an unreadable format (encryption) before
it is sent to the receiving node. The receiving node then converts the information back into a
readable format (decryption).

Connect:Direct Secure+ Option for OpenVMS Implementation Guide 9
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Both the SSL protocol and the TLS protocol manage secure communication in a similar way.
However, TLS provides a more secure method for managing authentication and exchanging
messages, using the following features:

*

While SSL provides keyed message authentication, TLS uses the more secure Key-Hashing
for Message Authentication Code (HMAC) to ensure that a record cannot be altered during
transmission over an open network such as the Internet.

TLS defines the Enhanced Pseudorandom Function (PRF), which uses two hash algorithms to
generate key data with the HMAC. Two algorithms increase security by preventing the data
from being changed if only one algorithm is compromised. The data remains secure as long as
the second algorithm is not compromised.

While SSL and TLS both provide a message to each node to authenticate that the exchanged
messages were not altered, TLS uses PRF and HMAC values in the message to provide a more
secure authentication method.

To provide more consistency, the TLS protocol specifies the type of certificate that must be
exchanged between nodes.

TLS provides more specific alerts about problems with a session and documents when certain
alerts are sent.

Summary of Processing Using the TLS or SSL Protocol

After you configure Secure+ Option, you are ready to exchange datSSL protocol:data exchangea
securely with other security-enabled Connect:Direct nodes. Your node must also be defined in the
Secure+ Option parameters file (secnetfile.dat) of your trading partner. Data is securely exchanged
between two nodes using the protocol defined in the parameters files.

The following sections describe what happens during a data exchange between two Connect:Direct
nodes using Secure+ Option with the TLS or SSL protocol.

Secure+ Option Data Exchange

Data exchange consists of two processes: authentication and sending/receiving data. The TLS or
SSL protocol data exchange process is described in the following sections. In the illustration below,
the primary node (PNODE) is sending data while the secondary node (SNODE) is receiving it.

Authentication

10

The following figure illustrates the authentication process using the TLS or SSL protocol:
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The following steps occur during authentication:

1. The PNODE (client) sends a control block containing protocol (TLS or SSL) and cipher
information to the SNODE (server). The SNODE confirms that it has a record defined in its
Secure+ Option parameters file for the PNODE, and determines if a common cipher can be
found and used for secure communication. Cipher suites are used to encrypt the data being
sent between nodes. If the SNODE finds a record for the PNODE in its Secure+ Option
parameters file and verifies it has a cipher defined in common with the PNODE, a common
cipher is negotiated and the session continues.

2. The SNODE sends its ID certificate to the PNODE who confirms that it has a record defined
in the Secure+ Option parameters file. Information for creating a public key is included. The
PNODE verifies the ID certificate of the SNODE using the trusted root certificate file defined
in its Secure+ Option parameters file, and generates a session key.

3. If client authentication is enabled on the SNODE, the SNODE requests an ID certificate from
the PNODE. The PNODE sends its ID certificate defined in its Secure+ Option parameters file
to the SNODE for verification against the trusted root certificate file specified in the SNODE’s
Secure+ Option parameters file. If a common name was also specified in the Secure+ Option
parameters file for the PNODE, this name is used to verify the common name field of the
PNODE's certificate.

4. The SNODE confirms that a secure environment is established and returns a secure channel
message.
Send/Receive Customer Data

Once a Secure+ session has been established, all control blocks and customer data transmitted
between the PNODE and SNODE are encrypted using the negotiated cipher.
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Connect:Direct Documentation

See Connect:Direct for OpenVMS Release Notes Version 3.4 for a complete list of the product

documentation.

About This Guide

Connect:Direct Secure+ Option for OpenVMS Implementation Guide is for programmers and
network operations staff who install, configure, and maintain the Connect:Direct Secure+ Option

for OpenVMS product.

This guide assumes knowledge of the OpenVMS operating system, including its applications,
network, and environment. If you are not familiar with the OpenVVMS operating system, refer to the

OpenVMS library of manuals.

Task Overview

The following table guides you to the information required to perform Secure+ Option tasks:

Task

Reference

Understanding Secure+ Option

Chapter 1, About Connect:Direct Secure+ Option for
OpenVMS

Planning the Secure+ Option implementation

Chapter 2, Set Up Secure+ Option to Use Certificates

Chapter 3, Use the Secure+ Admin Tool and Populate
the Secure+ Option Parameters File

Appendix A, Configuration Worksheets

Obtaining a certificate and generating a key
certificate file to use with Secure+ Option

Chapter 2, Set Up Secure+ Option to Use Certificates
Appendix B, Understanding the Certificate File Layout

Exchanging public keys or trusted root
certificate files with your trading partners

Exchange Certificate Information with Trading Partners
on page 17

Populating the Secure+ Option parameters file
with node information and becoming familiar
with the Secure+ Admin tool

Chapter 3, Use the Secure+ Admin Tool and Populate
the Secure+ Option Parameters File

Configuring the Secure+ Option local node
record and remote node records

Chapter 4, Configure Nodes for Secure+ Option

Performing routine Secure+ Option
maintenance tasks such as viewing and deleting
node records

Chapter 5, Maintain Secure+ Option Nodes

Using the Command Line Interface to manually
maintain Connect:Direct Secure+ Option for
OpenVMS

Chapter 6, Use CLI to Maintain the Secure+ Option
Parameters File

Viewing Secure+ Option statistics

Chapter 7, Secure+ Option Statistics
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Chapter 2

Set Up Secure+ Option to Use Certificates

As part of the planning process, you must determine the type of certificates your trading partners
are using and what to use for your system. In addition, you must plan which method to use for
generating and validating certificates for nodes that use the SSL or TLS protocol for secure
communications. Before you configure Connect:Direct Secure+ Option, review the following
concepts, requirements, terms, and tool descriptions to ensure that you have all the resources and
information necessary to implement the Transport Layer Security (TLS) protocol or the Secure
Sockets Layer (SSL) protocol.

Before You Begin

Identify Expert Security Administrator

The instructions and information provided to assist you in implementing the SSL/TLS protocol
assume that you have an expert OpenVMS security administrator who is familiar with the terms
associated with digital certificates and has experience using the tools required to generate and
manage certificates, including:

4 System security applications

4+ Security terminology associated with digital certificates (see Terminology and Security
Applications for SSL and TLS Certificates on page 23)

4+ Working knowledge of the Connect:Direct application and its environment

Assess Security Requirements of Your System and Trading Partners

Security planning is a collaborative effort between you and your trading partners. You must know
the expectations of your trading partners and plan your security implementation to meet these
requirements. Chapter 2, Set Up Secure+ Option to Use Certificates, contains information about the
different types of certificates and the information they contain. This chapter also explains what files
you need to store in your default Connect:Direct ndm$$directory to enable secure connections.

Connect:Direct Secure+ Option for OpenVMS Implementation Guide 13



Chapter 2 Set Up Secure+ Option to Use Certificates

Consider the following guidelines for configuring communications sessions using the SSL or TLS
protocol:

4 You must acquire the certificates before you configure Secure+ Option.

4+ Determine whether you and your trading partner will use self-signed certificates or certificates
signed by a Certificate Authority.

4 Determine whether to use client authentication.

For more general information on certificates, see Appendix B, Understanding the Certificate File
Layout.

Self-Signed and CA-Signed Certificates

Determining the type of certificate to use for secure communications sessions and the method to
generate the certificate is challenging. Self-signed and CA-issued digital certificates offer
advantages and disadvantages. You may also be required to use both types of certificates,
depending on the security requirements of your trading partners. The following table compares the
advantages and disadvantages of self-signed and CA-signed certificates.

Type of Certificate Advantages Disadvantages

Self-signed certificate  No cost Requires you to distribute your
certificate, minus its private key, to
each trading partner in a secure
manner.

Easy to generate Difficult to maintain; anytime the
certificate is changed, it must be
distributed to all clients.

Self-validated Not validated by a third-party entity
Efficient for small number of trading Inefficient for large number of trading
partners partners

CA-signed certificate Eliminates having to send your certificate  Trading partners must download digital
to each trading partner CA-signed certificate used to verify the
digital signature of trading partner
public keys only if the CA certificate is
not available

No changes are required on the trading  Must be purchased from third-party
partner’s system if you recreate the CA  vendor

digitally signed certificate using the same

CA

Terminology for Authentication for SSL and TLS Protocols

The following table defines the security terms associated with SSL and TLS certificates and applies
them to communications sessions between a Connect:Direct PNODE (client) and SNODE (server).
All terms are listed in alphabetical order.

14 Connect:Direct Secure+ Option for OpenVMS Implementation Guide



Self-Signed and CA-Signed Certificates

Term

Definition

CA-Signed Certificate

Digital document issued by a certificate authority that binds
a public key to the identity of the certificate owner, thereby
enabling the certificate owner to be authenticated. An
identity certificate issued by a CA is digitally signed with the
private key of the certificate authority.

Certificate (also known as digital certificate,
public key certificate, digital ID, or identity
certificate)

Signed certificate that is obtained from a certificate authority
by generating a certificate signing request (CSR). It typically
contains: (1) distinguished name and public key of the
server or client; (2) common name and digital signature of
the certificate authority; (3) period of validity (certificates
expire and must be renewed); and (4) administrative and
extended information. The certificate authority analyzes the
CSR fields, validates the accuracy of the fields, generates a
certificate, and sends it to the requester.

A certificate can also be self-signed and generated by any
one of many tools available, such as Certificate Wizard or
OpenSSL. These tools can generate a digital certificate file
and a private key file in PEM format, which you can combine
using any ASCII text editor to create a key certificate file.

Certificate Authority (CA)

An organization, such as VeriSign, that issues
digitally-signed certificates. The certificate authority
authenticates the certificate owner's identity and the
services that the owner is authorized to use, issues new
certificates, renews existing certificates, and revokes
certificates belonging to users who are no longer authorized
to use them. The CA digital signature is assurance that
anybody that trusts the CA can also trust that the certificate
that it signs is an accurate representation of the certificate
owner.

Certificate Signing Request (CSR)

Message sent from an applicant to a certificate authority in
order to apply for a digital identity certificate. Before creating
a CSR, the applicant first generates a key pair, keeping the
private key secret. The CSR contains information identifying
the applicant (such as a directory name in the case of an
X.509 certificate), and the public key chosen by the
applicant. The CSR may be accompanied by other
credentials or proofs of identity required by the certificate
authority, and the certificate authority may contact the
applicant for further information. Many tools are available to
create a CSR to send to a CA.

Cipher Suites

A cryptographic key exchange algorithm that enables you to
encrypt and decrypt files and messages with the SSL or TLS
protocol.

Client Authentication

A level of authentication that requires the client to
authenticate its identity to the server by sending its
certificate.

Connect:Direct Secure+ Option for OpenVMS Implementation Guide 15
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Term

Definition

Key certificate file

File that contains the encrypted private key and the ID
(public key) certificate. This file also contains the certificate
common name which can be used to provide additional
client authentication.

Passphrase

Passphrase used to access the private key.

Private Key

String of characters used as the private, “secret” part of a
complementary public-private key pair. The asymmetric
cipher of the private key is used to decrypt data that is
encrypted with its complementary public key. Data that is
encrypted with a Public Key can only be decrypted using its
complementary Private Key. The private key is never
transmitted.

Protocol

The rules determining the format and transmission of data.
SSL and TLS are cryptographic protocols which provide
secure communications on the Internet

Public Key

String of characters used as the publicly distributed part of a
complementary public-private key pair. The asymmetric
cipher of the public key is used to encrypt data for the
session key that is exchanged between server and client
during negotiation for an SSL/TLS session. The public key is
part of the ID (public key) certificate. This information is
stored in the key certificate file and read when
authentication is performed.

Root Certificate file

See Trusted Root Certificate File (also known as Root
Certificate file).

Self-Signed Certificate

Digital document that is self-issued, that is, it is generated,
digitally signed, and authenticated by its owner. Its
authenticity is not validated by the digital signature and
trusted key of a third-party certificate authority. To use
self-signed certificates, you must exchange certificates with
all your trading partners.

Session Key

Asymmetric cipher used by the client and server to encrypt
data. It is generated by the SSL or TLS software.

Trusted Root Certificate File (also known as
Root Certificate file)

File which contains one or more trusted root certificates
used to authenticate ID (public) certificates sent by trading
partners during the Secure+ protocol handshake.

Obtain and Generate Certificates

16

The TLS and the SSL security protocols use a secure server RSA X.509V3 certificate to
authenticate an entity for any security-enabled node that accesses the entity. Obtain a server
certificate from a CA or create a self-signed server certificate. Create a private key using Certificate
Wizard or any other tool, such as OpenSSL. For more information on certificates and to see a
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sample certificate, see Appendix B, Understanding the Certificate File Layout. Secure+ Option
uses a key certificate file and a trusted root certificate file to authenticate an entity.

Generate a Key Certificate File for a CA Certificate

Complete the following steps to generate a key certificate file from a certificate generated by a CA:

1.

Generate a certificate signing request (CSR) and a private key using OpenSSL, Certificate
Wizard, or any other tool.

Send the CSR to the CA to request a certificate.

When you receive the certificate from the CA, generate a key certificate file using OpenSSL,
Certificate Wizard, or a text editor. The key certificate file combines information from the
certificate that you received from the CA and the private key you generated.

Note: While a key certificate file may contain information about its intended use, such as e-mail,
Secure+ Option does not use this information. Connect:Direct Secure+ Option uses only the
common name information from the certificate when the client authentication option is
enabled.

After you generate the key certificate file, copy it to the OpenVMS system using FTP in
ASCII mode.

Generate a Key Certificate File for a Self-Signed Server Certificate

Complete the following steps to generate a key certificate file for an entity that is authenticated with
a self-signed server certificate:

1.

Generate a self-signed server certificate including a private key using a tool such as OpenSSL
or Certificate Wizard.

Generate a key certificate file, which combines information from the self-signed certificate
and the private key.

After you generate the key certificate file, copy it to the OpenVMS system using FTP in
ASCII mode.

Exchange Certificate Information with Trading Partners

If you are using third-party CAs, you and your trading partners must exchange trusted root
certificate files. The trusted root files are used to verify the identity of the CA who issued your
certificate, and you must have a copy of the trading partner’s trusted root certificate file to validate
the CA who issued the trading partner’s certificate file. Obtain a copy of the trusted root certificate
file, which can usually be downloaded from the CA’s server) and copy it to the desired directory on
the OpenVMS system. You can maintain multiple trusted root certificate files for each trading
partner you need to verify, or you can maintain all trusted root certificate file information in one

Connect:Direct Secure+ Option for OpenVMS Implementation Guide 17
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file. If you maintain a separate file for each trading partner, specify the name of each trading
partner’s trusted root certificate file in the corresponding remote node record.

If you use a self-signed certificate, exchange certificates with your trading partners. If you use
VeriSign or Thawte as the CA to obtain a certificate, exchange the trusted root certificate file with
your trading partners.

Example of Setting Up and Processing Certificates

18

In this example two nodes, New York City and Houston are running Connect:Direct for OpenVMS
with Secure+ Option using the TLS protocol. The two nodes want to set up a secure connection
between them and need to enter node, protocol, certificate, and cipher information about each other
in their Secure+ Option parameters files. The example showing how the two nodes configure the
necessary information in Secure+ Option is shown in Example of Configuring Nodes and How a
Secure Connection is Processed on page 31.

During the planning phase, each node created self-signed server certificates and while doing so
generated three pieces of information:

4 A certificate common name (which is used when client authentication is enabled)

4+ A private key consisting of a random string of typed characters (used when a secure
connection is being established but not entered in Secure+ Option)

4 The passphrase for accessing the private key (which is also used when configuring nodes in
Secure+ Option)

In this example, the two nodes exchange root certificate files so that they can authenticate the ID
certificate of the other node. Each trading partner stores the other’s root certificate in its trusted root
certificate file—TRUSTL1.TXT for the NYC node and TRUST2.TXT for the Houston node.
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1. Obtain public key
certificates.

Example of Setting Up and Processing Certificates

New York City (NYC) node

NYCPUBKEY
(NYCCERT.CRT)

Houston nod