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Overview

This document contains a tutorial for the Gentran:Server for Windows Application Integration subsystem, using XML. This tutorial is for the RNIF 1.1 and RNIF V02.00 3A4 PIP tutorial files provided with the Gentran:Server for RosettaNet™ Server extension for Gentran:Server for Windows, Release 4.0 and higher.

The files for this tutorial are located in the \\Gensrvnt\RosettaNet\Tutorial directory after Gentran Server for RosettaNet™ has been installed.

This tutorial assumes that the following software has been installed:  

· Gentran:Server for Windows, Release 4.0 or higher
· XML Option

· HTTP Gateway

· Gentran Server for RosettaNet™

· RosettaNet™ Standards 

· Microsoft Internet Information Server 4.0 or 5.0
· Internet Explorer 6.0
For this tutorial, two separate machines are needed to facilitate the actual trading process using the HTTP Gateway.  A machine is needed for the Initiating Partner and a machine is needed for the responding partner.

This document will refer to the machine for the Initiating partner as MachineA and the machine for the Responding partner as MachineB.

For the RNIF 1.1 tutorial files, Brads Market is the Initiator (MachineA) and Ron’s Eggs is the responder (MachineB).  

For the RNIF V02.00 tutorial files, Al’s Comp is the initiator (MachineA) and Keith’s Processors is the responder (MachineB)

Setup Overview

Before you can trade RosettaNet™ Messages using Gentran Server RosettaNet™, the items below must be set up.

· User Maps

· Partner Profiles

· Partner Contact Information

· PIP Profiles

· Inbound DTD Requirements

· IIS Setup

· HTTP Mailbox Setup

User Maps

Users are no longer required to place a User Exit extended rule in their maps to update the PIP information to the database.  The RosettaNet™ System maps and Delivery Agent will perform this task.

The version of a map is determined by the RNIF version, not the PIP version.  The RNIF version is supplied in the ‘Version’ entry box located in the Details of a map.

The following maps are provided with the RosettaNet™ Server tutorial.  Compile and register these maps on the appropriate machine.

For RNIF 1.1, the following Translation Objects are provided for use with the Initiating Partner.

	Translation Object Type
	Translation Object Name
	Default Path Location

	Outbound (System Import)
	Flat File System Import.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Outbound

(Import)
	Flat File to PurchaseOrderRequest 1_1.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Inbound

(Export)
	PurchaseOrderAcceptance to Flat File1_1.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled


For RNIF V02.00, the following Translation Objects are provided for use with the Initiating Partner:

	Translation Object Type
	Translation Object Name
	Default Path Location

	Outbound (System Import)
	Flat File System Import.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Outbound

(Import)
	Flat File to PurchaseOrderRequest V02_00.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Inbound

(Export)
	PurchaseOrderAcceptance to Flat FileV02_00.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled


For RNIF 1.1, the following Translation Objects are provided for use with Responding Partner.

	Translation Object Type
	Translation Object Name
	Default Path Location

	Outbound (System Import)
	Flat File System Import.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Outbound

(Import)
	Flat File to PurchaseOrderAcceptance1_1.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Inbound

(Export)
	PurchaseOrderRequest to Flat File1_1.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled


For RNIF V02.00, the following Translation Objects are provided for use with Responding Partner.

	Translation Object Type
	Translation Object Name
	Default Path Location

	Outbound (System Import)
	Flat File System Import.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Outbound

(Import)
	Flat File to PurchaseOrderAcceptanceV02_00.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled

	Inbound

(Export)
	PurchaseOrderRequest to Flat FileV02.00.tpl
	C:\Gensrvnt\RosettaNet\Tutorials\Maps\Compiled


The RNIF Version should be listed as the version in the map details. 

· For RNIF 1.1, the version should be 1.1.

· For RNIF V02.00 the version should be V02.00
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Process

MachineA

1. Open the EDI Translation Objects dialog from the Desktop (Edimgr).

2. Click New

3. Browse to the Default Path Location and for the RNIF version being used, register the templates listed above for the Initiating partner.

4. Open Gentran:Server Configuration and select the Imports tab

5. Create a new entry for the “Flat File System Import.tpl” 

MachineB

1. Open the EDI Translation Objects dialog from the Desktop (Edimgr).

2. Click New

3. Browse to the Default Path Location and for the RNIF version being used, register the templates listed above for the Responding partner.

4. Open Gentran:Server Configuration and select the Imports tab

5. Create a new entry for the “Flat File System Import.tpl” 

Reference:  For more information on “Configuring Maps for Use with GENTRAN:Server for RosettaNet™” in the RosettaNetUserGuide.pdf
Partner Profiles

For RNIF 1.1, the following Partner Profiles are provided.

	Role
	Partner File Name
	Default Path Location

	Initiating 
	Initiating Partner 1_1.par
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding 
	Responding Partner 1_1.par
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


For RNIF V02.00, the following Partner Profiles are provided.

	Role
	Partner File Name
	Default Path Location

	Initiating
	Initiating Partner V02_00.par
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding
	Responding Partner V02_00.par
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


Process

MachineA

1. Open Partner Editor

2. Import the Initiating Partner profile for the RNIF version being. 

MachineB

1. Open Partner Editor

2. Import the Responding Partner Profile for the RNIF version being used.

Partner Contact Information

The Partner Contact Information Manager enables you to specify information about your enterprise and your partners’ enterprises to ensure that the system can accurately process RosettaNet™ signal and 0A1 messages.

This information is entered in the Partner Contact Information Manager accessible from the RosettaNet Management Console.

For RNIF 1.1, the following Partner Contact Information files are provided.

	Role
	Partner Contact File Name
	Default Path Location

	Initiating 
	Initiating Partner Contact Information 1_1.xml
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding 
	Responding Partner Contact Information 1_1.xml
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


For RNIF V02.00, the following Partner Contact Information files are provided.

	Role
	Partner Contact File Name
	Default Path Location

	Initiating 
	Initiating Partner Contact Information R02_00.xml
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding
	Responding Partner Contact Information V02_00.xml
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


Process

MachineA

1. Open the RosettaNet Management Console and click the Partner Contact Information Manger button.

2. Click the Import button and for the RNIF version being used, import the Partner Contact Information file for the Initiating partner machine.

MachineB

1. Open the RosettaNet Management Console and click the Partner Contact Information Manger button.

2. Click the Import button and for the RNIF version being used, import the Partner Contact Information file for the Initiating partner machine.

Note:  If you do not enter Partner Contact Information the system cannot process Receipt Acknowledgments and Exceptions.

Reference:  For more information on using the Partner Editor and the Partner Contact Information Manager please see “Using Partner Editor with Gentran Server for RosettaNet™” in the RosettaNetUserGuide.pdf
PIP Profiles

The PIP Profiler enables you to set up PIP profiles for RosettaNet™ processing, and thus set business rules by which PIPs will be executed and monitored with your trading community.  The RosettaNet™ Standards CD must be loaded before any predefined RosettaNet™ PIP definitions will be available.

This information is entered in the PIP Profiler accessible from the RosettaNet Management Console.

For RNIF 1.1, the following PIP Profile files are provided.

	Role
	PIP Profile File Name
	Default Path Location

	Initiating 
	Initiating Partner 1_1.rnp
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding 
	Responding Partner 1_1.rnp
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


For RNIF V02.00, the following PIP Profile files are provided.

	Role
	PIP Profile File Name
	Default Path Location

	Initiating
	Initiating Partner V02_00.rnp
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Initiating
	Initiating Partner V02_00 - 0A1.rnp
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding
	Responding Partner V02_00.rnp 
	C:\Gensrvnt\RosettaNet\Tutorials\Partners

	Responding
	Responding Partner V02_00 - 0A1.rnp
	C:\Gensrvnt\RosettaNet\Tutorials\Partners


Process

MachineA

1. Open the RosettaNet Management Console and click the PIP Profiler button.

2. Click the Import button and for the RNIF version being used, import the PIP Profile file for the Initiating partner machine.

MachineB

1. Open the RosettaNet Management Console and click the PIP Profiler button.

2. Click the Import button and for the RNIF version being used, import the PIP Profile file for the Responding partner machine.
Note: The PIP Profiler is not accessible if the RosettaNet™ Standards have not been installed.

Reference:  For more information on the PIP Profiler please see  “Using the PIP Profiler” in the RosettaNetUserGuide.pdf
Inbound DTD Requirements

The RosettaNet Agent runs a validating XML parser against all inbound RosettaNet™ XML message parts to ensure that they conform to the appropriate DTD. Any validation errors will be reported in the Gentran:Server Audit Log.

The DTD for the inbound message that is being processed must be placed in the Gensrvnt\Bin directory before that message will be processed inbound.  The RosettaNet Delivery Agent looks for this DTD to perform validation.

The DTDs can be obtained from the RosettaNet™ website: www.RosettaNet.org
The following DTD files need to be downloaded from the RosettaNet™ web site and are used with both the RNIF 1.1 and RNIF V02.00 tutorial files.

	Role
	DTD File Name

	Initiating
	3A4PurchaseOrderAcceptanceMessageGuideline_v1_1.dtd

	Responding
	3A4PurchaseOrderRequestMessageGuideline_v1_1.dtd


IIS Setup

You need to manually set up a virtual directory for the HTTP Gateway on each machine that is trading RosettaNet™ messages using Gentran Server for RosettaNet™.  The actual directory for this virtual directory should be the your Gensrvnt\Bin directory.

You must set the access permissions for this virtual directory to: 

1. Read

2. Run scripts

3. Execute

Creating a Virtual Directory

Note:  The following steps are specifically for Microsoft( Internet Information Server 5.0.  Steps for Microsoft( Internet Information Server 4.0 may be slightly different.  Please refer to your Microsoft( IIS documentation for more information on creating a virtual directory in Microsoft( Internet Information Server 4.0.
1. Open “Internet Services Manger” from Start-Programs-Administrative Tools

2. Right Click on “Default Web Sites” and choose New -> Virtual Directory

3. The Virtual Directory Creation Wizard is displayed

4. Click ‘Next’ and enter an Alias for this directory.

a. MachineA Alias:  GentranA
b. MachineB Alias:  GentranB
5. Click ‘Next’ and enter the Directory on the machine where the Virtual Directory should point.

a. Example:  C:\Gensrvnt\Bin

6. Click Next and choose the following Access Permissions

a. Read

b. Run Scripts

c. Execute

7. Click Next then Finish

Test the Virtual Directory

Open Internet Explorer

In the Address Bar enter the path to your virtual directory

· MachineA:  HTTP://localhost/GentranA/scdeliveryquery.dll
· MachineB:  HTTP://localhost/GentranB/scdeliveryquery.dll

You should see the below message if the test was successful

Sterling Commerce HTTP Gateway

This web application only accepts POST requests. All HTTP GET requests will result in this message being returned.

HTTP Mailbox Setup

You must create an HTTP mailbox for each outbound RosettaNet™ trading partner and configure it (via a delivery rule) to route messages using the RosettaNet delivery agent.

You must create an HTTP mailbox for the system to use to receive inbound RosettaNet™ messages. If you are receiving both RNIF 1.1 and RNIF 2.0 messages, you must create one mailbox for each RosettaNet™ version.

A Delivery Rule using the RosettaNet Delivery Agent must be set up on every RosettaNet™ mailbox.

Creating an Outbound HTTP Mailbox

The following steps outline creating an Outbound HTTP Mailbox for use with a RosettaNet™ trading partner.

1. Open Gentran:Server Mailbox – Server Manager

2. Right Click on Mailboxes and choose “Create”

3. Create a RosettaNet™ mailbox using the HTTP Gateway

4. On the Mailbox Properties tab enter the following:

a. This Mailbox will: “Send Messages”

b. Logging Level: “Detailed”

c. Enter the URL of the Virtual Directory for the machine you are trading with

· MachineA:  http://machineB/GentranB/SCDeliveryQuery.dll
· MachineB:  http://MachineA/GentranA/SCDeliveryQuery.dll
d. Test the Connection

5. Check the box “Use MIME headers in outgoing message”

6. Click OK

7. Open Partner Editor

8. Select the RosettaNet Partner profile imported for this system and click ‘Edit’

9. Change the Default Mailbox to the Outbound HTTP Mailbox you just created.

Applying the Delivery Agent

Add a Delivery rule to the Outbound HTTP mailbox created in the steps above.

· Run this rule when: Receiving

· Using the:  RosettaNet Agent

· Command Line:  outbound
*Perform the above steps on MachineA and MachineB.  The URL will point to the machine that you are sending the messages to.

Creating an Inbound HTTP Mailbox

The following steps outline creating an Inbound HTTP Mailbox for use with a RosettaNet trading partner.

1. Open Gentran:Server Mailbox – Server Manager

2. Right Click on Mailboxes and choose “Create”

3. Create a RosettaNet mailbox using the HTTP Gateway

4. On the Mailbox Properties tab enter the following:

a. This Mailbox will: “Receive Messages”

b. Logging Level: “Detailed”

c. For RNIF 1.1, in the Receiving Properties section set the MIME tag/value pairs to the following:

· Tag: CONTENT-TYPE:

· Value: APPLICATION/X-ROSETTANET-AGENT; VERSION=1.0

*Note:  There is a Space following the semi-colon

d. For RNIF V02.00, in the Receiving Properties section set the MIME tag/value pairs to the following:
· Tag:  X-RN-VERSION
· Value:  ROSETTANET/V02.00

5. Set the Content to: Application
6. Set the SubContent type: RosettaNet
7. Click the ‘Edit Recipients’ button

8. Make GENTRAN Application the recipient of this mailbox

9. Click OK

10. Click OK

Applying the Delivery Agent

Add a Delivery rule to the Inbound HTTP mailbox created in the above steps.  The delivery rule is the same for RNIF 1.1 and RNIF V02.00.

· Run this rule when: Sending

· Using the:  RosettaNet Agent

· Command Line:  inbound
*Perform the above steps on MachineA and MachineB.

You do not need to select the inbound mailbox in your partner setup.  The HTTP Gateway will compare the MIME on the incoming message to the MIME defined in the mailbox Properties.  The message will be placed in the correct mailbox depending on the MIME tags.  If a matching mailbox is not found the message is discarded.

Reference:  For more information on creating RosettaNet Mailboxes please see the section  “Using the Security Profile Manager and Other Communications Tasks“ in the RosettaNetUserGuide.pdf
Processing

You are now ready to begin sending and receiving the tutorial RosettaNet™ messages.  This process is a working process between each partner.  The Initiating partner performs a few actions and then waits for the Responding partner to perform actions.  Below are the procedural steps in the order they need to be executed.

The outbound messages will appear in the PIP Instance Viewer after a successful send has been completed.

The inbound messages will appear in the PIP Instance View after a successful receive has been completed.

Reference: 

· Please refer to the section “GENTRAN:Server for RosettaNet Error Messages“ in the RosettaNetUsersGuide.pdf for any RosettaNet specific errors that may be received during processing.

· Please refer to the section “HTTP Gateway Error Messages” in the HTTPGateway.pdf for any HTTP Gateway specific errors that map be received during processing.

Initiating Partner

1. Import the flat file to create the initiating Purchase Order Request

a. For RNIF 1.1, import the FlatFilePurchaseOrderRequestRNIF1_1.txt data file located in the Gensrvnt\RosettaNet\Tutorials\data folder

b. For RNIF V02.00, import the FlatFilePurchaseOrderRequestRNIFV02_00.txt data file located in the Gensrvnt\RosettaNet\Tutorials\data folder

2. Post and Send the message

3. Check the Audit Log to verify if an HTTP 200 status message was received.  This message means that the system successfully sent the message to the specified URL.

Example Audit Log Message:

HTTP POST to http://MachineB/GentranB/scdeliveryquery.dll of message #292 successful. HTTP status code = 200.

a. If an HTTP 200 message was not received, fix any errors and start the entire process over again from step 1.  Delete the PIP in the PIP instance viewer if one exist and delete the outbound interchange.

Responding Partner

4. Check the Audit Log and verify that the inbound HTTP Gateway was able to associate the incoming message with an inbound HTTP mailbox.

Example Audit Log Message:

Mailbox found for incoming message. Name = RNIF1_1, ContentType = Application, Subtype = RosettaNet.

a. If the HTTP Gateway was not able to associate the message with an inbound HTTP mailbox, fix any errors and have the Initiating Partner start the process over with Step 1.  The Initiating partner needs to delete the entry in the PIP instance Viewer and the corresponding Outbound Interchange.

5. Send the Outbound Receipt Acknowledgement that was generated from the inbound Purchase Order Request

6. Check the Audit Log to verify if an HTTP 200 status message was received.  This message means that the system successfully sent the message to the specified URL.

Example Audit Log Message:

HTTP POST to http://MachineA/GentranA/scdeliveryquery.dll of message #292 successful. HTTP status code = 200.

a. If an HTTP 200 message was not received, fix any errors and start the entire process over again from step 1.  Delete any entries in the PIP Instance Viewer on both machines.

Initiating Partner

7. Check the Audit Log and verify that the inbound HTTP Gateway was able to associate the incoming message with an inbound HTTP mailbox.

Example Audit Log Message:

Mailbox found for incoming message. Name = RNIF1_1, ContentType = Application, Subtype = RosettaNet.

a. If the HTTP Gateway was not able to associate the message with an inbound HTTP mailbox, fix any errors and start the entire process over with Step 1.  Delete any entries in the PIP Instance Viewer on both machines.

Responding Partner

8. Import the flat file to create the responding Purchase Order Acceptance

a. For RNIF 1.1, import the FlatFilePurchaseOrderAcceptanceRNIF1_1.txt data file located in the Gensrvnt\RosettaNet\Tutorials\data folder

b. For RNIF V02.00, import the FlatFilePurchaseOrderAcceptanceRNIFV02_00.txt data file located in the Gensrvnt\RosettaNet\Tutorials\data folder

9. Post and Send the message

10. Check the Audit Log to verify if an HTTP 200 status message was received.  This message means that the system successfully sent the message to the specified URL.

Example Audit Log Message:

HTTP POST to http://MachineA/GentranA/scdeliveryquery.dll of message #292 successful. HTTP status code = 200.

a. If an HTTP 200 message was not received, fix any errors and start the process over again from step 8.

Note:  The responder would need to delete the entry for the Outbound Purchase Order Acceptance message from the PIP Instance Viewer before re-sending this document.

Initiating Partner

11. Check the Audit Log and verify that the inbound HTTP Gateway was able to associate the incoming message with an inbound HTTP mailbox.

Example Audit Log Message:

Mailbox found for incoming message. Name = RNIF1_1, ContentType = Application, Subtype = RosettaNet.

a. If the HTTP Gateway was not able to associate the message with an inbound HTTP mailbox, fix any errors and start the entire process over with Step 8.  

Note:  The responder would need to delete the entry for the Outbound Purchase Order Acceptance message from the PIP Instance Viewer before re-sending this document.

12. Send the Outbound Receipt Acknowledgement that was generated from the inbound Purchase Order Acceptance message.

13. Check the Audit Log to verify if an HTTP 200 status message was received.  This message means that the system successfully sent the message to the specified URL.

Example Audit Log Message:

HTTP POST to http://MachineB/GentranB/scdeliveryquery.dll of message #292 successful. HTTP status code = 200.

a. If an HTTP 200 message was not received, fix any errors and start the process over again from step 8.

Note:  The responder would need to delete the entry for the Outbound Purchase Order Acceptance message from the PIP Instance Viewer before re-sending this document.  

The Initiator would need to delete the entry for the Inbound Purchase Order Acceptance message from the PIP Instance Viewer.

Responding Partner

14. Check the Audit Log and verify that the inbound HTTP Gateway was able to associate the incoming message with an inbound HTTP mailbox.

Example Audit Log Message:

Mailbox found for incoming message. Name = RNIF1_1, ContentType = Application, Subtype = RosettaNet.

a. If the HTTP Gateway was not able to associate the message with an inbound HTTP mailbox, fix any errors and start the entire process over with Step 1.  

Both Partners

15. Check the PIP Instance Viewer to verify that all messages in the 3A4 PIP were processed OK.  Each message should have a Green bubble next to it.
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Using Digital Signatures

Gentran:Server RosettaNet Server enables you to use self-signed digital certificates, which allow you to verify that the PIPs you receive are from the partner you expected, and to allow your partners to verify that the PIPs you send to them are really from your company.

A private key is used to digitally sign a document and the public key associated with that private key is used to verify the digital signature.  These certificates need to be imported into the Security Profile manger and associated with the EDI Code of the partner using them.

To setup Digital Signatures the use of certificates are required and the steps of the PIP that will be signed or have a signature verified have to be configured to do so in the PIP Profile.

Digital Signatures can be used with RNIF 1.1 and RNIF V02.00 messages.

Note:

· Public Keys Verify Digital Signatures on documents

· Private Keys add Digital Signatures to documents

PIP Profile Setup
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Initiating Partner

Each step of a PIP that should be signed or verified needs to have the “Signature” check box checked.  For the following set up the RNIF 1.1 tutorial files will be.

1. Open the PIP Profiler on the Initiating machine (MachineA).

2. Select the Ron’s 3A4 Initiating PIP profile 

3. For each step view the properties and check the “Signatures” check box.  This will tell the system to place a digital signature on outgoing messages and verify the signature on incoming messages.

Responding Partner

4. Open the PIP Profiler on the Responding machine (MachineB).

5. Select the Any 3A4 Responding PIP profile with a PIP Version and RNIF Version of 1.1

6. For each step view the properties and check the “Signatures” check box.  This will tell the system to place a digital signature on outgoing messages and verify the signature on incoming messages.

Security Profile Manager Setup

The Security Profile Manager enables you to administer the certificates required to encrypt, decrypt, sign, and verify messages as they flow in and out of Gentran:Server.

Note:

The Security Profile Manager only resides on Gentran:Server communications controllers, and is responsible for managing the digital certificate on that machine. The nature of certificate management makes it impossible to remotely administer these functions.
When you import a certificate or create a self-signed certificate, it is associated with a Gentran:Server EDI code to ensure it uses the appropriate certificate on the documents flowing through the system. To facilitate the process of associating the trading partner ID and the digital certificate, you are presented with a list of existing partners and the EDI codes for those partners. If you want to associate a certificate with a trading partner ID not associated with a partner in your system, you can type in the trading partner ID you desire. 

Note:

When you create a self-signed certificate using the Security Profile Manager and when you are creating the information necessary to purchase a certificate, you must be logged onto the system and onto Gentran:Server using the same User ID and password under which the Gentran:Server Mailbox service runs. This is necessary because when the certificate is used during decryption or digital signature generation, the private key used for these operations is restricted to the User ID and password that created it.

Setup

For this tutorial we are going to create a self-signed certificate.  

Brads Market (MachineA) is the initiator of the PIP 3A4 process, sending the Purchase Order Request (POR) to Rons Eggs (MachineB).  Rons Eggs is the responder to the POR message sending back a Purchase Order Acceptance (POA).  

For Brads Market to sign outgoing messages, a private key associated with his EDI Code on the initiating machine (MachineA) is required.  Brads Market will provide a copy of his public key to Rons Eggs who will associate the key with their trading partner profile for Brads Market on the responding machine (MachineB).

For Rons Eggs to sign outgoing messages, a private key associated with his EDI Code, on the responding machine (MachineB) is required.  Rons Eggs will provide a copy of his public key to Brads Market who will associate the key with their trading partner profile for Rons Eggs on the initiating machine (MachineA).

Initiating Partner

1. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

2. Open the Security Profile Manager

3. Click ‘Create’

4. Enter ‘0987654321321’ in the Partner ID for self-signed certificate drop down box

5. In the Certificate Purpose section, accept the default option ‘both’.

6. Enter a common name of: Brads Private Cert

7. Enter a organization of: Sterling Commerce

8. Enter a country code of: US

9. Enter and email address of: Brads@stercomm.com
10. Click OK

a. An information message should be received that says the certificate was created successfully.

11. Highlight the newly created certificate in the Security Profile Manager and click “export”.

12. Select ‘No’ when it asks if you want to export the Private Key associated with the certificate.

13. Name the file “BradPubKey” and click ‘Save’

14. You can either choose for the certificate to be base64 encoded or not.  This is your option.

15. Place this file on the responding machine (MachineB)

Responding Partner

Importing Brads Public Key

16. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

17. Open the Security Profile Manager

18. Click ‘Import’

19. Select 0987654321321/Brads Market in the Partner ID for self-signed certificate drop down box

20. In the ‘Select the type of certificate to import’ section, choose ‘Import a public certificate’

21. In the ‘Select how the public certificate can be used’ section, choose ‘both’.

22. Select the public key exported in step 13 above.  File name “BradPubKey”

23. Click Open

a. An informational message should be received stating the certificate was successfully imported.

Responding Partner

Creating a Self-Signed Cert for Ron’s

24. Click Create

25. Enter ‘3210987654321’ in the Partner ID for self-signed certificate drop down box

26. In the Certificate Purpose section, accept the default option ‘both’.

27. Enter a common name of: Rons Private Cert

28. Enter a organization of: Sterling Commerce

29. Enter a country code of: US

30. Enter and email address of: Rons@stercomm.com

31. Click OK

a. An information message should be received that says the certificate was created successfully.

32. Highlight the newly created certificate in the Security Profile Manager and click “export”.

33. Select ‘No’ when it asks if you want to export the Private Key associated with the certificate.

34. Name the file “RonPubKey” and click ‘Save’

35. You can either choose for the certificate to be base64 encoded or not.  This is your option.

36. Place this file on the responding machine (MachineB)

Initiating Partner

Importing Ron’s Public Key

37. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

38. Open the Security Profile Manager

39. Click ‘Import’

40. Select 3210987654321/Rons Eggs in the Partner ID for self-signed certificate drop down box

41. In the ‘Select the type of certificate to import’ section, choose ‘Import a public certificate’

42. In the ‘Select how the public certificate can be used’ section, choose ‘both’.

43. Select the public key exported in step 13 above.  File name “RonPubKey”

44. Click Open

a. An informational message should be received stating the certificate was successfully imported.

Both Partners

Verify that all RNIF 1.1 tutorial files have been set up on MachineA and MachineB.  Review the Setup Overview section if this has not been done.

Repeat the steps in the Processing section to test the digital signatures.

Using Encryption/Decryption

For RNIF 2.0, the RosettaNet Agent provides you with the ability to decrypt incoming messages using a private key, and to encrypt (if required) when sending documents, based on the public key associated with the receiving partner contained in the delivery header.

Encryption

The RNIF 2.0 message sender encrypts either the payload or the payload container of the outgoing RosettaNet message, which uses either the RC2 algorithm or the TripleDES algorithm. These outbound encryption settings are configured via the PIP Profiler.

Decryption

An incoming RNIF 2.0 message that contains encrypted content is decrypted using the private key of the message receiver. Decryption failure results in an entry to the GENTRAN:Server Audit Log and a security violation (that is, the incoming message is discarded and not processed).  These inbound encryption settings are configured via the PIP Profiler.

To setup encryption/decryption the use of certificates are required and the steps of the PIP that will be encrypted or decrypted have to be configured to do so in the PIP Profile.

Encryption/Decryption can only be used with RNIF V02.00 messages.

Note:

· Public Keys Encrypt data 

· Private Keys Decrypt data

PIP Profile Setup
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Initiating Partner

Each step of a PIP that should be signed or verified needs to have the “Signature” check box checked.  For the following set up the RNIF 1.1 tutorial files will be.

1. Open the PIP Profiler on the Initiating machine (MachineA).

2. Select the Any 3A4 Initiating PIP profile for RNIF Version V02.00

3. For each step of the PIP, view the properties and in the encryption section: 

a. Select the Content that is to be encrypted or decrypted: 

· Payload 

· Payload Container

b. Select the algorithm that should be used to encrypt or decrypt the content

· TripleDES

· RC2

Responding Partner

4. Open the PIP Profiler on the Responding machine (MachineB).

5. Select the Any 3A4 Responding PIP profile for RNIF Version V02.00

6. For each step of the PIP, view the properties and in the encryption section: 

a. Select the Content that is to be encrypted or decrypted: 

· Payload 

· Payload Container

b. Select the algorithm that should be used to encrypt or decrypt the content

· TripleDES

· RC2

Security Profile Manager Setup

For an overview of the Security Profile Manager, see section Security Profile Manager Setup in the Digital Signatures portion of this document.

For this tutorial we are going to create a self-signed certificate.  

Al's Comp (MachineA) is the initiator of the PIP 3A4 process, sending the Purchase Order Request (POR) to Keith's Processors (MachineB).  Keith's Processors is the responder to the POR message sending back a Purchase Order Acceptance (POA).  

Al’s Comp will provide a copy of his public key to Keith’s Processors who will associate the key with their trading partner profile for Al’s Comp on the responding machine (MachineB).  This will allow Keith’s Processors to encrypt outgoing messages to Al’s Comp.

Keith’s Processors will use their private key to decrypt messages received by Al’s Comp.

Keith’s Processors will provide a copy of his public key to Al’s Comp who will associate the key with their trading partner profile for Keith’s Processors on the initiating machine (MachineA).  This will allow Al’s Comp to encrypt outgoing messages to Al’s Comp.

Al’s Comp will use their private key to decrypt messages received by Keith’s Processors.

Initiating Partner

Creating a Self-Signed Cert for Al’s Comp

1. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

2. Open the Security Profile Manager

3. Click ‘Create’

4. Enter ‘0123456789012’ in the Partner ID for self-signed certificate drop down box

5. In the Certificate Purpose section, accept the default option ‘both’.

6. Enter a common name of: Als Private Cert

7. Enter a organization of: Sterling Commerce

8. Enter a country code of: US

9. Enter and email address of: Al@stercomm.com

10. Click OK

a. An information message should be received that says the certificate was created successfully.

11. Highlight the newly created certificate in the Security Profile Manager and click “export”.

12. Select ‘No’ when it asks if you want to export the Private Key associated with the certificate.

13. Name the file “AlPubKey” and click ‘Save’

14. You can either choose for the certificate to be base64 encoded or not.  This is your option.

15. Place this file on the responding machine (MachineB)

Responding Partner

Importing Al’s Public Key

16. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

17. Open the Security Profile Manager

18. Click ‘Import’

19. Select 0123456789012/Al’s Comp in the Partner ID for self-signed certificate drop down box

20. In the ‘Select the type of certificate to import’ section, choose ‘Import a public certificate’

21. In the ‘Select how the public certificate can be used’ section, choose ‘both’.

22. Select the public key exported in step 13 above.  File name “AlPubKey”

23. Click Open

a. An informational message should be received stating the certificate was successfully imported.

Responding Partner

Creating a Self-Signed Cert for Keith’s Processors

24. Click Create

25. Enter ‘9876543210987’ in the Partner ID for self-signed certificate drop down box

26. In the Certificate Purpose section, accept the default option ‘both’.

27. Enter a common name of: Keiths Private Cert

28. Enter a organization of: Sterling Commerce

29. Enter a country code of: US

30. Enter and email address of: Keith@stercomm.com

31. Click OK

a. An information message should be received that says the certificate was created successfully.

32. Highlight the newly created certificate in the Security Profile Manager and click “export”.

33. Select ‘No’ when it asks if you want to export the Private Key associated with the certificate.

34. Name the file “KeithPubKey” and click ‘Save’

35. You can either choose for the certificate to be base64 encoded or not.  This is your option.

36. Place this file on the responding machine (MachineB)

Initiating Partner

Importing Keith’s Public Key
37. Verify that you are logged onto the system with the same user id and password that starts the Gentran:Server Mailbox service.

38. Open the Security Profile Manager

39. Click ‘Import’

40. Select 3210987654321/Rons Eggs in the Partner ID for self-signed certificate drop down box

41. In the ‘Select the type of certificate to import’ section, choose ‘Import a public certificate’

42. In the ‘Select how the public certificate can be used’ section, choose ‘both’.

43. Select the public key exported in step 13 above.  File name “RonPubKey”

44. Click Open

a. An informational message should be received stating the certificate was successfully imported.

Both Partners

Verify that all RNIF V02.00 tutorial files have been set up on MachineA and MachineB.  Review the Setup Overview section if this has not been done.

Repeat the steps in the Processing section to test data encryption/decryption.
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