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Purpose

The purpose of this paper is to address the setup to the Windows Distributed Component Object Model (DCOM) Configuration required for Gentran:Server for Windows to properly run.

Background

Distributed Component Object Model (DCOM) is a proprietary Microsoft technology for communication among software components distributed across networked computers.  Distributed Component Object Model is a network extension of the Component Object Model (COM) technology that enables inter-process communication across the network. DCOM supports communication between objects on a network by handling low-level details of network protocols. This enables the use of distributed programs consisting of multiple processes working together to accomplish a single task.
The Distributed Component Object Model Configuration (DCOMCNFG) Properties must be configured correctly for the Gentran:Server services to start-up and successfully connect to other Gentran:Server COM objects.  Without proper access to these COM objects, Gentran:Server may return errors or fail when:

· Attempting to start or stop the Gentran:Server services

· Running scheduled Process Control session 

· Opening a Gentran:Server for Windows client

· Opening browsers from a Gentran:Server for Windows client

· Setting up E-Mail notifications

Getting Started

User rights

Before configuring the Distributed Component Object Model (DCOM) Configuration Properties, the Windows User ID that is used by the Gentran:Server services must be a member of the local Administrators group, and must have the following five user rights assigned to it, as stated in the Gentran:Server for Windows Installation Guide:

· Load and Unload Device Drivers

· Log on as a Batch Job

· Log on as a Service

· Log on Locally

· Take Ownership of Files or other Objects

Note:  

Please see your Network Administrator for more information regarding adding the Windows User ID that is used by the Gentran:Server services as a member to the local Administrators group.

Distributed Transaction Coordinator (MSDTC)

The Distributed Transaction Coordinator (MSDTC) service is a component of later versions of Microsoft Windows that is responsible for coordinating transactions that span multiple resource managers.  This includes databases, message queues, and file systems.  
The Distributed Transaction Coordinator service is needed and must be running for Distributed Component Object Model (DCOM) to be implemented.  This service must be setup to automatically start and must be running when Gentran:Server for Windows is used. 
The Distributed Transaction Coordinator service can be started and stopped from within the Windows Services MMC (Microsoft Management Console), located within Administrative Tools.

Performing steps on a Client or Secondary System Controller

When updating the Distributed Component Object Model (DCOM) Configuration Properties on a client machine or a Secondary System Controller, some of the objects do not exist and steps covered in this paper for those objects can be skipped.

The Windows User ID that is used by the Gentran:Server services on the Gentran:Server Primary System Controller (server machine) must be setup as a member of the local Administrators group on each client and each Secondary System Controller.

In  distributed environment, the end user’s Windows User ID must be a member of the local Administrators group on the local machine (client or secondary controller system), and does not have to be a member of the local Administrators group on the Gentran:Server Primary Controller (server machine).
Note:  
· All steps listed in this document must be performed on the Gentran:Server Primary System Controller (server machine), all Secondary System Controllers, and all clients

· Please review the entire document before making changes to the DCOM permissions on a Gentran:Server for Windows machine. 

· Sterling Commerce recommends that all changes to security within a Windows environment be made by qualified personnel.
· Incorrect updates to the Security within Windows cause serious problems that may require reinstalling the operating system. Sterling Commerce is not responsible for any problems resulting from incorrectly updating security within a Microsoft Windows environment. 
.

Implementation
Accessing DCOM Config

To access DCOM Config on the Gentran:Server for Windows Primary System Controller follow the instructions below:
1. Open Windows Administrative Tools:

a. Click the Windows Start button

b. Select Settings
c. Double-click or select Control Panel
d. Double-click Administrative Tools
2. Open Component Services: 

a. Double-click on Component Services from the Administrative Tools list

3. Navigate Component Services to My Computer:

a. Double-click on Console Root to expand it (if not already expanded)
b. Double-click on Component Services to expand it

c. Double-click on Computers to expand it

d. Double-click on My Computer to expand it

4. Open DCOM Config:

a. Double-click on My Computer to expand it

b. Highlight or double-click on DCOM Config to view a list of objects that use Distributed COM objects 
i. If any pop-up warnings are generated when opening DCOM Config, it is advised that the No button is clicked for each warning
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Default Properties

Open and update the Default Properties for My Computer.
1. Open the Properties for My Computer:

a. Right-click on My Computer
b. Select Properties.
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2. Select the Default Properties tab

a. Select or verify that the Enable Distributed COM on this computer check mark box has been selected

b. Select Connect in the Default Authentication Level drop-down list
c. Select Identify in the Default Impersonation Level drop-down list
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Default COM Security

Open and update the Default COM Security for My Computer:

1. From within the Properties of My Computer, select the COM Security tab

2. Click the Edit Limits… button in the Access Permissions section

3. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click the Add… button

b. Select the local Administrators group

c. Checkmark or select the Allow check mark box for the Local Access, and Remote Access permissions for the local Administrators group
d. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
e. Click the Apply button.
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4. Click the Edit Default… button in the Access Permissions section
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click the Add… button

b. Select the local Administrators group

c. Checkmark or select the Allow check mark box for the Local Access, and Remote Access permissions for the local Administrators group

d. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
e. Click the OK button.
6. Click the Edit Limits… button in the Launch and Activation Permissions section
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click the Add… button

b. Select the local Administrators group

c. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group

d. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
e. Click the OK button.

8. Click the Edit Default… button in the Launch and Activation Permissions section

9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click the Add… button

b. Select the local Administrators group

c. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group
d. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
10. Click the 'OK' button, to exit My Computer Properties
Default Protocols

Open and update the Default Protocols for My Computer:

1. From within the Properties of My Computer, select the Default Protocols tab

2. Verify that Connection-oriented TCP/IP is the top most entry in the DCOM Protocols list

a. Highlight the Connection-oriented TCP/IP entry within the DCOM Protocols list

b. Click the Move Up button until Connection-oriented TCP/IP is the first (top most) entry in the list
3. Click the OK button, to close out of the My Computer Properties
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GENTRAN Audit Notification Application

Update the GENTRAN Audit Notification Application Properties:

1. Open the GENTRAN Audit Notification Application Properties

a. Right-click the Gentran Audit Notification Application entry and select Properties in the list of applications that use Distributed COM objects within DCOM Config
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Identity tab
2. Select the Identity tab from within the GENTRAN Audit Notification Application Properties

a. Select the This User radio button

b. In the User: field, enter the Windows User ID that is used by the GENTRAN Audit Notification Service in the Services MMC (Microsoft Management Console)
c. Enter the correct password in the Password: and Confirm Password: fields

d. Click the Apply button
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Security tab
3. Select the Security tab from within the GENTRAN Audit Notification Application Properties
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4. Select the Customize radio button in the Launch and Activation Permissions area
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group
e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button

6. Select the Customize radio button in the Access Permissions area
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Access and Remote Access permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
8. Select the Customize radio button in the Configuration Permissions area
9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Full Control and Read permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
10. Click the OK button to close the GENTRAN Audit Notification Application Properties
GENTRAN Audit Notification Service

Update the GENTRAN Audit Notification Service properties:
1. Open the GENTRAN Audit Notification Application properties

a. Right-click the Gentran Audit Notification Service entry and select Properties in the list of applications that use Distributed COM objects within DCOM Config
Identity tab

2. Select and update the Identity tab

a. Select the Identity tab from within the GENTRAN Audit Notification Service Properties

b. Select the This User radio button

c. In the User: field, enter the Windows User ID that is used by the GENTRAN Audit Notification Service in the Services MMC (Microsoft Management Console)
d. Enter the correct password in the Password: and Confirm Password: fields

e. Click the Apply button
Security tab

3. Select and update the Security tab

a. Select the Security tab from within the GENTRAN Audit Notification Service Properties

4. Select the Customize radio button in the Launch and Activation Permissions area
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button

6. Select the Customize radio button in the Access Permissions area
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Access and Remote Access permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
8. Select the Customize radio button in the Configuration Permissions area
9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Full Control and Read permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
10. Click the OK button to close the GENTRAN Audit Notification Service Properties

GENTRANAudit.NotifyLogUI

Update the GENTRANAudit.NotifyLogUI properties:

1. Open the GENTRANAudit.NotifyLogUI properties

a. Right-click the GENTRANAudit.NotifyLogUI entry and select Properties in the list of applications that use Distributed COM objects within DCOM Config
Identity tab

2. Select and update the Identity tab

a. Select the Identity tab from within the GENTRANAudit.NotifyLogUI Properties

b. Select the The launching user radio button

c. Click the Apply button

Security tab

3. Select and update the Security tab

a. Select the Security tab from within the GENTRANAudit.NotifyLogUI Properties

4. Select the Customize radio button in the Launch and Activation Permissions area
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button

6. Select the Customize radio button in the Access Permissions area
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Access and Remote Access permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
8. Select the Customize radio button in the Configuration Permissions area
9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Full Control and Read permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
10. Click the OK button to close the GENTRANAudit.NotifyLogUI Properties

GNTXEngine

Update the GNTXEngine properties:

1. Open the GNTXEngine properties

a. Right-click the GNTXEngine entry and select Properties in the list of applications that use Distributed COM objects within DCOM Config
Identity tab

2. Select and update the Identity tab

a. Select the Identity tab from within the GNTXEngine Properties

b. Select the This User radio button

c. In the User: field, enter the Windows User ID that is used by the GENTRAN Audit Notification Service in the Services MMC (Microsoft Management Console)
d. Enter the correct password in the Password: and Confirm Password: fields

e. Click the Apply button

Security tab

3. Select and update the Security tab

a. Select the Security tab from within the GNTXEngine Properties

4. Select the Customize radio button in the Launch and Activation Permissions area
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button

6. Select the Customize radio button in the Access Permissions area
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Access and Remote Access permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
8. Select the Customize radio button in the Configuration Permissions area
9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Full Control and Read permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
10. Click the OK button to close the GNTXEngine Properties

AckServer

Update the AckServer properties:

1. Open the AckServer properties

a. Right-click the AckServer entry and select Properties in the list of applications that use Distributed COM objects within DCOM Config
Identity tab

2. Select and update the Identity tab

a. Select the Identity tab from within the AckServer Properties

b. Select the The launching user radio button

c. Click the Apply button

Security tab

3. Select and update the Security tab

a. Select the Security tab from within the AckServer Properties

4. Select the Customize radio button in the Launch and Activation Permissions area
5. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Launch, Remote Launch, Local Activation, and Remote Activation permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button

6. Select the Customize radio button in the Access Permissions area
7. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Local Access and Remote Access permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
8. Select the Customize radio button in the Configuration Permissions area
9. Add the local Administrators group, the local INTERACTIVE account, and the local SYSTEM account and grant them access

a. Click on the Edit… button
b. Click the Add… button

c. Select the local Administrators group

d. Checkmark or select the Allow check mark box for the Full Control and Read permissions for the local Administrators group

e. Repeat these steps to add the local INTERACTIVE account, and then repeat again to add the local SYSTEM account
f. Click the OK button
10. Click the OK button to close the AckServer Properties

Finalizing

If started, stop and restart the Gentran:Server services (the services must be restarted for the DCOM changes to take effect).
Once the Distributed Component Object Model Configuration (DCOMCNFG) Properties have been configured correctly on the Gentran:Server Primary System Controller, Gentran:Server Secondary Controllers, and any Gentran:Server Clients, then the needed  DCOM access will have been granted for a Gentran:Server for Windows system to function properly.
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