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Purpose
The Gentran:Server Audit Notification Service contains functionality that can be used to generated Email Notifications, through MAPI or SMTP, and generate a page to specified pagers when specific criteria are met.  Receiving Email Notifications or pages from Gentran:Server is a useful tool in quickly notifying users and administrators of potential problems.

Background
The MAPI functionality within Gentran:Server for Windows is supported with the following versions of Microsoft Outlook:
Gentran:Server for Windows 5.0            
Outlook 98 

Outlook 2000

Outlook 2002

Outlook 2003

Gentran:Server for Windows 5.1            
Outlook 98 

Outlook 2000

Outlook 2002

Outlook 2003

Gentran:Server for Windows 5.2             
Outlook 2000

Outlook 2002

Outlook 2003

The SMTP functionality within Gentran:Server for Windows is only included within Gentran:Server for Windows versions 5.1 and 5.2. 

Please keep in mind that Sterling Commerce is unable to help in the setting up or configuration of an Email Server, if you need guidance on this please see your Third party Email Server Documentation.
Prerequisites

There are a few things that will need to be done before getting started.  Please check the below list to make sure that these prerequisites have been met before continuing.  

Know which type of Email Server is on the network (Exchange Server or SMTP Server).
1. If using an Exchange and the SMTP option is unavailable the following will need to be configured:
a. Microsoft Outlook (98 or higher) must be installed on the Gentran Primary Controller.

b. You must be logged on to the Gentran server using the same User ID that is used to start the Gentran Services before doing any configuring.

c. Obtain the Server name and mailbox name.  

d. Start on Microsoft Outlook Implementation instructions in this document.
2. If using SMTP (Available in Gentran Server 5.1 and above), please use the following steps.
a. Will you need to Authenticate with the SMTP server?
i. If yes, What is the username and password?
b. What is the SMTP server name and port?
c. What is the email address you will be using?
d. Start on SMTP Implementation instructions in this document.
Microsoft® Outlook® Implementation


1. Open Windows Services.

2. Select Start.
3. Select Settings.
4. Select Control Panel.
5. Select Services.
6. Scroll until you see Gentran Audit Notification Services.
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7. Under the fifth column is the account that starts the services.
8. Select Start and Shut Down.
9. Choose Log off.
10. Log back in using the account shown under step 3. 
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11. For Outlook 98 or Outlook 2000 follow the New Email Setup for Outlook 98 and 2000 instructions.  If Outlook has already been configured on any Windows Account then proceed to Configuring the Outlook 98 and 2000 Profile.
12. For Outlook 2002 or Outlook 2003 follow the New Email Setup for Outlook 2002 and 2003 instructions.
New Email Setup for Outlook 98 and 2000

1. Open Outlook.
2. Choose Next.
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3. Select None of the Above and Next.
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4. Select Corporate/Workgroup mode and Next.
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(Only select Corporate or Workgroup.  Selecting anything else can corrupt the profile.)

5. Type in Exchange Server name and mailbox name choose Next. 

[image: image6.png][Microsoft Outlook Setup Wizard

Microsoft Exchange Server

Please enter your Mictosolt Evhange server and
Malbos name.

Microsoft Eychange server:
local

ibos:

[Gentian

Bk ==





6. Select No.
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7. Proceed to Configuring the Outlook 98 and 2000 Profile.
Configuring the Outlook 98 and 2000 Profile
1. If the profile was already created right click on the Microsoft Outlook shortcut on the desktop and choose Properties or select Mail from Control Panel.
2. Choose Show Profiles.
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3. Click on the Add button.
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4. Select Microsoft Exchange Server and Select Next.
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5. Type a name for your profile and select Next.
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6. Click the Setup Mail Account button.
7. Type the Exchange Server name and Mailbox name.

8. Select Next. 
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9. Click the Finish button.
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10. Proceed to Configuring Gentran to use Outlook Profile.
New Email Setup for Outlook 2002 and 2003
1. Right click on the Microsoft Outlook Icon on the desktop or select Mail from Control Panel.

2. Click on Show Profiles.
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3. Click on Add.
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4. Enter a profile name and select OK.
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5. Choose Add a new e-mail account.
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6. Select Microsoft Exchange Server and Next.
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7. Fill in the information for the Microsoft Exchange Server.
a. Uncheck Use Cached Exchange Mode.
b. Type in the User Name and select Next. 
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8. Click Finish.
9. Proceed to Configuring Gentran to use Outlook Profile.
Configuring Gentran to use Outlook Profile
1. Click on Start .

2. Select  Programs.
3. Select Gentran Server.

4. Select Gentran Server Configuration.

5. Click on the Audit/Notification tab.
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6. Click on the Server button.
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7. Click on the Notifications tab.
[image: image22.png]Gentran Audi

Notification Server Properties

Detabsse | Nofiicafions |

AudiyNotification uses ODBC o connectt your database syster. Which data.
source would you ke to use?

ODECDataSource: | GENTRAN-MS ~

What User D and Password should AudliyNotification use to log n to the
database system?

User D: zeied

Password

AuditNotification Service

8 Stop Service Dependencies

Cancel Apply Help





8. Select Use MAPI and from the MAPI Profile drop down box select the MAPI profile that was created in earlier steps.
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9. Click Apply then OK.

10. Stop and Start all Gentran Services.
11. Proceed to Testing.
SMTP Implementation
1. Click on Start > Programs > Gentran Server > Gentran Server Configuration.
2. Click on the Audit/Notification tab.
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3. Click on the Server button.
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4. Click on the Notifications tab.
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5. Uncheck Use MAPI and fill in information.  
a. Full Name is the Name to describe this email address.
b. Type in the email address.
c. Type in the SMTP Server and Port to use with the email address provided. 

d. If the Email Server requires authentication then select My server requires Authentication and type the user name and password needed. 
e. Type in a full path and a file name for the Log File.
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6. Click Apply then OK.
7. Stop and Start all Gentran Services. 
8. Proceed to Testing.
Testing
Creating Operators
1. Click on Start > Programs > Gentran Server > Gentran Server Configuration.

2. Click on the Audit/Notification tab.
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3. Click on the Operators button.
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4. Select File. 
5. Select New.
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6. Type in a Gentran User account into NT User ID.  Type in a descriptive name for this user in Name.  Type in their email address under email. 

7. Choose the Test… button next to email.
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8. The following message should appear.  And the email message is received by the email address.  If this does not appear or error occurs, then refer to the Troubleshooting section at the end of this document.
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9. Select OK and OK.
10. Repeat for each user account. 
11. Proceed to Creating Notifications. 

Creating Notifications

1. Open GENTRAN Server Configuration.
2. Select Audit/Notification.
3. Click the Notifications button.

4. Click File.
5. Select New Notification.
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6. On the General Screen fill in the following

a. Enter a Name for the Notification – this name will appear in the body of the email sent.
b. Check the Enabled button. The Enabled checkbox allows quick disabling of this notification. If it is not checked, notifications will not be generated for this specific notification.

c. If you would like notification on a specific message, then select the Specific Message radio button (Below is the above example).
i. Select 1 – SERVER under Source.
ii. Select 4 – PARTNER_EDITOR under Component.
iii. Type the number “5000” in under Message ID.

d. You can also select to be notified on a group of messages.  
i. Select “Group of messages” during step 6c.  Then continue steps 6ci and 6cii.
ii. Then select the Severity.  You may select All, Informational, Warning, and Error messages.   Keep in mind All-Source, All-Component and All-Severity will not work as this will be too tasking to the system.  
7. Click the Response tab. 
a. Place an X under who should receive the email for this type of notification. 
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8. Click the Advanced tab to set advanced options.
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a. Check the Include error message text this will include the full text of the message.  If this is not checked then only the name of the notification will be sent and no other information will be sent.  When it is checked the name of the notification, the message number and text of the message will be sent. 

b. Use the Additional notification message to send to operator box for more identifying information.  For example add the server name if you have multiple Gentran Servers. 

c. Click OK to save the notification. Repeat the above steps for any additional notifications.

d. To test the new notification in step 6 example open partner editor from the Gentran Server desktop.

NOTE:  The messages and their corresponding descriptions can be found by clicking the Messages button on the Audit/Notification tab of GENTRAN Server Configuration. From here, the various messages, and their corresponding Source, Component, and Message ID can be displayed.  Also, review the Audit log to find other common errors you would like to be notified via email.
Troubleshooting

You may experience the following error messages.  Use the 0x error to find the solution to the problem you are experiencing. 
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Errors Occur during test

Error 0x80040E14 

Restart all Gentran Services.
Error 0x80004005 

The SMTP settings maybe incorrect, please review settings in the following:
1. Click on Start > Programs > Gentran Server > Gentran Server Configuration.

2. Click on the Audit/Notification tab.

3. Click on the Server button.
4. Click on the Notifications tab.
5. Check all settings and have the email administrator review the log specified under Log File.  If further assistance is needed please contact technical support and provide the log produced.

Error 0x80040115 

Open Outlook and attempt to send a test email to another email address. If an error is received or email fails from here contact the Exchange server administrator for further assistance.

Other Error 0x

Obtain the DCOM Whitepaper from Customer Center and follow all steps within document. 
No Error Appears (user does not receive email).
Outlook method (MAPI)
1. Select Control Panel.
2. Select Mail.
3. Select Show Profiles.
4. Select Prompt for a Profile to be used.
5. Select Apply and OK.
6. Open Outlook.
7. Select Profile that is being used by Audit Notification.
8. If prompted for a login then have the Exchange Administrator add the account that starts the services the right to use this email mailbox.  After permissions have been resolved stop and start Gentran services and attempt test again.

9. Once in the mailbox without being prompted with user name and password, attempt to send message to same email address used on test.

10. If it works then turn off cached mode on the outlook profile. 

11. If it does not contact your Email Administrator to fix Outlook Configuration. 

SMTP Method

Open SMTP Log (use the below instructions to find log)

1. Click on Start > Programs > Gentran Server > Gentran Server Configuration.

2. Click on the Audit/Notification tab.

3. Click on the Server button

4. Click on the Notifications tab

5. The log is specified on this screen. 

6. Have the Email Administrator review the log.  If assistance is needed please contact technical support and provide the log produced.
Summary:

This is a basic guide to setting up notifications when using an Exchange or SMTP Server.  For more information on setting up audit notifications within Gentran:Server for Windows please refer to the Administration Guide located on the documentation CD.
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