I B —
o % ___J —
- - o .. — -
-_— L4 . S —
T | L &} |
E—] ) -_— - - - -
P BT T W

Session 9 : Rational

Nicolas Berney
Rational Account Manager

Smart Decisions for
a Smarter Planet

LEARN NEW IDEAS TO STAY AHEAD
OF THE MARKET! ‘

Scanner automatiqguement les vulnérabilités
des applications Web et du code source avec
Rational AppScan
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ECOL: POLYTECHMNICUE
FEDERALE DE LAJSAMNME

IBM Software Solutions Day

vous faire connaitre les dernieres évolutions
de l'offre software

Collaborateurs IBM pour vous
aidez en Suisse Romande

Familles de produits: Tivoli, WebSphere et Rational
pour la fondation d’architecture services « SOA»,
Information Management pour la gestion des
données et finalement pour la collaboration.

Smart Decisions for .
a Smarter Planet
LEARN NEW IDEAS TO STAY AHEAD .

OF THE MARKET! ‘

||
IHIHL
U
IlliH“I
.||
Il
/ i \




Agenda IEE @

« Should we worry about our
application security?

« Security maturity

« Automatic Security Scanning
Rational AppScan - Demo

« Resources
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Do we get attacked” == Gt
E“:a“““‘“*"‘"r““j‘.'“‘ You won 1500 CHF. Complete the process and take possession
nque online d'el
Ciact Ihours des & FostFinance [message@postiinance chj d b}f hackers
servir. Une attaque JEC Une importance Hauke,
I'encontre des interr ‘
qui tente de pidger A undisclosed-recipients
120 000 mels via | i T
glectronigues, sous
Dans ce cas, les int FGStFI“a“ceE'Finanee
courrier 2lectronigus
possedez un acces 3
PostFinance and Western Union awards you! s
You won 1500 CHF from Western Union at Christmas Raffle Draw. The J d
mtter 2 Western Union Activation status: Succesfull Ehﬂr:j o
a had been
E]_'I__ta(jks CLICK HERE to complete the process and take possession of money f
. nous excaser de vous demander
Twitter USErs r ATTENTION: Please allow 5 - 10 minutes for processing. You will rec:'zi"""““ = i Chngy
to other sites, to generate the code. '
1 le Ben ci-dessous
Some Twitter users were lured into giving away their pas: ’ )
phishing attack over the weekend. Lots of us received dil |Avertissementl!  Ce hen ne fonctonness plus ic 72h
{DMS} that said "hEY! checlk out this fur'lr‘l‘_-,f DID‘Q about .I_'frDl | Mous vous remercierons de votre collaboration ot compréhenson, mass [améboration de mos
took you to a site that copied Twitter's front page. Howey | =erees voms micesse msss
=0on SpD“Ed, and the "don't click” Warﬂings rapldly beca |Aucune sotmme d argent ne sera retirée de volre comple, ¢'est juste on sanple v el e
annoying than the phishing messages. | nécessare pour vous assmer wm bon avens.
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Breakdown of goods available for sale
on underground economy servers
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Iterm Percentage Range of Prices
1 Credit Cards 22% 30.50 - §5
2 Bank Accounts 21% 330 - 3400
3 Email passwords 8% a1 -3350
4 Mailers 8% 38 - 310
5 Email Addresses 6% s2/MB - 34/MB
B Proxies 6% 30.50 - 33
T Full Identity 6% 310 - 150
B SCams 6% 3 10Mweek
9 =ocial Securty Numbers 3% 0 =37
10 Compromized Unix Shells 2% 32 -310

Source: Symantec Corporation — Internet Security Threat Report Volume XII



Top 10 list - Open Web Application Security Project

Application Threat Negative Impact Example Impact

Cross Site scripting Identity Theft, Sensitive Information Hackers can impersonate legitimate users, and
Leakage, ... control their accounts.

Injection Flaws Attacker can manipulate queries to the | Hackers can access backend database
DB / LDAP / Other system information, alter it or steal it.




High Level Web Application Architecture Review

Client Tier “ Y _
(Browser)
/ SSL
Protects
Transport Protects Network
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Firewall !
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Sensitive
Custpmer data is
App is deployed stored here
here
-
Application Servers | Backend
i Server
i Databases
Web Servers E Database
(Presentation) App Server
(Business |
Logic '
Data Tier
Middle Tier
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Security Testing Within the Software Lifecycle

SDLC

.l|l

Build

QA

Security

Production

Application Security Testing Maturity
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Security Testing Within the Software Lifecycle

SDLC
Coding Build QA Security || Production
Most Issues are E
found by security
auditors prior to
going live.

% of Issue Found by Stage of SDLC

q
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Security Testing Within the Software Lifecycle

SDLC
Coding Build QA Security || Production
A
............ Desired Profile
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% of Issue Found by Stage of SDLC
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« Security maturity

- Automatic Security Scanning
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Security Testing Technologies...

Combination Delivers a Comprehensive Solution
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Static Code Analysis = Whitebox

Scanning source code for security
issues

il welcome Page | (5 mCSsClassesTests| & neCSSBaseClasses | §]nxCSSBorderCiasses | & nxCssFontClasses

Total Potential
Security Issues

ﬁ

Dynamic Analysis = Blackbox
Static Best

Performing security analysis of a Analysis Bl

compiled application

3124 Carmda - Mirosot Intarnet Expl

You've been waiting
for a break like this
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IBM Rational AppScan Ecosystem

AppScan Enterprise Solutions
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[ Rational

[ [
> ®

[[im]]
| ||:H
i
£

—

2&

j AppScan
AppScan AppScan Ent. (scanning
Source Ed for 'é’f,,-ckSca,, ApgﬁcAc'i"l’t f'gglt‘ ?oenEd agent) (QA clients) Standard
Heyeioperd] (web client) AppScan Tester Ed
Remediation
i &
Rational i AppScan Source
Application Rational Rational Qualit
Developer I Build Forge Manager Y r\l I
=
( Issue Management =
CODE et QA SECURITY

Automate Security /
Compliance testing in the Build
Process

Build security testing into the
IDE*

Security / compliance testing
incorporated into testing &
remediation workflows

IBM Rational Web Based Training for AppScan

©

Security & Compliance Testing,
oversight, control, policy, audits
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Whitebox: AppScan Source
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/ Executive Level

Expanded Dashboard

Security Analyst

o ot R Simplified analysis customization
u-.' * Provides guidance and confidence
* Focus on highest-severity threats
-.H * | < Maximizes security expertise
S : ' . * Distributed reporting
TR : .. + Annotated aggregation of results

87 1585 441

* Accepts bundled and annotated
results from security analysts

* Provides full diagnostic capability
on developer desktops

« Simplifies security remediation
through extensive knowledgebase

/

Supported technology: Java, JSP, C, C++, C#, ASP.NET, VB .NET, VB 6, Perl and PHP

©
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Top Vulnerable Applications

* Insight and Assessment

* Supports standards compliance

* Trend analysis

* Rapid prioritization of threats

* All software assets are reviewed

* Internal, Outsourced, Open Source
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* Profiles risk in IT and Audit -
oriented terms

* Audit-centric reports

* Provides critical metrics
(Vdensity) to prioritize and
track remediation

Auditor Developer




Whitebox: How does Rational AppScan work?

(T > @

Scan applications

Analyze
(identify issues)

Virtual-S0C Portal
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Automates Application Security Testing

Report
(detailed & actionable)
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Whitebox: What does AppScan test for?

Caopscan >~

Web Applications

Third-party Components

Database

Applications

Operating System

Network

18



Demo: Rational AppScan
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Resources

— http://www-01.ibm.com/software/awdtools/appscan/

Try AppScan for 30 days

— htip://www-01.ibm.com/software/awdtools/appscan/standard/

Test web application

— htip://www.altoromutual.com/

— htip://www.owasp.org/images/0/0f/OWASP T10 - 2010 rci.pdf

Develop secure applications with Rational AppScan

.||I

Open Web Application Security Project - Top 10 List
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Conclusion

* Every one gets attacked!

» Security should be part of testing
» Whitebox: AppScan Source
 Blackbox: AppScan Standard
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