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Disclaimer

Clients are responsible for ensuring their own compliance with relevant laws and
regulations. It is the client's sole responsibility to obtain advice of competent legal
counsel as to the identification and interpretation of any relevant laws, including but
not limited to, the Sarbanes-Oxley Act, that may affect the client's business and
any actions client may need to take to comply with such laws. IBM does not provide
legal, accounting or audit advice or represent or warrant that its services or
products will ensure that client is in compliance with any law.

The information contained in this presentation is provided “as is” without warranty
of any kind, express or implied. IBM shall not be responsible for any damages
arising out of the use of, or otherwise related to, this presentation. Nothing
contained in this presentation is intended to, nor shall have the effect of, creating
any warranties or representations from IBM (or its suppliers or licensors), or
altering the terms and conditions of applicable agreements governing the use of
IBM hardware, software or services.

© 2005 IBM Corporation ‘TEN DEMAND BUS'NESSN



IBM Systems and Technology Group University 2005

Agenda

= Risk and compliance landscape
= IBM Risk and Compliance framework

= IBM’s broad portfolio of offerings, solutions and
services
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Learning Objectives

At the conclusion of this material, you should be able to:
— Understand the risk and compliance issues facing your clients

— Learn who are the major stakeholders in an organization’s
compliance initiatives and how to sell to them

— Understand IBM’s Risk and Compliance framework

— Understand how IBM’s broad portfolio of offerings, solutions and
services “snap to” the framework
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Business challenges your clients may be facing

Demonstrate compliance with
multiple risk and compliance
requirements

Generate business value from
risk and compliance
Investments

Protect the privacy and security
of critical information assets
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Regulations are not new

One of the oldest US Federal ?ummm,,c, prr—

regulatory agency still in Adminstrator of National Banks
. . . Ll.5. Department of the Treasury
existence today is the Office of

the Comptroller of the Currency
(OCCQ). It was established In
1863 to charter and regulate
national banks.
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They are just more numerous and complex

Regulatory and shareholder issues
are requiring firms to re-evaluate  §
their current compliance and risk '
management infrastructure
»

-

foio

Basel Il *WEEE

*Sarbanes- Oxley *GLBA
*USA PATRIOT Act *SEC 17a-3 & 17a-4 "‘
*FSA *NASD 3010 & 3110

¥

«|IAS *Proceeds of Crime Bill —
*FDA 21 CFR 11 *HIPAA
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And traditional point solutions can be siloed and tactical

Leading point solutions may be
adequate for Initial, tactical
compliance, but that approach
can increase complexity and
limitations over time

'ON DEMAND BUSINESS
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What's needed Is a more strategic approach

Compliance is a “journey” not a
“destination” and organizations
should adopt a risk and

compliance framework that can
be used as guidance for the
creation of a regulatory
compliance architecture
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Don’t just take our word for it

By 2006, public companies that do not adopt a

compliance management architecture will
spend 50 percent more annually to achieve

Sarbanes-Oxley compliance, according to
Gartner
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Why the framework Is important to your clients

= Attempts to provide a holistic view of the elements required for
compliance

= Describes the major components or building blocks of an end-to-
end solution

= Spans all industries
= Spans multiple regulations across multiple geographies
= Provides a common language to facilitate collaboration
= Provides the basis for:

— Identifying the scope of a project

— Defining a roadmap for building a total solution

— Identifying elements to decrease project risk

— Address current infrastructure, tools and technologies to identify
gaps
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Classification
Corporate Governance

Business | mprovement

Business Resilience

Transaction Integrity

INnformation Protection

Information Lifecycle
M anagement

© 2005 IBM Corporation

Regulatory Taxonomy

Concepts contained within

Financial Reporting
T ransparency
O Business Controls
O Accountability
o Corporate and Accounting Fraud
Disclosure
o Financial Transactions
o Material Events
o Safety Information / Recalls
Risk Mitigation
Regulatory Capital Requirements
Engineering Models
Disaster Recovery
Availability
Anti-Money Laundering
Anti-Terrorism
Broker Surveillance
Electronic Signatures

Security
Privacy

Information Management Standards
Retention Requirements
Recordkeeping Standards

Examples

PWNPE

CONOORAWNE NONAONE OAWNE NP WNE

SOX

SEC Act of 1933, 1934
TREAD

IAS

Basel |1
CMMI
1 SO 9000

NFPA 1600
Check 21

NASD 3010/3110
NASD 2711

NY SE 472

21 CFR 11
Patriot Act
HIPAA

GLBA

SB 1386

EU Data Privacy
FOI A

1SO 17799
NERC 1200 UAS

OMB A-130
SOX

SEC 17a-4
DOD 5015.2
PRO 2
MOREQ
VERS
DOMEA
NOARK
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Risk and Compliance Framework Instructions

The following slide(s) are interactive

15

You must be in screen show mode for this to work

Click on the “RUN" button below to activate the slides

On the Framework slide click on aregulation type (located on the left side of the
slide) to highlight the components that may be applicable. You can select / de-select
as many as you like

Click on any component to get its description and any product mappings

On the Industry Solution slide click on a regulation to get the solution mappings
NOTE:

When this presentation was opened you had to have selected the “Enable Macros” button for this feature to work

If you did not see this option, go to Tools->Options, select the “Security” tab then select the “Macro Security” button and
select “Medium”, then re-open the presentation

© 2005 IBM Corporation
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Risk and Compliance Framework

LoB Systems

Data ERP
Authentication

Biz Perf Capture
Management

. FM
Biz Process

Indexing
Management

Data Privacy

Information
Integration

Retention
Management

Risk
Management

Cleaning &
Processing

Compliance
Monitoring

Archival

Information

Reporting Integrity

Records

Analytics Management

Content Industry
Management Specific

Collaboration &
Workflow

Search &

Training Retrieve

‘lIllIllIllIllIllIlIIlIIlIIIIIIIIIIIIIIIIIIIIIIIII>

Security
Identity Access o . Audit
Management Control Authentication Encryption Control
Primary Focus Infrastructure
Secondary Focus

mmm Not Required Resiliency (Business Continuity, Disaster Recovery)
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R&C framework supports mapping to offerings

To help you address IT issues and process associated with compliance

Lotus Workplace for Business Controls & Reporting

IBM Risk and Compliance Framework

DB2 Content Manager for Message Monitoring & Retention,
IBM TotalStorage DR550

IBM Tivoli Privacy Manager,
DB2 Content Manager for Privacy
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The Assessment - Use of Framework

Step 3: Gap Analysis
-ldentify Process Improvements

-Evaluate Technology Gaps
Process

o—0—0

Process -Prioritize Deployment

-Envision To Be Processes

-Evaluate Desired Infrastructure

-Incorporate Best Practices

R&C Framework R&C Framework

IT Capability Issue Ideal IT Capabilities

Eliminate Process

Leverage Technology Obtain Technology

'ON DEMAND BUSINESS"
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Solution Integration Example - 1

Business / Infrastructure Solutions (BCS, ITS, Other)

WebSphere IBM Partners Servers/Storage

Rational

R&C CAPABILITIES

=
’ | R&C SCENARIOS

19 © 2005 IBM Corporation
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Solution Integration Example - 2

Business / Infrastructure Solutions (BCS, ITS, Other)

~
-
M LWBCR

Business / Infrastructure Solutions (BCS, ITS, Other)

-
CM4MMR

Business / Infrastructure Solutions (BCS, ITS, Other)

DR550 "
DR

Business / Infrastructure Solutions (BCS, ITS, Other)

General / Governance

T E. lE
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IBM Workplace for Business Controls and Reporting
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IBM Content Manager for Message Monitoring and Retention
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IBM DB2 Records Manager
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IBM DB2 Content Manager for Research Compliance
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IBM TotalStorage DR550
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IBM WebSphere Business Integrator for HIPAA
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Conclusion

27

= Compliance is a continuous process, not a project

= Sustainability of compliance needs to be an integral part of

any compliance strategy

= Companies that put in place a compliance architecture may

receive significant benefits

= Risk is an integral part of compliance

© 2005 IBM Corporation
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Trademarks

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries. For a complete list of IBM Trademarks, see www.ibm.com/legal/copytrade.shtml: AS/400, DBE, e-business logo, ESCO,
eServer, FICON, IBM, IBM Logo, iSeries, MVS, 0S/390, pSeries, RS/6000, S/30, VM/ESA, VSE/ESA, Websphere, xSeries, z/OS, zSeries, z/VM

The following are trademarks or registered trademarks of other companies

Lotus, Notes, and Domino are trademarks or registered trademarks of Lotus Development Corporation

Java and all Java-related trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries
LINUX is a registered trademark of Linux Torvalds

UNIX is a registered trademark of The Open Group in the United States and other countries.

Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.

SET and Secure Electronic Transaction are trademarks owned by SET Secure Electronic Transaction LLC.

Intel is a registered trademark of Intel Corporation

* All other products may be trademarks or registered trademarks of their respective companies.

NOTES:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience will vary depending upon considerations
such as the amount of multiprogramming in the user's job stream, the 1/0 configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements
equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual environmental costs and performance
characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your local IBM business
contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of thoseé)roducts or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
Any proposed use of claims in this presentation outside of the United States must be reviewed by local IBM country counsel prior to such use.

The information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements and/or changes
in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for this IBM product and
use of those Web sites is at your own risk.
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BACKUP CHARTS
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Risk and Compliance Data

= The following slide contains a spreadsheet that identifies
components that may be applicable to clients by regulation type

= The components included in the spreadsheets were selected by
using the following criteria

— If the functionality was explicitly mentioned in a regulation

— If the functionality was implied by a regulation, or necessary for
generally accepted best practices

Each column contains the regulation type
= Each row contains the name of a component

= Each component has the following designation per regulation type
— 1 — Area of primary focus
— 2 —Area of secondary focus

30 © 2005 IBM Corporation ‘EN DEMAND BUS'NESSH
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Risk and Compliance Components per Regulation Type

Corporate Business Business Transaction Information Information
Governance Improvement Resilience Integrity Protection Lifecycle Mgt
Biz Perf Mgt 2 2
Biz Process Mgt 2 2 2
Risk Mgt 2
Comp. Monitoring
Reporting
Analytics
Collab/Workflow
Training
Capture
Indexing
Retention Mgt
Data Authentication
Archival
Info Integrity
Info Integration
Records Mgt
Data Privacy
Content Mgt
Search/Retrieve
Clean/Proc
LoB Systems
Security
Identity Mgt
Access Control
Authentication
Encryption
Audit Control
Infrastructure
Resiliency
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Risk and Compliance Framework Mappings

= The following slides show how the Risk and
Compliance framework maps to other
architecture and frameworks

= It highlights what areas of these architectures and
frameworks should be focused on when creating
a compliance architecture

= NOTE

©2005| Ela15355001 (1 i_hN %05 2 5USINESS
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Risk and Compliance Framework mapping to the On Demand Operating Environment

Application Services

Services
Catalogue

Adaptation Reporting Information
Integration

i i Packaged Acquired Information
Interaction Collaboration Choreography Applications Services Access
Business Custom Analytics
Connectivit Presentation A Personalization
- : - - e Metadata

— ™\
Mediation, Messaging, Events
Business
Performance
Management
y

A y

1

Metering - - Subscription Contractual SLA
\ A
-

Problem Change Security Workload Configuration Availability Data
Management Management Services Services Services Services Placement
\_
4
& /
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Risk and Compliance Framework mapping to the On Demand Operating Environment

Application Services
Business
Services

Business
Performance
Management

© 2005 IBM Corporation
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Risk and Compliance Framework mapping to the On Demand Operating Environment

Application Services

Services
Catalogue

Adaptation Reporting Information
Integration

i i Packaged Acquired Information

Interaction Collaboration Choreography Applications O ices Access
Business Custom Analytics

Connectivity Presentation Rules Applications Personalization o
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Risk and Compliance Framework mapping to the On Demand Operating Environment

Application Services

C

v

N

Problem Change Security Workload Configuration Availability Data
Management Management Services Services Services Services Placement

[
[
[
[

)
)
)
)

)

4

X
4 )
& J
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Risk apd 13 amework mapning to the QDOE canabilities

pue uopeoiddy
uomezZienun
20JN0SSy

LomeBa)uU| UomaLLIOU|

Biz Perf Mgt

Biz Process Mgt
Risk Mgt

Comp. Monitoring
Reporting
Analytics
Collab/Workflow
Training
Capture
Indexing
Retention Mgt
Data Authentication
Archival

Info Integrity
Info Integration
Records Mgt
Data Privacy
Content Mgt
Search/Retrieve
Clean/Proc

LoB Systems
Security

Identity Mgt
Access Control
Authentication
Encryption
Audit Control
Infrastructure
Resiliency
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Access

© 2005 1B

Collaboration
Virtual Workspace
E-Meeting
Communities
Mail/lnstant Messaging

Real-time
coAuthoring/Review

Business Process
Workflow

Business Process
Improvement

Business Process
Management

Information Capture
eContent /

Fax Capture
Rich Media Ingest
eMail / Messaging

Scanning / ICR / OCR
S cated Feeds

Compliance
Regulatory Solutions
Tracking/Reporting
Records Management
Manage /
Leverage Information
Taxonomy/Index Mgt
Asset Identification/Reuse
Enterprise Content Mgt
Records Management

Training

Access
& Protection
etadata / Full-Text Searc

Content Enablement
User Mgmt / Directory
Role Based
Access/Rights Mgmt
eSig / Digital Sig

Creation
Content Authoring
E-forms
Discussion Groups

Monitoring
Real-time natification

Event Management

Ad-Hoc / Scheduled
Statistical
Audit Trail

vent, Rule or Roles-base

Storage & Ret
Taxonomy Mgt

Compliance Media
Documents/Content/XML
Retention Mgt

Publishing/Distribution
Compound Doc Mgmt

eb/eMail/Print/App/Devicd
Push / Pull Distribution
Release Mgmt

Extraction
File/Data Capture

Parsing

Mapping

Transformation
Translation
Rendition Mgmt
Aggregation
Format Transformation

Linking
Federation
Link Mgmt

Loading
Transport
Bulk Load

Message Queues
Audio / Video
Streaming

Syndication
Subscription Mgmt
Aggregation

Quality
Scrubbing
Info Integrity / Validation
Matching/De-duping

Line of Business
Applications

Content Enablement

User Mgmt /
Directory Systems

Custom Connections

OOB Integration
Presentation Layer

Messadaing
eMail Archiving
Instant Message

Archiving

Notification

Portal
Web Content Mgmt
Remote Content Ingest

'ON DEMAND BUSINESS"
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Access Layer

Analytics Layer

Data Layer

Integration Layer

Data Source Layer

Access

Collaboration

Messaging

Co-Browsing

Delivery Services

Publish/Subscribe

Operational Data Store
RDBMS
File System
Normalized
Detail/Atomic
Partitions

Investigative Services
Query Dispatcher
DLAP Server Engind

RDBMS OLAP Ext

Data Mining

Data Warehouse
RDBMS
Dimensions
Partitions
Subject Areas
Aggregates
Facts
History
Archive

Data Marts

RDBMS

MDBMS
Star/Snowflake

Embedded Services

Predictive Modeling
Simulation
Mining Runtime

Real-time Modeling
Industry Specific

Metadata

© 2005 IBM Corporer

Staging/Work Area

Source Extract
Cleansing Tables

Content Management

Metadata

Reference Data

nterprise Drill-Thr

Extraction
Engine
File/Data Capture
Parsing
Mapping
Incremental Proc

Transformation

Translation
Calculation

Aggregation
Enrichment

Integrity
Scrubbing
Validation
Sampling
Profiling

<
2
(o]
=.
>
®
~
)
P
o
o
=5
>
kQ

Balance & Control
Synchronization

Loading
Transport
Bulk Load

Message Queues

Integration
EAI
Merging
XML
Message Queues

Metadata
Operational

Business Rules

Metatagging

Enterprise

Unstructured

Informational

External
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RC Framework mapping of the
Content Manager for Message Monitoring and Retention Solution

Biz Perf Data
Management ation

Biz Process

Indexin Data Privac
Management 2 y

Risk Retention Information
Management Integration

ompliance Cleaning &

Pt Archival
Monitoring

Information

Reporting Integrity

. Records

TS Management

ollaboration & Content
Workflow Managemen

Search &

Training REUEYE

‘llllllllllIIIIIIIIIIlIIlIIIIIIIIIIIIIIIIIIIIIIIII>
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Risk and Compliance Framework (Misc. Data)

= Double click on the glossary to view the definition of the
terms included on the risk and @mliance framework

Glossary

Microsoft Excel
Worksheet

= The following spreadsheet contains the product
mappings used in the interactive slides
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Contributors

Name Business Unit
Birgit Pfitzmann/Zurich/IBM CHQ/Research
Jurij R Paraszczak/Watson/IBM CHQ/Research
Steven Y Wang/Somers/IBM CHQ/Strategy

Brian E Engesser/Somers/IBM IGS

Juliette Paquin/Boulder/IBM IGS/Application Management Senices

Scott Sumner-Moore/San Francisco/IBM IGS/Application Management Senices

Larry W Gosselin/Atlanta/IBM IGS/Business Consulting Senices

David G Wood/Cedar Rapids/IBM IGS/Integrated Technology Senvices

David Weeshoff/Los Angeles/IBM Sales & Distribution

Jonathan M Rosenoer/San Francisco/IBM |Sales & Distribution

Paul B Morris/Southbury/IBM Sales & Distribution

Robert F Jacobs/Norwalk/IBM Sales & Distribution

Tim McCrimmon/Raliegh/IBM Software Group

Fredrik Carlegren/Raleigh/IBM Software Group

Marc-Thomas Schmidt/Somers/IBM Software Group/Application Integration Middleware
Pat G O'Sullivan/Ireland/IBM Software Group/Application Integration Middleware
Wayne A Perry/Silicon Valley/IBM Software Group/Application Integration Middleware
Frederik Soendergaard-Jensen/Somers/IBM |Software Group/Database Management

Lisa Leahy/Charlotte/IBM Software Group/Database Management

Paul R Friedberg/Boston/IBM Software Group/Database Management

Stan Muse/Atlanta/IBM Software Group/Database Management

Teresa Bradford/Raleigh/IBM Software Group/Database Management

Francine R Frazer/Costa Mesa/IBM Software Group/Database Management

Harold Moss/Westford/IBM Software Group/Lotus

Donald Cronin/Raleigh/IBM Software Group/Tivoli

Steven Adler/Somers/IBM Software Group/Tiwvoli

Toby Marek/San Jose/IBM Software Group/Tiwvoli

Alan Stuart/White Plains/IBM Systems Group
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Job Responsibility

Fed Identity Mgmt, Privacy, Web Swcs Security

CTO VC Relation, Dir VC Relations EBO

Corp Strategy Staff

Marketing

Channel Manager, Portals, Content and e-Commerce

Senior IT Architect, Portals, Content and e-Commerce

BCS Financial Mgt / Bl Global Alliances & Tech Director
Managing Consultant, Business Resilience and Continuity Set
Check Processing Systems Strategy (Check 21)

Global Head of Op. Resilience & Risk Sol. - FSS

Risk & Compliance Program Mgmt Office - IBM Global Solutio
Regulatory, Global Pharma

Program Director, On Demand Marketing

Strategy & Executive Communications; on demand Operating
Distinguished Engineer, Enterprise Senice Bus (ODOE)

IFW Development Manager (BDW)

Senior Marketing Manager, SWG Industry Solutions

Director, IBM Risk & Compliance Council

Channel Manager, IBM Risk and Compliance Council

Project Manager, IBM Risk and Compliance Council

Solution Architect (ISSD BP Tech. Enablement) (Basel)
Marketing Manager, IBM Risk & Compliance Council

Bl Solutions Strategy and Architecture

Program Engineering Mgr Industry Solutions (SOX)

Corporate Security Strategy Team

Program Dir, Enterprise Privacy Solutions

Stg Management Architecture and Technology

Chief Strategist and BLE, Data Retention Solutions
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