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Presentation Notes
Title: IBM MobileFirst and System z – Put your business in motion> Build a mobile enterprise with System z

Abstract: Successful companies are doing business in motion leveraging the pervasiveness of mobile technology to create and deliver new value to customers, employees and partners. Realizing the full potential of mobile requires creating a successful mobile strategy that addresses both the business opportunities related to mobile and the infrastructure required to drive deeper engagements needed to make the business goals a reality. Come learn how to create a mobile enterprise with IBM MobileFirst and System z solutions. Based on thousands of engagements and backed by our research findings from 630 global IT leaders, IBM mobile executives and renowned subject matter experts will offer a strategic approach for how to put your business in motion, including how to deploy mobile first applications, institute a mobile first IT infrastructure, create a mobile first customer experience, and launch a mobile first business transformation using System z solutions




 
 
 

Mobile Is Changing Interactions And How Work Gets Done 

People are transacting on mobile 
• The average mobile phone user 

checks their phone 150 times a day 

But the experience of 
mobile is not yet 
meeting expectations 
• 80% of apps are used 

once then deleted 

Mobile transactions are 
generating unprecedented 
amounts of data  
• Global mobile data traffic will 

increase 26-fold between 2010 
and 2015, reaching 6.3 exabytes 
per month by 2015 

This data is helping 
organizations deliver new value 
• By 2020, 90% of new passenger 

cars sold will have some form of 
vehicle mobile platform, up from 
10% in 2012.  

 
 

Mobile enterprises leverage 
this data, putting the right 
information into the right 
hands at the right times 
• By 2015, 2/3 of the workforce 

will own a smartphone, and 40% 
of the workforce will be mobile 
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Presentation Notes
There is a lot of compelling data in the marketplace, but we have identified five key trends or observations – supported by market data and by customer successes – that we believe have strong implications for the future of mobile.  
 
[1 People are transacting …] Mobile is the universal sensor.  It is with most of us 100% of the time and is the primary means we use to interact with our employers, our customers, our family and our friends. These interactions inherently become transactions.  Whether shopping, purchasing, searching for or providing information, collaborating or seeking service, mobile enabled people and objects are seeking not simply to connect, but to complete tasks when, where and how they wish. 

[2 Experience of mobile …] But market data shows many times we are not meeting their expectations in how they wish to interact. Thus, the mobile experience must transcend any single device to accommodate multiple screens and touchpoints and attention to detail on design and usability is paramount. 

[3 Mobile transactions …] As these consumers interact they are creating vast streams of data that, with the right analytics, can teach us things about their behavior and their preferences that we could not learn in any other way enabling us to optimize the mobile experience.

[4 Data is helping …] This data generated doesn’t just come from devices like phones and tablets. The ability to tag things, sense things, power things and shrink things has extended mobility beyond people to nearly every other type of object on the planet. As we have said since the start of smarter planet things are becoming more instrumented, interconnected and intelligent than ever before, and mobile is right at the center of that story and will fundamentally change the way the world works.

[5 Unleash workforces …] And data isnt just helpful in B2C use cases … but also B2E internally for mobile enterprises to leverage mobile internally to drive up productivity, drive down costs, and ensure corporate security throughout. 





73% of 
CEOs 
Are prioritizing investments in 
customer insights 

82% of 
CMOs 
Plan to increase the use  
of social media 

74% of CIOs 
Say mobile solutions are part of 
their vision for increasing 
competitiveness 

70% of  
COOs 
Identify supply chain visibility as the 
top challenge in delivering on their 
agendas 

As a Result, Leaders are Redefining Their Agendas 
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CEO: In organizations where the CEO/President is the final decision-maker, ROI is extremely or very important among 92% of respondents. 33% of IT organizations report to the CEO. Thus, CEOs are having more technical discussions these days than ever before on topics like launching a mobile presence for its customers, implementing mobile internally within its organizations, and leveraging data from this mobile environment to ensure ROI.

CMO: As more people look to mobile as their first point of engagement with the enterprise, CMOs must lead the front office transformation to re-imagine client interactions in a mobile first world. These interactions must be well understood so that they can be optimized to drive top line growth resulting from better customer experience. 

CIO: Discerning employees are demanding on-the-go access to the tools that make them most effective. To enable employees, CIOs must manage the mobile devices, data, applications and services that employees need and they must do so throughout the technology’s lifecycles. This real-time visibility and control is needed to safeguard the enterprise  without driving cost and complexity.

COO/CSCO: Businesses are transacting in motion - from exchanging information to exchanging goods and services, from employee self-service to customer service. COO/CSCOs must ensure that employees can securely transact with the enterprise from an array of devices, from around the world, while keeping networks safe and efficient.

Sources:
- 2012 IBM Global CEO Study
 2012 IBM Global CMO Study
 2012 IBM Global CIO Study
 2009 IBM Global CSCO Study






IBM has proven solutions 
to address a diverse set 
of needs 

Presenter
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IBM MobileFirst has identified a four part strategic approach to helping mobile enterprises put their businesses in motion:
Only IBM has the full breadth of expertise and technology to help organizations…
 
Build and deploy mobile applications efficiently.
Target roles: VP Apps, Developers
Industry-leading organizational, process and technology capabilities help you cost-effectively deliver a portfolio of differentiated mobile applications that run on any device.
- Our leadership has been recognized by Gartner in their MQ and by the Software & Information Industry Association.
- Our application infrastructure and middleware software portfolio has been the market-share leader for 12 consecutive years.
 
Protect and manage the mobile infrastructure to optimize performance.
Target roles: CIO, IT Exec, CSO
Leading security and management capabilities address needs and challenges at every layer of the mobile enterprise. 
- We bring to bear market-leading capabilities in application and transaction security.
- We have been named a Leader in Mobile Managed Services by Forrester.
 
Engage customers in context by leveraging mobile insights. 
Target roles: CMO
Advanced interactive and analytics capabilities help organizations deliver targeted, relevant experiences while extracting and activating insights from rich sets of user, network and device data.
- More than 2,500 organizations around the world use IBM Enterprise Marketing Management solutions.
- Our in-house digital agency, IBM Interactive, has been named a Leader in Digital Marketing by Gartner.
 
Transform the value chain to drive growth and ROI.
Target roles: CxO, LOB Exec
Deep industry expertise and cutting-edge technologies equip organizations to address complex business issues proactively and holistically—driving growth while improving the bottom line.
- We are a recognized expert in mobile process consulting, according to Forrester.
- We are an innovator in the mobile space, with 260 patents in the last 10 years for mobile and wireless technologies.





 Developing apps that integrate with information from System z data 
 Customer demands drive need to rapidly develop, deploy and update 

apps with stability and compliance 
 Deploy apps that access back-end systems with optimal performance 

 Clients operate in a  “4 screen” world 
 Leverage mobile information to deliver deeper 

engagement 
 Analytics on System z extending to mobile apps 

 Protection of privacy and confidential information 
 Policies for client-owned smartphones and tablets 
 Visibility, security and management of end-to-end 

security 
 Infrastructure complexity from multiple device platforms  

 New process and business designs required for 
transformation opportunities 
 Rapid and disruptive innovation shortening time to value 

requirements 

Solving Key Business And IT Challenges with System z 
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BUILD
Developing apps that integrate with information from System z data
Customer demands drive need to rapidly develop, deploy and update apps
Deploy apps that access back-end systems with optimal performance

OPTIMIZE
Protection of privacy and confidential information
Policies for client-owned smartphones and tablets
Visibility, security and management of mobile platform requirements
Infrastructure complexity from multiple device platforms 

ENGAGE
Clients operate in a  “4 screen” world
Leverage mobile information to deliver deeper  engagement
Analytics on System z extending to mobile apps

TRANSFORM
New process and business designs required for transformation opportunities
Rapid and disruptive innovation shortening time to value requirements




With System z: 

• Quickly develop, test and 
deploy quality mobile apps 
across multiple 
applications on System z 

• Seamlessly integrate rich 
mobile apps with System z 

• Leverage existing z/OS 
transactions and data in 
new mobile applications  

q 

Scan & Certify 

Instrument 

Test 

Integrate 
Obtain 
Insight 

Manage 

Deploy 

Design &Develop 

Presenter
Presentation Notes
Target Roles: CTO, CIO, VP Apps, IT Manager, Developer 
Conversation Focus: front end development, integration, runtime, testing, continuous delivery, integrated management, securing app contents 

For clients who need to: 
 Quickly develop, test and deploy quality mobile apps across multiple applications on System z
 Seamlessly integrate rich mobile apps with System z
 Leverage existing z/OS transactions and data in new mobile applications


IBM MobileFirst  with System z offers: 
 Native/Web/Hybrid app development (cloud-based, on-prem, hosted or managed service) 
 Repeatable end-to-end testing across multiple devices and client operating systems 
 Management and continuous delivery of apps 
 Easy connectivity to enterprise data and services via a single secure point of integration 
 Design, development and integration services 

Business Goals: (The ‘Why’) 
 Deliver differentiated mobile apps that run on System z quickly and iterate often 
 Unlock System z capabilities to create better front office engagement 

Buying Needs: (The ‘What’ to attain business goals) 
 Build and deploy multi-platform mobile apps 
 Integrate data, services and applications 





The System z mobile application development lifecycle 

Rational Test Workbench 
Worklight Mobile Quality 
Assurance 

Worklight Foundation 
Rational Developer on System z 

Arxan Application Protection 
for IBM Solutions 
Fiberlink MaaS360 
Trusteer 

Worklight Foundation 
z/OS Connect  
Cast Iron 
DataPower 
API Management  
MQ/MQTT, MessageSight 
IBM Integration Bus 

AppScan including Worklight 
Application Scanning 

Worklight Foundation 
UrbanCode Deploy 

Worklight Foundation 
Fiberlink MaaS360 
API Management 

Worklight Foundation 
Tealeaf. 
DB2  Analytics Accelerator 

q 

Scan & Certify 

Instrument 

Test 

Integrate Obtain Insight 

Manage 

Deploy 

Design & Develop 
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Has a System z  
part number 

Presenter
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System z portfolio is extensive for building the application development lifecycel.

Design and Develop
Includes Workload Foundation and Rational Developer on System z for building  apps for System z

Obtain Insight
Includes Worklight Foundation and DB2 Analytics Accelerator for deep analytics

Manage
Includes Worklight Foundation and Fiberlink MaaS360 for managing  applications

Deploy
Includes Worklight Foundation and UrbanCode Deploy for deploying apps to devices connecting to System z

Scan and Certify
Includes Workilight Application scanning for scan and certifying apps

Test
Includes Rational Test Workbench and Worklight Mobile Quality Assurance for ensuring the quality of appls and a platform for testing apps

Integrate
Includes Worklight Foundation, z/OS Connect, Cast Iron, DataPower, API Management, MQ/MQTT, and IIB, for connecting services for mobile apps

Instrument
Includes Arxan Application Protection for IBM Solutions, Fiberlink MaaS360, and Trusteer for advanced end-to end security
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Building mobile apps on the zEnterprise 

Worklight Studio and 
RDz IDEs run on a 

workstation 

Linux on z z/OS 

WAS 

WAS 

Worklight 
Server 

Develop  Deploy 

IMS 

DB2 

DB2 

CICS 

Developer mobile tools with 
programming models  
WebSphere Application Server 
Developer Tools for Eclipse 
 

2 

Advanced application 
development 
IBM Worklight integrated with 
Rational Developer for z  
Axian and AppScan 

1 

Application determination for 
support of mobile  
Rational Asset Analyzer 3 
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Here are the products that are available to build mobile apps for System z

IBM Worklight Studio
Eclipse-based IDE for creating mobile applications. Integrated with Rational Developer for z (RDz). Joins the strength of Worklight Studio and Rational mobile tools.
Includes tools focused on mobile client development with mobile web, hybrid and native approaches
Available only as part of the IBM Mobile Foundation and IBM Worklight

WAS Developer Tools for Eclipse (WDT)
Subset of RAD focused on core programming models
Available bundled with WAS
Available unsupported at no charge, or supported for a fee
Includes mobile web and web 2.0 support


Rational Asset Analyzer
Reducing the complexity of software development projects through better insight and more accurate documentation.
Scanning applications more effectively to simplify upgrades and allow for more comprehensive analysis.
Mining existing COBOL assets for business rules by working with IBM WebSphere Operational Decision Manager Business Rules Management System (BRMS) to make business rule identification projects more practical.
Increasing productivity throughout the analysis process while improving accuracy and completeness




Why build apps with System z Solutions? 

Easily understand and extend z/OS  
applications for mobile 

Rational Developer for System z (RDz) and Rational 
Asset Analyzer (RAA) 

Simple wizards 
for mobile to 

z/OS integration 
RDz 

Interaction of 
System z 

components for 
mobile 

RAA 

End to end tooling for mobile and enterprise 
components of  z/OS applications 

Rational Team Concert and UrbanCode Deploy 

 Common Eclipse-based IDEs for all 
types of mobile development 

 Develop and test System z mobile 
applications anywhere, anytime 

 
 

 Manage all types of code from 
JavaScript to COBOL  

 Lifecycle Integration Adapters to 
leverage third-party tools 

 
 

Presenter
Presentation Notes
how RDz can be used with RAA to understand and extend existing z/OS applications to enable them for mobile would be useful. 
RAA can analyze the application, showing the interaction of the components and RDz provides wizards for developers to define new web and mobile interfaces working with existing z/OS applications. 

Another important angle would be to talk about how our RTC and UrbanCode Deploy technology provides end-to-end tooling for the mobile and enterprise components of an application, enabling customers to use one common set of tools for their entire application - both the SoE and SoR components. 

Of the two thoughts, I think the RAA/RDz angle is better here for a single slide, but I'm open to opinions here...
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Connecting mobile apps on the zEnterprise 

Unmatched scale to support millions 
of transactions per day 

Extending enterprise 
apps to mobile 
IMS Mobile Feature Pack 
CICS Mobile Feature Pack 
  
 

2 

Mobile protocol connectivity to 
System z applications 
z/OS Connect 
API Management 
DB2 NoSQL 

1 

Scalable services to accelerate 
and enrich mobile apps 
IBM Bluemix Mobile Cloud Services  
 

3 
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Linux on z z/OS 

Worklight 
Server 

MQ 

CICS 

IMS 

WAS z/
O

S 
Co

nn
ec

t 

Ad
ap

te
rs

 

Mobile 
apps 

DB2 

DB
2 

N
oS

Q
L 

IBM Integration 
Bus 

MessageSight 

DataPower 

MQ 

MQ
TT 

API Management 

Cloud 
Connectors to  

3rd parties  
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Connecting mobile apps to the mainframe core applications on System z is available today. The IBM Worklight Server and Console provide a comprehensive way to manage all of your enterprise’s mobile applications. You can granularly control which users get access to what applications, including the ability to deprecate old versions and requiring users to upgrade them. Synchronization data flows built into your apps can be monitored, and even push notification services for various mobile platforms can be managed in a unified way. The server performs protocol mediation and uses JSON to communicate to mobile devices, and can transform that protocol to HTTP or Web Services that are used by server component  “Adapters” are used to communicate to back-end services like databases, MQ, etc.  Worklight Server is a WAS/Java application, supported on z/Linux today – WAS 7, 8, 8.5 on SLES 10, 11, and RHEL 5, 6. 

Adapters are the server-side code of applications deployed on and serviced by the IBM Worklight. Adapters connect to the zEnterprise and  deliver data to and from mobile applications, and perform any necessary server-side logic on this data.  

z/OS Connect
Built on Liberty Profile for z/OS, which means it is lightweight and dynamic. It runs as a z/OS Started Task, which means it can run within your current operational procedures and routines. 
Provides a RESTful API interface and accepts JSON data payloads. 
Configurable so you control what backend programs or applications are exposed and accessible. 
Provides a discovery function so application developers may query for a list of configured services as well as query for details on the services. 
Capable of performing data conversion from JSON to the data format required by the backend configured service. 
Optional authorization checking using SAF to allow or deny users access to z/OS Connect services. 
Optional activity recording using SMF to track requests by date and time, bytes sent and received, response time, and CPU used. 

IMS Mobile Feature Pack
The IBM® IMS™ Mobile Feature Pack provides a solution to create RESTful mobile services to access IMS transactions.
IMS Mobile Feature Pack is a service provider for IBM WebSphere Liberty z/OS® Connect (z/OS Connect) for building mobile services to access your IMS assets. z/OS Connect, a feature that runs in WebSphere Application Server Liberty Profile, is designed to provide a fast, secure, reliable connector to reach any z/OS asset. z/OS Connect provides a standard way for these assets to be identified and reached by using the Representational State Transfer (REST) technology. z/OS Connect services are represented in the JavaScript Object Notation (JSON) format. 
The solution that is provided by IMS Mobile Feature Pack complements the IBM Worklight® platform for mobile access with zEnterprise®. IBM Worklight serves as the mobile enterprise application platform in a mobile-enabled architecture. It provides application management, security, and operational governance for mobile applications. z/OS Connect augments the role of IBM Worklight by providing a standards-based interface to back-end z/OS programs and applications with data conversion services. 
Tooling support for IMS Mobile Feature Pack for modeling, creating, testing, and managing services is provided through IMS Explorer for Development in IMS Enterprise Suite V3.1.1 or later.
When ordered through Shop z as part of IMS Enterprise Suite V3.1.1, IMS Mobile Feature Pack includes as a supporting program a limited use copy of IBM WebSphere Application Server for z/OS Liberty Profile. This program is packaged to provide gateway function to route mobile application traffic that accesses IMS applications. For WebSphere Application Server for z/OS Liberty Profile usage restrictions in this context, see the license information that is supplied with IMS Enterprise Suite for z/OS V3.1.1. 
IMS Mobile Feature Pack can also be installed from the WebSphere Application Server for z/OS Liberty Profile repository if you already have a licensed copy of WebSphere Application Server for z/OS Liberty Profile V8.5.5.2 or later.

CICS Mobile Feature Pack
The CICS TS Feature Pack for Mobile Extensions V1.0 enables you to extend the reach of your existing COBOL, C/C++, and PL/I programs to mobile devices, without having to make costly changes to your applications. The feature pack adds support for web service requests using JavaScript Object Notation (JSON) and the conversion between JSON and high-level language data structures, creating an efficient method of consuming enterprise data on a mobile device. 
Ideal for companies that wish to build mobile applications to exploit existing enterprise services hosted within the robust and scalable CICS environment
Uses existing CICS web service technology: a separate WSBIND file provides the mapping from the COBOL, C/C++, or PL/I language structures to JSON, or from JSON back to the language structure
Requests are process by CICS in a web service pipeline, taking advantage of the proven web service infrastructure within CICS Transaction Server
JSON greatly simplifies connectivity to mobile devices, particularly when using IBM Worklight Server, as you no longer need to write extensive custom adapter code to invoke CICS services


BlueMix Mobile Cloud Services:
A rich set of mobile ready APIs that you can mix and match to power your App 
 API Catalog: A catalog of developer friendly APIs (IBM & third party) with mobile SDKs, that can be composed into new and existing mobile apps. Configure and manage through the BlueMix portal.
 Run Code: The developer can chose from multiple language runtimes or bring their own.  Just upload your code and go.
 Store Data: The developer can store data in the cloud as a service easily without needing to administer the databases.
 Cloud Integration: Build hybrid environments.  Connect to on-premises systems of record plus other public and private clouds.  Expose your own APIs to your developers.
 Built on IBM SoftLayer: Runs on top of IBM’s leading infrastructure as a service.




Why connect apps to System z solutions? 



Solution  
Developed mobile solutions using IBM Worklight 
platform and Rational Team Concert software workflow 
to track the development process, from code checkout 
to promotion to the target environment which extended 
their business beyond traditional brick-and-mortar 
branches 

Benefits 
Reduced new product launch times by 50 percent and 
increased its readiness to effectively compete in the 
marketplace, moving two to three years ahead of its 
competition.  

Challenges 
RCBC needed an IT infrastructure 
to support a core-banking system 
that would help the bank improve 
efficiency, launch products faster 
and provide anywhere-anytime 
mobile access to banking 
products and services. 

Philippines bank RCBC transforms IT to gain 
1.2M customers in one year 

Presenter
Presentation Notes
Internal Reference:  http://w3-01.ibm.com/sales/ssi/cgi-bin/ssialias?infotype=RF&subtype=CS&htmlfid=RNAE-99ULHF&appname=crmd
External Reference:  http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=AB&infotype=PM&appname=SWGE_ZS_SW_USEN&htmlfid=ZSC03165USEN&attachment=ZSC03165USEN.PDF

Overview:�Rizal Commercial Banking Corp. (RCBC), headquartered in Makati City, the Philippines, was established in 1960. The bank provides a range of banking and financial products and services for commercial and retail customers. It is currently the fourth-largest private domestic bank in the Philippines by assets and has approximately 420 branches and 5,000 employees nationwide. ��Business Need:�RCBC needed an IT infrastructure to support a core-banking system, called Finacle, from IBM Business Partner Infosys Ltd. that would help the bank improve efficiency, launch products faster and attain 10 million customers. ��Solution Summary:�An IBM® z10™ Enterprise Class platform and a range of IBM middleware products provide scalability, security and consistent performance at the high levels required by Infosys and RCBC. ��Benefits:�RCBC reduced new product launch times by 50 percent and increased its readiness to effectively compete in the marketplace, moving two to three years ahead of its competition. ��Client Quote:�The combination of Finacle and IBM gives us the functionality we want on a high-performance platform that is robust and resilient enough to handle the bank’s requirements moving forward.��Dennis Bancod, senior executive vice president and head for IT and operations, Rizal Commercial Banking Corp. 



With System z: 
• Instrument applications with 

security protection from mobile to 
back-end systems 

• Secure mobile transactions from 
customers, partners and suppliers 

• Preserve native device experience 
without compromising security 

• Separate personal and business 
data 

• Provide intelligent access based 
on risk and location 

Security Intelligence 

Content Security 

Application Security 

Transaction Security 

Device Security 

DATA 

Personal and 
Consumer Enterprise 

Enterprise Applications 
and Cloud Services 

Presenter
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Target Roles: CIO, IT Exec, CSO, IT Manager, Developer 
Conversation Focus: BYOD, secure mobile access, transactions, applications and data 

For clients who need to: 
 Unlock mobile for their employees across multiple devices connecting to System z 
 Instrument applications with security protection from mobile to back-end systems
 Secure mobile transactions with customers, partners and suppliers 
 Preserve native device experience without compromising security 
 Separate personal and business data 
 Provide intelligent access based on risk and location 

IBM MobileFirst offers: 
 Enterprise Mobility Management 
 App Wrapping or SDK 
 Content Security 
 Run-time Risk Detection 
 Mobile Fraud/Malware Detection 
 Android and iOS Static Scanning 
 Integrated Development Environment 
 Context aware risk-based access control 
 Identity Federation 

Business Goals: (The ‘Why’) 
 Manage and secure the mobile enterprise 
 Enable our employees to work anytime and anywhere 
 Ensure trusted mobile interactions 

Buying Needs: (The ‘What’ to attain business goals) 
 Manage mobile devices, data and expenses 
 Support BYOD and a smarter workforce 
 Oversee security, risk and compliance from mobile to System z (i.e. full end-to-end security)






14 

Securing mobile apps for sensitive data on System z 

Unified management and 
security control for 
mobile devices 
Fiberlink MaaS360 
Trusteer 

1 
Enforce web and mobile 
security policies 
IBM DataPower 
IBM CastIron 

2 

Protect against fraudulent and 
unauthorized access 
IBM Security Access Manager for Mobile 
Arxan Application Protection for IBM Solutions 

3 
Security foundation for System z mobile 
workloads 
IBM Security zSecure Suite, RACF, LDAP, 
IBM Security QRadar SIEM,  
IBM InfoSphere Guardium  

4 

SOAP/https 
Maas360 

Worklight 
Studio 

https 

MQTT 

Worklight 
Server* 

SOAP/https 

DP  
XI50z  

zEnterprise 

DataPower 

Linux on z z/OS 

TFIM 

LDAP 

RACF 

PKI Services 

Cryptography 
cards 

Hardware 

SOAP/https 

zSecure Suite 

IBM InfoSphere Guardium 
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One of the key areas for mobile is security.  Securing sensitive data on System z for use on mobile devices is paramount.  One security breech can cause a major disaster for a company.

IBM’s solutions provide you with the tools to ensure your enterprise mobile applications have the highest possible security built in from the start, not bolted-on as an afterthought. IBM Worklight provides a slew of tools to make your app secure, including encryption of local device storage for both app data and authentication credential caching (both needed for offline use), application authenticity testing and device whitelisting, and integration with enterprise security infrastructure such as directory services, logging & auditing, and enterprise proxies/gateways.

Fiberlink MaaS360
MaaS360 provides that secure base by giving you unified management and control of security for all mobile platforms that connect to your enterprise. By taking care of things like detecting rooted/jail-broken devices and enforcing other security policies like password strength, it lets your developers focus on the security challenges unique to the mobile apps they build and maintain.
Optimized for Worklight hybrid apps
Packaged with Worklight Application Component system for easy integration
Available in Eclipse


IBM Security Access Manager for Mobile
IBM Security Access Manager for Mobile delivers  robust Access Management.  These capabilities enable access and entitlement management, single sign-on, and risk-based authentication.  An example of this is if I take my mobile device from my normal geography to another part of the world, a second factor of authentication may be required to make sure that you truly are that person because we don't recognize the location you're in as being normal.  It’ provides intelligence built into access management.  

Our Identity Management capabilities enable user provisioning, role management, and now privileged identity management solutions; This allows you to monitor the actions of your most “trusted” users as they access your servers, databases, and IT infrastructure from a mobile device.  IBM also offers a built in Policy-based Identity and Access Governance capabilities  as well as the ability to link to IBM QRadar.  Our  Security Intelligence layer is a key differentiator for IBM’s Mobile Security Solutions.



The IBM Worklight Server and Console provide a comprehensive way to manage all of your enterprise’s mobile applications. You can granularly control which users get access to what applications, including the ability to deprecate old versions and requiring users to upgrade them. Synchronization data flows built into your apps can be monitored, and even push notification services for various mobile platforms can be managed in a unified way.

Note: Endpoint manager does not reside on Linux on z yet.

\Security is threaded throughout the security lifecycle from development of mobile apps to the data on System z.

DataPower
DataPower provides the following and can reside on zBX
As a hardened, purpose-built appliance, it is resistant to hacking. DataPower’s firewall capabilities help protect back end servers from direct access from clients outside the organization, including protection from things like SQL injection, computer viruses, and cross-site scripting. 
DataPower also supports multiple security tokens and SSL (more on this later), while providing support for forms and other user validation pages on the DataPower device itself. It integrates with the LDAP server as part of its authentication, authorization and accounting (AAA) feature. 
Furthermore, even with this extensive support, you can extend token support to use DataPower as a security token service client to an intelligent identity manager (such as IBM Tivoli® Federated Identity Manager) to generate and translate custom tokens for you. 

System z Security Features
IBM Resource Access Control Facility (RACF), IBM Security zSecure suite, IBM Security QRadar SIEM and IBM InfoSphere Guardium provide the secure foundation for System z mobile workloads delivering identity and access management,  data protection, threat detection, and audit and compliance reporting.

Other capabilities
End to end capability of mobile users identity permits, auditing of transactions, and simplified identity mapping with RACF
Advanced scalability of encryption processing with System z cryptography cards
Centralized certificate management with z/OS PKI services
Secured integration gateway for System z services, centralized key management and mobile access policy capabilities with DataPower XI50z
High level security to backend applications via hipersockets or IEDN support with Worklight Server




Why secure apps with System z Solutions? 

End-to-end 
Security 
Real-time Security 

Intelligence 

zEnterprise System, z/OS, DB2 for z/OS, IMS, 
CICS, PKI Services, Cryptography.    

Highest Level of security for operating 
system, hardware, applications and 
database 

Easily authenticate and authorize mobile 
users connecting to mainframe 

IBM Security zSecure 
IBM InfoSphere Guardium for z/OS 
IBM Security AppScan ,  

Monitor real-time vulnerabilities in 
applications, databases, and operating 
systems on the mainframe 

IBM Security Access Manager 



Challenges 
Nationwide knew that it needed to 
transform its service offerings to 
embrace new channels and 
personalized products.  
Customers demanded an always-
on, multi-channel banking system  

UK’s saving and mortgage Nationwide 
transformed from legacy core systems to a 
modern, real-time, multi-channel banking system 

Benefits 
24/7 availability to support anytime, anywhere banking 
services, shorter time-to-market for new accounts, and 
ample scalability to support Nationwide’s ambitious 
growth plans.  
. 

Solution  
Used DB2 for z/OS to enable to operate in real-time and 
across multiple channels with resiliency and stability for 
managing millions of accounts. Used IBM security tools to 
manage different levels of access rights with ease. 

Presenter
Presentation Notes
Overview:�Nationwide is the world’s largest building society, and is one of the UK’s top three savings and mortgage providers. Its ambition is tdeo be just as strong in the banking market, with a stated aim of achieving a 10 percent share of the UK market for primary personal checking accounts. ��Business Need:�Customer demand for always-on, multi-channel banking threatened to derail Nationwide’s growth objectives. How could the bank create and support attractive new accounts faster than the competition? ��Solution Summary:�A radical, five-year transformation from legacy core systems to a modern, real-time, multi-channel banking system. At its heart, IBM® DB2® for z/OS® provides unbeatable security, resilience and flexibility. ��Benefits:�24/7 availability to support anytime, anywhere banking services. Shorter time-to-market for new accounts. Provides ample scalability to support Nationwide’s ambitious growth plans. ��Client Quote:�With DB2 for z/OS at the heart of our new real-time banking capabilities, we can offer better quality of service and facilities to our customers.��Mike Pighills, Head of IT Services, Nationwide 



With System z: 

• Quickly create and deploy 
personalized mobile campaigns 
and gain insights with analytic 
information from System z 

• Maximize brand value by 
integrating the physical and digital 
experiences of mobile customers 

• Receive timely, informative and 
interactive information to support  
decision-making, regardless of 
location. 

 

 

Presenter
Presentation Notes
Target Roles: CMO, Analytics Manager 

Conversation Focus: frequency of interaction, customer sat, conversion rate, differentiated experience, brand, employee efficiency 

For clients who need to: 
 Quickly create and deploy personalized mobile campaigns and gain insights 
 Maximize brand value by encouraging integrating the physical and digital experiences of mobile customers 

IBM MobileFirst offers: 
 Fine-grained segmentation for optimal targeting 
 Convenient dashboards to analyze mobile campaign results and gain insight into customer behaviors 
 In-depth analysis of mobile app usage to facilitate optimization of the mobile client experience 
 Increased ‘stickiness‘ of mobile apps via personalization and context-awareness 
 Integration with enterprise customer data, as well as external information such as weather, location, etc. 

Business Goals: (The ‘Why’) 
 Create deeper engagement by delivering contextually relevant experiences 
 Discover new opportunities using mobile information 

Buying Needs: 
 Optimize mobile experience to build loyalty 
 Leverage analytics to turn information into insights 
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Analytics solutions for mobile apps in the zEnterprise 

Complex queries in seconds 
IBM DB2 Analytics Accelerator for 
z/OS 2 

Informative and interactive 
business intelligence 
IBM SPSS and Cognos Solutions on 
Linux on System z 
Next Best Action Solution on 
zEnterprise 
 

1 

Visibility into the customer 
mobile experience to optimize 
app design  
IBM Tealeaf 

3 
Mobile 
apps 



Challenges 
Banca Cariage needed to develop 
an improved understanding of 
consumer behavior through 
analytics, and launch new mobile 
services that engage and retain 
customers through great service.  
 
.  

Providing superior customer service at Banca Carige by 
launching innovative mobile services and analytics 

Solution  
Banca Carige built an analytics environment 
and a new mobile banking service using IBM 
software on IBM zEnterprise EC12 mainframes, 
which provide round-the-clock availability and 
high security 
.  
 
 Benefits 
Launching new services meets changing 
customer demands, while the proven underlying 
technology accelerates deployment and reduces 
risk; consolidating to a single platform cuts cost 
and complexity. . 
 

Presenter
Presentation Notes
External reference: http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=AB&infotype=PM&appname=SWGE_ZS_ZS_USEN&htmlfid=ZSC03256USEN&attachment=ZSC03256USEN.PDF#loaded

Overview:�Founded in Genoa in 1483, Banca Carige Group (Banca Carige) has grown to become one of the largest banks in Italy. Employing almost 6,000 people across more than 650 branches, the company serves 1.2 million banking customers and generates gross operating income of more than EUR800 million. ��Business Need:�To thrive despite intense competition, Banca Carige wanted to develop a customer-centric approach to service delivery, but it first needed to gain a deeper understanding of customer needs and desires. ��Solution Summary:�Banca Carige built an analytics environment and a new mobile banking service using IBM software on IBM® zEnterprise® EC12 mainframes, which provide round-the-clock availability and high security. ��Benefits:�Launching new services meets changing customer demands, while the proven underlying technology accelerates deployment and reduces risk; consolidating to a single platform cuts cost and complexity. ��Client Quote:�Running our mobile banking service on Linux on zEnterprise is another step forward in our continual evolution on the mainframe. The key value for our business is that the most important services can be managed together on a consistent, stable and highly secure platform that offers enormous scalability and performance.��Daniele Cericola, ICT Governance Manager, Banca Carige 


 Founded in Genoa in 1483, Banca Carige Group (Banca Carige) has grown to become one of the largest banks in Italy. Employing almost 6,000 people across more than 650 branches, the company serves 1.2 million banking customers and generates gross operating income of more than EUR800 million. 

Keeping pace with changing demands 
With a 500-year history of moving with the times, Banca Carige knows perhaps better than any other business the value of continual evolution and innovation. Today, a key competitive differentiator for the bank is customer-centricity, and the battleground is increasingly shifting to mobile devices. For Banca Carige, this plays out in two initiatives: developing an improved understanding of consumer behavior through analytics, and launching new mobile services that engage and retain customers through great service. 

Evolution does not mean starting from scratch; successful innovation builds on existing capabilities, as Daniele Cericola, ICT Governance Manager at Banca Carige, explains: “In banking, trust is crucial, so whenever we launch new services, the challenge is always to ensure that the underlying data and transactions are secure and reliable. We needed a robust and trustworthy platform for our new analytics and mobile capabilities.” 

Services built on trust 
As it launches new services, one thing remains constant: Banca Carige continues to trust in the IBM zEnterprise mainframe platform. For many years, the group has run its core banking systems, including accounts, payments, and loans, on IBM CICS® Transaction Server with the IBM DB2® database on twin IBM zEnterprise EC12 servers running IBM z/OS®. 
The bank has supplemented this core functionality with branch applications, ATM systems and internet banking, running on IBM WebSphere® Application Server Network Deployment and IBM WebSphere Portal. The WebSphere applications run on Red Hat Enterprise Linux on specialty Integrated Facility for Linux (IFL) engines within the same mainframe servers. 

“The full IBM zEnterprise stack, both hardware and software, is central to our banking activities,” comments Daniele Cericola. “When we decided to invest in developing a better understanding of our customers, so that we could offer more appropriate and competitive services, the natural platform of choice for this analysis was the mainframe, because we wanted to benefit from its tried-and-tested security and availability.” 

Getting closer through analysis 
To improve customer-centricity, Banca Carige analyzes enormous volumes of customer and transaction data, managed in an enterprise data warehouse on the zEnterprise platform. The bank recently acquired IBM DB2 Analytics Accelerator for z/OS to centralize analytics functions and integrate them with its transactional databases on DB2 for z/OS. Data analysis and mining are performed on DB2 for z/OS and DB2 Analytics Accelerator for z/OS using a range of tools, from IBM SPSS® Modeler, which runs on Linux on a distributed platform, through to Microsoft Excel for more basic requirements. 

“All analyses are run against the data warehouse on the mainframe,” says Daniele Cericola. “In this way, we can ensure both performance and security.” 

The bank migrated several marketing databases and applications from the distributed environment to the mainframe, and developed the new campaign management data model using IBM Campaign software running on Red Hat Enterprise Linux, and consolidated these to the zEnterprise environment, making DB2 for z/OS the sole data repository for analytics and big data. The addition of IBM DB2 Analytics Accelerator for z/OS speeds up analytics within the data warehouse and CRM environment, and enables the bank to perform analytics queries using IBM SPSS Modeler and IBM Campaign with high performance and without incurring additional costs. 

“By centralizing our data on the zEnterprise platform, we gained a single version of the truth, avoiding the cost, effort and complexity involved in developing distributed data marts for each new requirement,” says Daniele Cericola. “DB2 Analytics Accelerator allows us to query against a relational schema with the same performance as if we were querying against a pre-indexed mart.” 

Going mobile on the mainframe 
As banking customers increasingly embrace web and mobile technologies, their expectations for 24/7 service are growing. For Banca Carige, this raises the stakes for ensuring round-the-clock availability for its digital channels. 

“System reliability is becoming more and more important as customers move away from the traditional model of in-branch banking,” comments Daniele Cericola. “In developing our new mobile capabilities, the obvious choice was to run the key components on the mainframe to ensure availability.” 

While the front-end of Banca Carige’s new mobile application currently runs in the cloud, it hooks back into web services running on WebSphere on Linux on the zEnterprise platform. Transactions and queries initiated on the mobile channel are ultimately processed through CICS and DB2 on the mainframe. 

To replace the existing proprietary front-end, Banca Carige selected IBM Worklight® Server on Linux on zEnterprise as a single solution for managing everything related to customer interaction, from mobile functionality to the supporting infrastructure.

“Running our mobile banking service on Linux on zEnterprise is another step forward in our continual evolution on the mainframe,” concludes Daniele Cericola. “The key value for our business is that the most important services can be managed together on a consistent, stable and highly secure platform that offers enormous scalability and performance. For example, we can quickly and cost-effectively deploy innovative services on Linux, and integrate them easily with the core banking systems and data on z/OS. In this way, our new capabilities are built on the solid foundations of trusted mainframe technology.”



Can Help You: 
 

• Design new engagement models placing 
the customer first 

• Use cost-effective workload mobile 
pricing on System z for competitive 
advantage 

• Use Linux on z solutions to build new 
business models that drive revenue 

In essence,  
Reinvent Business with Mobile 

Presenter
Presentation Notes
Target Roles: CxO, LOB Exec 

Conversation Focus: Using Mobile to redesign business processes for competitive advantage 

For clients who need to: 
 Build new business models that drive revenue 
 Redesign business processes for competitive advantage 
 Link mobile investments to ROI and IT strategy 
 Establish plans for growth and maturity of mobile initiatives 

IBM MobileFirst with System z offers: 
 Future-state mobile vision and rationale 
 Customer experience personas and journey maps for mobile engagement 
Cost effective workload mobile pricing
 Accelerated mobile strategy & business case creation 
 Defined capabilities (mobile operating model, mobile IT architecture, infrastructure requirements, application governance plan, etc.) and implementation roadmap 
 Comprehensive mobility infrastructure strategy and roadmap for implementation 

Business Goals: (The ‘Why’) 
 Drive revenue and productivity through mobile 
 Transform the value chain with mobile 

Buying Needs: (The ‘What’ to attain business goals) 
 Transform strategy and operations 
 Leverage cross industry System z mobile expertise 
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Transform your mobile apps with System z 

Collaborate with IBM mobile experts 
and design new System z mobile 
innovation 
IBM MobileFirst Studios  

1 
Develop cost-effective mobile 
solutions with System z 
IBM Workload Pricing on System z 2 

Accelerate the Mobile 
Transformation Journey with 
System z solutions 
IBM Ready Apps 
Linux on System z solutions 

3 

Presenter
Presentation Notes
Tools and services to transform your business with IBM MobileFirst and System z solutions

IBM MobileFirst studios
Back in March, IBM announced a global expansion of our consulting services capability to help clients with experience design and engagement by introducing the Interactive Experience Labs, part of the I.E. practice that you just heard about.  With approaches to experience design and engagement increasingly mobile driven, we now offer a specific 'lens' for mobile engagement.   Called the IBM MobileFirst studios, often co-located with the Interactive Experience Labs, these mobile-discipline / mobile-technology focused studios offer clients the opportunity to work side-by-side with our mobile professionals to quickly conceive, design, build and deploy working prototypes.  Our strategy consultants, researchers, designers and developers, with deep industry specific mobile expertise, can help you take advantage of the transformational nature of mobile solutions to create new ways to engage with your clients, your market, your eco-system and your employees.   
 20+ studios around the world to help clients reinvent business through mobile, coming online throughout 2014
 Extending a highly co-creative & agency environment to the clients
 Putting business in motion with best of research assets, software & services with System z

IBM Workload Pricing on System z
New mobile pricing to enable special pricing based upon mobile transactions performed on System z.  Customers can save up to 60% reduction in cost.

IBM Ready Apps
These are a suite of mobile applications pre-loaded with core industry-standard functionality. Built on the IBM Worklight development platform, these solutions are highly flexible, allowing for an accelerated, portable, and agile approach to development and management.  These solutions are highly configurable and allow for easy branding, styling, and visual design on top of the industry-standard functionality. Most importantly, the IBM MobileFirst Starter Apps include a suite of business value accelerators, enabling you to focus efforts on your long-term visions.  IBM Ready Apps will be integrated with the Apple solutions

Linux on System z solutions are designed with modern tools to connect and transform your business for mobile devices



 
Worklight Server on Linux on  System z Linux is cost-
effective 

* 3-Year TCA for Worklight Server (Front-end) for Prod + Dev/QA + DR. Rounded cores to 3 for the cost study.  

CICS 

DB2 

50 Concurrent Users 
2.42 used IFL 5.5GHz 

System z Linux x86 

1419 TPS   52% Better Throughput 932 TPS 
44 ms   41% Faster Response Time 63 ms 

$812* / TPS   16% Less Cost $964* / TPS 

Presenter
Presentation Notes
A study was performed to see cost for mobile solutions on System z,

Benchmark from Montpellier study completed 5/19/14, and CPO study completed 6/18/14.



• Reduce z/OS peak MSUs attributable to mobile workloads -- up to 60% 
• No Infrastructure Changes Required… (such as separate LPARs) 

 
  

Grow mobile transactions on z/OS with System z Mobile 
Workload Pricing 

Other z/OS  
Workloads 

CPU 

Mobile 

Adjusted z/OS 
Peak Utilization 

Reduced cost of 
growth on Mobile 
workloads 

Other 
Workloads 

Mobile 
Workloads 

CPU 

Current z/OS 
Peak Utilization 
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Presenter
Presentation Notes
Mobile Workload Pricing (MWP) for z/OS can reduce the cost of growth for mobile transactions processed by programs such as CICS®, IMS™, and DB2® for z/OS. This enhancement to sub-capacity reporting can mitigate the impact of mobile workloads on sub-capacity license charges, specifically in the cases where higher mobile transaction volumes may cause a spike in machine utilization. This can normalize the rate of transaction growth and reduce the reported peak capacity values used for sub-capacity charges.
If using certain eligible programs to process mobile transactions, contact your sales team to help you understand how you can meet the tracking requirements for mobile workloads. MWP does not require you to isolate the mobile work in separate partitions, but rather is an enhanced way of reporting

Prerequisites for enabling Mobile Workload Pricing (MWP) for z/OS include the following:
Run one or more of the Mobile Workload Pricing Defining Programs on a zEnterprise® EC12 (zEC12) or zEnterprise BC12 (zBC12) server that has implemented sub-capacity pricing under AWLC, AEWLC, or System z New Application License Charges (zNALC) terms and conditions, as specified in the IBM® Addendum for System z Mobile Workload Pricing (Z126-6300) contract. 
Alternatively, if you install and operate a zEC12 or zBC12 anywhere in your enterprise you will be eligible for MWP when running a Mobile Workload Pricing Defining Program on a zEnterprise 196 (z196) or zEnterprise 114 (z114) server that has implemented sub-capacity pricing under AWLC, AEWLC, or zNALC terms and conditions.
Run z/OS V1 (5694-A01) or z/OS V2 (5650-ZOS).
Agree to measure and provide the required mobile transaction data on a monthly basis, inclusive of CPU seconds. IBM must approve the process used to capture the records for mobile transactions that will be used for monthly reporting.
Install and use the Mobile Workload Reporting Tool (MWRT) on a Microsoft™ Windows™ based system.
Run MWRT for each sub-capacity reporting period and submit the results to IBM on a monthly basis in place of the Sub-Capacity Reporting Tool (SCRT) results.




FNB drives unprecedented growth and performance in 
mobile banking 

Challenges 
in South Africa, more people 
have cellphones and smart 
mobile devices than bank 
accounts. FNB wanted to 
launch a reliable, secure and 
highly responsive mobile 
channel before its competitors, 
and looked for a platform that 
would enable very short time-
to-market.  
. 

Benefits 
Rapid deployment enabled FNB to gain first-mover advantage 
in the market, gaining the number one spot for mobile banking. 
Ultra-low average end-to-end response times of 30 milliseconds 
ensure snappy performance for mobile banking users. Fast, 
secure and reliable mobile banking generates more business for 
FNB and reduces its average cost per transaction. 

Solution  
FNB integrated a new Java-based mobile front-end directly 
with tried-and-trusted business logic and core banking 
services running on IIMS on an IBM zEnterprise EC12 
server. IBM IMS Enterprise Suite Connect APIs for Java and 
C and IBM IMS Enterprise Suite SOAP Gateway manage 
links between the channel applications and core functionality 
and data on the mainframe.  
 

Presenter
Presentation Notes
Internal reference: http://w3-01.ibm.com/sales/ssi/cgi-bin/ssialias?infotype=RF&subtype=CS&htmlfid=STRD-9CKF7C&appname=crmd

Overview:�First National Bank (FNB) is one of the four divisions of FirstRand Bank Limited within the FirstRand Group, one of the largest financial institutions in South Africa. FNB provides retail, wealth, business, commercial and corporate banking services to more than eight million customers. It also gives its customers access to other services provided by its parent group, including asset finance insurance, and investment fund management ��Business Need:�The ubiquity and convenience of cellphone and tablets as computing devices represented a clear growth opportunity for FNB; in South Africa, more people have cellphones and smart mobile devices than bank accounts. FNB wanted to launch a reliable, secure and highly responsive mobile channel before its competitors, and looked for a platform that would enable very short time-to-market. ��Solution Summary:�FNB integrated a new Java-based mobile front-end directly with tried-and-trusted business logic and core banking services running on IBM® Information Management System (IMS™) on an IBM zEnterprise® EC12 server. IBM IMS Enterprise Suite Connect APIs for Java and C and IBM IMS Enterprise Suite SOAP Gateway manage links between the channel applications and core functionality and data on the mainframe. ��Benefits:�Rapid deployment enabled FNB to gain first-mover advantage in the market, gaining the number one spot for mobile banking. Ultra-low average end-to-end response times of 30 milliseconds ensure snappy performance for mobile banking users. Fast, secure and reliable mobile banking generates more business for FNB and reduces its average cost per transaction. ��Client Quote:�At FNB, we don't just think of IBM zEnterprise as the platform for our core banking software; rather, it hosts the core functional layers that allow the channels to create value for our customers��Jay Prag, CIO – Hogan Channels, FNB 



BUILD and deploy to back-end 
systems to access mission critical 
data for enhanced customer 
experience 

PROTECT critical data with military 
strength security solutions from app 
to mainframe 

ENGAGE customers with the fastest 
analytics capabilities for the 
enterprise 

TRANFORM  enterprise business 
with packaged mobile solutions and 
services 

 

IBM MobileFirst with System z 
provides seamless connection  
to Systems of Record 

Up to 60% improvement in mobile 
transaction throughput with System z 

Presenter
Presentation Notes
Summary:

System z and IBMMobile first enables customers to:

BUILD and deploy to back-end systems to access mission critical data for enhanced customer experience
PROTECT critical data with military strength security solutions from app to mainframe
ENGAGE customers with the fastest analytics capabilities for the enterprise
TRANFORM  enterprise business with packaged mobile solutions and services





1 
Download and Access:  
•IBV mobile study: http://ibm.co/ibvmobile 

•SWG for Mobile z Acceleration Page 

•SWG Know on the Go Mobile Conversations 

•System z for Mobile Whiteboard Oct 16th 

 

Reach out for assistance: 
•zRational    Brett McCarthy 
•zAIM    Al Grega 
•zC&SI   John Meehan 
•zSecurity   Andy Nietupski 
•zIM    Lori Bucciarelli 
•SWG Mobile Sales  Heather Johnson-Dunnings 
•STG Mobile Sales Khaylen Stanton 

2 

3 

Call To Action: Engage with your 
clients on this broad Mobile Story 

Sign your client up for: 
•Free Mobile Agenda Workshop ibmmobile@us.ibm.com 

•z/OS Connect & Mobile Wildfire Workshop Oct 21-22 

 

http://ibm.co/ibvmobile
http://w3-103.ibm.com/software/spcn/content/Z837898E48577T86.html
mailto:ibmmobile@us.ibm.com


Thank you 
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Presentation Notes
Thank you!
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