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Learn to Talk to Your Clients about
Security for zMobile
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MobileEnterprise

You know? you can do this
with your mobile device now.
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MobileEnterprise

Mobile Adoption continues to march on...

In Context - 7 Billion people on the planet

« 3.5 hillion people use toothbrushes

* 4.5 billion people with access to a working toilet
* 6 billion Mobile Devices

Marc Andreessen: “Even the poorest people in the world will choose smartphone
and internet access even over indoor plumbing & electricity, given the choice”

Mobile is becoming the “primary” platform for users

e 1/3 government web site visits come from mobile

« 20% of online financial transactions are from mobile

* 81% of adults use personally owned devices for business
e 91% of adults have their smartphone within reach

3 IBM & Partner Sellers Only © 2014 IBM Corporation
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As mobile grows, so do security threats for our custome

In 2014 the number
of cell phones
(7.3 billion) will

exceed the number

of people on the

I planet (7 billion).t

aD #’*

Mobile malware is
growing. Malicious
code is infecting

Mobile more than
downloads will 11.6 million mobile
increaseto 108 devices at any
billion by 2017.2 given time. 3

IBM & Partner Sellers Only

Mobile devices
and the apps we
rely on are under

attack. 90% of the

top mobile apps
have been
hacked.*
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Mobile malware grew

155% ®4¢ r=r

B614% 222200

from March 2012 to March 2013

73%b of all malware exploit
holes in mobile payments by
sending fraudulent premium
SMS messages, each
generating around $10 USD
in immediate profit

Android is responsible for
929%b of all known mobile

malware. An increase from
47%0in 2012...

...a significant threat given more than

1 BILLION

Android-based smart phones are estimated
to be shipped in 2017

Source: Canalys Smart Phone Report, June 2013

There are more than

500

third-party app stores
containing malicious apps

/' 79/0 of Android threats
could be largely eliminated

today if all Android devices
had the latest OS5.

Currently only 496 do

Source: Juniper Mobile Threat Report, 2013

5 IBM & Partner Sellers Only
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Business must adapt and redefine security for mobil

rﬁ.
What's reallv stopping your
(Iti{}|lllnll ol cloud and mobile?
Tips and advice from top CISDs and security leaders

“Mobile security is the #1

“76% of responders say that
the loss of a mobile device

with access to corporate data CI
could result in a significant @13
security event.” B -
g*:ﬂm Planning ¥ (l\ (SIE “Although many are planning to
S Sy develop an enterprise strategy for
mobile security (39%), a significant

technology investment area.”
Mastering Security is key to the adoption of cloud and mobile technology
Joctotity

number have not done so yet (29%).”

>

W Develop a Multi-layer Strategy W Gain Visibility and Intelligence §f Say Yes to Innovat

. B 2

Downioad tha

2013 CIS0 assemames Firat Sucusity
For more information vi
IBM Center for Appliad Insights

www.ibm.comfibmcailciso

flw
7
!EI!““
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But the mobile revolution will put huge demands on business and IT

» Security and privacy are paramount, of course
But additionally

 Inconsistent peaks 24/7 will be common

* Increased system load

* New versions of apps occurring weekly (or more frequently)
vs. yearly

* Development, control and support of apps
and multiple devices will not be standard

7 IBM & Partner Sellers Only © 2014 IBM Corporation
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MobileEnterprise

Mobile is simply a new channel into the Enterprise

MobileFirst Server
&
WebSphere
Application Server

8 IBM & Partner Sellers Only © 2014 IBM Corporation
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MobileEnterprise

Mobile is changing the way we view the perimeter

Trusted Intranet omzZ Untrusted Internet

Online Banking
Application

Ao o0
lvlﬂ”

Trusted Intranet DMZ Untrusted Internet
Employee

Application Online Banking Deliver Mobile App
Application

A Qo
\vl .ﬂ

Employee Leverage Public Clouds
Application

0 0 O 1.
e > @ﬁ.ll

Investment
API Services

9 IBM & Partner Sellers Only © 2014 IBM Corporation
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MobileEnterprise

Imperatives to securing the mobile enterprise

CISO/CIO O
Chief Information Security Officer ‘
Chief Information Officer “
* Mitigate security risk across devices, applications, content and transactions

* Monitor enterprise security across all endpoints
» Manage mobility across the enterprise

IT n Line-of-Business

Securlty
Operations Application Developer SpeC|aI|st
Device Security Content Security Application Security Transaction Security
» Manage the mobile » Secure file and document * Instrument applications » Secure mobile
enterprise with BYOD, sharing across devices with security protection transactions from
BYOA, secure e-malil and employees including by design customers, partners
and document sharing integration with SharePoint . e and suppliers

* Identify vulnerabilities in
new, existing or purchased
applications

Security Intelligence

Correlate mobile security events with broader infrastructure including log management, anomaly detection
and vulnerability management for proactive threat avoidance

10 IBM & Partner Sellers Only © 2014 IBM Corporation
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The imperatives to securing a mobile enterprise within an organization are unique.

Whether you’re the CISO trying to…
Mitigate security risk across devices, applications, content and transactions
Comprehensively understand enterprise security across all endpoints
Comprehensive enterprise mobility management

Or an IT Operations Manager required to…
Secure the device so you can manage the entire mobile enterprise with BYOD, BYOA, secure e-mail and document sharing
Then expand that security to securing the content so you can secure the file and document sharing across devices and employees including integration with SharePoint

Or how about the Line-of-Business or Application Developer that’s trying to secure the app in order to…
Instrument applications with security protection by design
Scan new and existing application for vulnerabilities

And finally the Security Specialist trying to secure all the transactions, it’s imperative he …
Secures mobile transactions from customers, partners and suppliers
Correlate mobile security events with broader infrastructure for proactive threat avoidance

IBM understands these unique and individual needs of your organization, and we’re here to help.
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MobileEnterprise

IBM Security capabilities for the mobile enterprise

Enterprise Applications

| -
Personal and and Cloud Services
Consumer

Security Intelligence

Transaction Security

- _EEEE Application Security
====== ontent Security

e Security Identity, Fraud,
and Data Protection

Device Security Content Security Application Security Transaction Security

 Solutions to manage a * Solutions to help secure * Solutions to develop * Solutions to help protect
diverse set of mobile file and document sharing applications with security mobile transactions with
devices from corporate across devices and by design customers, business
owned assets to BYOD, all SharePoint * Protect enterprise data in partners and temporary
from the cloud both the applications you workers that are not part of
build and the applications your enterprise mobile
you buy management framework

Security Intelligence

A unified architecture for integrating mobile security information and event management (SIEM), log
management, anomaly detection, and configuration and vulnerability management

11 IBM & Partner Sellers Only © 2014 IBM Corporation
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IBM offers the capabilities that are most requested to address today’s mobile challenges:  

Device Security:
Solutions to manage a diverse set of mobile devices from corporate owned assets to BYOD, all from the cloud.�
Content Security : 
Secure file and document sharing across devices and employees including integration with SharePoint.

Application Security :�Developer solutions to secure applications by design early in the development process.  Protect enterprise data in both the applications being built and the applications bought.  

Transaction Security: 
Solutions to protect mobile transactions with customers, business partners and temporary workers that are not part of your enterprise mobile management framework. 

Security Intelligence:
Provide a unified architecture for integrating  mobile security information and event management (SIEM), log management, anomaly detection, and configuration and vulnerability management.
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Security features capabilities for the mobile enterprise

-*- Enterprise Applications
and Cloud Services

Personal and
Consumer

=

Security Intelligence E
lwin y J

u ] Transaction Securit
a 5| . . 1 )
. EAEEER Application Security :
======= ontent Security
e Security Identity, Fraud,
\ and Data Protection
Device Security Content Security Application Security Transaction Security
« Enroll, provision and configure * Restrict copy, paste and share Software Development Lifecycle = Access
Sg}i/g/es, Sz e el « Integration with Connections, * Integrated Dev Environment » Mobile Access Management
. . . . SharePoint, Box, Google Drive, |, j0g/ Android Static Scanning « Identity Federation
* Fingerprint devices with a Windows File Share o
unigue and persistent mobile Application Protection « API Connectivity
device ID  Secure access to corporate ) _ )
* Remotely Locate, Lock and + Hardening & Tamper Resistance =« Mobile Fraud Risk Detection
Wipe lost or stolen devices * Secure access to corporate IBM Busingss parmgr (Arxan) _
_ . intranet sites and network » Cross-channel Fraud Detection
» Enforce device security * Run-time Risk Detection . o
compliance: passcode, Malware, Jailbreak / Root, Device ~ * Browser Security / URL Filtering
encryption, jailbreak / root ID, and Location « IP Velocity
detection

» Whitelist/ Blacklist Applications

Security Intelligence

Advanced threat detection with greater visibility

12 IBM & Partner Sellers Only © 2014 IBM Corporation
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IBM Security feature capabilities for the mobile enterprise encompass a range of benefits.

Protecting the Device: Enrolling, provisioning, configuring, monitoring, ability to locate the device, fingerprint access and remote wiping.

Safeguarding Content: Secure file and document sharing across devices and employees including integration with SharePoint.

Restricting copy, paste and share, and integration with SharePoint.

Securing the Application: Developer solutions to secure applications by design early in the development process.  Protect enterprise data in both the applications being built and the applications bought. 

App Wrapping or SDK, End-to-end Mobile Content Security, Run-time Risk Detection, iOS / Android Static Scanning, Integrated Development Environment, Experience Management, Tamper Proofing, Whitelist / Blacklist Applications

Safeguarding Transactions:  Solutions to protect mobile transactions with customers, business partners, and temporary workers that are not part of your enterprise mobile management framework. 

Account Takeover Detection, Mobile Fraud Risk Detection, Cross-channel Risk Detection,  Mobile Access Management, Identity Federation, Application Level VPN, Secure API Connectivity, Secure Browser / URL Filtering

SECURITY  INTELLIGENCE: Advanced threat detection with greater visibility.
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Security solutions for the mobile enterprise

=

Personal and
Consumer

Security Intelligence

Transaction Security
Application Security
Content Security
ce Security

~ Device Security Content Security

powered by...

< ¢ D IBM Security IBM Security
IBM MobileFirst Platform AppScan ¥ Access Manager

ABQAN Arxan Application u IBM RACF

Protection for IBM ]
IBM MobileFirst Protect

Solutions

IBM QRadar Security
Intelligence Platform

13 IBM & Partner Sellers Only

Application Security

Trusteer

an |[BM Company

IBM Distributed Identity Data

Enterprise Applications
and Cloud Services .
=

5

Identity, Fraud,
and Data Protection

Transaction Security

IBM Security
zSecure

;'@\
{ )

@ssd [|BM InfoSphere
ww Guardium

[ z/OS Connect ]

IBM
DataPower

© 2014 IBM Corporation
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Building and Maintaining Secure Enterprise Mobile Applications

1. Start with the most secure operating
system, applications and database

| IBM Security
AppScan

2. Build, deliver, deploy & maintain @
secure mobile applications

3. ldentify and correct security MobileFirst Platform
vulnerabilities as the application @
is developed and maintained

SOAP/https

JSON/https

109UU0D SO/Z

J S
il :/‘

Hardware o §zI0S 4

Cryptographic
cards

14 IBM & Partner Sellers Only © 2014 IBM Corporation
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IBM System z Core Capabilities

Resilience and security have long been hallmarks of mainframe computing, making
System z the application computing platform of choice

Client Challenge

Customer’s security challenges are compounded
by starting with less secure computing platforms.

Solution

109UU0D SO/Z

z/OS has the highest security rating or
classification of any commercially available system

Key Benefits

 RACF and IDID provides discrete, end to end authentication,
transaction auditing, and identity mapping

» Cryptography options supports advanced
encryption processing

* PKIl services centrally manage certificates

« High level security connection to backend applications via
hipersockets

15 IBM & Partner Sellers Only

Hardware

Cryptographic
cards

© 2014 IBM Corporation
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IBM MobileFirst Platform

16

Build and manage mobile applications

with security m

» Challenge: Create an open, comprehensive, secure platform that manages HTMLS5,
hybrid and native mobile apps.

= Solution: Secure the application, reduce both development and maintenance costs,
improve time-to-market and enhance mobile app governance and security.

More Information

» Key benefits

— Support multiple mobile operating environments and
devices with the simplicity of a single, shared code base

— Connect and synchronize with enterprise data,

applications and cloud services « Website
— Safeguard mobile security at the device, application and

network layer » Case Study
— Govern your mobile app portfolio from a central e Ty

interface

IBM & Partner Sellers Only © 2014 IBM Corporation


http://www-03.ibm.com/software/products/en/worklight
http://www-01.ibm.com/software/success/cssdb.nsf/CS/RNAE-9CA2NJ?OpenDocument&Site=software&cty=en_us
http://lexdcy040220.ecloud.edst.ibm.com/tealeaf-dot-com/customer-experience-management/resource-center/register.php?doc=econ-dc-2013
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WS_WS_USEN&htmlfid=WSD14109USEN&attachment=WSD14109USEN.PDF
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IBM Security AppScan

Static, dynamic and interactive application

security testing m

» Challenge: Build in security during development of mobile applications as well as assess
the security of existing applications.

» Solution: Mitigate application security risk and establish policies, scale testing and

prioritization and remediation of vulnerabilities.
More Information

Free Trial

» Key benefits

— Promotes secure mobile application development

— Provides enhanced mobile application scanning

— Delivers comprehensive application security assessments to
measure and communicate progress to stakeholders

Client Brochure

— Prioritizes application assets based on business impact and
highest risk

Analyst Report

Solution Brief

— Integrates with IBM MobileFirst Platform projects

17 IBM & Partner Sellers Only © 2014 IBM Corporation


https://www14.software.ibm.com/webapp/iwm/web/reg/signup.do?source=ESD-SECSYSPROD-EVAL&S_TACT=102PW05W&lang=en_US&S_PKG=CRLC1ML
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=BR&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGB03009USEN&attachment=WGB03009USEN.PDF
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-WW_Security_Organic&S_PKG=ov16329&S_TACT=102PW49W
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGS03006USEN&attachment=WGS03006USEN.PDF

-
~

[jn]
[
g
<
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Secure the Users & Devices for the Mobile Enterprise

4. Secure the device

5. Authenticate and authorize the user

IBM Security
‘ AppScan
B s : = 1
= MobileFirst Platform N
; g CICS
¥ Trusteer Mobile @ > 8 DB2
— SOAP/https O IMS
MobileFirst Protect S WAS
JSON/https S
@® Batch
o
Linux iR

S,

—> WebSphere
DataPower

IBM Security
% Access Manager

stograp RACF

EEI ¢ L

18 IBM & Partner Sellers Only © 2014 IBM Corporation



MobileEnterprise

||
1]
1]
T
7
.
&
AY

MobileFirst Protect Enterprise Mobility Management

19

Instantly deploy, manage and secure
devices, apps and contentin the enterprise m

» Challenge: Businesses need flexible and efficient ways to promote their mobile initiatives
while protecting data and privacy.

= Solution: Deliver comprehensive mobile management and security capabilities for users,

devices, apps, documents, email, web and networks.
More Information

Data Sheets

» Key benefits

— Support corporate and employee-owned devices

— Promote dual persona with full containerization and BYOD
privacy

— Take automated action to ensure compliance with policies

Videos
— Control emails and attachments to prevent data leakage

Case Studies

— Distribute, secure and manage mobile applications

White Papers

— Allow corporate documents on mobile devices securely

Free 30-day Trial

— Filter and control access to the web and corporate intranet sites

IBM & Partner Sellers Only © 2014 IBM Corporation
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Here is an overview of the typical business challenge, solution and benefits that Fiberlink address with MaaS 360. 

With Fiberlink, IBM offers a comprehensive mobility enterprise management solution which is proven, powerful, secure, seamless and simple – all of which help to deliver a low-cost, highly productive and secure environment.

MaaS360 is an Enterprise Mobility Management platform that helps any size business, subsidiary or department to quickly and securely manage mobile devices.
 
Fiberlink’s long time expertise and focus on delivering enterprise mobile computing solutions for over two decades translates to best practices that accelerate deployment, eliminate risk and simplify Mobile Enterprise Management. MaaS360 is the only solution in the market with the credentials to give customers confidence in the areas that matter most: 
 
 Simple and fast deployments with an exceptional customer experience for IT and employees 
 Powerful management and security capabilities to address the full mobility lifecycle 
 Flexible mobile application container options to separate work and personal data 
 Seamless integration with existing enterprise systems such as email, directories, and certificate authorities 
 The most trusted and proven approach to delivering Enterprise Mobility Management

http://www.maas360.com/resources/data-sheets/
http://www.maas360.com/resources/media/
http://www.maas360.com/resources/case-studies/
http://www.maas360.com/resources/white-papers/
http://www.maas360.com/ibm
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Trusteer Mobile

20

Risk-aware mobile application and risk-based mobile
transaction assessment

.,
4
1
1
1
1
1
1
1
L]

a

Challenge: Compromised devices and applications create fraud risk and an insecure

environment.

Solution: Dynamically detect device risk factors and capture the underlying device.

Key benefits

— Accurately detects device risk factors

— Allows or restricts sensitive mobile application functions based

on risks

— Mobile transaction risk can be correlated with cross-channel
risk factors to detect complex fraud schemes.

— Promotes comprehensive risk assessment and secure

application development

— Helps secure transactions from devices to the back office

— Integrates with IBM MobileFirst Platform projects

IBM & Partner Sellers Only

More Information

Website

Whitepaper

Trusteer Mobile SDK

Trusteer Mobile App

© 2014 IBM Corporation


http://www.trusteer.com/solutions/mobile-fraud-risk
http://buildingtrust.trusteer.com/Mobility_on_Hold_WP_ResourceCenter
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http://www.trusteer.com/products/trusteer-mobile-app-secure-browser
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IBM Security Access Manager for Mobile

21

Safeguard mobile, cloud and social interactions

a

» Challenge: Provide secure access to mobile apps and reduce the risks of user access and
transactions from the mobile devices.

= Solution: Deliver mobile single sign-on and session management, enforce context-aware
access and improve identity assurance.

= Key benefits

Protects the enterprise from high risk mobile devices by
integrating with Trusteer Mobile SDK

Built-in support to seamlessly authenticate and authorize
users of MobileFirst Platform developed mobile
applications

Enhances security intelligence and compliance through
integration with QRadar Security Intelligence

Protects web and mobile applications against OWASP Top
10 web vulnerabilities with integrated XForce threat
protection

Reduces TCO and time to value with an “all-in-one” access
appliance that allows flexible deployment of web and mobile

capabilities as needed
IBM & Partner Sellers Only

More Information

Website

Whitepaper

Datasheet

Demo Video

Webinar

© 2014 IBM Corporation
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Here we have an overview of the typical business challenge, solution and benefits that IBM Security Access Manager for Mobile delivers. IBM offers products and technologies that allow a robust Access Management.  These capabilities promote access and entitlement management, single sign-on, and risk-based authentication.  An example of this is if I take my mobile device from my normal geography to another part of the world, a second factor of authentication may be required to make sure that you truly are that person because we don't recognize the location you're in as being normal.  So again, it’s a great example of intelligence built into access management.  

Our Identity Management capabilities enable user provisioning, role management, and now privileged identity management solutions; This allows you to monitor the actions of your most “trusted” users as they access your servers, databases, and IT infrastructure from a mobile device.  

IBM also offers a built in Policy-based Identity and Access Governance capabilities  as well as the ability to link to IBM QRadar.  Our  Security Intelligence layer is a key differentiator for IBM’s Mobile Security Solutions.

http://www-03.ibm.com/software/products/en/access-mgr-mobile/
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-WW_Security_Organic&S_PKG=ov18311&S_TACT=102PW51W
http://www.youtube.com/watch?v=_hduAzm5ZwA
https://www2.gotomeeting.com/register/794701282
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IBM DataPower

A secure gateway protecting and optimizing mobile
interactions

a

= Challenge: Provide secure access to mobile apps and reduce the risks of user access and
transactions from the mobile devices.

= Solution: Use DataPower to connect Mobile Applications with Enterprise Apps & Services:
IMS, CICS, DB2, etc.

» Key benefits

22

Highest level of protection for back-end service calls
Pre-processing of messages to reduce load on back end
Resiliency, scalability, and acceleration at the edge
Configuration, not coding

Hardened security for mobile access

Rapid deployment and change management

IBM & Partner Sellers Only

More Information

Website
Redbook
Datasheet

Demo Video

© 2014 IBM Corporation


http://www-03.ibm.com/software/products/en/datapower
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=sw-app&S_PKG=ov1006&S_TACT=109KA6JW&dynform=485&lang=en_US
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=sw-app&S_PKG=ov9449&S_TACT=109KA6JW&dynform=484&lang=en_US
http://www.youtube.com/watch?v=AaoUvUk3EmA
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Secure the Mobile Enterprise Run Time Environment

« ¢ D Arxan Application
' Protection

Trusteer Mobile

MobileFirst Protect

—| WebSphere
DataPower

4 1BM Security
% Access Manager

23

6.

IBM & Partner Sellers Only

Protect the applications against hacking attacks &
malware

Monitor databases in real time for vulnerabilities

Monitor operating system in real time for
vulnerabilities

IBM Security
AppScan

IBM InfoSphere
Guardium

MobileFirst Platform

SOAP/https

JSON/https

IBM Security
zSecure

© 2014 IBM Corporation
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24

a

Challenge: Protect applications to make them self-defending, hardened, and tamper-resistant “out
in the wild” against hacking attacks and malware exploits.

Solution: Instrument a risk-based custom Guard Network in the application binary that enablesiit to
defend against compromise, detect attacks at run-time, and react to ward off attacks.

Key benefits

“Multi-layer interconnected Guard Network for defense-in-depth and no
single point of failure

Breadth of static & run-time Guard types vs. threats

Automated variability and randomization for each build

No source code changes with binary-based guard injection engine
Broadest multi-platform support to enable standardization

No impact to user experience, negligible performance impact

Validated with MobileFirst Platform and AppScan, tested with Trusteer

IBM & Partner Sellers Only

More Information

Website
Whitepaper

Datasheet

Webinar

© 2014 IBM Corporation


http://www-03.ibm.com/software/products/en/arxan-application-protection
http://www.arxan.com/securing-mobile-apps-in-the-wild-with-app-hardening-and-run-time-protection/
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=SP&infotype=PM&appname=SWGE_WG_WG_USEN&htmlfid=WGD03034USEN&attachment=WGD03034USEN.PDF#loaded
http://www.arxan.com/resources/arxan-and-ibm-app-protection-webinars/
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IBM Security zSecure

Automates routine RACF administration tasks and provides proactive compliance reporting for the
mainframe operating system and sub-systems

Client Challenge

The mainframe is a complex platform; inattention
to configuration management details can create
vulnerabilities

IBM Security zSecure suite

zSecure
Manager for

Solution RACF z/VM

zSecure
Audit

zSecure

Automate proactive security scans and provide Admin

real-time alerts of suspicious activities

-
-
-
-
-

zSecure
Adapters
fgr zSecure
QRadar IBM z/0S Visual
SIEM*

2,
ﬂ%ﬁﬂmw uone ng!n\'\\\w‘

Key Benefits

+ Enables more efficient and effective RACF
administration, using significantly less
resources

zSecure
Alert

zSecure
CICS Toolkit

zSecure
Command
Verifier

» Automatically analyzes and reports on security
events and detects security exposures

O PI'OVIde real'tim e mal nfram e threat m0n|t0r| ng * Product offers a subset of the capabilities provided by zSecure Audit
allowing you to monitor intruders

25 IBM & Partner Sellers Only © 2014 IBM Corporation
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IBM InfoSphere Guardium

IBM Guardium Provides Real-Time Database Security & Compliance for Data at Rest, Data in Motion,

and Configuration Data

N NETEZZA

European g o 2/05
Data Centers % Mainframe
Coll L2 JAP
2 D
. e

Collector

Client Challenge

Companies must proactively prepare for data breaches
and be made immediately aware when their data is at risk.

Csowion S

o g S-GATE
. ™ i e N Protect data assets with activity monitoring, vulnerability
STAP ) — a oo 2 . g
e E | g analysis, data classification, data masking, entitlement
= ollector, i a o a .
§ Y ‘E‘C_' t c,;.f;ogwmv reporting, actions blocking and data quarantine
gSoL STAP N S-GATE PS - / udit Repository
A Remote Locations * . .
l %verl & Outsourcers Integration
: ith LDAP
SYBASE o ’ :
[TeraoAT | |AM, SIEM, Key Benefits
—— TSM,
;i SharePoint
Remedy, ... . . . L
» Continuous, policy-based, real-time monitoring of all
database activities, including actions by privileged
users
» Database infrastructure scanning for missing patches,
misconfigured privileges and other vulnerabilities
» Data protection compliance automation
26 IBM & Partner Sellers Only © 2014 I1BM Corporation
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MobileEnterprise

Real-time security intelligence for the Mobile Enterprise

Arxan Application = e .
m Protection ~  [TTTTTToeeeeeeol e § IBM QRadar Security

_| Intelligence Platform

9. Aggregatesand N T
analyzes security event .-~
to identify high priority. .-~ .~
e | 1BM ‘sécurity &= [ IBM InfoSphere
concerns el ; AppStan = | Guardium

el S/ MobileFirst Platform
- ; CICS
JH Trusteer Mobile v/ > \ DB2
SOAP/https il
MobileFirst Protect

JSON/https

—| WebSphere
DataPower

4 1BM Security
% Access Manager
IBM Security

zSecure
27
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IBM QRadar Security Intelligence

Deliver mobile security intelligence by monitoring data collected from other mobile security solutions

—visibility, reporting and threat detection

......

I
|
i

— S - e
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dH
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Client Challenge |

Visibility of security events across the enterprise, to stay
ahead of the threat, show compliance and reduce risk

Use event correlation to identify high probability
incidents and eliminate false positive results.

Key Capabilities I

* Document user, application and data activity to satisfy
compliance reporting requirements

» Protect private data and intellectual property by
detecting advanced persistent threats

* Inspect network device configurations, visualize
connections and perform attack path simulations to
understand assets at risk

* Perform scheduled and real time asset vulnerability
scanning and prioritization to stay ahead of possible
attacks

© 2014 IBM Corporation
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Large retail bank in Europe strengthens security with Trusteer

$1 million

in fraud stopped in the first
week

$60 million

in fraud stopped in the first
year

29
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Business problem: A retail bank in the EU sought a secure
means to allow its users to perform the same functions they
performed online with their mobile devices.

Solution: Trusteer Mobile SDK helped protectthe organizations'
existing mobile banking application by adding device risk analysis
and providing a persistent mobile device ID.

Benefits:
* Detects high risk access from compromised or vulnerable devices

» Generates a persistent mobile device ID for unique device
identification

Featured Security Offering: Trusteer Mobile SDK

IBM & Partner Sellers Only © 2014 IBM Corporation
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Large retail company in UK builds secure access with MobileFirst
Platform sl L]
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Business problem: A retail company in the UK sought to implement a easy to use and secure user
interface to their existing warehouse fulfillment system.

Solution: MobileFirst Platform and zLinux provided a proven infrastructure to implement a secure &
usable interface to their existing CICS based fulfillment system.

Benefits:

» Simplifies access to mission critical application, thus allowing greater productivity from a wider range of
staff

 Retains secure access of existing CICS application

Featured Security Offering: MobileFirst Platform & Linux on System z

30 IBM & Partner Sellers Only © 2014 I1BM Corporation
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Travel expense management uses AppScan to scan their mobile

applications

Jury 23, 20711
Erseraniss, Smithldd, Morth

Bunineas Moal [aitendess)
Jun 22, 201

31

rﬁl

a

Business problem: Atravel expense management company in
the US needed to assure their customers that their mobile
applications were secure and were protecting their data.

Solution: IBM Security AppScan provided a proven solution for
analyzing their applications during development, identify security
vulnerabilities, and remediating those vulnerabilities.

Benefits:

 Higher quality applications for their customers

» Reduced costs to identify & remediate vulnerabilities
» Overall lower costs for application development

Featured Security Offering: AppScan Source

IBM & Partner Sellers Only © 2014 IBM Corporation
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IBM security experts help protect the mobile enterprise

el LV LT
m EEEEEEEE
Cu stomer Business problem: An industry leader is providing a wide range of
smart devices to the world. The solution team was looking for a
Res U | tS . trusted partner to assist them with securing their line of products.

Solution: IBM used both source code analysis and a hacker’s
* Uncovered vulnerabilities approach to assess the security of the smart device and its
» Reduced development cost modules. IBM experts developed customized tools, a test

- Improved brand image methodology adapted to suit the client’s needs and defined a threat
T e model, re-usable on all their smart devices.
e Benefits:

* increase integrity and availability of their devices,
e address stability issues, and most importantly,
* prevent hackers from gaining root access to the devices

Featured Security Offering: IBM Security Services — Smart and
Embedded Device Security
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Looking for more information to Secure your Mobile Enterprise?

IBM Mobile Security Solution Finder

Two ways to find the
information you need to
select the best mobile
security solution for your
business:

» By category: Identifies
component area for
enforcing security within
the mobile enterprise.

* By challenge: Identifies
common requirements
and connects to assets
that best address these
concerns.

33

IBM Mobile Security

Emall IEM

IBM Mobile Security e | Bt

¢ More information

VIDEO: IBM Mobile Business: How Smcirter Compcinies Connect.

Browse by Category Browse by Challenge
IBM Mobile At-the-Device Network, Data & Application-Layer
Security Security (BYOD) Access Security Security
Do you need a strategy How can you implement Does your business Are you worried about
to implement a mobile initiative BYOD while meeting evolving require anytime / anywhere today's emerging threats and
while addressing security compliance mandates? mobile access? their impact on your mobile
requirements? app}k:gﬁpns?

' o
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Buyers Journey Assets — Mobile Security Solutions

3

Video:. Delivering confidence
to seize the mobile

opportunity

Video: Mobile Security -
Confidently enable
productivity, business aqility
and a rich experience

W hitepaper: Getting a better
arip on mobile devices

Video: Enabling the Mobile
Enterprise

W hitepaper: W hen millions
need access: ldentity
management in an
interconnected world

W hitepaper: Ensuring
application security in mobile
device environments

34

Datasheet: |1BM Endpoint
Manager for Mobile
Devices

Solution Brief: Extend
user-access protection to
cloud and mobile
environments

Demo: Securing Mobile
Applications using IBM
Security AppScan Source

= Solution Brief: Securing
the mobile enterprise with
IBM security solutions

= Whitepaper: Accelerating
the deployment of a

secure mobile enterprise

= Gated W hitepaper:
Manage user identities and

access in the cloud

Datasheet: IBM Security
AppScan Source

Datasheet: IBM Security
Access Manager for
Mobile

= Video: IBM Application
Security Solutions: Build
Security into Your Web
and Mobile Applications

= Whitepaper : Beyond
Password: Protect the
Mobile Enterprise with
Smarter Security Solutions

IBM & Partner Sellers Only

» Redbook: Securely Adopting
Mobile Technology
Innovations for Your
Enterprise Using IBM Security
Solutions

© 2014 IBM Corporation
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MobileEnterprise

Starting a mobile conversation

= How are you responding to mobile security challenges, such as employees who want
to use their personal mobile devices for work applications?
(Overview on IBM Mobile Security Framework)

= Are you worried about the increasing volume and complexity of today’s emerging
security threats and its impact on your mobile applications?
(IBM Security AppScan, Arxan Application Protection, Trusteer SDK, MobileFirst Platform)

» Does your business require anytime/anywhere mobile access? Organizations that
require centralized web access management and SSO for mobile users often will need to
demonstrate compliance.

(IBM can help by delivering user security that adapts to the requirements IBM Security
Access Manager (ISAM) for Mobile)

= Are you concerned about allowing Bring-your-own-device into your enterprise and still
maintain control over enrolling and configuring devices to comply with your mobile
policy? Do you have the ability to remotely locate, lock and wipe lost or stolen
devices
(MobileFirst Protect)
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Call to Action

Engage your Security Sellers

— WW System z Security Sales Leader: Andy Nietupski

— NAIOT System z Security Sales Leader: Bob LaCapria

— Europe IOT System z Security Sales Leader: Roberto Tomassi

— Former GMU System z Security Sales Leader: Francesca Ferretti

Exploit the Securing the Mobilized Mainframe sales play (SSW) (PartnerWorld)

Exploit the AppScan for System z sales play (SSW) (PartnerWorld)

Get the MobileFirst Platform for System z pipeline and cross-sell Security into existing
opportunities

— WW Application Security Security Sales Leader: Tim Bedard

— NAIOT Application Security Sales Leader: Jason Bellomy

— Europe IOT Application Security Sales Leader : Charles Tostain

— Former GMU Application Security Sales Leader: Kat Ang

» Share the System z in Mobile World Redbook with your customers
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