SF99718: 720 Group Security

PTF Group Level: 130

Last Updated: 3/5/24

How to Display: WRKPTFGRP SF99718

Description: This group contains Security PTFs rel eased since
General Availability of VIRRM). This Security group provides an easy
way to identify the PTFs that fix security vulnerabilities. Al
security related PTFs in this group will also be included in the

H PER PTF group. There may be sonme indirect security related PTFs in
this group that are not included in the H PER group.

There may be sone Security PTFs that cannot be included in the
Security group because of other dependencies. These PTFs are
included in other group PTFs (listed bel ow) and should not be applied
wi thout the entire group. You need to eval uate whet her the updated
level of the group is appropriate for your system |If it is, obtain
the updated | evel (or newer) for the group PTF and apply it on your
system

The I BM HTTP Server for i group PTF (SF99713) Level 51

The Java group PTF (SF99716) Level 37

The DB2 for IBMi group PTF (SF99702) Level 27 plus the foll ow ng
PTFs:

Sl 76670

Sl 76422

PTFS REMOVED:

- PTF SI1 79976 was renoved from |l evel 107 on 6/28/ 2022 (Superseding
PTF SI 80439 was added to |evel 108 on 7/12/2022).

- PTF 5798FAX- S| 85576 was renpved from | evel 128 on 1/10/2024
(Supersedi ng PTF Sl 85663 was added to | evel 129 on 2/20/2024).

Pl anned Update Schedul e: Every other Tuesday

Rel ated PTF Group(s): None

PTF ordering infornation:

http://ww.ibm com support/fixcentral/ibm

Li nks to group menber PTF special instructions:

http://ww. i bm com support/docvi ew. wss?ui d=nas4SF99718_SI

PTF DATE APAR LI CENSED CUMULATI VE
NUMBER ADDED PROGRAM  PACKAGE
R T

S| 85948 03/ 05/ 24 SE81221 5733SC1 1000

Sl 85952 03/ 05/ 24 SE81229 5770SS1 1000

SI 85908 02/ 20/ 24 SE81214 5733SC1 1000

S| 85663 02/ 20/ 24 SE81023 5798FAX 1000

S| 85143 11/ 14/ 23 SE80735 5770SS1 1000

S| 84836 10/ 19/ 23 SE80598 5770SS1 1000

S| 84797 10/ 19/ 23 SE80539 5770SS1 1000

S| 84808 10/ 10/ 23 SE80599 5733SC1 1000

S| 84637 10/ 10/ 23 SE80468 5770BR1 1000

SI 84250 09/ 26/ 23 SE80224 5770SS1 1000

S| 84227 09/ 26/ 23 SE80227 5770SS1 1000

Sl 84439 09/ 06/ 23 SE80391 5770SS1 1000



Sl 84228
S| 84176
Sl 83381
SI 84034
S| 83583
S| 84090
SI 83475
SI 83194
S| 82626
Sl 81441
SI 81709
S| 81845
S| 80912
Sl 81291
SI 81276
SI 81024
S| 80587
Sl 80412
SI 80203
SI 80439
S| 79260
S| 79367
SI 78074
Sl 78581
S| 78543
MF69371
S| 78002
MF69239
S| 77898
SI 77617
SI 77618
SI 77789
S| 77631
S| 77594
SI 77182
SI 76509
S| 76272
S| 76292
SI 75995
SI 76072
S| 76105
S| 75594
SI 75444
SI 75117
MF68096
MF68097
SI 74695
Sl 74161
MF67874
S| 74073
S| 73484
SI 72748
S| 73430

08/ 22/ 23
08/ 08/ 23
07/ 17/ 23
07/ 17/ 23
07/ 17/ 23
07/ 11/ 23
07/ 11/ 23
05/ 16/ 23
04/ 18/ 23
12/ 15/ 22
11/ 29/ 22
11/ 29/ 22
11/ 29/ 22
11/ 01/ 22
10/ 04/ 22
09/ 06/ 22
08/ 09/ 22
07/ 26/ 22
07/ 12/ 22
07/ 12/ 22
04/ 19/ 22
04/ 05/ 22
03/ 08/ 22
02/ 08/ 22
02/ 08/ 22
01/13/ 22
01/ 13/ 22
12/ 28/ 21
12/ 28/ 21
12/ 28/ 21
12/ 28/ 21
12/ 14/ 21
12/ 07/ 21
12/ 07/ 21
10/ 05/ 21
09/ 21/ 21
06/ 29/ 21
05/17/ 21
04/ 20/ 21
04/ 20/ 21
04/ 20/ 21
03/23/21
02/ 23/ 21
01/12/ 21
12/ 01/ 20
12/ 01/ 20
11/17/ 20
10/ 20/ 20
10/ 06/ 20
09/ 22/ 20
07/ 07/ 20
06/ 23/ 20
05/ 27/ 20

SE80228
SE80135
SE79761
SE80105
SE79908
SE80140
SE79731
SE79623
SE79264
SE78676
SE78813
SE78893
SE78279
SE78587
SE78577
SE78413
SE78186
SE78143
SE78024
SE78158
SE77527
SE77597
SE76771
SE77105
SE77074
MA49428
SE76635
MA49361
SE76518
SE76568
SE76569
SE76664
SE76584
SE76411
SE76178
SE75747
SE75618
SE75594
SE75380
SE75383
SE75179
SE75164
SE75142
SE74828
MA48745
MA48752
SE74646
SE74280
MA48619
SE74222
SE73775
SE73302
SE73729

5798FAX
5770SS1
5770PT1
5770SS1
5798FAX
5770SS1
5770SS1
5733SC1
5770SS1
5770SS1
5770SS1
5770SS1
5770TS1
5733SC1
5770SS1
5770SS1
5733SC1
5770SS1
5733SC1
5770SS1
5733SC1
5770SS1
5770SS1
5770SS1
5770SS1
5770999
5770SS1
5770999
5770SS1
5770SS1
5770SS1
5770SS1
5733SC1
5770DGL
5733SC1
5770SS1
5770SS1
5770SS1
5733SC1
5770SS1
5770TC1
5733SC1
5770SS1
5733SC1
5770999
5770999
5770SS1
5770SS1
5770999
5770DGL
5770SS1
5770DGL
5733SC1

1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1000
1084
1084
1084
1084
1084
1084
1084
0296
0296
0296



S| 72600
S| 72645
SI 71746
SI 71028
S| 70819
S| 70732
SI 69901
SI 70724
S| 69883
Sl 70171
SI 69118
SI 69591
S| 69338
S| 69146
SI 69336
S| 68857
S| 68706
S| 68727
S| 68467
MF65388
S| 68406
MF65260
S| 68287
Sl 68164
S| 67937
S| 68326
MF65054
MF65169
MF65172
MF65221
MF65232
MF65247
MF65253
MF65290
MF65010
SI 68291
Sl 67922
S| 68187
SI 67955
SI 68251
S| 68200
MF64988
MF64989
MF64990
MF65002
MF64985
SI 67434
SI 67240
S| 67359
S| 67329
MF64696
MF64598
Sl 67084

05/ 27/ 20
04/ 21/ 20
12/ 31/ 19
11/ 05/ 19
09/10/ 19
08/ 27/ 19
08/13/19
08/13/19
06/18/19
06/ 18/ 19
04/ 30/ 19
04/ 16/ 19
04/ 02/ 19
04/ 02/ 19
04/ 02/ 19
01/08/19
01/08/19
12/11/18
11/ 13/ 18
10/ 16/ 18
10/ 16/ 18
10/ 02/ 18
09/18/18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/18/18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 18/ 18
09/ 04/ 18
09/ 04/ 18
05/ 29/ 18
05/ 29/ 18
05/ 29/ 18
05/ 29/ 18
05/ 29/ 18
05/01/18
04/17/ 18
04/17/ 18
04/ 03/ 18
03/ 20/ 18
03/ 20/ 18
03/ 20/ 18

SE73081
SE73142
SE72465
SE72112
SE71780
SE71887
SE71233
SE71781
SE71220
SE69732
SE70631
SE70979
SE70804
SE70659
SE70551
SE70262
SE70250
SE70248
SE70070
MA47305
SE69927
MA47098
SE69920
SE69823
SE69669
SE69936
MAA7120
MA47096
MA47193
MA47052
MAAT7222
MA46869
MA47181
MA47252
MA47093
SE69925
SE69610
SE69798
SE69357
SE69893
SE69814
MA47088
MA47089
MA47090
MA47092
MA47087
SE69141
SE69050
SE68964
SE69114
MA46932
MA46878
SE68943

5770SS1
5770TC1
5733SC1
5770DGL
5733SC1
5770SS1
5770DGL
5770DGL
5770SS1
5770SS1
5770SS1
5770SS1
57330PS
57330PS
5733SC1
5770SS1
5770SS1
5733SC1
5770SS1
5770999
5770SS1
5770999
57330PS
57330PS
57330PS
5733SC1
5770999
5770999
5770999
5770999
5770999
5770999
5770999
5770999
5770999
5770SS1
5770SS1
5770SS1
5770SS1
5733SC1
5770TC1
5770999
5770999
5770999
5770999
5770999
5733SC1
5770SS1
5770TC1
5770SS1
5770999
5770999
5770SS1

0296
0296
0114
0114
9297
9297
9297
9297
9297
1000
9297
9297
1000
1000
9297
9123
9123
9123
9123
9123
9123
9123
1000
1000
1000
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
9123
8249
8249
8249
8249
8249
8249
8249
8249
8249
8249
8032
8249



S| 66813
MF64697
MF64601
MF64607
MF64611
MF64614
MF64565
MF64552
MF64536
S| 66510
Sl 66474
SI 66254
S| 66058
MF64138
SI 65337
SI 65094
S| 64750
S| 64630
SI 63299
Sl 64411
S| 63769
S| 63656
SI 63171
Sl 62942
Sl 62622
Sl 63211
MF62778
Sl 62412
Sl 62722
Sl 62464
Sl 62642
SI 62168
Sl 62578
SI 61290
SI 61390
SI 61246
S| 60539
S| 60110
SI 59263
SI 60342
Sl 60443
S| 60301
MF61522
SI 60139
S| 59896
S| 59569
SI 59204
SI1 59100
MF61243
SI 59230
SI 59114
S| 58496
S| 58330

03/ 20/ 18
03/ 06/ 18
02/ 20/ 18
02/ 20/ 18
02/ 20/ 18
02/ 20/ 18
02/ 06/ 18
01/ 24/ 18
01/ 24/ 18
01/09/ 18
12/ 12/ 17
11/ 29/ 17
10/ 31/ 17
10/ 17/ 17
08/ 22/ 17
06/ 13/ 17
05/ 16/ 17
05/ 16/ 17
05/ 02/ 17
04/ 04/ 17
03/ 07/ 17
02/ 07/ 17
12/ 13/ 16
12/ 13/ 16
11/ 29/ 16
11/ 29/ 16
11/ 29/ 16
11/ 29/ 16
11/01/ 16
11/ 01/ 16
10/ 04/ 16
10/ 04/ 16
10/ 04/ 16
09/ 06/ 16
08/ 09/ 16
07/ 26/ 16
06/ 08/ 16
06/ 08/ 16
05/ 31/ 16
05/17/ 16
05/ 03/ 16
04/ 05/ 16
03/ 22/ 16
03/ 22/ 16
03/ 08/ 16
03/ 08/ 16
02/ 09/ 16
02/ 09/ 16
01/ 27/ 16
01/ 27/ 16
01/12/16
12/ 01/ 15
11/ 17/ 15

SE68754
MA46933
MA46879
MA46882
MA46884
MA46885
MA46864
MA46856
MA46852
SE68580
SE68558
SE68385
SE68260
MA46597
SE67686
SE67483
SE67216
SE67142
SE66279
SE66976
SE66576
SE66494
SE66159
SE66025
SE65848
SE66199
MAA5974
SE65684
SE65860
SE65732
SE65865
SE65580
SE65607
SE65224
SE65304
SE65199
SE64664
SE64406
SE63777
SE64572
SE64654
SE64529
MA45326
SE64427
SE64251
SE63934
SE63563
SE63677
MA45218
SE63797
SE63701
SE63333
SE62864

5770SS1
5770999
5770999
5770999
5770999
5770999
5770999
5770999
5770999
5733SC1
5770SS1
5733SC1
5770SS1
5770999
5770SS1
5770SS1
5770SS1
5770SS1
57330PS
5770SS1
5770SS1
5733SC1
5770DGL
5770SS1
5733SC1
5733SC1
5770999
5770UME
5770SS1
5770SS1
5733SC1
5770SS1
5770SS1
5770SS1
5733SC1
5770SS1
5733SC1
5770SS1
5770SS1
5770SS1
5770SS1
5733SC1
5770999
5770SS1
5733SC1
5770SS1
5733SC1
5770SS1
5770999
5770SS1
5770SS1
5770SS1
5733SC1

8249
8249
8032
8032
8032
8032
8032
8032
8249
8032
8032
8032
8032
8032
7290
7290
7290
7290
1000
7290
7290
7290
7068
7068
7068
7068
7068
7068
7068
7068
7068
8032
7068
6306
6306
8032
6306
6306
6306
6306
6306
6306
6127
6127
6127
6127
6127
6127
6127
6127
6127
8032
6127



S| 57960 10/ 20/ 15 SE62850 5770DGl 6127

S| 57896 10/ 06/ 15 SE62803 5770SS1 8032
SI 57893 10/ 06/ 15 SE62797 5770SS1 6127
SI 57655 09/ 11/ 15 SE62609 5770SS1 5310
S| 57806 09/ 08/ 15 SE62675 5770DG1 8032
S| 57468 07/ 28/ 15 SE62447 5733SC1 5310
MF60432 07/ 22/ 15 MAA4T761 5770999 5310
MF60334 07/ 14/ 15 MAA4T716 5770999 5310
MF60290 07/ 14/ 15 MA44685 5770999 5310
MF60333 07/ 14/ 15 MAA4T717 5770999 5310
SI 57320 07/ 14/ 15 SE62290 5770SS1 5310
SI 56643 05/ 19/ 15 SE61616 5770SS1 5310
S| 56636 05/ 05/ 15 SE61686 5733SC1 5310
S| 56233 04/ 21/ 15 SE61453 5770SS1 5310
S| 52854 03/ 10/ 15 SE58641 5770SS1 4276
SI 55951 02/ 24/ 15 SE61036 5733SC1 5135
S| 55866 02/ 24/ 15 SE60980 5770SS1 5135
S| 55392 01/13/15 SE60683 5770SS1 5135
SI 55341 12/ 18/ 14 SE60646 5733SC1 5135
S| 54468 08/ 26/ 14 SE59992 5733SC1 4276
S| 53640 08/ 26/ 14 SE58740 5770SS1 4276
S| 53643 08/ 26/ 14 SE59383 5770SS1 4276
SI 53782 07/ 15/ 14 SE59458 5770SS1 4276
SI 53663 06/ 27/ 14 SE59423 5733SC1 4276
S| 53540 06/ 17/ 14 SE59216 5733SC1 4276
S| 53205 05/ 20/ 14 SE59003 5770SS1 4276
SI 53178 05/ 06/ 14 SE58905 5770SS1 4276
SI 53096 05/ 06/ 14 SE58404 5770SS1 4276
MF58372 05/ 01/ 14 MA43673 5770999 4276

Sl 53171 04/ 29/ 14 SE58957 5733SC1 4276
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