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Basic threats

Jeff Barnard, Barnard Software, Inc.
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Testing platform

Fully-integrated enterprise-class penetration testing platform 
(Linux)
Onboard high-gain 802.11b/g/n wireless
Onboard high-gain Bluetooth (1000')
Onboard dual-Ethernet
Includes external 3G/GSM adapter
Includes 16GB internal disk storage
Fully functional 120/240v AC outlets!
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OpenSSL support in z/VSE

Joerg Schmidbauer, IBM
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What is OpenSSL

OpenSSL is an Open Source project providing an SSL 
implementation and key management utilities. 

OpenSSL is written in C 

Available for most Unix-style 
operating systems, MAC, 
Windows, and:
IBM System i (OS/400)  

For details on OpenSSL 
refer to

http://www.openssl.org/
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Why OpenSSL on z/VSE?

The TCP/IP stack from Connectivity Systems, Inc. has an own SSL 
implementation, but:
– What about the other two stacks: IPv6/VSE from Barnard Systems, 

Inc. and Linux Fast Path (LFP) provided by IBM.

All stacks could use one single SSL implementation: OpenSSL

OpenSSL is widely used in the industry

Latest RFC’s implemented

One central place for access to crypto hardware, software updates, 
migration to higher versions
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What has been ported to z/VSE?

OpenSSL 1.0.0d runtime library
– Phase IJBSSL in PRD1.BASE
– About 550+ C source parts and 90+ H-files
– Total of 70.000+ Lines of code
– Software implementations for all algorithms with all key lengths
– Subset of the OpenSSL API

Built-in tests
– Known-answer tests for algorithms (IBM internal)
– OpenSSL speed test (available to customers/vendors)
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What has been added for z/VSE?

OS390 / z/OS compatible SSL API
– Described in “z/OS Cryptographic Services, SSL Programming”, SC24-5901 

– Consists of gsk_initialize(), gsk_secure_soc_init(), etc.

– Allows existing z/VSE SSL applications to run unchanged

Hardware crypto support 
– Crypto cards (crypto express adapters)

• RSA encrypt/decrypt
• RSA key generation on coprocessor cards
• Random number generation on coprocessor cards

– CPACF (on board crypto feature)
• AES, TDES encrypt/decrypt
• SHA hashing
• PRNG (pseudo random number gen)
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Two APIs available

GSK API
– Existing VSE SSL applications use the OS/390 SSL API (gsk-API), 

described in “z/OS Cryptographic Services, SSL Programming, SC24-
5901”.
• gsk_initialize()
• gsk_secure_soc_init()
• gsk_read()
• gsk_write()
• etc.

OpenSSL API
– The OpenSSL API consists of 200+ functions
– A subset is available to VSE applications via IJBSLVSE.OBJ

With both APIs HW-crypto is supported.
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z/VSE-specific parameters 

GSK API: parms specified in JCL
– Values evaluated in gsk_initialize()

– HW crypto support
• // SETPARM SSL$ICA = [ ‘YES’ | ‘NO’ ]

– Debug trace
• // SETPARM SSL$DBG = [ ‘YES’ | ‘NO’ ]

OpenSSL API: parms specified via PARM=‘…’
– Values evaluated by application

– HW crypto support:
• Use special API functions ssl_enable_ibmca / ssl_disable_ibmca

– Debug trace
• Use ssl_enable_debug / ssl_disable_debug
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How is OpenSSL shipped on z/VSE?

New z/VSE 5.1 system component: 
– z/VSE cryptographic services, 5686-CF9-17-51S

– Installed in PRD1.BASE

– Consists of
• IJBSSL phase (the OpenSSL runtime)
• SPEEDTST phase (invokes the  built-in speed test)
• NOTICES.Z (license)
• IJBSLVSE.OBJ (provides access to the APIs)
• IJBSSL.H (provides function prototypes)

Two PTFs necessary for z/VSE 5.1:
– DY47397 / UD53864 – OpenSSL 1.0.0d update

– DY47414 / UD53863 – VSE/AF update for HW crypto support



z/VSE Live Virtual Class Series

© 2012 IBM Corporation22 Securing Data Transfers using IPv6/VSE Sept, 2012

What is not available on z/VSE?

The openssl command line tool is not available on z/VSE
– Key management is done on a workstation (Windows, Linux, etc.)

– Keystores (PEM files) are uploaded to z/VSE 

Some algorithms are not available on z/VSE due to legal reasons
– IDEA, RC5, MDC2

Non-LE/C applications not supported
– OpenSSL is coded in C, therefore an LE/C-runtime environment is 

required for callers
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How is OpenSSL integrated in z/VSE?

OpenSSL OBJs

Provide entry points
Stack’s SSL support

IJBSLVSE.OBJ
Access to IJBSSL 

entry points

IJBSSL.PHASE

Provide random numbers Crypto API
( IJBCRLIB Phase )

GSK API

IP Stack

Crypto Device Driver
( BSTPSTS Phase

in FB )

HW-crypto support
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How do I setup my key store?
Step 1: create RSA key and certificate request using OpenSSL on a 
workstation
– openssl req -x509 -nodes -days 365 -newkey rsa:1024 -keyout mykey.pem -out 

mycert.pem
Step 2: Sign certificate request via official CA or Keyman/VSE
Step 3: Add CA certificate and VSE certificate to PEM file
Step 4: When using Windows, edit the PEM file with Wordpad and save 
without changes.
– This adds the correct CRLF line 

endings
Step 5: Upload key store to VSE 
– It’s a text file, therefore use ASCII 

to EBCDIC translation
– As VSE Librarian member, or
– As VSAM file
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Creating random numbers

Essential for the security / vulnerability of a crypto system

Problem with software-based random number generators:
– They need a seed value (initial start value)

– Difficulty to find good seed values:
• TOD clock
• Process states
• Other sources of randomness in the system

Two general types distinguished:
– Pseudo random number generator (PRNG, software based)

– True random number generator (TRNG, hardware based)
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Random number generator on z/VSE

Always try to use best 
available generator
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Performance

Built-in speed test shows performance numbers about crypto 
algorithms
Significant performance boost with crypto hardware
Invocation via SPEEDTST phase:

// EXEC SPEEDTST,PARM='RSA AES-128-CBC IBMCA'  

// EXEC SPEEDTST,PARM='SHA1'  

// EXEC SPEEDTST,PARM='DES-EDE3 SHA256 AES-128-CBC' 

PARM=‘IBMCA’ enables HW-crypto for speed test

Use openssl on a workstation to get a list of possible parms:
openssl speed ?
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AES Performance

17AES-256

16AES-192

16AES-128

Times faster 
with HW

Key length

SW is faster for very 
small blocks of data due
to overhead calling CPACF

Measured on a z196
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RSA Performance

302 - 308RSA-4096

112 - 122RSA-2048

40 - 60RSA-1024

- (*)RSA-512

Times faster 
with HW

Key length

Measured on a z196 with Crypto Express3

(*) RSA-512 is not supported by HW
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Where do I find documentation?

Jeff Barnard’s doc:
– IP-IPv6_VSE-SSL_Creating and Using SSL Certificates.pdf

IBM doc:
– Will be provided with next books update / release

– White papers on z/VSE homepage (tbd):
http://www.ibm.com/systems/z/os/zvse/documentation/security.html#howto
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What comes next?

Support for non-LE apps / Assembler sockets (EZASOKET/EZASMI)

Regular upgrades to latest OpenSSL service level

Dynamic access to OpenSSL from all applications based on SYSID

Support for DSA keys

Support for Elliptic Curve Cryptography (ECC)
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More information

OpenSSL website 

http://www.openssl.org/

OpenSSL License

http://www.openssl.org/source/license.html

OpenSSL command line documentation

http://www.openssl.org/docs/apps/openssl.html

A good collection of OpenSSL commands is provided at

http://www.madboa.com/geek/openssl/

z/OS Cryptographic Services, SSL Programming, SC24-5901-08

http://www.ibm.com/support/docview.wss?uid=pub1sc24590107
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IPv6/VSE SSL Support

Jeff Barnard, Barnard Software, Inc.
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IPv6/VSE SSL support

Available in GA Build 252

GSK API provided

EZASMI, EZASOKET, LE/C support

BSTTPRXY SSL Proxy Server

BSTTATLS Automatic TLS Facility
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IPv6/VSE SSL Support

Based on IJBSSL from IBM
Port of OpenSSL 1.0.0 
IJBSSL introduced with z/VSE 5.1
C/VSE application
Will run on any version of z/VSE
Provides software SSL 
Supports CPACF and Crypto Express  on z/VSE 5.1+
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IPv6/VSE SSL Support

IJBSSL API currently uses LE/C 

Requires application be LE

Only batch LE applications can use GSK() API at this time. CICS 
not supported.

These restrictions will be removed

All applications are supported by the BSTTPRXY SSL Proxy Server
and BSTTATLS Automatic TLS Facility

Why convert your applications to use SSL/TLS when we will do it for you!
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BSTTATLS

BSTTATLS Automatic TLS facility

Automatically converts any application
into SSL/TLS application

Transparent to application
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ATLS types
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Sample ATTLS commands
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IPv6/VSE Automatic TLS facility

The IPv6/VSE TCP/IP stacks run in separate partitions. The IPv4 
stack (BSTTINET) runs in one partition and the IPv6 stack 
(BSTT6NET) runs in another. The TCP/IP stacks are then coupled 
together acting as a single stack. The BSTTATLS application is 
associated with a specific stack (BSTTINET or BSTT6NET). When 
running a typical dual stack configuration there will be two 
BSTTATLS application partitions. One for each TCP/IP stack.
The reasons for this design are performance, reliability and 
robustness. Since the BSTTATLS application is performing 
SSL/TLS functionality, the overhead of this functionality is 
offloaded from both the TCP/IP stack and the applications 
BSTTATLS is servicing.
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Difference between PRXY and ATLS

BSTTPRXY is single application

One BSTTPRXY partition for each application

BSTTATLS is multiple application

One BSTTATLS partition for each stack

Each run in their own partition(s)

Better performance, better isolation, 
better management, more robust
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More information

See http://bsitcpip.blogspot.com/

The BSI BLOG!
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Questions?
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Thank You!

Jeffrey Barnard, Barnard Software, Inc.

Joerg Schmidbauer, IBM

© 2012 by Barnard Software, Inc. 
and IBM Corporation
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z/VSE Live Virtual Classes

z/VSE @ http://www.ibm.com/zvse/education/

LINUX + z/VM + z/VSE @ http://www.vm.ibm.com/education/lvc/

Read about upcoming LVCs on             @  http://twitter.com/IBMzVSE
Join the LVC distribution list by sending a short mail to stev.glodowski@de.ibm.com
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