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Agenda

= Basic threats (Jeff Barnard)
= OpenSSL on z/VSE (Joerg Schmidbauer)
= IPv6/VSE (Jeff Barnard)
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Basic threats

Jeff Barnard, Barnard Software, Inc. ¥ 40 YEARS
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Testing platform

= Fully-integrated enterprise-class penetration testing platform
(Linux)

= Onboard high-gain 802.11b/g/n wireless
= Onboard high-gain Bluetooth (1000°)

= Onboard dual-Ethernet

= Includes external 3G/GSM adapter

= Includes 16GB internal disk storage

= Fully functional 120/240v AC outlets!

Securing Data Transfers using IPv6/VSE Sept, 2012 ﬂ" VSE © 2012 IBM Corporation



Basic Setup Plug S 5 Reverse Shells System Status Help

Evil AP

Current Status:

Evil AP name

Enter SSID:
il Pwnie

Start Evil AP

Stop Evil AP

Log tail (/var/log/evilap.log)

08:36:57 Access Point with BSSID F8:D1:11:13:BC.8F started.

08:36:57 Got directed probe request from 00:1E:8F:A6:5B:70 - "StaplesHotspot"
08:36:57 Got directed probe request from 00:1E:8F:A6:5B:70 - "StaplesHotspot"
08:36:58 Got directed probe request from 00:1E:8F:A6:5B:70 - "StaplesHotspot"
08:36:58 Got directed probe request from 00:1E:8F:A6:5B:70 - "StaplesHotspot"
08:36:58 Got broadcast probe request from 00:1E:8F.AG6:5B:70

08:36:58 Got directed probe request from 00:1E:8F:A6:5B:70 - "StaplesHotspot"
08:36:58 Got an auth request from 00:1E:8F.A6:5B:70 (open system)

08:36:58 Client 00:1E:BF:AG:5B:70 associated (unencrypted) to ESSID: "StaplesHotspot”
08:36:58 Got directed probe request from 00:1E:BF:A6:5B:70 - "StaplesHotspot"

curity, LLC, DBA Pwnie Ex L signifies your ag ment to the Rapid Focu




Basic Setup Plug Services Reverse Shells System Status Help

Text-to-Bash

Current Status:

Enable Text-to-Bash:

Enter 10-digit number of cell phone to accept commands from.

Bash command output will also be texted back to this phone.
Ml 5551212
Enable Text-to-Bash

Disable Text-to-Bash

Log tall

© 2012 Rapid Focus Security, LLC, DBA Pwnie Express. Use of this product signifies your agreement to the Rapid Focus Security EULA
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Basic Setup

Passive Recon
Current Status:

1J£ 168. 001 160.41104- 0?4 125.228.101.00080: GET /_ utm utmwwv=5.3.1&utms=

ownloads htmi
3.00080: GET /support.html HTTP/1.1

...10i.oooeo. GET /

Linux 2
- Linux 2 [ 4: ; 0 hrs)
)UD - Linux | 3) (up hrs
11 - Linux 5 3) (up: 2 hrs
04 - Linux 4 (up: hrs
54 - Linux 2 [ ) hrs

Securing Data Transfers using IPVGNSE Sept, 2012
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OpenSSL support in z/VSE

Joerg Schmidbauer, IBM
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http://www.ibm.com/zVSE
http://twitter.com/IBMzVSE

Sept, 2012 © 2012 IBM Corporation




z/\/'SE Live Virtual Class Series

Agenda

What is OpenSSL
Why OpenSSL on z/VSE?

What has been ported /
added?

RSA keys / key stores

Random numbers

Performance
Outlook
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What is OpenSSL

= OpenSSL is an Open Source project providing an SSL
implementation and key management utilities.

= OpenSSL is written in C

= Available for most Unix-style
operating systems, MAC,
Windows, and:
IBM System i (0OS/400)

= For details on OpenSSL
refer to

http://www.openssl.orqg/

Securing Data Transfers using IPv6/\VSE Sept, 2012

) OpenSSL: The Open Source toolkit for SSL/TLS - Mozill

File Edit Wiew History Bookmarks Tools Help

€« D . |“ wovv.openssl.org

[ openssL: The Open Source toolkit f...

p— -

1 O n‘:’ T }

) ek ST
Sponsor Open33L | Purchase a Support Contract |

Welcome to the OpenSSL Project

The OpenSSL Project is a collaborative effort to develop a robus
full-featured_ and Open Source toolkit implementing the Secure
v2/v3) and Transport Laver Security (TLS +1) protocols as we
general purpose cryptography library The project is managed by
of volunteers that use the Internet to communicate, plan, and deve
toolkit and its related documentation.
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Why OpenSSL on z/VSE?

= The TCPI/IP stack from Connectivity Systems, Inc. has an own SSL
implementation, but:

— What about the other two stacks: IPv6/VSE from Barnard Systems,
Inc. and Linux Fast Path (LFP) provided by IBM.

= All stacks could use one single SSL implementation: OpenSSL
= OpenSSL is widely used in the industry
= Latest RFC’s implemented

= One central place for access to crypto hardware, software updates,
migration to higher versions

Securing Data Transfers using IPv6/VSE Sept, 2012 l‘f USE © 2012 IBM Corporation
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What has been ported to z/VSE?

= OpenSSL 1.0.0d runtime library
— Phase IUBSSL in PRD1.BASE
— About 550+ C source parts and 90+ H-files
— Total of 70.000+ Lines of code
— Software implementations for all algorithms with all key lengths
— Subset of the OpenSSL API

= Built-in tests
— Known-answer tests for algorithms (IBM internal)
— OpenSSL speed test (available to customers/vendors)

Securing Data Transfers using IPv6/VSE Sept, 2012 / £ © 2012 IBM Corporation
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What has been added for z/VSE?

= 08390/ z/OS compatible SSL API
— Described in “z/OS Cryptographic Services, SSL Programming”, SC24-5901
— Consists of gsk_initialize(), gsk_secure_soc _init(), etc.

— Allows existing z/VSE SSL applications to run unchanged

= Hardware crypto support

— Crypto cards (crypto express adapters)

RSA encrypt/decrypt
RSA key generation on coprocessor cards
Random number generation on coprocessor cards

— CPACF (on board crypto feature)

« AES, TDES encrypt/decrypt
+ SHA hashing
PRNG (pseudo random number gen)

Securing Data Transfers using IPv6/VSE Sept, 2012 g © 2012 IBM Corporation
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Two APls available

= GSK API

— Existing VSE SSL applications use the OS/390 SSL API (gsk-APl),
described in “z/OS Cryptographic Services, SSL Programming, SC24-
5901”.

+ gsk_initialize()

» gsk_secure_soc init()
« gsk_read()

+ gsk_ write()

- etc.

= OpenSSL API
— The OpenSSL API consists of 200+ functions
— A subset is available to VSE applications via IUJBSLVSE.OBJ

With both APIs HW-crypto is supported.

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation
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z/NNSE-specific parameters

= GSK API: parms specified in JCL
— Values evaluated in gsk_initialize()
— HW crypto support
* // SETPARM SSLSICA = [ ‘YES’ | ‘NO’ ]
— Debug trace
* // SETPARM SSLSDBG = [ ‘YES’ | ‘NO’ ]
= OpenSSL API: parms specified via PARM=-...’
— Values evaluated by application
— HW crypto support:
+ Use special API functions ssl_enable_ibmca / ssl_disable _ibmca

— Debug trace
« Use ssl_enable debug / ssl_disable debug

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation
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How is OpenSSL shipped on z/VSE?

= New z/VSE 5.1 system component:
— z/NVSE cryptographic services, 5686-CF9-17-51S
— Installed in PRD1.BASE
— Consists of

+ |UBSSL phase (the OpenSSL runtime)

SPEEDTST phase (invokes the built-in speed test)
NOTICES.Z (license)

|IJBSLVSE.OBJ (provides access to the APIs)
|IJBSSL.H (provides function prototypes)

= Two PTFs necessary for z/VSE 5.1:
— DY47397 / UD53864 — OpenSSL 1.0.0d update
— DY47414 /] UD53863 — VSE/AF update for HW crypto support

© 2012 IBM Corporation
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What is not available on z/VSE?

= The openssl command line tool is not available on z/VSE
— Key management is done on a workstation (Windows, Linux, etc.)
— Keystores (PEM files) are uploaded to z/VSE

= Some algorithms are not available on z/VSE due to legal reasons
— IDEA, RC5, MDC2

= Non-LE/C applications not supported

— OpenSSL is coded in C, therefore an LE/C-runtime environment is
required for callers

Securing Data Transfers using IPv6/VSE Sept, 2012 ﬂ" VSE © 2012 IBM Corporation
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How is OpenSSL integrated in z/VSE?

IUBSSL.PHASE

Provide entry points
Stack’s SSL support
IP Stack Provide random numbers
HW-crypto support
[JBSLVSE.OBJ GSK API
Access to IUBSSL
entry points

Securing Data Transfers using 1Pv6/\/SE Sept, 2012 14_:,-' USL’ © 2012 IBM Corporation



Step 1: create RSA key and certificate request using OpenSSL on a
workstation

openssl req -x509 -nodes -days 365 -newkey rsa:1024 -keyout mykey.pem -out
mycert.pem

Step 2: Sign certificate request via official CA or Keyman/VSE
Step 3: Add CA certificate and VSE certificate to PEM file

Step 4: When using Windows, edit the PEM file with Wordpad and save
without changes.

This adds the correct CRLF line °*Session C - [43 x 80]

! File Edit View Com ation Actions Window Help
endings || 2 5[] ] ns] 2ct| 3] @2

Process Wiew Options  Help

Step 5: Upload key store tO VSE DITTOD/ESA for USE LE - Library Member Edit

) H Hember SSL81.PEH Library PRDZ.COMFIG cCol 1 Format CHAR
It's a text file, therefore use ASCII SSLOLPEN —— Y s date MO
H 1...5...18....5...28....5...38._..5...48....5...58._...5...68....5...F0...
to EBCDIC translation 00000 xixx Top of data wees
gaae BEGIH PRIUVATE KEY
. - Boae2 MIIEUHIBHDnNngqhkiGQWBBRQEFHRSCBKnggSiRgERRDIBHQCmeQNFUFDMpSn
AS VSE lerarlan member, Or aaaa3 Bjm‘ISFpujKFI-IZ1'.-JN[:L|‘E11h+uk'.-leUaﬁKny[:U'.-lHk[:1R?knSdeFI-IyLBRcULRI-Il]x
08084 3FpcoMStAZHTrmSao71HzQXDHF19D1F630TJteew) InnHEH1561bHAHZG1UTdgn
. ooaas yCSnnchIPFyyBkllxtzijKgHtWFZﬂanVapMcthDZGEWSWIhﬁCﬂngL3iPiuu
AS VSAM flle 80886 It3d0XX1UMRZ0z1GBLBYCuD20I6d1WcP0+hyiPZ64KH7SADCYl/pU3pYFatFu7/q

80807 rJUZilozLE1knSTHh1fu+7PaqONrKBJE+B2tz8FQ5HN1 jukiz0ocqFpPenBtKkud
08088 +qRR19rJAQHBAAECQQEAY+DaPHSKEBArzbHFaY4hdpyCkGexJ1Z2L046c1QrGlCwE
80889 wSPEXywUUS BFRTHJET/HujhX1KRIEAF+BF93t j6PKMBCekG9B jupS<EyHYyHownlr
800108 tXi5pNIvhp%hoowpLiP3YZU4niB8gChEiw61TuwlZ/ mD6W+w1NXRE8S1LRTNXXv/A
80011 wlA60x6KkrSSSP7BZAsyJBjigghlvkxusYalulblqfaxR+@1JAS69571J259KRD1
80812 UUPycJHPAcBptYTFHI/08GPXeS8WUMD TwT FqouuTKN/LBZSHUGTFZ jbCKkdHALWHWF
80813 xI/8Ipt8HYQKn3PtrnmWuPMBUEZzN2caHj+khYyH4QQKBqQDcTDuT2oEBaiFEL W1
80814 p/JQOHORBFQ6SKsGiCP0xnjJicziPAVHZ 52 8x5T7getdU0uCmgEDtIREY <7 aoF 4
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Creating random numbers

= Essential for the security / vulnerability of a crypto system

* Problem with software-based random number generators:
— They need a seed value (initial start value)

— Difficulty to find good seed values:

« TOD clock
* Process states
* Other sources of randomness in the system

= Two general types distinguished:
— Pseudo random number generator (PRNG, software based)

— True random number generator (TRNG, hardware based)

Securing Data Transfers using IPv6/VSE Sept, 2012 l‘f USE © 2012 IBM Corporation
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Random number generator on z/VSE

Crypto

coprocessor Yes
card available?
l No
CPACF Yes

PRNG

Y

Use crypto card to provide
true random numbers
(8 up to 8192 bytes

per request)

available?

lNo

Use a pure
software-based fallback

Securing Data Transfers using IPv6/\V/SE

Y

Create “pseudo random”
seed and feed it into the
CPACF PRNG function

Sept, 2012

Always try to use best
available generator

.:.‘;f" VS:E" © 2012 IBM Corporation
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Performance

= Built-in speed test shows performance numbers about crypto
algorithms

= Significant performance boost with crypto hardware
= Invocation via SPEEDTST phase:

// EXEC SPEEDTST, PARM='RSA AES-128-CBC IBMCA'

// EXEC SPEEDTST, PARM='SHAl'
// EXEC SPEEDTST, PARM='DES-EDE3 SHA256 AES-128-CBC'

PARM=IBMCA’ enables HW-crypto for speed test

Use openssl on a workstation to get a list of possible parms:
openssl speed ?

Securing Data Transfers using IPv6/VSE Sept, 2012 g © 2012 IBM Corporation
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AES Performance

ops/sec
1400000 :

Key length Eir&ea Jsster 1200000 18 ._ |
AES-128 16 10000000 7 |
AES-192 16 aunﬂun-/
AES-256 17 EUUUUU/

400000
SW is faster for very
small blocks of data due e siid i

to overhead calling CPACF 256

AES-256 .- == : 64 Bytes/Block
g .1 E'
( AES-256
SW :
m} w

Measured on a z196

© 2012 IBM Corporation
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RSA Performance

(*) RSA-512 is not supported by HW

opsisec
30000
25000
Key length Times faster e
with HW -~
15000 4
RSA-512 - (*)
RSA-1024 40 - 60 s
RSA-2048 112 - 122 2000
RSA-4096 302 - 308
RSA-512

L (SW)  RSA-1024

(SW)  RSA-2048 ] ]
(SW)  RSA-4006 Rﬁ‘”‘ T .
w sw, < (HWA) RSA-20

Measured on a z196 with Crypto Express3

Securing Data Transfers using IPv6/VSE Sept, 2012 © 2012 IBM Corporation
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Where do | find documentation?

= Jeff Barnard’s doc:

— IP-IPv6_VSE-SSL_Creating and Using SSL Certificates.pdf
= IBM doc:

— Will be provided with next books update / release
— White papers on z/VSE homepage (tbd):

http://www.ibm.com/systems/z/os/zvse/documentation/security.html#howto

Securing Data Transfers using IPv6/\V/SE

Sept, 2012

© 2012 IBM Corporation



z/\/'SE Live Virtual Class Series

What comes next?

Support for non-LE apps / Assembler sockets (EZASOKET/EZASMI)

Regular upgrades to latest OpenSSL service level

Dynamic access to OpenSSL from all applications based on SYSID
Support for DSA keys

Support for Elliptic Curve Cryptography (ECC)

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation
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More information

OpenSSL website

http://www.openssl.org/

OpenSSL License

http://www.openssl.org/source/license.html

OpenSSL command line documentation

http://www.openssl.org/docs/apps/openssl.html

A good collection of OpenSSL commands is provided at
http://www.madboa.com/geek/openssl/

z/OS Cryptographic Services, SSL Programming, SC24-5901-08
http://www.ibm.com/support/docview.wss?uid=pub1sc24590107

Securing Data Transfers using IPv6/\VSE Sept, 2012
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IPv6/VSE SSL Support

Jeff Barnard, Barnard Software, Inc. ¥ 40 YEARS

http://www.ibm.com/zVSE
http://twitter.com/IBMzVSE
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IPv6/VSE SSL support

Available in GA Build 252

GSK API provided

EZASMI, EZASOKET, LE/C support
BSTTPRXY SSL Proxy Server
BSTTATLS Automatic TLS Facility

Securing Data Transfers using IPv6/\VSE Sept, 2012
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IPv6/VSE SSL Support

= Based on IJBSSL from IBM

= Port of OpenSSL 1.0.0

= [JBSSL introduced with z/VSE 5.1

= C/VSE application

= Will run on any version of z/VSE

= Provides software SSL

= Supports CPACF and Crypto Express on z/VSE 5.1+

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation
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IPv6/VSE SSL Support

= |[UJBSSL API currently uses LE/C
= Requires application be LE

= Only batch LE applications can use GSK() API at this time. CICS
not supported.

= These restrictions will be removed

= All applications are supported by the BSTTPRXY SSL Proxy Server
and BSTTATLS Automatic TLS Facility

Why convert your applications to use SSL/TLS when we will do it for you!

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation
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Proxy Types

Source Destination

Accept clear text connection Proxy o clear fext connection
Accept SSL. comnection Proxy to L connection
Accept clear text connection Proxy to SSL connection

Accept 5L connection Proxy to clear fext connection
Accept IPv4 or Pyt connection Proxy to [Pv4 or IPv6 connection

Securing Data Transfers using IPv6/VSE Sept, 2012 i/ g © 2012 IBM Corporation
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Proxy Examples

Accept a clear text connection from BSTTMTPC on port 25 and proxy the connection to an SMTP
server listening on SSL port 465. This type of connection is commonly called smips.

Accept an SSL connection on port 443 and proxy the connection to CICS TS Web Services on clear
text port 80, This type of connections commonly called htips.

Accept an SSL connection on port 992 and proxy the connection to the BSTTVNET TN3270E server
on clear text port 23, This type of connection is commonly called telnes.

Accept a clear text connection from BSTTFTPC on port 21 and proxy the connection to an FTP server
listening on SSL. port 990, This type of connection is commonly called ftps.

Accept an SSL connection on port 990 and proxy the connection to the BSTTFTPS FTP server on clear
text port 21, This type of connection is commonly called fips.

Securing Data Transfers using IPv6/\V/SE Sept, 2012 l‘f USE © 2012 IBM Corporation




z/\/'SE Live Virtual Class Series

// OPTION SYSPARM='66"

// SETPARM IPTRACE='NNNNNNN'

// LIBDEF *,SEARCH=(ssllib.slib,bsilib.slib)
// EXEC BSTTPRXY,SIZE=BSTTPRXY

ID 66

*

KEYRING PRD2.CONFIG

DNAME MYCERT

SECTYPE TLSV1

*

OPTION SERVER
*

PROXY TCP V4 1234 SSL * TO V4 23 TXT * LOCALHOST
/ %

Securing Data Transfers using IPv6/VSE Sept, 2012 o/ USE'
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Command Description
ID nn Stack ID
BUFFERSIZEK Buffer size in K bytes
The default is 16K. This is recommended.
KEYRING KEYRING location
Either VSAM -or- lib.slib
KEYFILE Default RSA key and certificate location

Either VSAM ESDS dlbl name -or
library member name (member type is PEM)

SECTYPE Security type
Either SSL30 or TLSV1
TLSV1 is recommended

SESSION TIMEOUT Session Timeout value in seconds
The default is 900.
HANDSHAKE CLIENT 0,3
The default is 3.
HANDSHAKE_ SERVER 1,2

The default is 1.

Securing Data Transfers using IPv6/VSE Sept, 2012 g © 2012 IBM Corporation




z/\/'SE Live Virtual Class Series

OPTION FTP
Indicates FTP PORT/PASV/EPRT/EPSV processing required
OPTION SERVER|CLIENT
Indicates server mode (default) or client mode
CA_AUTH YESINO
NO is the default
CA AUTH_TYPE Authorization type value 0, 1, 2, 3. The default is 3.

This parameter is only used when CA_AUTH is YES,

0 Validate client certificate using just the local database

1 Obtain CA certificates and certificate revocation lists not found
in the local database from LDAP server

2 Obtain CA certificates and certificate revocation lists not found
in the local database from LDAP server

3 Do not validate client certificate

Securing Data Transfers using IPv6/VSE Sept, 2012 ﬂ" v SE
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Command Description
PROXY PROXY command
Protocol TCP
IP V4 or Vb
Port Port number
Mode TXT (clear) or SSL (encrypted)
DNAME DNAME member name or *
TO
Protocol TCP
IP V4 or V6
Port Port number
Mode TXT (clear) or SSL (encrypted)
DNAME DNAME member name or *
[P Address [Pv4 or IPv6 IP address

Securing Data Transfers using IPv6/\V/SE
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Handshake

Description

GSK_AS_CLIENT: (0)

Client receives server's public key and cert.

Client authenticates server's public key and cert.

Client checks its local CA-cert file to authenticate.

DNAME = Dummy RSA key and CA-cert for authentication *(1)

GSK_AS_SERVER: (1)

Server sends its public key and cert to client.
DNAME = Public RSA key and cert *(1)

GSK_AS_SERVER_WITH_CLIENT_AUTH: (2)

Server sends its public key and cert to client.

Client authenticates server's public key and cert.

Client checks its local CA-cert file to authenticate.

DNAME = public RSA key and cert AND CA-cert for authentication
Client sends its public key and cert to server.

Server authenticates client's public key and cert.

Server checks its local CA-cert file to authenticate.

DNAME = public RSA key and cert AND CA-cert for authentication

GSK_AS_CLIENT_NO_AUTH: (3)

Client receives server's public key and cert.

Client accepts server's pubic key and cert without authentication.
DNAME not used! no RSA key or cert required.

Securing Data Transfers using IPv6/\V/SE
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// OPTION SYSPARM='66"

// SETPARM IPTRACE='NNNNNNN'

// LIBDEF *,SEARCH=(ssllib.slib,bsilib.slib)
// EXEC BSTTPRXY, SIZE=BSTTPRXY

ID 66

KEYRING PRD2.CONFIG

DNAME BSICERT

SECTYPE TLSV1

OPTION SERVER

PROXY TCP V4 992 SSL * TO V4 23 TXT * LOCALHOST
/*
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// EXEC BSTTPRXY,SIZE=BSTTPRXY,PARM='TRAP (OFF) /"

ID 00

*

KEYRING PRDZ2.CONFIG
KEYFILE ZVSES]
SECTYPE TLSV1

*

OPTION CLIENT

*74,125.,157.108 IS SMTP.GMAIL.COM

PROXY TCP V4 25 TXT * TO V4
/*

465 SSL * 74,125,157.108
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1

1
-l
(1L

// EXEC BSTTMTPC, SIZE=BSTTMTPC

ID OO0
GPEPERN 1277 .G 0 1l 25
*

EHLLO gmail.com

AUTH LOGIN jJeffrevyv.webmail 722272727272°7°

MATI, From: <JjJeffrev.webmail@gmail.com>
RCPT Tos =<jJjeffbsiopti.com>

SUBJ Subject: Test Email

ORGEA. OFganitaabiians: BaEnard Soflbwars, Lhd.
ks

DAT A
_*—

OQIT LT

J *

This is a test email text.
See http://www.bsiopti.com

Je f £
J *
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BSTTATLS

= BSTTATLS Automatic TLS facility

= Automatically converts any application
into SSL/TLS application

= Transparent to application
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ATLS types

ATLS Types
Source Destination
Server Accept SSL connection
Convert to clear text for local server application
Client Accept clear text local client connection
Convertto SSL/TLS connection for destination
IPv4 socket To IPv4 socket
IPvE socket To IPvE socket
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Sample ATTLS commands

Sample ATTLS Commands

Command Description

OPTION CLIENT Intercept outbound CLIENT connections made to SMTP. GMAIL COM on port
ATTLS 2570 SMTP.GOOGLE.COM AS 465 55L 25, convert them to SSL connections on port 465 (mplicit-SMTPS),

OPTION CLIENT Intercept outhound FTP CLIENT connections made to FTRPS BSIOPTI.COM on
OPTIONFTP port 21, convert them to SSL connections on part 990 (Implicit-FTPS),
ATTLS 21 TO FTPSBSIOPTI.COM AS 990 SSL

OPTION SERVER Intercept inbound SERVER connections made on SSL port 992 (mplicit
ATTLS 23 AS 992 SSL TELNETS), convert them to clear text connections on part 23,

OPTION SERVER Intercept inbound SERVER connections made on SSL port 443 (mplicit-
ATTLS 80 AS 443551 HTTPS), convert them to clear text connections on port 80,

OPTION SERVER Intercept inbound SERVER connections made on SSL port 390 (mplicit
OPTIONFTP FTPS), convert them to clear text connections on port 21,

ATTLS 21 AS 990 S5L
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A DPTION SYWSFPFARM='QQO'

A SETRPARM IF TRACE=" FMMMMMS S

A SETRPARM LRGEBUR=YES

A LIBDEF * ,SEARCH=(ssllib .slib. bsilib.slilbb)

A EXEC BSTTWATT ,  STIZE=BEBSTTWATIT

__I..l":l-:

A BEXEC BSTTATLS ,  STITZFE=BSTTATLS

IO @R

P

KEYRIMNMG FRDZ. COMFIG

OMNAME MY CERT

S EESEN E e SN

P

* Conwvert outbound =SMTF connections to Implicit-SMTRES
> pbut only connections to SMTRE, GOOSLE .. CTOM

OF TIOMN CLIERMT

ATTLESE 25 TO SMTPRP. GOOGLE . COM AS 4655 SSL

2

* Convert Implicitc-TELKETS connmections to TELRET
OPTION SERYWER

SelolES 25 s S SIn

o

¥ Convert Implicit-HTTPS connections Tor CICSE TS CwI
OPTIOMN SERYWER

ATTLSE 80 AS 4493 SS

o

* Convert ocutbound FTP compnections o Implicibt-FTES
OPTION CLIEMNT

OPTION FTP

ATTLS 21 TO FTPS.BSIOPTI.COM AS S9B0 SSL

P

»¥ Convert inbound Tmplicit-FEFTRPS cannectians ta FETR
OPTION SERVER

OPTIOMN FTE

Al TLES 21 A5 990 551

‘I_.l":!-c
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IPv6/VSE Automatic TLS facility

= The IPv6/VSE TCP/IP stacks run in separate partitions. The IPv4
stack (BSTTINET) runs in one partition and the IPv6 stack
(BSTTONET) runs in another. The TCP/IP stacks are then coupled
together acting as a single stack. The BSTTATLS application is
associated with a specific stack (BSTTINET or BSTT6NET). When
running a typical dual stack configuration there will be two
BSTTATLS application partitions. One for each TCP/IP stack.

= The reasons for this design are performance, reliability and
robustness. Since the BSTTATLS application is performing
SSL/TLS functionality, the overhead of this functionality is
offloaded from both the TCP/IP stack and the applications
BSTTATLS is servicing.
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Difference between PRXY and ATLS

= BSTTPRXY is single application

= One BSTTPRXY partition for each application
= BSTTATLS is multiple application

= One BSTTATLS partition for each stack

= Each run in their own partition(s)

= Better performance, better isolation,
better management, more robust
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More information

See http://bsitcpip.blogspot.com/

The BSI BLOG!
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Questions?
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Thank Youl!

= Jeffrey Barnard, Barnard Software, Inc.

= Joerg Schmidbauer, IBM

© 2012 by Barnard Software, Inc.
and IBM Corporation

Securing Data Transfers using IPv6/VSE Sept, 2012 / g © 2012 IBM Corporation




z/\/'SE Live Virtual Class Series

z/VVSE Live Virtual Classes

z/VSE

@ http://lwww.ibm.com/zvse/education/
LINUX + z/VM + z/VSE

@ http://www.vm.ibm.com/education/lvc/

Read about upcoming LVCs on y @ http:/Itwitter.com/IBMzVSE

Join the LVC distribution list by sending a short mail to stev.glodowski@de.ibm.com
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