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§ Monitoring definition

—Monitoring is a continuous process to keep eye on systems or scheduled
activities.

—Its aim Is to obtain real-time information to ease the overview or action in
certain cases.

—Monitoring varies from to time, project to project and activity to activity.
—Can be Real-time or Event driven

§ Why use monitoring
—to be aware of the state of a system
—to observe a situation for any changes which may occur over time
—to react on unpredicted or predicted situations
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§ Business monitoring

— Monitoring and aggregation of data, like data input values, data
changes, paths in application depending of data, or human
centric data.

§ Business activity monitoring (BAM)
— Business Monitoring of data from business processes.

§ Technical monitoring

— Monitoring for supporting and controlling any system,
application, or service to ensure that they run as designed and
as expected.
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Business Monitoring and Technical Monitoring

§ Borders between both monitoring
Intentions are smooth

§ Technical Monitoring and Business
Monitoring may overlap in some
cases

§ In most cases doing business
monitoring, dealing with sensitive
or critical data, technical monitoring
may be applied as well
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§ Business Monitoring - Near-time Monitoring

— displaying measurements or KPIs (Key Performance Indicators) to a

business process controller / management
 measurements with a Target Near-time Monitoring
e applying a range or SLA

§ Technical Monitoring - Real-Time Monitoring

— displaying real-time technical information

 to IT Support / Maintenance / Administration experts
— acting on specific events or situation changes

« Event driven monitoring
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Commonly accepted architectural overview of IT layers
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Anticipating Virtualization Challenges
When a virtual environment has a problem, where did it originate?

ance problems”, only very real performance problems
lex consolidated, virtual environment.
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Composite Application Integration Challenges

0

. D - .. .
- ~J Local Policies:? Locat Policies: Local Policies:
Local Policies: ™,  security . Secufity ~ s Security
Security *, Monitoring . Moitoring o Monitoring
itori * isioni . €. . - Provisioning
Monitoring *,Provisioning . Pravisioning o* )
Provisioning t¥ersion Control :_ vV e.rsion Control ".' Verspn Control
Version Control Métering . Metering R Metering
Metering *e, N - It
00.. \ \_\\' “““
Multiple Security Domains A N

Multiple Application Platforms
Multiple Protocols
Propagation of “Thread” of Identity

Shift to Message based Security
End to End Security

© 2012 IBM Corporation



IBM System z — z/VSE - Live Virtual Class

Integrated Monitoring drives Automation Service Interactions with the Platform
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Tivoli Resource and Availability Monitoring and Management Portfolio
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Monitoring Power and Thermal

Tivoli Monitoring for Green Enerqy
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Insight for Action - with Tivoli Monitoring and OMNIbus
Leveraging Real time monitoring and event driven agility
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§ Real-Time Monitoring
— displaying technical information
e to IT Support/Maintenance/Administration experts

§ Event driven Monitoring

— acting on specific events or situation changes
« Event driven monitoring

15
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§ z/VSE Monitoring Agent enables customers to monitor z/VSE systems using
(SNMP V1)

— Available since z/VSE V4.3

— It also includes an open interface, which enables customers or vendors to use own

programs (plugins) to collect additional data

§ Data collected by the IBM provided plugins contains
— Information about the environment (e.g. Processor, LPAR and z/VM information)
— Number of partitions (static, dynamic, total, maximum)

— Partition priorities z/\VVSE

— Number of CPUs (active, stopped, quiced)

— Paging (page ins, page outs) % SNMP_ Q__Sysmm =
— CPU Plugin

— Performance counters overall and per CPU ‘\:tAge”t |

— CPU address and status ]

— CPU time, NP time, spin time, allboound time SNMP

— Number of SVCs and dispatcher cycles “ggt
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§ Management Information Base (MIB)

— SNMP itself does not define which information (which variables/counters) a managed
system should offer

— Rather, SNMP uses an , Where the available information is defined by
(MIBSs).

— MIBs describe the structure of the management data of a device subsystem
* They use a hierarchical namespace containing (OID).

« Each OID identifies a variable (e.g. a performance counter) that can be read or set
via SNMP.

§ SNMP V1 Protocol
— Get the value of an object identified by its OID
— Get the value of the next object identified by an OID
— Set the value of an object identified by its OID (not used by z/VSE)
— Asynchronous notification about something (an event)

18 © 2012 IBM Corporation


http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol

IBM System z — z/VSE - Live Virtual Class

z/VSE SNMP Monitoring Agent support

) MIB Browser

L—fl--h:lroot .
§ A MIB (Measurement Information Base) is provided ko
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z/VSE SNMP Monitoring Agent support

§ Standard SNMP based monitoring tools can be used to collect, display and analyze
z/VSE performance monitoring data

—e.g. ITM (IBM Tivoli Monitoring), Velocity monitoring, Nagios (www.nagios.org)

§ z/VSE SNMP Trap client rE——— o
6\:;} b4 |§| |Z| IE, http://nagiosxi.demos. nagios. com/nagiosxifindex. php? ﬂ |E| Iﬁ Google |E|

— Sends SNMP V1 traps to inform
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To setup the z/VSE Monitoring Agent you have to do the following steps:

1. Create the configuration files

— Use skeletons IESMASCF and SKMASCFG (ICCF library 59) to create the z/VSE
Monitoring Agent configuration file

— If you want to use the System Plugin, use the skeletons IESMPSCF and SKMPSCFG
(ICCF library 59) to create the System Plugin configuration file

2. Create the startup job

— Use skeletons SKSTMAS (ICCF library 59) to create a z/VSE Monitoring Agent
startup job

3. Download the MIB (IESMPMIB.Z in PRD1.BASE) from your z/VSE system to be able to
use it with your SNMP client

1. Start the z/VSE Monitoring Agent (using the startup job), e.g. R RDR,STARTMAS
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To get status information from the z/VSE Monitoring Agent, enter at the z/VSE console
neg <j obnane>, dat a=st at us

Sample output:
AR 0015 11401 READY

R1 0045 | ESVA118] AGENT STATUS:

R1 0045 AGENT VERSI ON: 0004. 3000

R1 0045 CONFI G MEMBER: DD: PRD2. CONFI G(I ESMASCEF. Z)

R1 0045 PORT: 161

R1 0045 COVWUNI TY STRI NG pubI iC

R1 0045 RECEI VED REQUESTS: 5869313 S rted Commands:

RL 0045 WRONG COVMMUNI TY STRING O upported Lommands:

R1 0045 WRONG SNMVP VERSI ON: 0 HELP Displays help information

R1 0045 ANSVWERED REQUESTS: 5869313 STATUS Displays the server status

R1 0045 | ESMMI02I MONI TORI NG PLUG@ N MANAGER STATUS: RESETSTAT Reset statistics

R1 0045 MANAGER VERSI ON: 0004. 3000 LISTOIDS List all handled OID

RL 0045 | NSTALLED PLUG NS: 2 Istall handled OIDs

R1 0045 HANDLED O DS: 34 LISTOIDSDET List all handled OIDs (detailed)

R1 0045 HANDLED O D GROUPS: 1 LISTPLUGINS List all active plugins
SHUT Ends the server
SHUTDOWN Ends the server
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Example: PRTG Traffic Grapher

) PRTG Traffic Grapher - default.prtg

File View Tags Extras Help Order Upgrade MNew Version available!

Views View: Web Browser

B@@‘@@@‘

Back Forward | Home Refresh Stap

=10 ]

http://3.152 222 55/sensorlist htm ?ar2=14gr6=14gr4=14gr8=18timeout=158&exp 7=08position=0

@ PRTG Traffic Grapher

View PRTG Traffic Grapher > All Sensors
=
—] # Sensor List

Custom Graphs PRTG Traffic Grapher

Events
Sensor Data All Sensors
= VSE
Display Mode ] ; )
= ibm vee cpu: 1 = ibm v=e cpu time on VSE (veedemo)
# Live Graphs - ~
BT TS Live Graph - 5 Minutes - 2 sec Interval
Hourly Averages E

Refresh: [€] #Off © 15 #60s #Smin

Daily Averages

Show All Graphs

msecfzecond
LI
1

________________________ MR A [ S e

=}
|

Hide All Graphs

Tag Filter El ibm vse system performance = ibm vse total dispatcher cycles on WSE (vsedemo)

]
]

States Live Graph - 5 Minutes - 2 sec Interval

T T T
11:00 11:01 11:02 11:03

Error (0)

Ok (3)

Paused (1)
Types

#izecond

Latency (0} 10:59 11:00 1.1.:‘01. 1102
Netflow (D)

Packet Sniffer (0)
SNMP Custom (0} Live Graph - 5 Minutes - 2 sec Interval

= ibm vee system performance = ibm vse num sves on VSE (vsedemo)

SNMP Library (4)

SNMP Traffic (0)
Groups

WSE (4)

VSE

EAPAESSLER

[}

]
2 meec/zecond HEM

345 #izecond HEMm

431 #zecond HEE

o =

V6. 2.1.950 Freeware Edition

234 refreshs

17% CPULoad 4
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Example: PRTG Traffic Grapher

26

= Scanning Interval [s]: |2 1-3 (10to 60 seconds recommended)

Tags (comma separated): I

=B additional Settings T
w Flease select the sensor settings @J
i
Insert Into Sensorist Below: IFi.II Sensors j
[V Create New Subgroup [vsE

=10l x|

o

o

o |

[

< Back Finish

| Cancel |

A
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Example: PRTG Traffic Grapher

) PRTG Traffic Grapher - default.prtg

File View Tags Extras Help Order Upgrade MNew Version available!

Views View: Web Browser

B@@‘@@@‘

Back Forward | Home Refresh Stap

=10 ]

http://3.152 222 55/sensorlist htm ?ar2=14gr6=14gr4=14gr8=18timeout=158&exp 7=08position=0

@ PRTG Traffic Grapher

View PRTG Traffic Grapher > All Sensors
=
—] # Sensor List

Custom Graphs PRTG Traffic Grapher

Events
Sensor Data All Sensors
= VSE
Display Mode ] ; )
= ibm vee cpu: 1 = ibm v=e cpu time on VSE (veedemo)
# Live Graphs - ~
BT TS Live Graph - 5 Minutes - 2 sec Interval
Hourly Averages E

Refresh: [€] #Off © 15 #60s #Smin

Daily Averages

Show All Graphs

msecfzecond
LI
1

________________________ MR A [ S e

=}
|

Hide All Graphs

Tag Filter El ibm vse system performance = ibm vse total dispatcher cycles on WSE (vsedemo)

]
]

States Live Graph - 5 Minutes - 2 sec Interval

T T T
11:00 11:01 11:02 11:03

Error (0)

Ok (3)
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Types

#izecond

Latency (0} 10:59 11:00 1.1.:‘01. 1102
Netflow (D)

Packet Sniffer (0)
SNMP Custom (0} Live Graph - 5 Minutes - 2 sec Interval

= ibm vee system performance = ibm vse num sves on VSE (vsedemo)

SNMP Library (4)

SNMP Traffic (0)
Groups

WSE (4)

VSE

EAPAESSLER

[}

]
2 meec/zecond HEM

345 #izecond HEMm

431 #zecond HEE

o =

V6. 2.1.950 Freeware Edition

234 refreshs
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z/VSE SNMP Monitoring Agent support — Trap Client

Send a Trap (see SKSTTRAP in ICCF library 59):

Trap Details

* kkhkkhkkhkhkkhkkhkhkkhkkhkhhkhkkhkhhhkkhkkhhhkkhkhhhkkhkhhkhkkhkhhhkkhhhkhkhhhkkhkhkhhkkkhhhkhkkhkkhhkkh*k

* SNMP TRAP CLI ENT sanpl e U

* You can add one or nore destinations. Commurity [publc Spesi Type |0

* The ADDSYSI NF paraneter adds systeminformation to (rasSiamp |4 VAT

* trap packet. Ip Address [3.15284.155

* |f you specify the HELP paraneter you will find a Sender DID [136.1.4123116 Tiap Type [SNMPT

* detailed help and a list of all supported paranmeters Variable Bindings

*in the job listing. 0D [ Tpe | Value [
*A'* marks |lines as comments ;iri'\?'siconfmmanceamupjs Eiﬁﬂﬂ Tue Mes 5910053 2011

syzDiescr Sting zASE 4.3.0 WSELFP43) unning in 2/
o *hkhkkhkhhkkkhkhhkdhkhkdkxdhkdhhhdxddxdhhhdhxdrdhrxrxdrdrxrkxdxdxdk

[/ OPTI ON SYSPARM=' 00
/| EXEC | ESMIRAP
DEST=192. 168. 1. 55
DEST=nyserver1l: 162

Showe Raw | << plevl riest |

OD=1.2.3.4
MSG=This is a test
ADDSYSI NF
/*
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z/VSE Event Monitoring — Trap Client Enhancements z/VSE 5.1

§ z/VSE 4.3: SNMP traps (events) can be sent from batch jobs only
—via /| EXEC IESMTRAP in a batch job

§ z/VSE 5.1 adds the possibility to send SNMP traps from within customer programs
— Using the new SNMP Trap API
— Send traps from within batch programs (LE enabled, i.e. COBOL, PL/1, C)
— Send traps from within a CICS application (EXEC CICS LINK interface)

01 IESMTRPE PIC X(8) VALUE 'IESMTEFE'.
Procedure Division.

Mowve Length Of MTEA-AREA to AREL-LENGTH.

Mowve '"9.152.224.43"'" to DEST.

Mowve 0 to RET-CODE.

Move 'PUBLIC' to COMMUNITY.

Move '1.2.3.4"'" to OID.

Mowve 0 to DEEUG.

Mowve 1 to ADDSYSINE.

Move & to TEAFPTYPE.

Mowve 1 to MSGTYPE.

Mowve 'HELLO V5E WORLD' to MSGSTER.

DISPLAY "CALLING TRAP INTERFLCE ...".

CALIL IESMTRPE USING BY REFERENCE MTERA-LREL.

DISPLAY "RC:™.

Display RET-CODE.
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Mark your calendar:

WAVV 2012
Covington, KY, USA
April 13-17, 2012

WAVANord Alnce

IBM System z Technical Conference
Berlin, Germany
May 21-25, 2012

IBM System z Technical University
Las Vegas, NV, USA
October 1-5, 2012

European GSE/IBM
Technical University for
. zIVSE, z/VM and Linux on System z
Mainz, Germany
October 22-24, 2012

http://ibm.com/vse/events/
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