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workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
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to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
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References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
Any proposed use of claims in this presentation outside of the United States must be reviewed by local IBM country counsel prior to such use.

The information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of
the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those
Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.
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Agenda

§ Overview on security
— New VSE redbook
— VSE Health Checker updates

§ Encryption Facility for z/VSE
— Password-based encryption
— Public key encryption

§ OpenPGP support
— Encryption Facility V1.2
— Keyman/VSE
— Open Source GnuPG

— Support on z/OS

z/VSE Security-& Encryption May 27, 2009 f: 3 © 2009 IBM Corporation
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New Redbook: “Security on IBM z/VSE”

Available on:

8 [l
L I
£
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ek e Fr R Assl B SRS

Securlty on IBM zNSE

http://www.redbooks.ibm.com/redpieces/
abstracts/sg247691.html?Open

T/W3E in the snlerprise sourity

aokiion
’Eﬁmmm RS, Table of contents
“ Eryptography an zIVSE Chapter 1. zWSE and security

Chapter 2. zVW3E Basic Security Manager (BSM)
Chapter 3. LDAP sign-on support

Chapter 4. Cryptography on zW3E

Chapter 5. Secure Sockets Layer (335L) with zVSE
Chapter 6. CIC3 Web Support security

Chapter 7. Connector security

Chapter 8. TCP/IP security

Chapter 9. Secure Telnet

Helwwit Hallwar

i Chapter 10. Secure FTP
Artlacls Kasahoc Chapter 11. WebSphere MQ with S3L

Appendix A Security APIs

p— Redhooks
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VSE Health Checker

& New security support

— BSMXREF tool
used in HC

CEX

VSE Health Checker - Data loaded fgom: POLLUX_LPAR4(9.152.85.58)
File Selected Configuration Help

= Q 4 =z M
N Hig%gg?egégsc E"’.SE;;EL'EC’L‘::;E‘; 8 User Inconsistendies | s UACC Entries | 8 Administrator Users | 8 ICCF / UT Users | 8 LDAP Mappings| #
E\‘_%l CICE Summary
— L DAP m ap pl n gS gj z:z‘::‘d Total inconsistent users
. B® Inconsistences Inconsistent Users ‘Group Membership Access Rights
— BSM |Ogg INg mi GROUPD4 Auth Profile |
gj 33;;@ Read TCICSTRN AADD f
§ NeedS the VSE @--%lpowm
Connector Client bR
§ Download from L
VSE homepage
§ Freetool,
provided “as is”
] | 3

z/VSE Security-& Encryption

Data received (134 sec.). 17 plugins initialized.

B POLLUX _LPARS

May 27, 2009
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Encryption Facility for z/VSE

§ Host-based optional priced feature, first shipped in 2007

S New release 1.2 available with z/VSE 4.2.1 in July 2009 with OpenPGP
support in addition to currently used encrypted data format

§ Provides encryption for single SAM files, VSAM files, or VSE Library
members, but also for complete backups made with any backup tool either
from IBM or vendors (tapes, vtapes)

§ Similar to the “Encryption Facility for z/OS”
— http://'www.ibm.com/servers/eserver/zseries/zos/encryption_facility/
§ IBM crypto hardware exploitation
— Crypto cards (PCICA, PCIXCC, CEX2) and CPACF
§ Eligible for MWLC pricing
& Two main functions
— Password-based encryption
— Public-key encryption

z/VSE Security-& Encryption May 27, 2009 [ ' © 2009 IBM Corporation
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Password-based encryption (PBE)

§ Encryption key (data key) is generated from
— the given secret password (8 ... 32 characters)

— and some additional parameters including some random number (the “salt”
value)

§ These additional values are stored in the encrypted dataset

— When encrypting the same data twice with the same password, the resulting
encrypted data will be completely different, because of the randomly created

salt value.
§ No need to deal with keys, but
. FI! Ell Wigsa rm Hn:h
§ Need to manage/archive passwords ___1;“1“ o« o« @ _uﬁ; simiel=
. 4 Windows o . l i ____ ...... .‘.
— Many free tools available, e.g. Nt S e TS e T
bl F dm:ﬂ mr " B Coey Puteend be Clebeard i
— KeePass : http://keepass.sourceforge.net/ rgicnr || Somk s s 19 i o
:-.ﬁ;ﬁw” || % Sorple HE1 Arorymecun ',-‘ Puitewn dideTupa D
S 4 Group L8 Goangle B Artmrma 9
T s S e i o
= - wf Edw Ertr,, i
E:E: it e AR
g 10Gap || sk upA Moeiscis % e Dekie Ey oD
i I Serphe RS2 AT T e e Mo Al Bekeckedl
55%1&%3@?7#0%1;“ Sefect 88 i
Eirs Hokst o, Eweddin Drsatenies CubF
|4 Fodin b Gaoun
Totat 106 groups /1297 erinen 1 ot 161 selected P Deanaios
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Public-key encryption (PKE)

§ Encryption key (data key) is randomly generated

§ Data key is then encrypted with one or more public keys of the recipients of
the encrypted data

— Needs a Crypto Express2 or PCIXCC card for 2048 bit keys
— Crypto cards are transparently used also for 1024 bit keys when available

§ Encrypted data key is put into the encrypted dataset together with the
encrypted data

L. Keyman/V5E - C:\wsecon\Keyring.pfx * |:||E||E|
§ Up to 16 recipients are able to decrypt the |[re osters acors e
= | &) == »
data key and thus’ the encrypted data” Alias Certificate Item Length Type WSE User Valid
using their corresponding private key D L N i N ——

=] userCert 9.152.85.58 2048 User = fes

§ No passwords, but need to manage /
exchange RSA keys

— Can be done with the Keyman/VSE tool

Ii Z3_LPAR4:9.152.85.58

z/VSE Security & Encryption May 27, 2009 11;}' VSE © 2009 IBM Corporation
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Encryption of a single file

Encrypted dataset
on tape

Clear 72/VSE — \|
Data | —  » Encryption

- Facility \

Encr.
Clear Library member, Encrypted dataset Data
VSAM file, or dataset on disk
on tape or disk \

§ Same behavior for both releases of Encryption Facility.

z/VSE Security-& Encryption May 27, 2009 ‘e © 2009 IBM Corporation
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Encryption of a complete backup

Encrypted dataset
on tape

IDCAMS
\
CA Faver
Encryption
Facility

BIM Dr.D Encr

Encrypted dataset | Daa
Other ... on disk

N

§ Any proprietary backup tape can be encrypted and
written to a second tape or to disk.

§ Note that the complete input tape results in just one
encrypted dataset, which resides on tape or disk.

z/VSE Security-& Encryption May 27, 2009 ’I.' © 2009 IBM Corporation
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Customer value

§ No special tape hardware requirements (e.g. TS1120, TS1130)
— But exploits IBM crypto hardware (crypto cards and CPACF)

§ Host-based utility, no additional client/server workstations

§ Easy to use
— No special setup necessary for password-based encryption

§ Supports all VSE data formats: single files and complete tape backups (LIBR,
IDCAMS, POWER, etc.)
§ Supports even proprietary vendor backup formats
— By just encrypting any given tape
§ Encrypted datasets and tapes can easily be exchanged between business
partners even on non z platforms
— Password-based
— Public-key based
— System z data format
— New: OpenPGP data format

z/VSE Security & Encryption May 27, 2009 95 © 2009 IBM Corporation
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What is PGP?

& PGP: “Pretty good privacy”
— originally created by Philip Zimmermann in 1991
— often used for signing and encrypting e-mails
— OpenPGP standard (RFC 2440 / 4880) in 1998.

§ Trust model
— Web-of-trust model in contrast to hierarchical trust model

— Public keys are wrapped into PGP certificates, which are
different to the usual x.509 certificates

& Implementations
— Free implementations, like GhnuPG, GPG4Win

— Commercial implementations from PGP Corp., McAfee Inc., IBM
(Encryption Facility for z/OS, now also for z/VSE).

Refer to Wikipedia for more information about OpenPGP:
http://en.wikipedia.org/wiki/Openpgp

z/VSE Security & Encryption May 27, 2009 .‘J;I VSE © 2009 IBM Corporation
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Relationship Encryption Facility V1.1 and V1.2

§ V1.1 ships one utility: § V1.2 ships two utilities:

JBEFVSE
5 TDES, AES-128

¢ System z data format

[JBEFVSE (unchanged)
5 TDES, AES-128
¢ System z data format

¢ System z based
compression

¢ System z based
compression

IJBEFPGP

5 DES, TDES, AES-128,
192, 256

& OpenPGP data format

§ ZIP/ZLIB based
compression

V1.1 no more orderable
when V1.2 available.

z/VSE Security-& Encryption May 27, 2009 [ © 2009 IBM Corporation
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What's the same for both utilities?

& Password-based encryption
— Encryption key created from given password

— But: the way how the encryption key is calculated from the password
is different in IJBEFVSE and IJBEFPGP

§ Public-key encryption
— Encryption key generated by random
— Encryption key encrypted by an RSA public key
— Max. 16 recipients possible

z/VSE Security-& Encryption May 27, 2009 f: 3 © 2009 IBM Corporation
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What's different?

§ Encrypted data format
— |JBEFVSE provides System z data format
— IJBEFPGP provides OpenPGP data format
§ Compatibility

— IJBEFVSE provides compatibility to IBM provided Java client, Decryption client
for z/IOS

— |IJBEFPGP provides compatibility to PGP implementations

§ Algorithms
— IIBEFPGP supports more algorithms

— |IJBEFPGP provides better System z hardware exploitation (e.g. AES-256,
SHA-512)

§ Compression
— ZIP/ZLIB versus System z based compression
— ZIP/ZLIB compression is done in software !

z/VSE Security & Encryption May 27, 2009 95 © 2009 IBM Corporation
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Summary of Differences

[JBEFVSE |IJIBEFPGP

Encrypted data
format

System z format

OpenPGP format

Compatibility with

EF for z/OS V.1.1, EF for z/OS
Java client

Any OpenPGP implementations, like
GnuPG, EF for z/OS V1.2

Symmetric
Algorithms

TDES and AES-128

DES, TDES, AES-128, 192, 256

Hash algos for PBE

SHA-1

MD5, SHA-1, 224, 256, 384, 512

Compression

System z provided compression

ZIP, ZLIB based compression

RSA key lengths

512, 1024, 2048

512, 1024, 2048

Public key format

x.509 certificates

PGP certificates

Signatures

None

RSA signatures (*)

(*) provided in next refresh

z/VSE Security-& Encryption May 27, 2009
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Support on z/OS and data format compatibility

z/OS

z/IVVSE

Win,
Linux,
etc.

Encryption Facility for
z/OSV 1.1/ Decryption
Client for zZ/OS

* System z format

1 compatible

Encryption Facility for
zZIVSEV1.1

» System z format
«+zZIVSE4.1.1

»
|

Encryption Facility for zZ/OS

V1.2 OpenPGP
* OpenPGP data format

I compatible

I compatible

z/OS Encryption
Facility Java Client
Vl1ilandV12

z/VSE Security-& Encryption

A

Not compatible!

May 27, 2009 .:.‘;"'. VSE

Encryption Facility for
z/V SE V1.2 OpenPGP
» Open PGP data format
+z2/VSE4.21

I compatible

PGP related tools, like
GnuPG

© 2009 IBM Corporation
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Supported algorithms

Algorithm z890/z990 System z9 BC or EC  System z10 BC or EC
MD5 yes (¥) yes (¥) yes (*)
SHA-1 yes yes yes
SHA-224 no yes yes
SHA-256 no yes yes
SHA-384 no no yes
SHA-512 no no yes
DES yes yes yes
TDES yes yes yes
AES-128 no yes yes
AES-192 no no yes
AES-256 no no yes
RSA yes (*) yes (*) yes (*)
(*) algorithm available as software implementation in TCP/IP for VSE/ESA 1.5E or higher
(**) requires TCP/IP for VSE/ESA 1.5E or higher. 2048 bit keys require a PCIXCC or Crypto
Express2

z/VSE Security-& Encryption

May 27, 2009

© 2009 IBM Corporation
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Algorithms not supported on VSE

§ These algorithms are listed in the OpenPGP standard, but not

available on z/VSE:

— Symmetric

« CASTS5, Blowfish, Twofish, IDEA

— Asymmetric
- DSA
— Hash
« RIPEMD-160
— Compression
 BZip2

z/VSE Security-& Encryption

When a dataset has been encrypted or
compressed on z/OS or on a workstation
using one of these unsupported
algorithms, decryption is not possible on
VSE!

May 27,2000,/ VSE © 2009 IBM Corporation
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HW and SW prerequisites

§ z890/z990 or higher
§ “CPU Assist for cryptographic function” (CPACF) enabled (*)

§ TCP/IP for VSE/ESA for public key encryption
— 1.5E with ZP15E214 or
— 1.5F

§ Crypto Express2 or PCIXCC for 2048-bit public keys

§ z/VSE 4.1 or later
— Encryption Facility V1.1 still available for z/VSE 4.1 (unchanged)

— OpenPGP support requires z/VSE 4.2.1, because of dependencies to the z/VSE
base

(*) CPACF is a no-charge feature, available only on z890, z990, z9 and z10 servers

z/VSE Security & Encryption May 27, 2009 3 © 2009 IBM Corporation
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Availablility of EF V1.2

July 17, 2009, together with z/VSE 4.2.1
Optional priced feature
Program number: 5686-CF8

Documentation in z/VSE 4.1.2 Administration book,
Chapter 45

— Available in July on CD-ROM, or
— Download as PDF from:

w w W W

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/#vse

z/VSE Security-& Encryption May 27, 2009 ..._Jf.r USE © 2009 IBM Corporation
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Corrective service

EF V1.1 EF V1.2

DY46717 (PTF UD53196) DY46973 (z/VSE 4.2.1 refresh)
DY47051 (PTF UD53499)

z/VSE Security & Encryption May 27, 2009 14_}" US'E © 2009 IBM Corporation
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How to handle record-based data

§ Integrate the PGP standard into a VSE mainframe environment
— PGP has been invented to support workstation files, email exchange

— On a mainframe we typically have record-based data (e.g. VSAM), but
also some kind of stream data (tapes, vtapes)

§ Exchange of public keys with a PGP environment
— PGP certificates are different to x.509 certificates

z/VSE Security-& Encryption May 27, 2009 f: 3 © 2009 IBM Corporation
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Flexible support of record and stream data

§ Option USE_RECORDINFO

— Should only be used when encrypting Encrypt / z/OS or
AND decrypting on VSE decrypt workstation

— Puts a data structure with LRECL, 7/VSE USE RECORD
RECFM, and BLKSIZE of clear input INFO
dataset into encrypted dataset

— The use of such “private/experimental” z/OS or - -
data structures is described in the workstation

OpenPGP standard

— This data structure is ignored by other
PGP implementations

— In addition to that, each clear data
record is prefixed with a 6-byte header
containing its length

— This length information is processed
when decrypting the encrypted data

— Therefore: decrypted data has exactly
the same record structure as original
input data.

z/VSE Security-& Encryption May 27, 2009 [ © 2009 IBM Corporation
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JCL example

*$$ JOB JNM=PBE,CLASS=S,DISP=D

// JOB PBE ENCRYPT USING A PASSWORD
/[ LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
/I EXEC IJBEFPGP

PB_ENCRYPT <-password-based encryption

S2K_PASSPHRASE=MYPASSWD <- 8 to 32 char password Keywords are mainly the same
S2K_CIPHER_NAME=AES_256 <- encryption algorithm as in EF for z/OS V1.2 and
COMPRESSION=1 <-use best speed for compression GnuPG.

COMPRESS_NAME=ZIP <-ZIP compression
USE_RECORDINFO <- maintain record structure of clear input file (only on z/VSE!)

DIGEST_NAME=SHA224 <-this digest algo is used when creating the data key from the password
CLRFILE=DD:CLRDATA <-clear input VSAM file (ESDS, KSDS, RRDS)

ENCFILE=DD:ENCDATA <-encrypted VSAM file (ESDS)

[*

&

*$$ EOJ

z/VSE Security-& Encryption May 27, 2009 ..._Jf.r USE © 2009 IBM Caorporation
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Exchange of public keys

§ Done with Keyman/VSE tool:
— http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

§ New version provides some additional functions for OpenPGP:
— Import / export of PGP

pUbIIC keyS Keyman/V5E - czwkeyman\Keyring. pfx * =3
— Conversion between Fle Options Actions _Help
PGP format and #EH BDREER fA=EO >
X.509 format Alias Certificate Item Length Type VSEUser  Vald
| WrootCert  [z/V5SE Development CA ROOT T T
— Send converted x.509 o
certificates to VSE
. Export text form...
and VICE versa Export binary form...
— Will be available for s o
download in July 2009 A
Create VSE certificate. ..
Create V5E cert via CIALCREQ...
Create user certificate. ..
Sign certificate request. ..

Export PGP public key...

z/VSE Security & Encryption May 27, 2009 95 © 2009 IBM Corporation




z/\/'SE Live Virtual Class Series

Exchange of public keys

EF for z/OS

- PGP public keys
- X.509 certificates
- Java keystores

GnuPG
- PGP public keys

|

EF for z/VSE
- X.509 certificates
- PRVK members

z/VSE Security & Encryption May 27, 2009 ;}-‘ 95 © 2009 IBM Corporation
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Scenario 1: decrypt on VSE

z/\VSE L

[N

Decrypt

z/VSE Security-& Encryption

Export PGP
Public Key
A

[

" MU Privacy Adststant - Kayving Editn
Ele Edi Eeys Eerai Windows  Hedp

x @ & A[d | ¢[O @

Edi  (oies Eapoi | B |Octaded | Aofesh  Fies
F&) Keyring Egitlmen e

* [beyr 0 % |Espiry Dot = | Chwmer Trumt = [ bimy wisheity @ | Uner Hame
o CAATPRES ravar expires  Liimate Fully Vabd  jschmidbdida b com <j
=3 PAEAIIT B2VI0W  Ukinale Fully Vabd  Joerg Schmidbauar <chi;

Import keys '

May 27, 2009

"LI ....... I ﬂ
Dot | Sgnatunas | Subta |

Ha keys emlechad
lactad Defil Key. |schmidbda m com < gibm o  CIATZES

Encrypt

© 2009 IBM Corporation
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Scenario 2: encrypt on VSE

Keyman/VSE

Keyman/V5E - C:\vsecon\samples\Keyring.pfx * G n u PG
File Options Actions Help
& L] fE= >
Alias. Certificate Ttem Length Type VSE User | Valid l Generate new RSA key
papkey  [Imported PGP Public Key [1024 - fres | .
A GHL Brivacy Assisiang - Kessrimg Eoibor
File Edd Heys Sensr Windows Halp
= W » 4A|ld | ¢ |& @ {
Edit.  Delolz  Eign | gt | - Excpod Enicf |Dataled  Rafresh Filas
Z/VS E OpenPGP public ke imparted from file: ichmids_pubkey. tt |i 70 LPARA : 0.152.85.... 'ﬁ Keyring Editor
. | kg 0 = | Expiry Dt = | Cmer Tiwst = | sy vty + | User Hame
|mp0rt PGP Public &3 CIATZHER mewer mupims  Litimats FullfVaid  jchmihide.ibm com =
Key from F||e w3 PRI WE02014 Unimats Fiily Vabd Jnang Schmidbausr <jschi
5] S
CERT ¥ —
l Mi’ |: y u I = Lr |

a3 beys Bekected

Export keys

nUpload
to VSE .
2
Y Private key

Encrypt Decrypt

z/VSE Security & Encryption May 27, 2009 95 © 2009 IBM Corporation
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Some thoughts on compression

Compression is always applied before encryption.

Amount of data
— When using compression, less data has to be encrypted.

- Except when clear data is binary, like .jpg, where the
compression ratio is very small, sometimes zero.

* Invery rare situations compressed data can get bigger than
uncompressed data using ZIP

§ Security

— Compression adds additional security by removing any recognizable patterns
from original clear data before encryption.

& Speed

— Compression is usually slower than decompression, because a compression
dictionary has to be built during compression. Decompression is just a simple table lookup.

§ File size

— When encrypting/compressing small files, the process may get slower compared
to not using compression, because of the compression overhead.

& Hardware support

— ZIP/ZLIB compression is pure software, while System z compression
is done in microcode.

z/VSE Security & Encryption May 27, 2009 95 © 2009 IBM Corporation
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VSE Navigator Encrypt (OpenPGP)

Input and output dakaset

§ GUI for PGP encryption Clzar dataset DD:CLRDATA

. . . Encrypted dataset |DD:ENCDHTA v|h Browse |
— Right-click VSE library
members or VSAM files

(s Password-based encryption (PBE) (&) Public-key encryption (PKE)

. Menu ChOICES encrypt / |E| PEE |Algnrithms | Advanced|
decr t Public-key encryption
yp CRYPTO.KEYRING Recipients {Max, 16)
— Automatic check if IJBEFPGP I5CHMIDB.CERT 15CHMIDB.CERT
. . RSA1024 . PRVE
phase avallab!e on VSE ?Ide
— Check for available algorithms R |
on host side
§ Needs VSE ConneCtor Cllent Crypto keyring library  |CRYPTOL.KEYRIMNG |[ Refresh Crypto Lib ]
& Download from VSE
homepage
§ PrOVIded “aS is” View Oukput [ Close ][ Help ]

2IV'SE Security & Encryption 2000 L/ YSE © 2009 IBM Corporation
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Example scenario

Mame Size  Type Date Modified

i E— s ace weamese  2mms e ENCTYPtvia GnuPG / GPGee
Preview
Print
Edit
Preview
¥ Select Left Side to Compare Enter passphrase for symmetrical encryption:
EaFizip »
abihes ! gzign&Encrypt Enter passphrase: ¥ Hide Typing
Scan for Viruses. .. il -n e .
Open With » [l et () | ' __ | Picture.gpg
Change Attributes. .. " 0k e
Send To 3 ‘Eﬂ:onﬁgure b
* $$ JOB JINM=PBD,CLASS=S,DISP=D FTP to VSE
/[ JOB PBD DECRYPT USING A PASSWORD
/[ LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE) Al | Member Desaription Path
/| EXEC IJBEFPGP faleicuRE.oPo e
DECRYPT Qe
S2K_PASSPHRASE=MYPASSWD = 8 s,
CLRFILE=DD:PRIMARY.JSCH(PICTURE.JPG) = cut
ENCFILE=DD:PRIMARY.JSCH(PICTURE.GPG) ' Copy
I Paste
1& Delete
*$$ EOJ < + Decrypt (OpenPGP) k

Decrypt via VSE Navigator

z/VSE Security-& Encryption May 27, 2009 [ © 2009 IBM Corporation
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Positioning of EF to TS1120/TS1130

TS1120/TS1130 Encryption Facility

High volume backup/archiving X -
Data encryption for rest on VSE disks - X
Data encryption for subsequent file transfer (e.g. FTP) - X
Local archiving X X
Data exchange with remote sites having TS11xx X -
Use existing TS11xx environment with EKM X -
Data exchange with Encryption Facility for z/OS - X
Data exchange with workstations - X
Password-based encryption - X
Public key based encryption X X
Offload CPU cycles X -

z/VSE Security & Encryption May 27, 2009 3 © 2009 IBM Corporation
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Summary

§ Encryption Facility for z/VSE now ships two utilities
— IIBEFVSE (System z data format)
— 1JBEFPGP (OpenPGP)

§ IBM hardware crypto exploitation

— CPACF

— Crypto cards
§ Many free tools available

— IBM z/OS Java client for EF V1.1

— Open Source tools for PGP support (GnuPG, GPGee, GPG4Win)

— Keyman/VSE for key management and exchange

— KeePass for managing passwords

— VSE Navigator with graphical interface for PGP encryption
§ Password-based encryption for quick data exchange
§ Public key encryption for higher level of security

§ OpenPGP support available in July 2009
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More information (1)

Overview on security
New: Redbook: Security on IBM z/VSE, SG24-7691
http://www.redbooks.ibm.com/redpieces/abstracts/sq247691.htmI?Open
VSE Health Checker

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#healthchecker
BSM cross reference tool (BSMXREF)

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/tools.html#bsmxref

Encryption Facility
z/VSE 4.2.1 announcement letter on VSE homepage
http://www.ibm.com/servers/eserver/zseries/zvse/

z/VSE Administration

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/#vse

Encryption Facility for z/OS

http://www.ibm.com/systems/z/os/zos/encryption facility/
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More information (2)

OpenPGP support
RFC 4880 OpenPGP Message Format
http://tools.ietf.org/html/rfc4880
OpenPGP on Wikipedia

http://en.wikipedia.org/wiki/Openpap
The GNU Privacy Guard

http://www.gnupg.org/
Keyman/VSE tool

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman
VSE Connector Client

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vsecon

VSE Navigator

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#navi
Redbook: Encryption Facility for z/OS V1.2 OpenPGP Support, SG24-7434
http://www.redbooks.ibm.com/abstracts/sq247434.html|?0Open
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Questions
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