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Globalization and Globally Available Resources

» _ Real-time
Bllll?ns of mobll_e data streams
devices and their and

Interactions Information sharing

Rise of social networking and social computing

© 2013 IBM Corporation
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Business with anyone, anytime, anywhere is...

...Business. In Motion.

© 2013 IBM Corporation
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A new Kkind of system is required

Systems of Interaction

Systems of Engagement Systems of Record

Continuous client Cloud-based Partner value chain
experience Services

© 2013 IBM Corporation



Deepest and Most Rapid Tansformation Today
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Global machine-to-machine
connections will increase from
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http://www.youtube.com/watch?v
=sHQe4FsJ0X4
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Key mobile development and delivery challenges

Delivering for multiple platforms

« Highly fragmented set of ...
» Platforms and devices
» Languages, APls, and tools

+ Native programming models not
portable across platforms

Accelerated time to market
requirements

» Higher frequency of releases
and updates

» Added pressure on teams to
deliver on time and with quality

Consumerization of IT and need to
deliver high quality apps
High quality user experience is a
requirement

Quality influenced as much by
design as it is by function

Connecting apps and mobile users
with existing enterprise systems

Existing services typically need to
be adapted, extended and scaled
for mobile

Enterprise wireless networks are
running out of bandwidth to
accommodate employee devices

© 2013 IBM Corporation
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IBM Research The 2013 Global Technology Outlook

Mobile First

* Mobile devices are emerging as primary design point for end-user
accessto IT

» More than a new access point to view existing back-end systems
« Mobile First is about: Behavior like consumer applications

« constantly connected clients
« quickly accomplishing single tasks and then move on

* Is accelerating the integration of cloud, social, and analytics

http://www.b2match.eu/system/softwaredays2013/files/Global-Technology-Outlook-
2013_IBM.pdf?1366628169

© 2013 IBM Corporation
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Mobile is changing the way information is used

Information developed

Inf tion developed and controlled by users
e e for mobile devices

using multiple platforms
and transformed into

web services /
Information restricted and (\( |

developed in the data
center
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Simplified Development — What is Difficult with Mobile Applications ?

Need to use familiar web technologies: Leverage common HTMLS
« HTMLS5, CSS, JavaScript l’c_ltr)ld mot;flle »
Plus (Hybrid applications) Ioraries/Irameworks:

Support all major mobile platforms with proprletary
tools, languages and APls:

< jQuery d(_)J(_) § Sencha

5 D =

PhoneGap

L Android phones and tablets
& Windows 7 and Vista (Deprecated)
@ BlackBerry 6 and 7
B BlackBerry 10
‘Bipad
@ iPhone
B Mac 05 X Dashboard (Deprecated)
. Bl Mobile Web Application
| B Windows 8 desktop and tablets
B wWindows Phone 7.5
Windows Phone 8

© 2013 IBM Corporation
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Multi-tier mobile environment

Systems of Engagement Systems of Record

4 N\ 4 ) ( N\

Client Tier Devices Middle Tier Server Back-end Data & Services
» OS Device Variety » Web Application Server » Databases and Data sources
* Screen size variety * Mobile Application * Transactional services
« Various Smartphones Runtime Server « CICS
 Tablets » Security components « IMS
* Authentication « DB2
+ Crypto
» Back-end access services
» Caching of back-end services

© 2013 IBM Corporation



IBM MobileFirst

The Broadest
Portfolio of Mobile
Solutions

IBM MobileFirst Platform <=
IBM MobileFirst Management
IBM MobileFirst Security

IBM MobileFirst Analytics
(® Worklight

The Foundation
for Mobile
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IBM Worklight — Support for Different Mobile Application Styles
' ® Worklight

The Foundation
for Mobile

= HTML, JavaScript, CSS

= Accessed from a mobile
web browser

= No device-specific
capabilities

Mobile Browser

Web Code

12

Mobile We

= HTML, JavaScript, CSS

= Accessed from a mobile
web browser; mobile-
optimized Ul

= Limited access to lower-
level device capabilities

Mobile Browser

Web Code

£

Hybrid Mobile

= HTML, JavaScript, CSS,
with optional native code

= Installed and run like a
native mobile app;
mobile-optimized Ul

= Access to lower-level
device capabilities

Native Shell

Device APIs

Native

= Native code

= Access to full set of
lower-level device
capabilities

Native Appl.

Device APIs

© 2013 IBM Corporation
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IBM Worklight - Components

Worklight Studio

The most complete, extensible development environment

maximum code reuse and per-device optimization

Worklight Server
Mobile middleware offering unified push notifications,
version management, security and integration

Worklight Runtime Components

Extensive libraries and client APls that expose and interfa

with native device functionality and the Worklight Server

Worklight Console
A web-based console for real-time analytics and control
of your mobile apps and infrastructure
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Worklight Platform Support

Worklight Server
= Supported application server
« WebSphere 7 & 8 (Distributed | System z Linux)

» WebSphere 8.5 Liberty Profile (included for Dev only), ND/Base (not
included)

» Apache Tomcat 7 (Linux | Windows | Mac OS X [development])
= Supported databases

» DB2 Enterprise Server Edition V9.7 or later (DB2 LUW)

» Apache Derby, SDK 10.8 (included), or later

» Oracle 11g Database server, Standard or Enterprise Editions, release 1 or
later

« MySQL 5.1
= Supported OS
» System z Linux SLES 10,11, RHEL 5,6.

http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-
reports/report/html/prereqsForProduct?deliverableld=1322605181306

© 2013 IBM Corporation




Architecture Overview

@ Worklight Studio

HTMLS, Hybrid
and Native Coding

Android
SDK

e BlackBerry
SDK

Optimization
Framework

Integrated
Device SDKs

w
=
an
-
L
=
=
@

3rd-Party Library
Integration

Public and Private App Stores

@ Worklight Server

tEMS

S|

Client-side
App Resources

Backend sy:
fVices:

c
o
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=
=1
=

nterprise
and Cloud
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Unified Push
Notifications

!
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@ Device Runtime

o

Cross-platform
Compatibility Layer

Server Integration
Framework

Encrypted Storage

Application Code

' 8]

Runtime

Reporting for Statistics
and Diagnostics

Application Version Management

Push Management

Reporting and Analytics

L

© 2013 IBM Corporation
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Mobile Architecture Overview for System z

Mobile Device

Mobile
Applications

Security Layer 1

Caching Service 1 (Optional)

Worklight Studio and Rational Developer for System z

WebSphere Application Server on Linux

@ Worklight Server

Worklight App Worklight Server
Code and Console

z/NM

Worklight
Adapters

Caching Service 2 (Optional)

Security Layer 2

z/0OS

CICS,
IMS

z/TPF

z/VSE

IBM Information Bus
(nB)

© 2013 IBM Corporation
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Implementation layers for a mobile environment on System z

Mobile App
!

Local data
and

caching ™~

secured container

]

Access Layer

R}

Security Layer

Access Layer

WAS

Adapter

Backend
Services,
databases

17

*The Mobile App running on a mobile device connects
to the Worklight Mobile Environment using different protocols
in the Access Layer.

 The local data and caching mechanism is encrypted

*» The access to the System z Mobile Environment is done via
a Security Layer for Authentication.

*The Mobile environment on System z can use different
protocols in the Access Layer.

*The Worklight Server runs in a WebSphere Environment,
taking advantage of the WAS technologies.

» The Adapters enable the communication with transactional
services and databases.

*The back-end services on System z (i.e. z/VSE, z/OS),
can be accessed from the mobile environment using the
internal network.

© 2013 IBM Corporation
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System z Mobile Enterprise with IBM Worklight Server

Linux on z

Device

{9 Worklight Server in WAS
Application Center
Enterprise App Store | ==
SQL
Worklight Console JSON Translation
WMB
Push Notifications Authentication

@ Worklight

 Security and
Authentication

* Back-end Data
Integration

Worklight Video: http://www.youtube.com/watch?feature=player_embedded&v=zHnFw70XXXo

18 © 2013 IBM Corporation
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Implementation option of a Mobile environment on System z
- Functional diagram with WAS and Worklight Adapters

Linux on z Linux on z

Adapters WAS

JCA

Additional Adapters
Adapters

Worklight

Server
KRS
-

SAP

Worklight

Datapower
Security
Appliance

Core Adapters “
shipped with
Worklight

Application

WebSphere
Application Server

© 2013 IBM Corporation
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Worklight Server- Adapters

Query

21 WL,

Caching Mechanism

Adapters

Worklight

0 Invoke
adapter

procedure ——

Data/Result

as JSON e

20

Universality

» Supports multiple integration technologies and back-end
information systems

Read-only & Transactional Capabilities

» Adapters support read-only and transactional access
modes to back-end systems

Security
* Flexible authentication APIs for back-end connections
» Connected user identity control

Caching
* Leveraged to store data retrieved from back-end

Transparency
» Uniform exposure of back-end data for all adapter types

Fast Development
* Defined using simple XML syntax
« Easily configured with JavaScript APIs

© 2013 IBM Corporation
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Mobile application overview diagram

( Mobile Device )

Mobile Enterprise Application Platform (MEAP)

= - Worklight - s
c c
2 . - . ]
= = Client Side Server side App Adapters = N
o o App Code code ) 9
« 8 connect 3 3
> ®%» 5 *»  The App. Application logic: with back- | = 5 &% =
= 3 interaction » Security (access & end $ =
| 2 > & present. authorization) transaction o ]
— »n = logic on * Application logic and E @
i 8 mobile * Integration logic data 8
o devices « Push logic services. o

A mobile application needs end-to-end consideration for:
- Transactional integrity

- Data integrity

- Security

CICS, IMS

Web Services
«Salesforce.com
*Amazon

*Any SOAP service

Mobile application integration is realized with Worklight Adapters

© 2013 IBM Corporation
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Connectivity of a Mobile Environment to System z Workloads

= Integration with System z and subsystems via JSON and SOAP over HTTP adapters
— 2/0S, CICS, IMS
— zTPF, z/VSE

Integration with Information Services via JDBC
— DB2, InfoSphere Classic Federation
— IMS DB, DL/I
— VSAM

Integration to existing WebSphere connectors — mainly Java - with hybrid Adapters
- CTG
— Java JNDI
— WebSphere host adapters

Integration with other environments / solutions — with special adapters
— Web Portals — Web Middleware
— SOA - 1IB (former MQ Message Broker)
— SAP, Siebel
— Cloud — SCE, SCO
— Mobile as a Service in cloud environments with IBM BlueMix

Integration via 3rd party sites
— AT&T

— IBM SoftLayer

— Salesforce.com

22 © 2013 IBM Corporation
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CICS Connectivity Options with Worklight

Adapters

E Web Services I

N

|

= )R E

EEEEEQO

HATS

Web Services

z/VSE

© 2013 IBM Corporation
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Lightweight MQ for Key Enterprise Messaging (MQTT)

Platform Specific
Notification /

APNS or
GCM

/ _---.\\\-—/{\‘- / B B, B B
MQ
MQTT - ”

@ Device Runtime

ED PhoneGap

@ workiight

Application Code

e Security & Authentication
* Back-end Data Integration
¢ Post-deployment control

and Diagnostics

=
9
©
|_
|_
@)
=

24 APNS - Apple Push Notification Service
GCM - Google Push Notification

@ Worklight Server.

Client-side
App Resources

Direct
Update
Mobile

Web Apps
Unified Push
Notifications

Stats Aggregation

MQ Queue Manager

Worklight Studio

(MQ Telemetry Transport) clients N
augment Worklight capabilities:
- Reliable messaging that conserves battery =
power and reduces network traffic
« Clients are linked into the app by the app
developer
Worklight Server provides security, app
management, statistics gathering etc.s

MQTT client

© 2013 IBM Corporation
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* The growth in mobile helped boost the popularity of JSON
« The lightweight data format

Lightweight Web Services — Java Script Object Notation (JSON)

© 2013 IBM Corporation

lls
*All data interchange

Eg. jQuery & dojo use JSON
*Ajax ca

depend upon JSON data...
*JSON Store

*Provides a JSON Store for offline storage

of data
eAutomatically converts Webservice

For communication between a mobile
SOAP replies into JSON

application and the Worklight Server

IBM Worklight uses JSON

25
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Workliaht Adapters

Worklight Server
Procedure Ad apter
@ ’ h
Procedure cell ‘
JSONHTTP
JavaScript Back-end
App Code application
Response JSON Autc:;cgggr;s o Back-end format
N/ JSONMTTP (if necessary)
JSON Optional XML Autotr;c;?m!sion Back-end format
XSLT (if necessary)

—

. An adapter exposes a set of services, called procedures. Mobile apps invoke procedures by issuing Ajax requests.
The procedure retrieves information from the back-end application.

The back-end application then returns data in some format.
a. If this format is JSON, the IBM Worklight Server keeps the data intact.

b. If this format is not JSON, the IBM Worklight Server automatically converts it to JSON. Alternatively, the developer can provide an XSL
transformation to convert the data to JSON..

(SIS

4. The JavaScript implementation of the procedure receives the JSON data, performs any additional processing, and returns it to the calling app

http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm5/index.jsp ?topic=%2Fcom.ibm.worklight.help.doc%2Fdevref%2Fc_overview_of_ibm_worklight_adap.htm|

26 © 2013 IBM Corporation
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Multi-channel site — with WebSphere Portal and Worklight

Report An [ssue

Take Ficture
¥
b ewatag pets

|
| = : | =
' Gra]
| — 1 Submit *ﬁl‘l Slhw List
Desktop Smartphone ‘ Tablet \ Hﬁxg Igﬁén
Web Browser Web Browser Web Browser \nsta ed App
4 ) Iy Apps on Mobile devices:
e - with WPS Web Sites
SRR . // - with apps from WL
HTAIL/JS/CSS Security check. ! - with hybrid content
AiAx REST services notification regi:t tion, from WPS through WL
etc.
2 i
WellSphere Portal Server Worklight Server
Personalization, adcess control, customization, navigation, etc. Notifications, application
| authorization, app validity,
update service, etc.
Portlm Content :

Web Experience Factory p ,

RAD portlets, social portlets, etc.

Enterprise applications and services SLCONNEEtans

2 212 and social services
27 (onatsmabie.wobexporionce g WebSphere-Porta-andWorights tepic.by-All-Mabile.developmentsTopiosBindusny by AlL-obiedovelopmentindusiicstiype. by-Alllobiesdovel © 2013 IBM Corporation

opment+Types&ibm-search=Search
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Worklight Security Features

» Ensure that only specific
applications on specific
devices can connect to
enterprise systems

« Extensible framework for
authentication of mobile
application users

« Encrypt data on the device

Worklight Server

c
JSON Translation 2
&
o
&

I: Protecting data on the

device

1

@ COrRDOVA®

Device Runtime

(9 Worklight

Enforcing security
updates

)

( N N )
. Secure challenge- App Jailbreak and
En'crypted Offll'ne . response on authenticity malware Re.amote Direct update
. offline cache authentication o el detection disable
» Enforce security updates L )L )L P
( N N ) .
Mobile Authentication Data Coupling Proven S::r‘\llvenl:'h Code
. . platform as a integration protection device id platform identit obfuscation
- Propagate identity to | wstcor f | fmewonc [ | Creaims | with user securty weriation
enterprise systems
Streamlining Providing robust Application
Corporate security authentication and Security
processes authorization

28

© 2013 IBM Corporation



Security Test
Realm
Authenticator
Login Module
Device Provisioning

SIDIAIDS pNO|D
pue swalsAs puayoeg asiididjug

Shell Wrapper
Code Obfuscation/
Encryption

Device Runtime

Challenge Handler
Application Authenticity
Device Authenticity
Device SSO

Cross-Platform
Compatibility Layer

Server Integration
Framework

Encrypted Cache
JSON Store

Encrypted and
Syncable Storage

Runtime Skins

apo) uonedijddy

Worklight Server

Location-based event
handling

User Authentication and
Mobile Trust

Mashups and Service
Composition

JSON Translation

Geolocation Services

29

Adapter Library for
Backend Connectivity

uonebaibby sbo] pue sjels

Client- Side App
Resources

Direct Update

Remote Disable
App Versioning

IBM Security Access Manager
IBM DataPower

Unified Push
Notifications

Platform Security i: Y

Security
Registry

Authentication Reverse
Proxy/Gateway

Security
Registry

© 2013 IBM Corporation
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Security Topology — DataPower as a 2" security layer

Capabilities Deployment scenarios System z benefits
» DataPower XI50z (zBX blade) * For offload of security processing (e.g | * DataPower X150z acts as an
contains the same functionality as a SSL) and to perform identity mapping additional security layer for backend
stand-alone device or virtual appliance e services
. , . * Secure proxy for push notifications
... but benefits from co-location with . : , .
: from Worklight server to the mobile * IEDN provides a secure private
System z services : s
device network for communication between
|« Defence in depth zLinux. zBX and z/OS
Secure
DMZ :
Linux on z zBX z/OS
IEDN
JSON or XML/
HTTP(s) DBZ
JSON or XML / /
DataPower XG45 DataPo’m’er X150z IMS
X or XI52 I
\ I\
N I \
N o yov WAS
~ ~ -
~ - Notification frameworks
T ~a N - Apple APNS
T~ ~a o -Google C2DM

==
—
—_—
_— e o o o

30 © 2013 IBM Corporation
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lIB and Worklight to Microsoft .NET Service Enablement

= Creates a mobile-ready service around a Microsoft .NET application
» Generates a web service implementation which is deployed to |IB (Message Broker)
« Builds a Worklight integration adapter and a sample mobile application
 Inbound data from the mobile application is sent to Worklight as JSON/HTTP
» The adapter converts the JSON data into/from SOAP/HTTP for the .NET web service

Worklight Studio
i0S
SDK 2
2
in
Android
SDK %
Blackberry e -I
SDK g
(=]
Win Phone E
SDK
Mobile Applications
(JavaScriptHTML/CSS)
WebSphere Message Broker
Worklight to Microsoft. NET
request-response pattern instance
2
&
2
5 —>
<
% Web services
in (HTTP/SOAP)
G User-defined Application Assembly
Microsoft. NET Framework (CLR)

REST
(JSONHTTP)

Worklight Console =
e e ‘

© 2013 IBM Corporation




Integration of Mobile as a Service (MaaS) — with BlueMix

http://www.edbrill.com/ebrill/edbrill.nsf/dx/today-at-mobile-world-congress-and-pulse-ibm-has-announced-project-bluemix

Ed Brill

Enterprise mobile, collaboration, travel, Chicage, and more

Today at Mobile World Congress and Pulse, IBM has

announced "Codename: Bluemix"
February 24 2014

For
| « @ L0 ﬂ‘. mltﬂss W Tweet
il 5

g

00000

El Gefilit

Today is a busy day for IBM MobileFirst.

We started the day here in Barcelona at Mobile World Congress, a conference with 80,000 attendees from all
over the world. IBM's presence at Mobile World Congress (#IBMMWC) starts with a magnificent trade show
booth, continues with hundreds of meetings, accelerates with a 1/2 day mini-conference Tuesday afternoon.
and culminates with a keynote from CEO and Chairman Ginni Rometty on Wednesday evening.

I've heard all the stories about MWC, which is 2nd only to CeBIT in terms of size of a European technology
show. but being here is a whole different thing. The Fira Barcelona is almost a mile long, and the show
continues throughout every one of eight buildings. | logged nearly 20,000 FitBit steps yesterday without any
workout, or even really any sightseeing. There appear to be over 200 IBMers here, plus some recent
acquisitions like The Now Factory and MaaS360 by Fiberlink, and we have several speakers throughout the
week including Andrew Grill and those in our own 1/2 day conference - IBM GM Marie Wieck, IBM GM Rich
Esposito, IBM Global Business Services partner Kevin Custis, and Fiberlink CEO Jim Sheward.

Meanwhile half a world away. in Las Vegas, IBM is holding the annual Pulse conference, which has become

our premier cloud event. And foday at Pulse, we are announcing the public beta of Codename "Bluemix”, the

new IBM cloud developer platform. From the individual developer to the VP of apps, aBluemix is an ideal cloud

platform-as-a-service environment for building, deploying, and managing web and mobile apps. Both IBM and © 2013 IBM Corporation
our partners are delivering modular cloud services for fypical app use cases of today: integration, data
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In quick summary... BlueMix can...

Delivering a Composable Services development environment

N

Bollerplates

= IBM Certifed @ Community

Libarty for Jav... Ruby on Ralls Ruby Sinatra
Community Community

@@Q.@ﬁb@

BlUAccaleration  Cloud Imtegrat... DataCache BlastichC JazzHub DevOpa

C606LO00

JSONDB LogAnalysis MobileData MobileCuslity. .
cnmlml'ly cnmmllﬂy

0600000BO

postgreag] reds sQLDB Twslic
Community cnmmlliy Community 1BM Certified

DASHBOARD CATALDG Docs | ponzc@us. lbm.com -

Run Your Apps

The developer can chose any language
runtime or bring their own. Just upload
your code and go.

DevOps

Development, monitoring, deployment
and logging tools allow the developer to
run the entire application

APls and Services

A catalog of open source, IBM and third
party APIls services allow a developer to
stitch together an application in minutes.

Cloud Integration

Build hybrid environments. Connect to on-
premises systems of record plus other public
and private clouds. Expose your own APls
to your developers.

Built on IBM SoftLayer

Runs on top of IBM’s leading infrastructure
as a service.

© 2013 IBM Corporation
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Development for IBM Worklight on System z with
IBM Rational Developer for System z (RDz)

‘
—

IBM Worklight Studio with

e

Development

. !
|
E‘ ‘\‘_
L | e
< Business

WL
Adapters

Rational Developer for zEnterprise

Native App
with HTML,
JS, CSS

/ 4

WebSphere Application Server
with IBM Worklight Server

System z

(® Worklight

An IBM” company

o

= Built on Eclipse

= Common code base
across all mobile
platforms (with ability to
override at platform
level)

= Build, preview, and
deploy within the IDE

» Mobile simulator (for
unit test)

» End-to-end debug

» Integrate with third-
party SDKs (e.g.
Android Development
Tools)

Y

Mobile

© 2013 IBM Corporation



Studio- WYSIWYG Development Environment

File Edit Refactor

Run Navigate Search Project Page Window Help

il - B iaBl M @5id -0~ oF/ 2@ B9 @ B Hrilrmov A = (& JavaScript | & 7
&5 Project Explorer 2 = 5)([8 EGULhtmI 5 EGULcss | Bl EGULandroid.css | B EGULjs | = B[z Palette £3 =g
& | = >
8%~ = lEI||D]‘ o Device: Standard ~ | Skin: android ~ ||& HTML Tags ©
) MobileEnterprise = 2 Link
EA WL Server Library CICS CatalogManager, ®image
= JRE System Library [jre7) P
2 serverfjava Paragraph
=i JavaScript Resources : Browse Catalog > H1 Heading 1
(= adapters B2 Heading 2
(= EGUIAtomAdapter y I > H3 Heading 3
. nquire an Item
= InquireCatalogWrapper ! q B4 Heading 4
= InquireSingleW
@ nquiesingleWrapper 5 Heading 5
aceOrderWrapper = .
-1 Shopping Cart > Hs i
(= zServerosAtomAdapter = pping Heading 6
(= zServerosHATSAdapter ¥ Address
= apps 7 Block Quotation
& EGUI Pre preformatted
W andraid i= Bulleted List
(= common - )
= i= Ordered List
> (£ HTML Form Tags
(= images 9
& js 2 Dojo Data Widgets
[8 EGULAtmI 2 Dojo Mobile Widgets ©
B iphone 2 = Accordion
& legal g C i Audio
[E mobilewebapp <IDOCTYPE html> = Button
=7 application-descriptor.xml “»
build-dojo.properties g <!-- Licensed Materials - Property of IBM a8 Carousel
4 build-dojoxml 5725-G92 (C) Copyright IBl‘fI Corp. .2811, 2012. All Bigh?s Reserved. " Carouselltem
& FileA US. Government Useir's Restricted Rights - Use, duphcat.lon or & CheckBox
disclosure restricted by GSA ADP Schedule Contract with IBM Corp. --»
(= apps-backup [ container
& bin = <html> [IF ContentPane
=3 cor_nponents & <head> . . ‘0’ DataCarousel
(= dojo <meta charset="utf-8" />
& referencelib <meta name="viewport"” content="width=device-width, initial-scale=1.0, maximum-scale=1.8, minimum-scale=1.8, user-scalable=0" /> S EdgeToEdgeCategary
= server <title>BGUI</title> 5 EdgeToEdgeDatalist
La i X X <link rel="shortcut icon" href="images/favicon.png" /> = :
i MobileEnterpriseEGUIAndroid <link rel="apple-touch-icon" href="images/apple-touch-icon.png" /> _ FEEETEIE R LR
i <link rel="stylesheet"” href="css/reset.css" /> - E EdgeToEdgeStoreList
< (LI} K [I_:‘B(pandingTeg(tArea
< 11 + || Design |Source Split % Dojox Widgets
g 5% ek 3
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Mobile computing environment for z/VSE customers
Integrate, simplify, single interface, with Linux as central access point

z/VSE
Linux on Environment
System z
RN _— + CICS
 Worklight_> + TCP/IP
\__WAS _/ + VSAM
Windows) | 1 | ~ .+ COBOL
Linux ]
DB2
LU & —
a z/VM LPAR or z/VM
IFL Engine (s) Standard CP Engine (s)
IBM System z

36 © 2013 IBM Corporation



Implementation scenarios for System z
Mobile Application functional types

= Mobile Application with asynchronous remote access

A mobile application that does not have a reliable network connection but needs to interact with an
application server. The application should be functional regardless of network connectivity state.

Requirements:

— Security checks for Authentication before the access to Mobile Server

— The communication protocoll has to be asynchronous (i.e. MQ or MQTT)
— Local data have to be stored and cached in encrypted format

= Transactional Mobile Application

A mobile application that has a reliable network connection and interacts with an (transactional)
application server.

Requirements:

— Security checks/enforcement for Authentication before the Mobile Server

— Secured protocoll has to be used (i.e. HTTPs with JSON or transactional web services)
— Transactional integrity has to be ensured/enforced

= Standalone Mobile Application

A mobile application that does not require any network connection.
— Is out of scope for a System z implementation (?)

37 © 2013 IBM Corporation
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Worklight Modernizes the CICS Web Service Enabled App

Mobile Client

J

3270 Client

—

Worklight
Server

Linux on z

¥¢ No changes were
made to the original
CICS application

# Both mobile and 3270
are running
concurrently

CICS
Web

Service i)

VSAM File

© 2013 IBM Corporation
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Cloud and Mobile Computing

» Consolidated distributed server landscape
to Linux virtual servers running on IBM
zEnterprise

» Created multi-platform private cloud
optimized for all workloads

Nationwide
Insurance
( )  Nationwide Mohile

Nationwide Insurance - September 6, 2013
Finance

Add to Wishlist

Nationwide® ,

http://youtu.be/ZygaG7noaDE Q Nationwide’
4Cancel Get a Quote
My Accounts
Auto Insurance -
' Insurance ID Cards
Enter your zip code View My Agent

your bill, contact your agent, get an
auto policy quote or start the claims

39

process

m Nationwide® insurance Company

= |[f you're a Nationwide® customer,
Nationwide Mobile can help you pay

Accident Help

Claims
Retrieve Quote
-OR-

Call 1-866-238-1495
-OR-

& Auto Insurance Quote

Find a Local Agent About Us

Contact Us

© 2013 Nationwide Mutual

All rights reserved

View Full Site

https://play.google.com/store/apps/details ?2id=com.nationwide.mobile.android.nwmobile&hl=en

© 2013 IBM Corporation
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CICS Mobile - Youtube Video

Home screen

* Worklight allows you to construct
standard interface components
that work across all mobile
platforms

= Build powerful interfaces that
drive existing mainframe
applications written in C/C++,
COBOL, PLA, and Java

http://www.youtube.com/watch?v=jc7d104_gj0

40

GENAPP Home

Welcome to the General
Insurance Application

Flease use the tab bar al the botlom
of your screan to nensgate the
application to browse your policies
gel new policies and updale your
datails

Your account »

IBM CICS GenApp Mobile

An adventure with Johnny and Susan

CICS Mobile

CICS Hursley - &7 Videos 287 Aufrufe

m Abonnieren 123 s o

[ ] Info

|‘ Mag ich

Veroffentlicht am 23.04.2013
Learn about the new CICS TS features for maobile devices in this
video, made by CICS Mobile developers at the IBM Hursley
Software Development Laboratory.

Mehr anzeigen

© 2013 IBM Corporation
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University of Florida goes mobile

v&, ,,‘ - m,

F

UNIVERSITY of

FLORIDA

Enabling 50, 000 students 5 400 faculty members and staff
access to online features anytime, anywhere

Data provided to students real time IBM Solution
Mobile formatted information of class Accessing CICS with System z
schedules, textbooks, academic dates, information via smartphones

grades, emergency information and
campus map Up to 1M transactions/day

.....

41

™ 2013 IBM Corporation
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RCBC — Mobile Banking with zEnterprise

http://www.youtube.com/watch?v=_qgKzw-YegMY

Dennis Bancod

© 2013 IBM Corporation
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New redbook on the way !

“ Understand the business benefits of
“ Integrate IBM System z into your

Explore an integrated and

Draft Document for Review April 10, 2014 8:40 pm S5G24-8215-00

IBM System zin a
Mobile World

A Design Guide to Develop and Deploy Secure Mobile Applications

mobility
mobile strategy

secure mobile application

Wilhelm Mild
Peter Siddell
Frank van der Wal
Nigel Williams
Richard Young

ibm.com/redbooks Re d b o 0 ks

© 2013 IBM Corporation
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Mobile: understand IBM System z value

Business challenges
Mobile is about re-imagining your business around

constantly connected customers, partners and employees.

to sell products or retain customers.

Business solution & Benefits

Mobile solutions are pushing companies to rethink the
user experience, from the presentation of data to the
interaction.

The mobile engagement allows you to build new insight
into your customer’s behavior so that you can anticipate
their needs and gain a competitive advantage by offering
new services.

IT Challenges
Mobile has characteristics that causes to rethink or
redefine IT architectures and implementations.
 Unpredictable workloads that can vary any minute of
the day.

* Very high demanding customers that expects
24/7/365 to be serviced. With fast response times.

» The security of Mobile ranges from mobile Endpoint
security to prevent malicious attacks on back end
systems. And everything in between.

* Integrating mobile apps into existing application
landscape.

44

Linux on z

z/0S, z/VSE

' z/0S, z/VSE |

E HrneGap

3
&)

@ Worklight'
1

Authentication

Adapter Library

Infrastructure benefits

» Massive scalability in a single footprint, to handle the workload of
millions of devices and sensors

» Workload Management to provide a quick reaction to sharp spikes
in demand

» Hardware encryption speeds SSL applications

» System z may also have other roles in the overall security
architecture e.g security policy management, certificate and key
management

» Business Resiliency for critical mobile apps

= Integration of co-located existing Applications, Services and
Systems of Record

© 2013 IBM Corporation
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Summary — z/VSE is enabled for Mobile environments

= Mobile First — Mobile devices enable new business opportunities
— System z sub-systems as well as system management SW are being prepared for
mobile access

+ CICS for Mobile Extensions 60%

. Ratpnal Developer with Worklight Toolkit cffrge companies are making

° BUSlneSS Process Manager :h_9|r‘|’n:e.-’na\I!rw%—::f—ftzLsz-“‘ess
applications accessible to
workers on smart phones
and tablets.

= Mobile Support Server will become a business critical application

— System z RAS (Reliability-Availability-Serviceabiity) capabilites make business sense

—z/VVM Scalability, — management of huge spikes in concurrent
mobile access invocations

= Adapter & Integration flexibility for special z/VSE workload

= Security — end-to-end - will be a key differentiator bt Ul
— Worklight Server on System z Linux runs where the business .
data & transactions reside
— Leverage hipersocket, IEDN (Intra Ensemble Data Network) for
back-end system communication
— Crypto card for SSL off-load

45 © 2013 IBM Corporation
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IBM Systerns - Mainframe servers : Resources

Quick Reference mobile app

for IBM System z

http://www-03.ibm.com/systems/z/resources/mobileapp/

Mew Quick Reference for IBM System z mobile app

Access critical System z information — from the convenience of your Smartphone
WIS GEI GG MR The free Quick Reference for IBM System z mobile app, now available for Android,
BlackBerry and iPhone, provides quick and easy access to the latest Sysiem z

I BM product information, success stories, social networks, and z experts.

System z

Key features Download now

» Latest product highlights, descriptions, and The free Quick Reference for IEM System z mobile

specifications app is available in the following ways:
» Client success stories = Android users:
Download from Android Market (link resides outside
n Automatic content updates of ibm.com)
m Core product content available without connectivity = BlackBerry users:
» Access to relevant social networks, venues, and z Download (link resides outside of ibm.com)
experts = iPhone users:

s One-touch communication with 1EM Download (link resides outside of ibm.com)

m Links to more System z information on the Web

= Sign-up options for additional exciting updates via
e-mail or SMS

Contact IBM
& Email IBM

= Find a Business Partner

t. Call IBM: 1-B66-883-8901

Priority code: 10M1AS13W

Browse System z
B Hardware

| Software

Advantages
Community
Education

Literature

S Y

Migrate to System z

[

[

S e

Solufions

Operating systems

MNews

New o System z
Resources
Success Slories

Support & services
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Manage your Systems from your Mobile device
— HMC on System z, System p and Blades

IBM Mobile Systems Remote

The IBM Austin Research Lab has developed an iPhone and
Android application that lets you monitor and manage multiple
IBM® BladeCenters® along with their installed blades and
components, System x® rack mounted systems, or zEnterprise®
ensembles and CPCs.

Email: ibmremote@austin.ibm.com

==
|
P
B
B
Emm

© 2013 IBM Corporation



IBM Redbooks

IBEM INDIA PVT -
Biicher & Nachschlagewerke
|ﬂ Zur Wunschliste hinzufiigen
& & & 217 g+1 +48 Auf Google empfehlen

=
L Connect with =5
&

3. Gaogier Find IBM Redbooks

rl': Linkedin ‘—) e

My favorites

YouTube

| Visit us o the web

28 Connect with us
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Free DeveloperWorks developer
Download

Technical topics Evaluation software Cor

developerWorks = Technical topics = Mobile development >

IBM Workllght

Advanced mobile development platform

Qverview Get started Try it on the cloud Learm more Connect

Welcome, mobile app developers

DOWNLOAD WORKLIGHT

Worklight helps you build, test, and deploy
native, HTMLS, and hybrid mobile apps for a

Android, iOS, BlackBerry, and Windows Phone Mokbille Test Workbench
devices. The free Worklight Developer

Edition gives you tools and an app server—in

an easy-to-install Eclipse plugin.

Download
Worklight Developer Edition
51

New in V6.0: The Mobile Test Workbench for
Worklight automates the functional testing of
apps built with Warklight.

GET STARTED

et step-by-step guidance on how to set up Get started
and start using Worklight in our series of Tutorials, exercises, sample code

self-paced modules, exercises,
and code samples.

http://www.ibm.com/developerworks/mobile/worklight/

49 © 2013 IBM Corporation
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THE CLIPPER GROUP

Navigating Information Technology Horizons™

Published Since 1993 Report #TCG2013008LI April 23,2013

Enabling Your Mainframe Data on Mobile Devices
Analyst: Mike Kahn

Introduction

Whether you drive a four-wheel drive pickup truck, an all-wheel drive SUV, a seven-passenger
minivan, or a two-seater sports car, you have chosen your vehicle to meet a specific set of needs that you
may have prioritized and for which compromises may have been made. In fact, you may have more than
one vehicle — say an SUV and a sports car — because you want to have the right vehicle for your very dif-
ferent needs (or seasons). The same is true for the computers and storage on which your business relies.
You probably have multiple tiers of servers and storage, conveniently arranged to meet your IT require-
ments, some mission-critical, some business-critical, and some less critical.

If your enterprise has a mainframe (or several), the reasons primarily tend to ensure that your enter-
prise’s most critical transaction processing, information management, and data analyses get done with a
very high-degree of reliability, data protection, and performance — especially at high volumes. These days,
mainframes are the workhorse that delivers what other architectures only can hope to achieve — exception-
ally high qualities of service, reliability, and integrity for very high volumes of business transactions and

5 . . . . iy .
data management. While we could debate this pomnt forever, if you have critical work being done on a
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Connect with IBM System z on social media!

Subscribe to the new /51 Mainframe Weekly digital newsletter to get the latest

updates on the IBM Mainframe!
facebook

B Lol XING X
IBM System z **

IBM System z Events IBM Master the Mainframe Contest
Mainframe Experts Network IBM Destination z
SHARE E L 1 — SHARE Inc.

twitterd Blogs

Linked[}]-

System z Advocates **
IBM Mainframe- Unofficial Group

IBM System z **
IBM System z Events

Destination z
SHARE

System z SMEs and Executives:
Deon Newman - @deonnewm
Steven Dickens - @StevenDickens3

IBM Mainframe Insights **
Millennial Mainframer
#MainframeDebate blog
SHARE blog

IBM Destination z

o\

Michael Desens - @MikeDesens
Patrick Toole - @Pat Toole |l
Kelly Ryan - @KellykmRyan
Richard Gamblin - @RichGx

You([T) tumblr

IBM System z ** IBM Mainframe50

Destination z

Include the hashtag #mainframe in your social media activity and #mainframe50 in 50t
anniversary activity

© 2013 IBM Corporation
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IBM MobileFixs

Mobile is transformi

The Ottawa Hosplta”

See the case study

Mobile enterprise Why IBEM

View case studies by:

All business needs

Air Canada

New mobile travel services cut
processing transactions 80 percent

Q Watch the video

Case studies

1m:lutla:m'sr

1k

or All industries

American National
Insurance

Saving time in the field with rapid,
highly secure access to data from
mobile devices

I Read the case study (562 KE

Cincom Systems

Proiecting 2 20 percent reduction in

l'l |'||| it
""'.1||| ||||||||| |
' ||||

/A‘

Downloads I Developers

News & events

ik

Avea

Cutting deployment problems almost
30 percent and reducing deployment
time for middleware services from four
hours to ten minutes

Read the case study (659 KE

CenterBeam

Delivering 98 percent policy

H "'IIIHIH I
I

http://www.ibm.com/mobilefirst/us/en/see-it-in-action/

© 2013 IBM Corporation
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Additional information in Mobile Redbooks

53

Transform Your Organization into a Mobile Enterprise with IBM Worklight,
Solution Guide, published 9 October 2013

Extending Your Business to Mobile Devices with IBM Worklight, SG24-8117-00
Redbooks, published 12 August 2013

IBM MobileFirst Strateqy Software Approach, SG24-8191-00
Draft Redbooks, 5 December 2013

System z in a Mobile World, REDP-5088-00,
Point-of-View, 24 January 2014

IBM System z in a Mobile World, Solution Guide,
published 21 February 2014

Implementing IBM CICS JSON Web Services for Mobile Applications, TIPS1066
Solution Guide, 9 September 2013

Securing Your Mobile Business with IBM Worklight, SG24-8179-00,
7 October 2013

fﬁrablinq 1II/lobiIe Apps with IBM Worklight Application Center, REDP-5005-00
une 2013

Responsive Mobile User Experience Using MQTT and IBM MessageSight, SG24-8183-00
Draft Redbooks, last update 18 December 2013

Mobilizing Employees with IBM Notes Traveler, Solution Guide,
published 19 February 2013
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Thank Youl!

Wilhelm Mild

IBM Executive IT Architect
Integration Architectures for
Mobile System z and Linux

e )pen Grour
Master
™ Certified IT Architect

IBM Deutschland Research
& Development GmbH
Schénaicher Strasse 220
71032 Béblingen, Germany

Office: +49 (0)7031-16-3796
wilhelm.mild@de.ibm.com

© 2013 IBM Corporation
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Additional Info

= System z — Meeting the Mobile Challenge:
http://www-01.ibm.com/software/os/systemz/mobility/

= InfoCenter IBM Worklight:
http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm5/index.isp?topic=%2Fcom.ibm.help.doc%2

Fwl home.html

= University of Florida — Helping students with mobile app based on CICS: hitp://www-
01.ibm.com/software/success/cssdb.nsf/CS/CPAR-
8Z8N47?0penDocument&Site=default&cty=en us&lc&lc

IBM Software * IBM Software for System z *

Meeting the mobile
challenge

IBM Software for System z delivers the
security, systems connectivity, and
development capabilities to meet tough

enterprise mobile requirements

55 55 © 2013 IBM Corporation
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Trademarks

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries.

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines Corp., registered in many jurisdictions worldwide. Other product and service
names might be trademarks of IBM or other companies. A current list of IBM trademarks is available on the Web at “ " at

The following are trademarks or registered trademarks of other companies.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel
Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

Windows Server and the Windows logo are trademarks of the Microsoft group of countries.

ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIXis a registered trademark of The Open Group in the United States and other countries.

Java and all Java based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

* Other product and service names might be trademarks of IBM or other companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any
user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the
workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have
achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to
change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the
performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.

This information provides only general descriptions of the types and portions of workloads that are eligible for execution on Specialty Engines (e.g., zlIPs, zZAAPs, and IFLs) ("SEs"). IBM
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for IBM
Machines” provided at www.ibm.com/systems/support/machine_warranties/machine_code/aut.html (“AUT”). No other workload processing is authorized for execution on an SE. IBM offers

SE at a lower price than General Processors/Central Processors because customers are authorized to use SEs only to process certain types and/or amounts of workloads as specified by IBM
in the AUT.

© 2013 IBM Corporation
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Legal Disclaimer

© IBM Corporation 2013. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained
in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are
subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing
contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and
conditions of the applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or
capabilities referenced in this presentation may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to
future product or feature availability in any way. Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by you
will result in any specific sales, revenue growth or other results.

If the text contains performance statistics or references to benchmarks, insert the following language; otherwise delete:

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.

If the text includes any customer examples, please confirm we have prior written approval from such customer and insert the following language; otherwise delete:

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs
and performance characteristics may vary by customer.

Please review text for proper trademark attribution of IBM products. At first use, each product name must be the full name and include appropriate trademark symbols (e.g., IBM
Lotus® Sametime® Unyte™). Subsequent references can drop “IBM” but should include the proper branding (e.g., Lotus Sametime Gateway, or WebSphere Application Server).
Please refer to for guidance on which trademarks require the ® or ™ symbol. Do not use abbreviations for IBM product names in your
presentation. All product names must be used as adjectives rather than nouns. Please list all of the trademarks that you use in your presentation as follows; delete any not included in
your presentation. IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International
Business Machines Corporation in the United States, other countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

If you reference Adobe® in the text, please mark the first use and include the following; otherwise delete:

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.
If you reference Java™ in the text, please mark the first use and include the following; otherwise delete:

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

If you reference Microsoft® and/or Windows® in the text, please mark the first use and include the following, as applicable; otherwise delete:

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

If you reference Intel® and/or any of the following Intel products in the text, please mark the first use and include those that you use as follows; otherwise delete:

Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and
other countries.

If you reference UNIX® in the text, please mark the first use and include the following; otherwise delete:

UNIX is a registered trademark of The Open Group in the United States and other countries.

If you reference Linux® in your presentation, please mark the first use and include the following; otherwise delete:

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. Other company, product, or service names may be trademarks or service marks of
others.

If the text/graphics include screenshots, no actual IBM employee names may be used (even your own), if your screenshots include fictitious company names (e.g., Renovations, Zeta
Bank, Acme) please update and insert the following; otherwise delete: All references to [insert fictitious company name] refer to a fictitious company and are used for illustration
purposes only.
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