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Security requirements

8

Security requirements are increasing in today's world

— Data security

— Data integrity .
— Keep long-term data audit-save ~
The number of attacks increase daily :
— Industrial spying -
— Security exploits, Denial-of-Service attacks -

— Spam, Phishing, ...

Not paying attention to security requirements can be
very expensive

— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems
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Q&A: Child benefit records lost

How worried should people be by the loss of discs
containing child benefit recipients’ personal details?

What has happened?

HM Revenue and Customs has lost computer discs containing
the entire child benefit records, including the personal details
of 25 million people - covering 7.25 million families overall. The
two discs contain the names, addresses, dates of birth and
bank account details of people who received child benefit.
They also include National Insurance numbers.

How were the discs lost?

They were sent via internal mail from HMRC in Washington, in
the Morth East of England, to the National Audit Office in
London on 18 October, by a junior official, and never arrived.
That broke data protection laws and is the reason Revenue
and Customs chairman Paul Gray resigned.

BENEFIT RECORDS LOST

Queries answered
BEBC per=onal finance
reporter Jennifer
Clarke answers your
questions on the crizis

KEY STORIES
F Siw more data disce 'are missing’

¥ Diec search mowves to courier firm
¥ Private data 'also given to firm’

¥ E-mails reveal data warning

r Government challenges claims

v Cameron calls for ID cards halt

¥ Threat of fraud 'lcoms for yvears'

¥ Brown orders data spot checks

¥ Brown apologises for records |loss
F UE's families put on fraud alert

r Government letter: full text

CHWETCH
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@] 'Profound regret’
§l How Brown dealt with
data crisiz in weekly
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Also in the news 10,0 Minister Gordon Brown told MPs: "I profoundly regret

and apologise for the inconvenience and worries that have
been caused to millions of families who receirve child benefits.

Wideo and Audio

B Yaiiy San When mistakes happen in enforcing procedures, we have a FEATURES AND BEACKCROUND
In Pictures GULY to do everything we can to protect the public.” He » Q&A: Child benefit records |ost
ek Bl i denied the data was lost because of "systemic" failures at the *Taking cover from ID theft
- ,FTR e HMRC saying it had been due to procedures not being * Point-by-peint: Darling statement
PGSl REEo followed. He ordered security checks on all government * The dealers in data
RELATED BECSITEs departments to ensure data is properly protected. » Life inside the beleaguered HMRC
+ Timeline: Benefits records loss
SPORT  what is being done to find the discs? *» Revenue's previous data failings
WEATHER
ON THIS DAY The Metropolitan Police, National Audit Office, Revenue and LWL EIIR S
. : . »¥our reaction to lost records
EDITORS BLOG Customs staff and courier firm TNT have all been searching for iy
i v 'Our data was put at risk
the discs.
WATCH/LISTEN
How worried should people be? Brown's apology

[ waten] Alistair Darling
The details on the lost discs would be sought after by

fraudsters. Mr Darling says the information was password RELATED INTERNET LINKS

protected, but that was not good enough. He said there was *HMRC

no suggestion that anything untoward had happened as a * Treasury committee

result of the discs' loss to date. Experts say such data should The BEC is not responsible for the

normally be sent in encrypted form. we— content of external internet sites

TOP UK POLITICS STORIES

F Analvsis: How worried should we he? s : d b o ;I
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Security In a heterogeneous environment
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Secure Socket Layer
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Secure Socket Layer (SSL)
Hardware Crypto

New: Encryption Facility
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What can cryptography do for you?

§ 2 main areas

— Encryption of data transmitted over TCP/IP connections

« SSL, HTTPS
 SecureFTP

— Encryption of data stored on disk or tape

« Encryption of backups or archives

« Exchange of encrypted and/or signed data with customers or
business partners

« TS1120 Encrypting Tape Drive
« Encryption Facility for z/VSE

© 2009 IBM Corporation
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Why Cryptography ?

§ Keeping secrets
— Alice wants to send Bob confidential information,

— Charly should not be able to read it.

§ Proving identity

— Bob receives a message from Alice. How he can be sure that it
IS really from Alice?

§ Verifying information

— Bob receives a message from Alice. How he can be sure that
the content has not been modified?

© 2009 IBM Corporation
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Keeping Secrets

Alice encrypts the message with a secret code that
only she and Bob knows

© 2009 IBM Corporation
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Verifying Information

Alice generatesa "hash" fromthe
message using a secret code and attaches Bob

It to the message. Bob aso generates the hash
from the recalved message and comparesit.

© 2009 IBM Corporation
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Proving ldentity

D' Charly

Alice

Alice"sgns' the message by attaching a secret phrase
that only she and Bob knows

© 2009 IBM Corporation
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Secret Key Cryptography (symmetric)

§ Both parties know the same secret code (key)

§ The key must be kept secret

§ Encryption algorithm = mathematical
transformation of the data with the key

— DES Data Encryption standard
— 3DES Triple strength DES
— AESAdvanced Encryption Standard

§ Typical key length: 40, 56, 128 or 256 bit

&

© 2009 IBM Corporation
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Secret Key Cryptography - continued
Alice Bob

o~

Alice encrypts the message with the secret key and sends
It to Bob. Bob decrypts the message with the secret key.

,‘_J;VEE © 2009 IBM Corporation
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Public Key Cryptography (asymmetric)

§ One "public key" and one "private key*
§ "Private key" is kept secret (private)

§ "Public key" is published

§ Asymmetric cryptography is based on mathematical
problems, that are much easier to create than to solve

— RSA Rivest Shamir Adleman
— DSA Digital Signature Algorithm
— DHE Diffie Hellman Algorithm

§ Typical key length: 512, 1024 or 2048 bit

© 2009 IBM Corporation
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Public Key Cryptography - Encrypting
Alice Bob
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Bob's public key Bob's private key

Alice encrypts the message using Bobs public key and sends
It to Bob. Bob decryptsit usng his private key.

Snce only Bob knows his private key, only he can read
the message.

© 2009 IBM Corporation
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Public Key Cryptography - Signing
Alice Baob
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Alices private key Alice's public key

Alice encrypts the message using her private key and sends
It to Bob. Bob decrypts it using Alice's public key.

The message is"signed” by Alicesince it can only be
decrypted using her public key.

[ e an 4
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Combined Symmetric and Asymmetric Cryptography

Asymmetric cryptography is very CPU-time consuming

§ Use asymmetric cryptography only for secret key
exchange

§ Data encryption uses symmetric cryptography

§ Secret key Is generated by random

§ SSL also uses this mechanism

© 2009 IBM Corporation




IBM System z - WAVV 2009

Combined Symmetric and Asymmetric Cryptography
Alice Bob

hY
-

Bob's public key

Bob's private key

C%
secret key
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Key Management

= Key exchange is not trivial:
» Is the public key really from the right person?

)

Alice |

Bob publishes his
public key, but Charly intercepts
this and instead sends his public key to Alice.

© 2009 IBM Corporation
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Key Management

§ Key Management is not trivial
— Key must often be kept secure for a very long time

— You must be able to associate the encrypted data with the
corresponding key(s)

— Encrypted data and the corresponding key(s) must be strictly

separated
§ Keyman/VSE e
— Creation of RSA keys and o5 omeal w=mc]
digital certificates 5 L o Jueah] e st ]t
zIVSE Development CA& ROOT 1024 Foak - Yes
. Upload O-I: keys and [Ed YSE Server Certificate 1024 User - Yes
certificates to VSE | W VR e

— Creation of PKCS#12 keyring
files (use with Java-based
connector or import into a Web browser)

— Download from VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

,‘J;IFSE © 2009 IBM Corporation
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Certificates

§ A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

§ The issuer "signs" the certificate by
encrypting a hash of the certificate
content with his private key

§ Everyone can check the sign by decrypting
It with the issuers public key

:ffﬁt:
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Certificate Authorities

§ A certificate is issued by a certificate authority (CA)

§ If auser trusts the certificate authority, he can trust the
certificates issued by this CA

§ CAs identify itself with a "self signed certificate":

— The public key in the certificate is also the public key used to
decrypt the signature

— Subject and issuer are the same

§ Itis possible to build certificate hierarchies

§ Certificate revocation lists are used to mark certificates that
have been issued by error

© 2009 IBM Corporation
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SSL (Secure Socket Layer)

§ SSL provides a communication channel with message
integrity, authentication, and confidentiality

§ SSL is awidely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet

§ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for session initiating
— Uses symmetric cryptography for data encryption

§ As the name implies, SSL is a layer on top of TCP

HTTP App
HTTP App SSL
TCP TCP
P P

© 2009 IBM Corporation
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SSL Protocol

§ The SSL protocol defines a set of messages

Client Server
ClientHdlo
ServerHelo =
= ServerKeyExchange sarvers public key
= ServerHelloDone or certificate
= ClientKeyExchange clients session key
ChangeCipherSpec > | encrypted with servers
E e » | publickey
ChangeCipherSpec - negoiation of options
- Finished (agorithms)
-

© 2009 IBM Corporation
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Cipher Suites

§ Cipher suites defines the algorithms used:
— For key exchange
— For encryption
— For hash algorithm

SSL RSA WITH DES CBC SHA

| I

Hash algorithm
Key exchange Encryption

© 2009 IBM Corporation
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Session Caching

"SSL Session” means
— Secret key used for data encryption
— Negotiated algorithms

Establishing a SSL Session is a complex and time
consuming mechanism

Session caching allows to reuse previously negotiated
SSL parameters

No need of repeating the negotiations or
authentications

— The same symmetric key is used

§ The connection becomes more unsecured
§ A SSL Session time-out defines how long a session is

kept alive

© 2009 IBM Corporation
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SSL for VSE

§ SSL for VSE is part of the TCP/IP for VSE base
— Enabled with the Application Pak
— Integrated into TCP/IP for VSE

§ Supports SSL 3.0and TLS 1.0
— Key exchange: RSA
— Data Encryption: DES and Triple DES, AES
— Hash algorithm: MD5, SHA
— Supports X.509v3 PKI Certificates

§ SSL daemon implementation for HTTPS, Telnet
§ SSL API compatible with the OS/390 SSL API
§ Uses Hardware Crypto acceleration if available

© 2009 IBM Corporation
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SSL Daemon (SSLD)

§ Define a SSL daemon for each TCP port that you want to

secure:

DEFI NE TLSD, | D=MYSSLD,
PORT=443,
HTTPS port
PASSPORT=443,

Cl PHER=0A096208,
CERTLI B=CRYPTOQ,
CERTSUB=KEYRI NG,
CERTVEM=MYKEY,
TYPE=1,

M NVERS=0300,
DRI VER=SSLD

CI her suites

rarg nane

sub | i brary nane
menber nane

server application
SSL 3.0

Driver phase nane

© 2009 IBM Corporation
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Secure Socket Layer API

§ Compatible to OS/390 SSL API

& Functions available for
— Session initiating
— Sending/receiving data
— Ending a session

§ SSL APl is based on Socket API
§ SSL API can be called from

— LE-C programs

— Assembler programs

© 2009 IBM Corporation
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Secure Socket Layer - Concepts

§ When using SSL, you need to have a set of certificates and
keys

— A Public/Private key pair

— Root Certificate

» Certificate of a Certificate Authority (CA) that has issued the other
certificates

— Your own certificate

A certificate that was issued to you by a certificate authority
— Partner Certificate(s)

 Certificate(s) of your communication partners

§ When you do HTTPS with your browser usually already
contains these keys and certificates

© 2009 IBM Corporation
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Secure Socket Layer - Concepts

§ For production purposes, certificates are usually issued by a
well known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign
— Usually this cost money

§ For in-house use (Intranet), you can have your own
Company-wide Certificate Authority

— Certificates are trusted inside your company, but not outside

§ For test purposes you can use self-signed Certificates (you
are your own Certificate Authority)

— Nobody trusts these Certificates (except you)

© 2009 IBM Corporation
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Secure Socket Layer - Setup

§ To setup all required keys and certificates, it is

recommended to use the Tool Keyman/VSE

— Download from VSE Homepage

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

File Options Actions  Help

Keyman,¥SE - D:' ¥seconhsamplesiKeyRing

o

oy

Supports creation of keys
=B b|/mE

al e[mla] _

and CA-signed or self-signed
Cettificate Ikem

Lengthl Type I WSE LIserI Walid I

Certificates for use with SSL =~ L=

B8 z/VSE Developrient Ca ROOT
3 WSE Server Certificate

1024 Yes
1024 Yes
1024 Yes

User b
Roak b
User g

|. YSEFRAME © vs...

Online documentation

contains ‘How to’ sections

with step by step descriptions
for creating keys and certificates

© 2009 IBM Corporation
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Setup a self signed certificate

§ Steps for creating a self-signed certificate:
Create an RSA key pair

Create a self-signed root certificate

Create a VSE server certificate

Sign the request with your root certificate
Make your VSE host ready for uploading
Upload the key to VSE

Upload the root certificate to VSE

Upload the server certificate to VSE

© 00 NOoO Ok WDdNPRE

Save your local keyring file

§ Use Wizard Dialog “Create self-signed keyring”

© 2009 IBM Corporation
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Setup a self signed certificate - Wizard

ﬁ?‘g Keyman,;¥5E - D:vkeyman' Keyring.pi= 2 [ [
File Options Actions Help

 pimeal =]

Cetificate tem

5."_?;- ¥SE Host Properties 5."_?;- Local Keyring File Properties G ] x|
WSE Mame I‘»-"SEEI*I Marne O wkeymani'SEDT _selfsigned pfx
IF Adddress |E|.1 928257 Browese. ..
Port IEEEEIS Keyring File Password I*fﬁ"f””fff
WSE User I.JSCH Retype password I*******
VEE Password [rrmans R Encryption of public tems |3DES (168 bits) =]
YSE Job Class I.-E'«_ Ercryption of private tems |3DES (168 bit=) =]
WSE Crypto Library ICRYF‘TO . IHEYF{ING Pazsword protection IZEIIIII:I 1 ...2000
Cert. Member Mame IJSCHDE
WSE TCPAP Library IPRD1 _ IB.&SE This keyring file can be directly used on the client side by the
WEE Connector Client. Ta use it with CWS yau must import it
it your Yeh Broweser,
Maybe it's a good idea to open a YSE console nowe. .
Cancel | == Back | Mewxt == % Help | Cancel | == Back | Mewxt == [g Help |

© 2009 IBM Corporation
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Setup a self signed certificate - Wizard

5."_?;- Generate RSA Key Pair x| 5."_?;- Personal Information for ¥YSE ROOT Certificate x|
Generats hew RSA key palr with strangth Commar narme I‘-.-"SEJESA ROOT Cedificate
Organizational unit IDeveImeer‘rt
1024 bits -]
Organization IIEHI'-.-1 GEF ANy
Available cipher suites with thiz key length: CityiLocation IBneinngen
09: REA1024_DESCEC_SHA  (356-hit DES) SteteProvince INI.E.
0&: REA1024_SDESCEC_SHA  (165-hit Triple-DES)
B2 RSA1024_EXPORT_DESCEC_SHA  (56-bit DES) Courtry e Joermany (OE) r
e-triail Ivseesa@de.ibm.mm
Expires |2004-3-11 1 year -]
This key will be your %=E private key and stored in your WsE
crypta library as PRWH member. Further keys with the same This cerificate will be cataloged on W3E as ROOT member in
strength will be created for your client and server cedificates. the “SE keyring library.
Make sure the W5SE Connector Server is started non-S5L1 Mewy 1024-kit Key generated, elapsed time: 2 secondi=).
Cancel == Back Help | Cancel == Back | Mext == l}l
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Setup a self signed certificate - Wizard

{ Personal Information for ¥SE Server Certificate . H| {% Personal Information for ¥SE Client Certificate |
Camiman name I‘-.-“SE Server Cedificate Camiman name I‘-.-"SEJESA Client Certificate
Organizational unit IDeveImeer‘rt Organizational unit I‘r‘n:uur COMmpany
Organization I“r’u:uur organization Organization I“r’u:uur organization
CityiLocation I‘r‘u:uur citylocation CityiLocation I‘r‘u:uur location
StateProvince I‘fl:uur statefprovince StateProvince I‘fl:uur statefprovince
Courntry IDE IGermany [DE) LI Courntry IDE IGermany [DE) LI
e-triail Iinfn@yaur.mmpany.mm e-triail Ivseclient@'fc'ur.campany.mm
Expires |2004-3-11 1 year -] Expires |2004-3-11 1 year -]

Map to “SE Lser SYSA| [Cptional)
Thiz certificate will be cataloged on Y3E as .CERT mermber in
the “SE keyring library.
My 1024-kit ROOT ceHificate generated. Mewy 1024-kit setver cedificate generated.
Cancel == Back | Mext == %J Cancel | == Back | Mext == [g Help |
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Setup a self signed certificate - Wizard

5."_?;- Create Client/Server Keyring x| 5."_?;- Create Client/Server Keyring - x|
Fallowying actions will be performed: Followying actions will be performed:
Catalog private key on W5E as TESTO1 PRWE \ Catalog private key on WSE as TESTO1 PRWE
Catalog ROOT cert on WSE az TESTO1 ROOT \._I Catalog ROOT cert on WSE az TESTO1 ROOT
Catalog zerver cert on %SE as TESTOM .CERT \,_I Catalog zerver cert on %SE as TESTOM .CERT
Zave ROOT and client cert in Onwkeymans'SEODT _=elfsig. .. W Save ROOT and client cert in O wkeymamhSEDT _selfsin. .
Catalog client cert on %SE as 554 CCERT L[g:atalng client cert on “SE as SYS4 CCERT
pdate the client certificate mapping via BSSDCERT \_I pdate the client certificate mapping via BSSDCERT
%SE Host: %SEDM £9.152 9257 “SE Host: %SEDM £9.152 9257
Kewring Likrary: CEYPTO KEYRING Kewring Likrary: CEYPTO KEYRING
My 1024-kit client cerificate generated. Click on the marked buttons to viessy job output.
Cancel == Back | Finizh [}J Cance == Back | Close |
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Setup a self signed certificate - Wizard

Keyman,/¥5E - D:\ingoskey.plx

File ©Options Actions Help
@B bm@al wmcl | |
Certificate Ikem Length

Tk 1024-bit RS Key Pair

- ru:u:ntn:ert WSE ROOT Certificate 1024 RO T

] wsecert WSE Server Certificate 1024 ser

[ clientcert WSE Client Certificate 1024 Client
4 | i

| Ml WSEFRANZ : vsefranz

© 2009 IBM Corporation
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Setup a CA signed certificate

8

8

Steps for creating a CA signed certificate:
Create an RSA key pair
Create a certificate request
Copy request to clipboard
Go to the CA's web site (e.g. Thawte, VeriSign)
Request the server certificate on the CA’s web site
Import signed server cert into Keyman/VSE
Get the CA's public root certificate
Make your VSE host ready for uploading
Upload the key to VSE

10. Upload the root certificate to VSE

11. Upload the server certificate to VSE

12. Save your local keyring file

© 00 N Ok wwDhRE

Use Wizard Dialog “Create CA signed keyring”
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Setup a CA signed certificate - Wizard

=10 x|

h.|-|EI| |

zhigth

| Create CA-signed kevring |

5."_?;- ¥SE Host Properties i ] x| 5."_?;- Local Keyring File Properties i 1 X]

WSE Mame I‘»-"SEEI*I Marne O wkeymani'SEDT _selfsigned pfx

IF Adddress |E|.1 928257 Browese. ..
Port IEEEEIS Keyring File Password I*fﬁ"f””fff

WSE User I.JSCH Retype password I*******

VEE Password [rrmans R Encryption of public tems |3DES (168 bits) =]
YSE Job Class I.-E'«_ Ercryption of private tems |3DES (168 bit=) =]
WSE Crypto Library ICRYF‘TO . IHEYF{ING Pazsword protection IZEIIIII:I 1 ...2000

Cert. Member Mame IJSCHDE

WSE TCPAP Library IPRD1 _ IB.&SE This keyring file can be directly used on the client side by the

WEE Connector Client. Ta use it with CWS yau must import it

it your Yeh Broweser,

Maybe it's a good idea to open a YSE console nowe. .

Cancel | == Back | Mt ::% Help | Cancel | == Back | Mt bb[g Help |
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Setup a CA signed certificate - Wizard

5."_?;- Generate R54 Key Pair x|

5."_?;- Personal Information for ¥SE Server Cerk x|

Generste new RS I{E':." pair’ itk Streng'th: Common name Il"."ISE Server Cetificate
Crganizational unit Develapmerit
1024 bits -] . Ik
Organization I“r’u:uur organization
Available cipher suites with thiz key length: CityLocation I‘r‘u:uur cityMocation
09: RSA1024_DESCEC_SHA  (56-hit DES)
o StateProvince I‘fl:uur statefrovince
04 REA1024_3DESCEC_SHA  (165-hit Triple-DES)
52 : RSA1024_EXPORT_DESCEC_SHL  (56-bit DES) Courtry |DE |Germanuf (DE] ;l
e-triail Iinfn@yaur.mmpany.mm
Expires IEIIII:I4-3-5 1 wear LI
This key will be your %=E private key and stored in your WsE
crypto library as PRYK member. Further keys with the same This certificate will be cataloged on VSE as .CERT member in

strength will be created for your client and server cedificates. the %SE keyring library.

Make sure the WY5E Connector Server is statted non-S5L Meswy 1024-hit Key generated, elapsed time: 2 seconds.

Help | Cancel == Back | Mt bbﬂ

Cancel == Back
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Setup a CA signed certificate - Wizard

5."_?;- Request ¥SE Server Certificate from a CA . x| 3.

iee Get ¥WSE Server Certificate from CA ] x|

MIICAJCCAWNsCAQAwgcEXJDATBykohlki GAwOECJEWFI 1L
LulwbTE LMAk GAITEERMCRE U HD AaBgVEAGTE L 1wdxI
GzAZEGNVEBACTELlwvdIgV210e59sh2NhdGlvhjEaME gl
bl 6V Epbh 2 2 FDASEGNVELASTCOR] duV b 3B tZWS0MEST
dnWyIEN]1cnPpZnl J¥VXBEIMIGEMAOGC 5G5S Ih 3D JEBAQTT
e 0 AV Sdy 3T P 7T 3wk rullIE19D6E Lhe ssthy teM,

o fMU250TLr e t020exoTinbasbn2d PvE0aHL 1Y0AT Gy Copy and Paste tf‘e
ANGBErisfex IREATSIH3k LU0 EvaePPLY/ /uTpanar— || Fequestinto a CA's
EQADGYEARNWZENENE SPvET71§ rowi ZanD 4« 2HIyEG+ web site and let

13 0anEuR+yHz LKUEF3ZpR1KE Tvaz ql cdagxEncvayyD1: » ||| them sign the

N | _*|_I request.

You can paste the

EOD ) T (& BT (M= 6 SIS SEAE (IR generated certificate Paste the tesd form of the obtained certificate into the

uzing this certificate reguest.

into the text area on shove text area. This cerificate will be used as WSE server
. . . : : A )
This tead = now in the eliphoard Lhe foIIowmg dlalog cetificate and will be cataloged as CERT member,
OX.

Mewy 1024-kit setver cedificate request generated.

Mewy 1024-kit setver cedificate request generated.

Cancel == Back | hext == l}l Cancel << Back | .

,‘J;IFSE © 2009 IBM Corporation



IBM System z - WAVV 2009

Setup a CA signed certificate - Wizard

=17

S T O et T S R L e O = - Yhs oww Bodukch e veplla HdL
E T v ey | *tbﬂ.‘nll.lll j - @ B?- - ;;".'_i:'_ - 1%_ l::.t |5. T el e e ) J-\...'uﬂ oS ::-'r'; - @

. Concerned About Site Security?
Try Our FREE Trial 551 Server
Certifleatel

Learn how you can: . .
m Harn iz your certificats:

# Fusagpl welus o s wes
* ECOUNE CIMPIRGD IR
# Fraalas i

Xl
ZCEIE IRTICILAIT
HLLES AL R By A B A S L TR S

e s e vk praeeer |\ A PR GNVEACTE 1 v dX o210 595bZNhAGLvb JEAME gL 2]

Testulrfye i £< B e w e et e B e Thl_‘llgp_IE:‘Ll:ll.n.p_u_ o LEWT 2 gTWEA_TD-

s e (i ] 6 RphZ A FDASE g VELSTCORL dnWsbh 3B tETS0ME. T

Iy bl M Ak T g - o

How! R 3. }[ oot e gt | TEAPHIR KL T Bk LE-CELPU
B s L e et ot | et heh s o duVIENL cnRpZnl § YXR1IMI GEMANGC S 0G5S Ih 30 QEBAQU
Flemse compilete1 TTAZD H'.".DMI""]_II'_ —qiElle H'b..!lhx_: i D Ly q
261 5-;|uh| l.-.-ll.liﬁ B Gtep 3 - Cartificats Sigring Faquast Sl Aokl s geea e el 2o (B0 AV nEdy I P I ScgwkrullIELI9DEE LhessxthyteH,
IH tn =il waen IR H_CEREE ¢ THELAT AL S g TE DOODAD : :
- I R - - e by i oeke . todssEzlt oron Lot o | MRS ETES0TLEesC020exoTinDabn 2 JPwEQaH] 104 Gy
Firs Hame lazze c oz ac cgste aou Deitif ora Signrg Tagoestim ey Eﬂrr-:'--xhl"--};n'r'- e LT i atl” Tt :
Lzt Mamae lerc s dia ol shawld leck 1, Ly .;:_ [ T e N bl S e TR T EI'II:‘[Ef rilzfex IRt TSJHIEL1TO ]ETJE qe PPLHJ"’ HWIDADM
o (PR =t E A LR e e e |[FOULEQEFEQCDATAME gNVHRMEALSEA] ARMAOGC 5qG3Th!
iy LS W R LT T R RIS T o TR o Sy TPt A o B = oI s :
- P N R e T BT e L E L B
;Im — AL L Lo LRy [yl FenlRsEGqOETuMZND A IWET OnEnHnps06 A= 25 ENGUR o
P— Lotk i THEETT Tonten | T Mo L s e gRepge X E+MygT /0 AFHENgInd 30DRyInfn36o=0ba4:"
== D HE vEt L 222 3 J:u;| EEIHLHi: ﬂ:m A | [Hote T o o fimae cigplgest aureacees e (o0 AAeNi3FlgeEckR /\Perhdi 2 LY VLUt SIF
PRy P RS Thil B T 27k S S AP e Nl cemasl e crmizva o b odliis =
~—EhL LEFFIGATE REQ J25 - AL AN LAl e s meress Flaaen naen s ([T 70T T END CERTIFICATE----—- | -
TR T B Y R TR WU R T Y | PRSI 18
DCEIT Eo=d PIFTICILATR AL XIOST hﬂp At sl ll I LI—
HI sfo picckba Al o -z 1w Bkl b
1Y ATt et ehoal R i 1 o | (g i Wt J
ey Y e Ll og=d L0 Dbl AR B, Pazte the text form of the obtained cerificate inta the
e SR Al PLAS T TUT Amr oM R Ak~ RAMETR [
B R = above text area. This cerificate will be used as VSE server
DI O roab U Oz lintial [l 10srT e Ho1TUAT | .. .
WM b el maIHEY | B ek L cetificate and will be cataloged as CERT member,
CCADCTLADLeZSrE RN vEk L s oudZard xE]
(PR T TS Y, PR R T BN | I IV IR TR TP Pt TP T |
EIEtanbias =205 1 TR . (aw T ST Te HT a0 2T, ; o
e Mewy 1024-hit server cerificate request generated.
=
L | =l Cancel | == Back | Mext == %l Help |
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Setup a CA signed certificate - Wizard

22 Personal Information for ¥SE Client Cerk x| 5-"_?3 Request Client Certificate from Ca x|
Commar narme I‘-.-"SEJESA Cliert Certificate || [T BECIN NEW CERTIRICAIE BEUUEST =
MIICEzCCARACAJATycY=ETANE gkahki GOwOECIEWGHRE :
Crganizational unit I‘r‘n:uur COMpatTy bxEBhbnkuY 2 M0 swC YD VAQGEwIERTE cME o GA L TE CEM Copy and
- — all5] ZTEVME JGAITEEXMNUTS 1 ciEsh2NhdG 1 vh JEaME ol Paste the
Organization [¥Your organization b1l 6V¥Epb2 4% FTATEgNVEASTD F Lvd T g7 29t o5 FueTE: request into
gL I‘r‘u:uur TS N5EDBGL1bn0gl=2VydElnallMhd vy SwD 0¥ JKoZ Threl a CA‘s web
WL ARel shil+-1 7 JEMEE v EEMAMnh ZueMcWYs 262 LavThin site and let
StateProvince I‘fl:uur statefrovince b 50rVieaggT11 53 CRD i CsDbMNuyCe+/ InEiwP g+HlpFoxQm. them sian
kPonbglwclntETlaGx+aqaboo] sPHENIVLxNPHLARDHE+: the r g t
-
IR e Jeermany (E) = OwOBAQUFAADEgOCOtTed 7akaV ol 9Abh PX7 5+VHaP € request.
&t Ivseclient@'fuur.cumpanv.mm ie}{f Glamctrla?08x9thi3] GBElcllaBGwaDTTI-]HLn+DJ vI You can
1 >
Expires IEIIII:I4-3-5 |1 year LI paste the
Got lire: A st =t & client certificat generated
Map to VSE User 15CH (Optianal) o to an onlife and request a client cedificate certificate
using this certificate request. The client cerificate into the text
vl bie stored in your local keyring fils, area on the
= following
Server cettificate crested from Basebd tewxt form. Mew 1024-hit client certificate request generated. dialog bOX.
Cancel | == Back | et }}%l Help | Cancel <= Back | Mesd }}f}l
Ll
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Setup a CA signed certificate - Wizard

et Client Certificate from CA X|

File Edit ‘iew Go Bookmarks Tools  ‘Window  Help

/59 ZTEWMEQGALUEBXMNWIG Lo Bsh ZHhdG Lyb JEaMBg A 2 -2 A F Lo o] s -

bul &Y Ppbh 2 d<FITATEqNVEASTD FluvdxIg¥29tcGFueTE: . 7
m Test certificate homepage e

QSEDDGL1bn0gl2VydElnallNhd g 2 8wh0¥ JEo 2 Theel

AL AwRglshil+1 7 JEMZEy ZEHANuh TueMcWT 2 262 LavThm Welcome to Thawte's Test Certification Authority, where you can

: : ; test-drive our server certificates - for FREE. Simply download a test

b2 0rViggT11 S tRDiCsDbHuyCr+/ InKivP g+ipFoxin. server certificate and check how aur system works for you. It's your first

P onboglwclntElabx+gqoqioo] EPHENIVLENFH1ARDHEZ 4+ step towards fast and affordable Internet security, for you and your

JQQMMAC GCC 5 GAQUFBWHENAWGAL TAEVEE /wCMAAWD Y, customer.

[EE e Y2 G 0 1XoynE 3nTv 5P ATNLE PAKT 300567 gz gBI 0F Re [ ———

KP/ELOntERZ1lz / A0J+G44b 10T cARKE ) zxp S AHwgorvE A Fle Edit Wiew Go Eookmarks Tools  Window  Help

LLShHQVIZI'QSEf}iYPYDKKELUhG'CDdBJHFFTDWPlemG}E_ ﬁ = = IW g_5earch| @ = ‘

_____ END CERTIFICATE---——- - Back Forward Reload Print

ll | L4 | ————— BEGIN CERTIFICATE-——-—

MIICHTCCAGKgAWIBAGIBADANBgkghkiGOwlBAQOFADCEhz ELMAkGA 1 TEBRMCTIRE x
IJAgEgNVEAGTGUZPUiBURVNUSUSHIFEVULEPTOVTIESOTE kx HTALBgNVEACTF FRO

Paste the text form of the obtained cedificate into the above Wi ¥Xd0ZSBDEXT0aWE p Y2 FOaWouMRewE Q¥ DVQQLEWS URVNU IF REUL1QgVEVIVDECHMED &
) » . i AlUEAXMTVGhhdIR1IFRLe3 0g0olEglmOvdDAe Frl SHS A4MD EWMDAWMD BaFwlyMDE v
text area. Thiz cedificate will be used as client MzEyMTUSNT LaMIGHMOswC Q¥ DV OQGEwmTaQTEiMCAGA IUECEMZRKOS IFRFU1RI Thog

UFVSUES TRVMyTOSMWTEAMEsGAL1TEChMUVGhhd3 RIIEN LenRpZmlj YERpkZ 4xF zAV
EgNVEA=STD IRFU1QgVEVTVC BURVNUMRLmGY T DVOODEX NTaGPIdeTgVeVedCBDQSES
FMP | 12 OOMIGFMADGCSgGS Th DQEBAQUAA4GNADCEiQKBGQC 1 f2Evy rosfuzoZvr S1EHE
1TFPhoRPebhBZhLEDDE 19m¥uT+oughl 6EXieZ48 7dSnXKruBFIPSTEEHoCinSgke Sk
ESz+/tZ4knIyRFECI CmONEKCEfduS D0 yd yEm i Hap fqeTfph/ kS +obbii IN=TqZH
LArK3umk 74 zHEqUyThnk jwIDAQABoXMWETAP BN VHRMEAE S EBTADAQH,/ MANGC SoG
Cancel == Back | Mext == Help | STh3DQEBBAUAAGEA TEMA-+WZA,/ TwL Tt LdL / hGETexHE / vuvkupg+yAVIA RS uf +d8
T phgBiTooVx 71/ 1CBOLFmx E ENyE1ZKSmObgvwdZ d LnsAP+nnStyhVHF IpKy3nsDO4T

gr IgEhC=dpikSphtdols jTubVez1kQT71Cr ROthi /WtdgxQEELgZCTOZ 1Po IW

cetificate and stored in your local keyring file.

Mewy 1024-kit client cetificate request generated.

Daorne | |”6'| @J
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Setup a CA signed certificate - Wizard

iee Get ROOT Certificate from CA x| 5-"_?3 Create Client /Server Keyring x|
IHzEyI-I'I'T.TEI-ITl aMIGHMO=wCOYDVOQGEwT a)TE iI-II:AGAlUILI
MFYSUESTEVMgTO SMWTE AME 2 GALUE ChHTVGhhd SE1 TEN. Follawing actions will be performed:
EgVEATD IRFUL QgVEVTVCETRYHUMEr G YDV QD EXNT
hZ290MIGEMADGCS 65 Th D QEBAQUALAGNAD CEi OKE g C Catalog private key on YsE &z JSCHIZ PRYI
1TFhoRPebEZhLZDDE L SnTud+ougb 86ExI e 248 7 d3xxE
ESz+/ 0 e vRFED3CniNEKC P £AusD 06y 4wy JHAD £ ol Catalog ROOT cert on VSE as JSCHO2 ROOT
LArEKSunk ¥ 4=HE g Thrk JwIDA QAR oxMuETAPE g VHEIME
SIb3DQEEBAUARAGEATEMAHWEL /TwLItldL /hizE TexHS, Catalog server cert on WEE az JSCHOZ.CERT
PhoBiYcoWx Y1l /1CE0l FuxeeNvE1ZK inObgwd2dlnsal-
qrIgEhCsdp i};SphtdnlBquhvrizl};u?lCrRuthi;th:_ Save ROOT and client cert in OvwkeymanwsSEQDT _Ca K.
————— END CERTIFICATE---—-| v
4] | 3 Catalog client cert on ¥SE as JSCH.CCERT
Paste the text form of your CA&s ROOT cedificate inta the pdate the client certificate mapping via BSSDCERT
ahove text area. This cedificate will be stored on WSE as VSE Host WSEDT £9152 99 57
ROOT metmber and alzo stared in your local keyvring file. Keyting Likrary: CRYPTO KEYRING
Client cetificate created from Basebd text form. Mt (R, Sk e e e G

Cancel == Back Mext == %l Help

Cancel == Back | Finizh I}J
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Setup a CA signed certificate - Wizard

5."_?;- Create Client/Server Keyring - x|
Followying actions will be performed:
g R Keyman/¥SE - D:\ingoskey.plx ] = |EII5|
. Catalog private key on VSE as JSCHOZ PRYK File Options Actions  Help.
@B amee| A=) |
[ |Catal-:ug ROOT cert on %5E az JSCHOZ ROOT . Certificate Trem
PN <ckey 1024-hit RS54 Key Pair ;
[ |Catal-:ug server cert an %3E as JSCHO2.CERT B rogtcert YSE ROOT Certificate 1024 ROCT 7
= wsecert W3E Server Certificate 1024 User 7
¥ Save ROOT and client cert in D:l'."\"kE')"maﬂl'.I'\"'SED1 CA KL E: clienkcert Y3E Client Certificate 1024 Client 7
[ |Cataln:|g clignt cert on %3E as JSCH.CCERT
[ |Llpdate the client certificate mapping via BSSDCERT
WSE Host: wSEDT F9.152 9257
Kewring Likrary: CEYPTO KEYRING
Click on the marked buttons to viewy job output. il | LI
| M YSEFRANZ : vsefranz

Zancel == Back | Close l}l
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Where are keys and certificates stored on VSE ?

§ Keys and certificates are stored on a VSE Library

— Usua”y iN CRYPTO.KEYRING 8, vSEO1 Keyring Library - CRYPTO.KEYRING x|
. . Metnber Marme Type Crestion Last L
— This Ilbrary should be secured BSSDCUID MAPPING 17.01.2003 - 09:23:23 13.03.2003 - 14|
using the VSE security g i oo am
mechanisms (access protection) = * e leanan 10A 11
HUGO ROCT 1303 2003 - 10:10:22
J5C1 CCERT 11032003 - 03:14:36 11.03.2003 - €
J5C2 CCERT 11 .03 2003 - 03:46:30 i -
§ Member types: 3 oo AT
T JscHoz PRyl Delete Al+D b7
: : B JscHo2 ROOT  Copytodipboard A+C 4
— .PRVK — Public/Private Key T PERF1024 PRYK il 14?02.2003-@:32:30 _ILI
— .ROOT - Root Certificate B ' | ’ |
Close Refrezh Helg
— .CERT - Server Certificate

— .CCERT - Client Certificate

— BSSDCUID.MAPPING — Contains the User to Certificate mapping
information
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SSL with client authentication

§ Server authentication means

— The clients verifies the certificate received from the
server

— To make sure they are talking to the right server

§ Client authentication means

— The server verifies the certificates(s) received from the
client(s)

— To make sure only known clients can talk to the server
— To do implicit logon by using the certificate (optional)

« Map a user id to a certificate
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Map a VSE user id to a client certificate

% Keyman,/¥5E - D:" vkeyman' Keyring.pfx *
File Options Actions Help

ri‘| | ‘I“| | ﬁ‘-‘E| | ‘
I Cerificate tem Length Type it

Bl vwSEESA Developmert CA ROOT 1024 Rooct :
EPW/SED1 Server Certificate : _I_--
Cd Joerg's Client Certificate e sl e
B wsEM JSCHD ROGCT Delete Al+D ;
[ Helmut's T21 KM Roct Certifi Export... Alt+E

# Map User Cert to ¥SE USERERp
Copy to clipboard  Alk+C

Upload to WSE. .. Alt+5
Map to ¥3E User, h AlE+

User ID [SvSa

OH,\J ancel | Help |
)

14f|?51,’5 © 2009 IBM Corporation



IBM System z - WAVV 2009

SecureFTP

§ The FTP protocol provides a easy and straight forward protocol for
transferring files between systems on different platforms

— Many installations rely on it to efficiently transmit critical files that can
contain vital information such as customer names, credit card account
numbers, social security numbers, corporate secrets and other
sensitive information

— FTP protocol transmits data without any authentication, privacy or
integrity

§ SecureFTP provides user authentication, privacy and integrity by

using RSA digitally signed certificates, DES encryption and SHA-1
secure hash functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 (at no
additional charge) or offered as separately priced product by CSI

§ How to setup Secure FTP with VSE:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup SecureFTP with VSE.pdf

14f|?51,’5 © 2009 IBM Corporation


ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_SecureFTP_with_VSE.pdf

IBM System z - WAVV 2009

Hardware Crypto Support on System z and VSE

zIVSE 4.2 | z/VSE 4.1 z/IVSE 3.1 | VSE/ESA 2.7 VSE/ESA 2.6
PCICA Yes Yes Yes Yes -
CEX2C Yes Yes Yes - -
by release CPACF Yes Yes Yes - -
CEX2A Yes Yes Yes - -
PCIXCC | Yes Yes - - -
prior z800 z800 | z900 z890 | z990 Z9 z10
PCICA Yes | Yes Yes Yes - - by server
PCIXCC - - Yes Yes - -
CEX2C - - Yes Yes Yes Yes
CPACF - - Yes Yes Yes Yes
CEX2A - - - - Yes Yes

CEX2C = Crypto Express2 in coprocessor mode
CEX2A = Crypto Express2 in accelerator mode
See: http://www.ibm.com/systems/z/security/cryptography.html
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VSE Hardware Configuration

§ VSE hardware configuration not necessary for crypto hardware
— No IOCDS definition in VSE
— No device type
— No ADD statement

— You may have to define the devices in the HMC (LPAR) or
z/VVM directory

§ Use of crypto hardware is transparent to end users and even
TCP/IP applications

— But use of crypto hardware can be disabled via TCP/IP
SOCKOPT phase

§ How to setup cryptographic hardware for VSE.:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup crypto hardware for VSE.pdf
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IBM System z - WAVV 2009

HW-Crypto related console messages

§ System with crypto hardware

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

13023l
13023l
13014l
13014l
1J005I
1J006l
1J022|

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX O
FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 1
FOUND A PCI CA CARD AT DEVI CE | NDEX 6
FOUND A PCI CA CARD AT DEVI CE | NDEX 7

HARDWARE CRYPTO ENVI RONMVENT | NI TI ALI ZED SUCCESSFULLY.

USI NG CRYPTO DOVAI N O
CPU CRYPTOGRAPHI C ASSI ST FEATURE AVAI LABLE.

§ System without crypto hardware

FB 0093 1J020W THERE WAS NO PClI CA OR CRYPTO EXPRESS2 CARD

FB

0093

FOUND. HARDWARE CRYPTO NOT AVAI LABLE
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HW-Crypto status display

nmeg fb, dat a=st at us=cr

AR
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB

0015 11401 READY

0011 BST2231 CURRENT STATUS OF THE SECURI TY TRANSACTI ON SERVER:

0011 ADJUNCT PROCESSCOR CRYPTO SUBTASK STATUS:
0011 AP CRYPTO SUBTASK STARTED ..........
0011 MAX REQUEST QUEUE SIZE .............
0011 MAX PENDING QUEUE SIZE .............
0011 TOTAL NO. OF AP REQUESTS ...........
0011 NO. OF POSTED CALLERS ..............
0011 AP CRYPTO POLLI NG TI ME (1/300 SEC)..

0011 AP CRYPTO TRACE LEVEL ..............
0011 ASSI GNED APS : PCICC/ PCICA .......
0011 CEX2C | CEX2A .......
0011 PCIXCC ..............
0011 AP 0 : CEX2C - ONLINE

0011 AP 4 : CEX2A - ONLINE

0011 AP 9 : CEX2A - ONLINE

0011 ASS|I GNED AP QUEUE ( CRYPTO DOMVAIN) . . .
0011 CPU CRYPTOGRAPHI C ASSI ST FEATURE:

0011 CPACF AVAILABLE ....................
0011 | NSTALLED CPACF FUNCTI ONS:

0011 DES, TDES-128, TDES-192, SHA-1
0011 AES- 128

0011 PRNG, SHA-256

0011 END OF CPACF STATUS

YES
1

1
1234
1234

0/ 0
1/ 2

YES
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Crypto HW exploitation in VSE

§ Crypto cards are only used for RSA acceleration
— RSA decrypt/encrypt for SSL session initiation
— RSA encrypt for signing of certificates (CIALCREQ)

§ CPACF

— Acceleration of symmetric algorithms:
DES, TDES, AES-128 (z9 only), SHA-1

— Used at

» SSL data transfer
* CIAL functions in TCP/IP

§ Usage is transparent for TCP/IP applications

— If Crypto HW is available, it will be used. If not available, the SW
implementation (as part of TCP/IP) will be used

— You can disable the use of Crypto HW via a setting in $SOCKOPT Phase
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News with z/VSE 4.2

§ Support for AES-256
— Requires TCP/IP for VSE 1.5F
— If running on a z10, it is done in hardware via CAPCF

§ Support for dynamically adding and removing of crypto cards

— On the System z10 processors, you can dynamically:

» assign new Crypto devices to an LPAR,
* remove crypto devices from an LPAR configuration,

— without the need to restart the LPAR.

— On z/VSE the following new commands have been added

 APSENSE command to re-sense available APs (Crypto cards).
- APREM command to remove/disable the related AP (Crypto card) from use
by z/VSE before you remove a Crypto device from an LPAR configuration.
— The AP (Crypto card) is then flagged as being unavailable for processing Crypto
requests in z/VSE.
 APADD command to add/enable a disabled AP for use by z/VSE.

— The AP (crypto card) must be previously assigned to the z/VSE LPAR.

 APBUSY, APHIST, APQUE, APRETRY, APTERM for maintaining crypto
cards (APs)
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Crypto HW exploitation in VSE

§ HW Crypto Functions that are not exploited in VSE

— Special functions available in Coprocessor-Modus

* RSA Key-Generation

— RSA keys could be generated directly on VSE, no workstation
tool would be required

« Secure Key functions
— PIN functions
— Symmetric Key Import / Export (Key Transport)

« Special functions for banking-software
— ANSI X9.17 Standard: Key generate, export, import

§ Requirements are welcome !
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Secure Key vs. Clear Key

§ Different way of managing, storing and usage of keys
— Keys reside unencrypted (clear) in the file system (“Clear Key”)

— Keys reside encrypted (TDES with fixed key) in the file system
e That's how VSE works today

— Keys reside encrypted (using a “Secure Master Key*) in the file system

* The Master Key is stored in the hardware
« Secure master key entry via TKE or Dialogs

« Crypto operations are done in main storage, i.e. data keys are visible
(unencrypted) in main storage for a very short time

» Crypto operations are done on a coprocessor card, i.e. data keys will never
reside unencrypted in the main storage
e Required for banking applications, e.g. PIN Verification
& Supported by z/OS ICSF
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CryptoVSE API

8

Native cryptographic API

— Can also be used directly from within COBOL programs
Provides cryptographic services:

Data encryption

DES

Triple DES
AES

RSA PKCS #1

Message Digest

MD5
SHA-1

Digital Signatures

RSA PKCS #1 with SHA1 or MD5

Message Authentication

HMAC

Uses Hardware Crypto functions transparently when available
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Customer Data Protection Requirements

8

Regulatory requirements driving need for greater data security, integrity,
retention/auditability, and privacy

Severe business impacts caused by loss or theft of data including financial
liability, reputation damage, legal/compliance risk

Increasing need to share data securely with business partners and maintain
backups at remote locations

Need to reduce complexity and improve processes around enterprise encryption
management

Need ability to cost effectively encrypt large quantities of tape data

Secondary Site

DEIE] C__:enter

=y

WL EP
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IBM Tape Encryption — TS1120

§ The IBM System Storage TS1120 Tape Drive
has been enhanced to provide drive based
data encryption

§ A new, separate IBM Encryption Key Manager
component for the Java Platform (Encryption

Key Manager) program is also being introduced.:

— supports the generation and communication of encryption
keys for the tape drives across the enterprise.

§ New: Support is now available for z/VSE V4 and V3:

zIVSE V4.1:
z/VSE V3.1;

z/I\VM:
DITTO:

DY46682 (UD53141 and UD53142)

DY46685 (UD53143,UD53144, UD53146) and
PK43473 (UK24398)

VM64062 (UM32012)

PK44172 - With this Apar, DITTO/ESA for VSE
supports tape encryption interactively and via
standard VSE JCL in BATCH mode
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IBM Tape Encryption — TS1120

System z

JCL..Labes)y 2 /O

ZiisE

Tape Controller TS1120 Tape Drive
M » FICON/ESCON
Data Path
Hardware-based
Secure IP Port |« > encryption
4 1 A

any Java Platform

Read / Write Read / Write

Encryption Key
Manager (EKM)

Labell & KEK1,
Label2 & KEK2, ...

Encrypted

Text

Transfer Data

Encryption Key

‘wrapped’ using
Key Encryption Key(s)
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IBM Tape Encryption — TS1120

encryption mode
/1 JOB ENCRYPT / (03=write)

[l ASSGN SYS005, 480, 03
[/ KEKL UNI T=480, KEKL1=" MYKEKL1" , KEML=L, KEKL2=" MYKEKL2’ , KEM2=L

/1 EXEC LIBR \

BACKUP LI B=PRD2 TAPE=SYS005 encoding mechanism
[ * (L=Label, H=Hash)
key labell
(name of the 1. KEK-key in EKM)

[ &

§ The Data-Key can be encrypted using 2 different public keys (KEK = Key
Encrypting Keys), to be able to send the tape to 2 different receivers

§ More info can be found in the z/VSE 4.1 Administration manual (VSE
Homepage)
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IBM Tape Encryption — TS1120

1. Load cartridge, specify
encryption, provide Key Labels

Encryption %ape drive requests a data key
Key

Manager
Encrypted “Data Key”
3. Key manager 4..Encrypted keys 4 d
generates key and transmitted to tape drive
encrypts with public and : :
session keys 5. Tape drive writes encrypted

data and stores encrypted data
key on cartridge

Encrypted “Data Keys”
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IBM Tape Encryption — TS1120

§ Considerations and Restrictions:

— A tape can either contain encrypted data or unencrypted
data

— If you encrypt the first file on the tape, all subsequent files
will also be encrypted using the same key
* Important for multi file tapes

— If you send an encrypted tape to a business partner, the
other side will also require a TS1120 to be able to read the
tape
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IBM Tape Encryption — TS1120 - Summary

§ Hardware-based encryption
— No host cycles used
§ Designed for high volume backup
§ Encryption Key Manager (EKM) on a Java platform
— for centralized key management
— with SSL connection between tape controller and EKM
§ Encryption option specified in VSE via JCL commands
— [ ASSGN ...
— [l KEKL ...
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Encryption Facllity for z/VSE

Encryption Facility for z/VSE 9
=
2

Partners, branch

offices with z/OS or Z/VSE
mainframe
: 7 : 9 Heterogeneous
Mainframe encryption services F’;’ rtne;f, syslems
leverages: tan
offices

- Encryption hardware
- Client / Server based
key management
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Encryption Facility for z/VSE

§ IBM Encryption Facility for z/VSE can help you:

Secure business and customer data
Address regulatory requirements

Protect data from loss and inadvertent or
deliberate compromise

Enable sharing of sensitive information across platforms with partners,
vendors, and customers

Enable decrypting and encrypting of data to be exchanged between z/VSE and
non-z/VSE platforms

§ The Encryption Facility for z/VSE V1.1 is packaged as an optional, priced
feature of VSE Central Functions V8.1 (5686-CF8-40).

Documentation in z/VSE 4.1.1 Administration book, Chapter 43

— Available since November 30, 2007 '\/\
§ New: Encryption Facility for z/VSE V1.2 - OpenPGP: O @ g
— Announced: April 28, 2009 | N

Planed availability: July 17, 2009 V\‘\

— Adds support for OpenPGP data format
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Encryption Facllity for z/VSE V1.1

§ The Encryption Facility for z/VSE V1.1 uses the same data format
as the Encryption Services feature in Encryption Facility for z/OS
V1.1 and V1.2 (5655-P97)

— Called ,Encryption Facility System z format'

§ It allows you to exchange encrypted files between
— your internal mainframe data centers
— you and your external business partners and vendors

§ To decrypt an encrypted file, you must have installed any of the
following:

— Encryption Facility for z/VSE feature

— Encryption Facility for z/OS Encryption Services feature (using System
z format)

— The no-charge Encryption Facility for z/OS Client Web download

» either Java-based client
« or Decryption Client for z/OS
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Encryption Facllity for z/VSE V1.1

Possible choices:

Decrypt data using System z format with:

Encrypt data using Encryption Encryption Decryption Java-based
System z format with: | Services feature Facility for Client for Client

of EF for z/OS zIVSE z/OS
Encryption Services Yes Yes Yes Yes
feature of EF for z/OS
Encryption Facility for Yes Yes Yes Yes
z/IVSE
Java-based Client Yes Yes No (*) No (*)

Note: The terms and conditions for the no-charge Encryption Facility for z/OS Client
only allow the use of the Encryption Facility for z/OS Client for decrypting information
or data that was encrypted by IBM's Encryption Facility for z/OS or IBM's Encryption
Facility for z/VSE, or for encrypting information or data to be decrypted by IBM's
Encryption Facility for z/OS or IBM's Encryption Facility for z/VSE.
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Encryption Facllity for z/VSE V1.2 - OpenPGP

§ The Encryption Facility for z/VSE V1.2 uses the standard
OpenPGP data format.

— PGP stands for ,,Pretty Good Privacy*

 Invented by Phil Zimmermann in 1991
* Open Standard, decribed in RFCs 2440 and 4880

— Compatible with Encryption Facility for z/OS V1.2 and many
other OpenPGP implementations

— Uses ZIP/ZLIB compression (software)

— Supports various encryption algorithms \'\/\

— Provides data integrity using MDC ~= @ E
— Supports the same file types as EF V1.1 ﬁ \

— EF V1.2 also “contains* EF V1.1 (IJBEFVSE) V\‘
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Encryption Facllity for z/VSE V1.2 - OpenPGP

Differences between Encryption Facility V1.1 and V1.2 OpenPGP:

EF for zZVSE V1.1

EF for z/VSE V1.2 OpenPGP

Encrypted data for mat

System z format

OpenPGP format

Compatibility with

EFfor zOSV.1.1, EF for z/OS
Java client

Any OpenPGP implementations, like
GnuPG, EF for zZ/OS V1.2 OpenPGP

Symmetric Algorithms

TDES and AES-128

DES, TDES, AES-128, 192, 256

Hash algorithms

SHA1

MD5, SHA1, 224, 256, 384, 512

Compression System z provided compression ZIP, ZLIB based compression
(hardware accel erated) (software)

RSA key lengths 512, 1024, 2048 1024, 2048

Data integrity None MDC

Public key for mat x.509 certificates PGP certificates

Signatures None RSA signatures
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Encryption Facllity for z/VSE - Customer value

§ No special tape hardware requirements (e.g. TS1120)
— But exploits IBM crypto hardware (crypto cards and CPACF)

§ Host-based utility, no additional client/server workstations

§ Easy to use
— No special setup necessary for password-based encryption

§ Supports all VSE data formats: single files and complete tape backups
(LIBR, IDCAMS, POWER, etc.)

§ Supports even proprietary vendor backup formats

§ Encrypted datasets and tapes can easily be exchanged between
business partners even on non z platforms

— Password-based
— Public-key based
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Other ways to encrypt your backups or tapes

§ Can be done using VTAPE
— Create a backup on a remote virtual tape

— Store the tape image on an encrypted medium

* Encrypted file system or directory (e.g. EcryptFS on Linux)
« Use encryption tools (e.g. TrueCrypt)
« Use Tivoli Storage Manager to store the backup data

§ Encrypt data in applications

— Use CryptoVSE API to encrypt the data
» Uses Hardware Crypto Support if available
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New technical articles on VSE homepage

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/security.html#howto

How to setup hardware crypto with VSE

) How to setup WebSphere MO for z/VSE V3.0 and WebSphere MQ for
Windows V7.0 with =ecured connections using S5L (FOF, 3.0MB)
Updated: March 2009
Joerg Schmidbauer, IBM

fl How to use Encryption Facility for z/\V'SE (PDF, 360KB])
Updated: April 2009
Joerg Schmidbauer, IBM

{8l How to setup SSL with CICS Web Support (PDF, 1.4MB)
Updated: December 2008
loerg Schmidbauer, IBM

i How to setup Secure Telnet with VSE (PDF, 1.7MB)

Mew: July 2008
loerg Schmidbauer, IBM

i How to setup Secure FTP with VSE (PDF, 1.2MB)
Updated: January 2009
Joerg Schmidbauer, IBM

f How to setup SSL with VSE (PDF, 750KB)

Mew: April 2008
Joerg Schmidbauer, IBM

i How to setup cryptographic hardware for WVSE (PDF, 1.4MB)
Updated: December 2008
Joerg Schmidbauer, IBM
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Related Documentation

§

New RedBook: Security on IBM z/VSE - SG24-7691
http://www.redbooks.ibm.com/redpieces/abstracts/sq247691.html

VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvsel/

Keyman/VSE tool and VSE Connector Client
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/

Encryption Facility for z/OS
http://www.ibm.com/servers/eserver/zseries/zos/encryption facility/

IBM Encryption Facility for z/OS Java Client
http://www.ibm.com/servers/eserver/zseries/zos/downloads/#efclient

IBM PCI Cryptographic Accelerator (PCICA)
http://www.ibm.com/security/cryptocards/pcica.shtml

IBM Crypto Express2 (CEX2)
http://www.ibm.com/systems/z/security/cryptography.htmi

CP Assist for Cryptographic Function (CPACF)
http://www.ibm.com/systems/z/security/cryptography.htmi

IBM Security Products — Overview
http://www.ibm.com/security/products/

© 2009 IBM Corporation



http://www.redbooks.ibm.com/redpieces/abstracts/sg247691.html
http://www.ibm.com/servers/eserver/zseries/zvse/
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/
http://www.ibm.com/servers/eserver/zseries/zos/encryption_facility/
http://www.ibm.com/servers/eserver/zseries/zos/downloads/#efclient
http://www.ibm.com/security/cryptocards/pcica.shtml
http://www.ibm.com/systems/z/security/cryptography.html
http://www.ibm.com/systems/z/security/cryptography.html
http://www.ibm.com/security/products/

IBM System z - WAVV 2009

Questions ?
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