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Security requirements

8

Security requirements are increasing in today's world
— Data security

— Data integrity .
— Keep long-term data audit-save ~
The number of attacks increase daily :
— Industrial spying 4‘)

— Security exploits, Denial-of-Service attacks

— Spam, Phishing, ...

Not paying attention to security requirements can be
very expensive

— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems
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What is the government saying?

Prime Minister Gordon Brown told MPs: "I profoundly regret
and apologise for the inconvenience and worries that have
been caused to millions of families who receive child benefits.
When mistakes happen in enforcing procedures, we have a
duty to do everything we can to protect the public." He
denied the data was lost because of "systemic" failures at the
HMRC saying it had been due to procedures not being
followed. He ordered security checks on all government
departments to ensure data is properly protected.

What is being done to find the discs?

The Metropolitan Police, National Audit Office, Revenue and
Customs staff and courier firm TNT have all been searching for
the discs.

How worried should people be?

The details on the lost discs would be sought after by
fraudsters. Mr Darling says the information was password
protected, but that was not good enough. He said there was
no suggestion that anything untoward had happened as a
result of the discs' loss to date. Experts say such data should
normally be sent in encrypted form.
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What can cryptography do for you?

§ 2 main areas

— Encryption of data transmitted over TCP/IP connections

« SSL, HTTPS
 SecureFTP

— Encryption of data stored on disk or tape

« Encryption of backups or archives

« Exchange of encrypted and/or signed data with customers or
business partners

« TS1120 Encrypting Tape Drive
« Encryption Facility for z/VSE
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Why Cryptography ?

§ Keeping secrets
— Alice wants to send Bob confidential information,

— Charly should not be able to read it.

§ Proving identity

— Bob receives a message from Alice. How he can be sure that it
IS really from Alice?

§ Verifying information

— Bob receives a message from Alice. How he can be sure that
the content has not been modified?
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Keeping Secrets

Alice encrypts the message with a secret code that
only she and Bob knows
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Verifying Information

Alice generates a"hash" fromthe

message usng a secret code and attaches
It to the message. Bob a so generates the hash
from the recalved message and comparesit.
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Proving ldentity

D' Charly

Alice

Alice"sgns' the message by attaching a secret phrase
that only she and Bob knows
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Secret Key Cryptography (symmetric)

§ Both parties know the same secret code
(key)

§ The key must be kept secret

§ Encryption algorithm = mathematical
transformation of the data with the key

— DES Data Encryption standard
— 3DES Triple strength DES
— AES Advanced Encryption Standard

Inqo Franzki — ifranzki@de.ibm.com ~___Aoril 21, 2008
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Secret Key Cryptography - continued
Alice Bob

o~

Alice encrypts the message with the secret key and sends
It to Bob. Bob decrypts the message with the secret key.
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Public Key Cryptography (asymmetric)

§ One "public key" and one "private key*
§ "Private key" is kept secret (private)

§ "Public key" is published

§ Asymmetric cryptography is based on mathematical
problems, that are much easier to create than to solve

— RSA Rivest Shamir Adleman
— DSA Digital Signature Algorithm
— DHE Diffie Hellman Algorithm

§ Typical key length: 512, 1024 or 2048 bit
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Public Key Cryptography - Encrypting

Alice Bob
o~
k — ﬁ

Bob's public key Bob's private key

Alice encrypts the message using Bobs public key and sends
It to Bob. Bob decryptsit usng his private key.

Snce only Bob knows his private key, only he can read
the message.

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008

© 2008 IBM Corporation


mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

Public Key Cryptography - Signing
Alice Baob

o~
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Alices private key Alice's public key

Alice encrypts the message using her private key and sends
It to Bob. Bob decrypts it using Alice's public key.

The message is"signed” by Alicesince it can only be
decrypted using her public key.

[ e an 4
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Combined Symmetric and Asymmetric Cryptography

Asymmetric cryptography is very CPU-time consuming

§ Use asymmetric cryptography only for secret key
exchange

§ Data encryption uses symmetric cryptography

§ Secret key Is generated by random

§ SSL also uses this mechanism
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Combined Symmetric and Asymmetric Cryptography
Alice Bob

hY
-

Bob's public key

Bob's private key
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Key Management

= Key exchange is not trivial:
» Is the public key really from the right person?

)

Alice |

Bob publishes his
public key, but Charly intercepts
this and instead sends his public key to Alice.
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Key Management

§ Key Management is not trivial
— Key must often be kept secure for a very long time

— You must be able to associate the encrypted data with the
corresponding key(s)

— Encrypted data and the corresponding key(s) must be strictly

separated
§ Keyman/VSE e A
— Creation of RSA keys and o5 omeal w=c]
digital certificates 5 | S Jueah] e st ]t
zIVSE Development CA& ROOT 1024 Foak - Yes
. Upload O-I: keys and [EJ YSE Server Certificate 1024 User - Yes
certificates to VSE | W VR e

— Creation of PKCS#12 keyring
files (use with Java-based
connector or import into a Web browser)

— Download from VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman
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Certificates

§ A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

§ The issuer "signs" the certificate by
encrypting a hash of the certificate
content with his private key

§ Everyone can check the sign by decrypting
It with the issuers public key

g = .. . . , r -Iu
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Certificate Authorities

§ A certificate is issued by a certificate authority (CA)

§ If auser trusts the certificate authority, he can trust the
certificates issued by this CA

§ CAs identify itself with a "self signed certificate":

— The public key in the certificate is also the public key used to
decrypt the signature

— Subject and issuer are the same

§ Itis possible to build certificate hierarchies

§ Certificate revocation lists are used to mark certificates that
have been issued by error
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SSL (Secure Socket Layer)

§ SSL provides a communication channel with message
integrity, authentication, and confidentiality

§ SSL is awidely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet

§ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for session initiating
— Uses symmetric cryptography for data encryption

§ As the name implies, SSL is a layer on top of TCP

HTTP App
HTTP App SSL
TCP TCP
P P
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SSL Protocol

§ The SSL protocol defines a set of messages

Client Server
ClientHdlo
ServerHelo =
= ServerKeyExchange sarvers public key
= ServerHelloDone or certificate
= ClientKeyExchange clients session key
ChangeCipherSpec > | encrypted with servers
E e » | publickey
ChangeCipherSpec - negoiation of options
- Finished (agorithms)
-
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Cipher Suites

§ Cipher suites defines the algorithms used:
— For key exchange
— For encryption
— For hash algorithm

SSL RSA WITH DES CBC SHA

S

Hash algorithm

Key exchange Encryption
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Session Caching

§ "SSL Session" means
— Secret key used for data encryption
— Negotiated algorithms

§ Establishing a SSL Session is a complex and time
consuming mechanism

§ Session caching allows to reuse previously negotiated
SSL parameters

5§ No need of repeating the negotiations or
authentications

— The same symmetric key is used
5 The connection becomes more unsecured

§ A SSL Session time-out defines how long a session is
kept alive

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 ,— 5 & © 2008 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

SSL for VSE

§ SSL for VSE is part of the TCP/IP for VSE base
— Enabled with the Application Pak
— Integrated into TCP/IP for VSE

§ Supports SSL 3.0and TLS 1.0
— Key exchange: RSA
— Data Encryption: DES and Triple DES, AES
— Hash algorithm: MD5, SHA
— Supports X.509v3 PKI Certificates

§ SSL daemon implementation for HTTPS, Telnet
§ SSL API compatible with the OS/390 SSL API
§ Uses Hardware Crypto acceleration if available

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 ,— 5 & © 2008 IBM Corporation
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SSL Daemon (SSLD)

§ Define a SSL daemon for each TCP port that you want to

secure:

DEFI NE TLSD, | D=MYSSLD,
PORT=443,
HTTPS port
PASSPORT=443,

Cl PHER=0A096208,
CERTLI B=CRYPTOQ,
CERTSUB=KEYRI NG,
CERTVEM=MYKEY,
TYPE=1,

M NVERS=0300,
DRI VER=SSLD

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008
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Secure Socket Layer API

§ Compatible to OS/390 SSL API

& Functions available for
— Session initiating
— Sending/receiving data
— Ending a session

§ SSL APl is based on Socket API
§ SSL API can be called from

— LE-C programs

— Assembler programs

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 i/ = © 2008 IBM Corporation
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Secure Socket Layer - Concepts

§ When using SSL, you need to have a set of certificates and
keys

— A Public/Private key pair

— Root Certificate

» Certificate of a Certificate Authority (CA) that has issued the other
certificates

— Your own certificate

A certificate that was issued to you by a certificate authority
— Partner Certificate(s)

 Certificate(s) of your communication partners

§ When you do HTTPS with your browser usually already
contains these keys and certificates
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Secure Socket Layer - Concepts

§ For production purposes, certificates are usually issued by a
well known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign
— Usually this cost money

§ For in-house use (Intranet), you can have your own
Company-wide Certificate Authority

— Certificates are trusted inside your company, but not outside

§ For test purposes you can use self-signed Certificates (you
are your own Certificate Authority)

— Nobody trusts these Certificates (except you)

© 2008 IBM Corporation
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Secure Socket Layer - Setup

§ To setup all required keys and certificates, it is

recommended to use the Tool Keyman/VSE

— Download from VSE Homepage

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

File Options Actions  Help

Keyman,¥5E - D:' ¥seconhsamples: KeyRin _:-'

=10l x|

Supports creation of keys
=B blmlE

al e[mla] _

and CA-signed or self-signed
Cettificate Ikem

Lengthl Type I WSE LIserI Walid I

Certificates for use with SSL =~ L=

B8 z/VSE Developrient Ca ROOT
3 WSE Server Certificate

1024 Yes
1024 Yes
1024 Yes

User B
Rook B
User g

|. YSEFRAME © vs...

Online documentation

contains ‘How to’ sections

with step by step descriptions
for creating keys and certificates
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Setup a self signed certificate

§ Steps for creating a self-signed certificate:
Create an RSA key pair

Create a self-signed root certificate

Create a VSE server certificate

Sign the request with your root certificate
Make your VSE host ready for uploading
Upload the key to VSE

Upload the root certificate to VSE

Upload the server certificate to VSE

© 00 NOoO Ok WDdNPRE

Save your local keyring file

§ Use Wizard Dialog “Create self-signed keyring”

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008
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Setup a self signed certificate - Wizard

ﬁ?‘g Keyman,;¥5E - D:vkeyman' Keyring.pi=

File

Cptions  Actions  Help

 pimeal =]

Cetificate tem

5."_?;- ¥SE Host Properties

W3E Mame

IF Adddress

Fort

W3E Uzer

W3SE Password
W3E Job Class
WSE Crypto Library
Cert. Member Mame

W3SE TCPAP Library

[vsE01

|a.15292.57

IEEEEIS
IJSCH

Iwwwwww Iwwwwww
|

|cRvPTO . [HEVRING
[FrD1 . |pasE

Cancel | == Back | Mt ::% Help |

Maybe it's a good idea to open a YSE console nowe. .

5."_?;- Local Keyring File Properties EI
Marne O wkeymani'SEDT _selfsigned pfx

Browese. ..
Keyring File Password I*fﬁ"f””fff
Retype password I*******
Encryption of public tems |3DES (168 bits) =]
Ercryption of private tems |3DES (168 bit=) =]

Pazsword protection

This keyring file can be directly used on the client side by the
WEE Connector Client. Ta use it with CWS yau must import it

it your Yeh Broweser,

IZEIEII:I 1 ... 2000
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5."_?;- Generate R54 Key Pair x|

zenerate new RS key pair with strendgth:

1024 bits -]

Available cipher suites with thiz key length:
09: RSA1024_DESCEBC_SHA  (56-hit DES)
04 : RSA1024 _SDESCEC_SHA  (165-hit Triple-DES)
62: RSA1024_EXPORT_DESCEBC_SHA  (S6-hit DES)

This key will be your %=E private key and stored in your WsE
crypta library as PRWH member. Further keys with the same

strength will be created for your client and server cedificates.

Make sure the W5SE Connector Server is started non-S5L1

Help |

Cancel == Back

Setup a self signed certificate - Wizard

5."_?;- Personal Information for ¥YSE ROOT Certificate x|
Camiman name I‘-.-"SEJESA ROOT Cerdificate
Organizational unit IDeveImeer‘rt
Organization IIEHI'-.-1 GEF ANy
CityiLocation IBneinngen
StateProvince INI.&.

Courntry IDE IGermany [DE) LI
e-triail Ivseesa@de.ibm.mm
Expires |2004-3-11 1 year -]

This cerificate will be cataloged on W3E as ROOT member in
the “SE keyring library.

Ingo Franzki — ifranzki@de.ibm.com
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Setup a self signed certificate - Wizard

{ Personal Information for ¥SE Server Certificate . H| {% Personal Information for ¥SE Client Certificate |
Camiman name I‘-.-“SE Server Cedificate Camiman name I‘-.-"SEJESA Client Certificate
Organizational unit IDeveImeer‘rt Organizational unit I‘r‘n:uur COMmpany
Organization I“r’u:uur organization Organization I“r’u:uur organization
CityiLocation I‘r‘u:uur citylocation CityiLocation I‘r‘u:uur location
StateProvince I‘fl:uur statefprovince StateProvince I‘fl:uur statefprovince
Courntry IDE IGermany [DE) LI Courntry IDE IGermany [DE) LI
e-triail Iinfn@yaur.mmpany.mm e-triail Ivseclient@'fc'ur.campany.mm
Expires |2004-3-11 1 year -] Expires |2004-3-11 1 year -]

Map to “SE Lser SYSA| [Cptional)
Thiz certificate will be cataloged on Y3E as .CERT mermber in
the “SE keyring library.
My 1024-kit ROOT ceHificate generated. Mewy 1024-kit setver cedificate generated.
Cancel == Back | Mext == %J Cancel | == Back | Mext == [g Help |
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Setup a self signed certificate - Wizard

5."_?;- Create Client/Server Keyring x| 5."_?;- Create Client/Server Keyring - x|
Fallowying actions will be performed: Followying actions will be performed:
Catalog private key on W5E as TESTO1 PRWE \ Catalog private key on WSE as TESTO1 PRWE
Catalog ROOT cert on WSE az TESTO1 ROOT \._I Catalog ROOT cert on WSE az TESTO1 ROOT
Catalog zerver cert on %SE as TESTOM .CERT \,_I Catalog zerver cert on %SE as TESTOM .CERT
Zave ROOT and client cert in Onwkeymans'SEODT _=elfsig. .. W Save ROOT and client cert in O wkeymamhSEDT _selfsin. .
Catalog client cert on %SE as 554 CCERT L[g:atalng client cert on “SE as SYS4 CCERT
pdate the client certificate mapping via BSSDCERT \_I pdate the client certificate mapping via BSSDCERT
%SE Host: %SEDM £9.152 9257 “SE Host: %SEDM £9.152 9257
Kewring Likrary: CEYPTO KEYRING Kewring Likrary: CEYPTO KEYRING
My 1024-kit client cerificate generated. Click on the marked buttons to viessy job output.
Cancel == Back | Finizh [}J Cance == Back | Close |
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Setup a self signed certificate - Wizard

Keyman,/¥5E - D:\ingoskey.plx

=10 x|
File ©Options Actions Help
@B bm@al wmcl | |
Certificate Ikem Length
Tk 1024-bit RS Key Pair CEN
- ru:u:ntn:ert WSE ROOT Certificate 1024 RO T
] wsecert WSE Server Certificate 1024 ser
[ clientcert YSE Client Certificate 1024 Client
4 | i
| Ml WSEFRANZ : vsefranz
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Setup a CA signed certificate

8

8

Steps for creating a CA signed certificate:
Create an RSA key pair
Create a certificate request
Copy request to clipboard
Go to the CA's web site (e.g. Thawte, VeriSign)
Request the server certificate on the CA’s web site
Import signed server cert into Keyman/VSE
Get the CA's public root certificate
Make your VSE host ready for uploading
Upload the key to VSE

10. Upload the root certificate to VSE

11. Upload the server certificate to VSE

12. Save your local keyring file

© 00 N Ok wwDhRE

Use Wizard Dialog “Create CA signed keyring”

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008
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Setup a CA sig

ned certificate - Wizard

=10 x|

h.|-|EI| |

zhigth

| Create CA-signed kevring |

5."_?;- ¥SE Host Properties x| 5."_?;- Local Keyring File Properties x|
WSE Mame I‘»-"SEEI*I Marne O wkeymani'SEDT _selfsigned pfx

IF Adddress |E|.1 928257 Browese. ..

Port IEEEEIS Keyring File Password I*fﬁ"f””fff

WSE User I.JSCH Retype password I*******

VEE Password [rrmans R Encryption of public tems |3DES (168 bits) =]
YSE Job Class I.-E'«_ Ercryption of private tems |3DES (168 bit=) =]
WSE Crypto Library ICRYF‘TO . IHEYF{ING Pazsword protection IZEIIIII:I 1 ...2000

Cert. Member Mame IJSCHDE

WSE TCPAP Library IPRD1 _ IB.&SE This keyring file can be directly used on the client side by the

Maybe it's a good idea to open a YSE console nowe. .

Cancel | == Back | Mt ::% Help |

WEE Connector Client. Ta use it with CWS yau must import it

it your Yeh Broweser,

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008
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Setup a CA signed certificate - Wizard

5."_?;- Generate R54 Key Pair x|

5."_?;- Personal Information for ¥SE Server Cerk x|

Generste new RS I{E':." pair’ itk Streng'th: Common name Il"."ISE Server Cetificate
Crganizational unit Develapmerit
1024 bits -] . Ik
Organization I“r’u:uur organization
Available cipher suites with thiz key length: CityLocation I‘r‘u:uur cityMocation
09: RSA1024_DESCEC_SHA  (56-hit DES)
o StateProvince I‘fl:uur statefrovince
04 REA1024_3DESCEC_SHA  (165-hit Triple-DES)
52 : RSA1024_EXPORT_DESCEC_SHL  (56-bit DES) Courtry |DE |Germanuf (DE] ;l
e-triail Iinfn@yaur.mmpany.mm
Expires IEIIII:I4-3-5 1 wear LI
This key will be your %=E private key and stored in your WsE
crypto library as PRYK member. Further keys with the same This certificate will be cataloged on VSE as .CERT member in

strength will be created for your client and server cedificates. the %SE keyring library.

Make sure the WY5E Connector Server is statted non-S5L Meswy 1024-hit Key generated, elapsed time: 2 seconds.

Help | Cancel == Back | Mt bbﬂ

Cancel == Back
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Setup a CA signed certificate - Wizard

5."_?;- Request ¥SE Server Certificate from a CA . x| 3.

iee Get ¥WSE Server Certificate from CA ] x|

MIICAJCCAWNsCAQAwgcEXJDATBykohlki GAwOECJEWFI 1L
LulwbTE LMAk GAITEERMCRE U HD AaBgVEAGTE L 1wdxI
GzAZEGNVEBACTELlwvdIgV210e59sh2NhdGlvhjEaME gl
bl 6V Epbh 2 2 FDASEGNVELASTCOR] duV b 3B tZWS0MEST
dnWyIEN]1cnPpZnl J¥VXBEIMIGEMAOGC 5G5S Ih 3D JEBAQTT
e 0 AV Sdy 3T P 7T 3wk rullIE19D6E Lhe ssthy teM,

o fMU250TLr e t020exoTinbasbn2d PvE0aHL 1Y0AT Gy Copy and Paste tf‘e
ANGBErisfex IREATSIH3k LU0 EvaePPLY/ /uTpanar— || Fequestinto a CA's
EQADGYEARNWZENENE SPvET71§ rowi ZanD 4« 2HIyEG+ web site and let

13 0anEuR+yHz LKUEF3ZpR1KE Tvaz ql cdagxEncvayyD1: » ||| them sign the

N | _*|_I request.

You can paste the

EOD ) T (& BT (M= 6 SIS SEAE (IR generated certificate Paste the tesd form of the obtained certificate into the

uzing this certificate reguest.

into the text area on shove text area. This cerificate will be used as WSE server
. . . : : A )
This tead = now in the eliphoard Lhe foIIowmg dlalog cetificate and will be cataloged as CERT member,
OX.

Mewy 1024-kit setver cedificate request generated.

Mewy 1024-kit setver cedificate request generated.

Cancel == Back | hext == l}l Cancel << Back | .
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Setup a CA signed certificate - Wizard

2h W ge-tvahe Db ek oo Foobe. s owe BEodueche  sde wmoalls B

TR Ry | *tbﬂ.‘nll.lll j‘ - Eﬁ]

* -

8|

Try Our FREE Trial 551 Server
Certiflcatel

Learn how you can: . .
m Harn iz your certificats:

# Fusagpl welus o s wes
* ECOUNE CIMPIRGD IR

* Pralasl ia . .
harshe | andira PAne - Halils

Br- oo v Bk _ade oeodla .

3‘.:(

ZCEIE IRTICILAIT
HLLCS e TR s H.:ug_.n. e NIRRT A AR § R Y
STR ¥ LA TINCRWTTRRATORT I RTTha ™ PRSI TRT
Volald P _IEML-wSplo N30 2 2 gTWEA_TD-
R TR LT Bl I SO | .:pu-:-.'--l O REEIRE
oA LAk Lo BT 0 Bk LE_CBELPU
Pkl o] E-Trsk ikt i A LENE

TEAZD H'.".DMI""J_II'_ gl o R ] - b | D D LE
ERTN I R TR R TEE BT AN AN o AL ot Bl B P s
'.r('-"?I!H.EIS:Z‘.lL‘E?iFJ:EH:L

ARG IE LOO0AD
SO A E T L ke us L AT Bl |

Test-drive i) £~
Mo R
(O ¥

Lo B

[ mse sk ootz

Flease campl ede 1
261 Sreew Carlili
M Sl waean
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Tlaazecare gt e cou Dol ose Sicnrg Tagoesting

First Hame | ! Lehould lol S WIR BT —mm bl T O T Bt m G TS T A T
Lazt Hame el b shedld kel NG eTe oAl —nTETHALLTY Bk ebTIUS A IR
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Flienn B 1|L_- s LLE b L LB R R g g e TR T o A b

) T R = A B P BT B0 T )
sate U orbree [ SIHEEAREY e T | RIS e e Gl e Al 7 T e
Counliy

Moke: Tro e il cisplaesd oo poees b
el sl e waiayas o be iy
S AR AL G N e L TR EL T e
Lhizs pon sl Lt Tt i i o0 12l gale

]

DEI.Jll.uerL E--- ] J:IIII I-EB..-|I.-H3| ;-.II B
pRe AL EE T ilBrea g ua T TR s 2 e A ey
~—EKL LERTFIGATE REQ JSS—--

JCEIT £ JIFTICILATY ST X0ST
HI sfo picckba Al o -z 1w Bkl L v
{1y el il g i1 ] e ] [T e g S i IR

(R TR TR IR T Lokl L IS T P [T [t My TV

P TSR ARl PLAST TUr A ST R AT ek T RAFETRT |_\
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M T b TR = URIHEY | EF ek L
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CARE YL TTIRE . P T SR T A | I TP TR Dl TP T |
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£,

_H g \a'u_ ::F T T TIPS [ -V ::-r'; - @

X

GzAZEGNVEACTE L 1vdiI gYElDESEIshZIﬂthlvhanHBg[:I
bl 6V PEpbh2 2 FDASEGNVELASTCOR]L duVsb 3B CZWS0MEST
dnVyIEN1cnPpZinl JVREIMIGEMAOGC 5G5S Th 3D JEEAQTL
e 0 dVn3dy3J P T IScqukruldIE1ODEE LhessKthy L,
MCEMUZ50TLEesCOZ0exoTinhadDnz") PYEOaHL 1¥0AT Gy
algefriafex IRt TSIHIE 1O JEvSqe PPL fwIDAQAT
EgyrEgEFEQcDATAME g VHEMEAL SEA AAMAOGCSqGSTIh,
FenRsE Go)ETuMZND SIWET OnEnHnps06 S = 255 ENGUE o
gRepgeex EH gy T A 0AFWENg0n2 30DRyInfns6o20badst
o0 AcNiZFlgoiiackR /P erhAi t 2LV VLt S IF

-

Rl | 2

Paste the text form of the obtained cedificate into the
ahove text area. This cedificate wil be uzed as VSE server

cetificate and will be cataloged as CERT member,

Mewy 1024-kit setver cedificate request generated.

Cancel | == Back | et }}%l Help |

Ingo Franzki

— ifranzki@de.ibm.com April 21, 2008

© 2008 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

Setup a CA signed certificate - Wizard

5."_?;- Personal Information for ¥SE Clienkt Cert ] x|

Camrmon narme

Organizational unit
Organization
CityiLocation
StateProvince
Courntry

E-tmail

Expires

Map to “SE Lser

I‘-.-"SEJES.E-. Client Certificate

I‘r‘n:uur COMmpany

I“r’u:uur organization

I‘r‘u:uur location

I‘fl:uur statefprovince

[pE  |Germany (DE) -]

Ivseclient@':.-'nur COMPENY SO

|1 wear LI

JSCH {Optional)

|2004-3-5

Server cerificate crested from Basebd text form.

Cancel | == Back | et }}%l Help |

5."_?;- Request Client Certificate from CA ] x|

————— BEGIN NEW CERTIFICATE BEEQUEAST--—--- 1=
MIICEzCCARACAJATycY=ETANE gkahki GOwOECIEWGHRE :
hXEhbnkuT2 2 tMlswC QYD VOQGEwJERTE cME o G4 1 TE CEI
all 5 ZETEWME QGALTEEXMNWTS 1 ciEshZNhdG1wbh JEaME gl
bl 6V xRph 24w FTATEgNVBASTD Flwd IV 9tcGFueTE:
NSEDbGL1bn0gl 2WyrdGlmalNhd g Z 5w 0¥ T Ko Z Thercl
WL AwE gl shil+ 17 JEMEE v 2BEMAMuh ZueMclYs 262 LavThim
h50rViggT11 558 tRDi CaDbNuyC e+ InEiwP gHlp FoxQm!
kPonbglwclntETlaGx+aqaboo] sPHENIVLxNPHLARDHE+:
SwlBAOUFALOBgOCOET ] T gkaV 9k 9abh X7 54+ <o gul)
GZexfGlanctrM708x9th3] G951 cEBE GwanT?IﬂHLn—fi;I
3

4 |

Zoto an online CA and request a client cedificate
uzsing this certificate reguest. The clisnt cerificate

will ke stored in your local keyring file.

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008

Mewy 1024-kit client cetificate request generated.

Cancel == Back | et }}V}l i
L

Copy and
Paste the
request into
a CA's web
site and let
them sign
the request.

You can
paste the
generated
certificate
into the text
area on the
following
dialog box.
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it Get Client Certificate from CA B x|

all 5] ZTEWHE QGALTEEXMNITS Lo iEshENhdG1lvh JEaME g[il
bl 6V Rpbh 2 M FTATEgNVEASTD FlvdIgV29tcGFueTE:
N3EDbGL1bn0gl 2VWydGlnalNhd vy Z Swh Q¥ IEoZ Thercl
WL AwR gl shil+ 17 JEMEE v 2EMAMnh ZueMcWY s 26 ZLavThim
b E0rVigyT11 553 CRD i CaDbiuyCe+/ LnEivP g+HlpFoxQm.
EPonbglwclntETIaGx+gaqioo] 6 PHRNIVLANFH1ARDHZ4-:
JOQMMAGCC s GAOUFEWMEMAWGA LTTAEWEE /w0 CMALWD Y,
EEeY2Gq]0rlxcynE snTv s PAWLEPIKTS0NSG7 q=gEIOE
P FELORCERZ 1=/ A0J+G44b 10Tc ARKE Q zxp 8 dHwg oy
LLEbuaYg43E AV PYOREELThGE QA8 InFFTDwul 18 /mbk: |
————— END CERTIFICATE----—- -

Rl | 2

Paste the text form of the obtained cedificate into the above

text area. Thiz cedificate will be uzed as client

cetificate and stored in your local keyring file.

B¢ Thawte Landing Page - Mozilla - -10] x|

Setup a CA signed certificate - Wizard

File Edit ‘iew Go Bookmarks Tools  ‘Window  Help

Mewy 1024-kit client cetificate request generated.

Cancel == Back | Mext == d Help |

ﬁ - i - \a § | https: Jth v| S h| @ - .ff]fll
Back Faorward Reload Stap ¢ e, . Seard Prink
-

m Test certificate homepage

Welcome to Thawte's Test Certification Authority, where you can
test-drive our server certificates - for FREE. Simply download a test
server cerificate and check how our systerm works for you. It's your first
step towards fast and affordable Internet security, for you and your
customer.

Re 5 Thawte Landing Page - Mozilla

File Edit ‘iew Go EBookmarks Tools Window  Help

ﬁ - ‘&' b |<$ hEtps vl g_5earl:h| ﬁ b ‘

Back Farward Reload

MIICHTCCAGKgAWIBAGIBADANBgkghkiGOwlBAQOFADCEhz ELMAkGA 1 TEBRMCTIRE x
IJAgEgNVEAGTGUZPUiBURVNUSUSHIFEVULEPTOVTIESOTE kx HTALBgNVEACTF FRO
THA0ZSBDE2ET0aWz pY2 FOaWouMRewE Q¥ VQOLEWS URVNUIFRFULQgVEVTIVDECMED G
AlUEAxMTVGEhhd3R1IIFRLe3 QgQUEgUmSvdlAeFwl SH] A4MD EWMDAWMD BaFwlyMDE v
MzEyMTUSNT LaM IGHMOswC 0¥ IV O0EEwl a0 TEiMCAGA ITUECEMERKS 3 IFRFUIRIThey
UFVSUES TRVMyTOSMWTEAMEsGAL1TEChMUVGhhd3 RIIEN LenRpZmlj YERpkZ 4xF zAV
EgNVEA=STD IRFU1QgVEVTVC BURVNUMRLmGY T DVOODEX NTaGPIdeTgVeVedCBDQSES
FMP | 12 OOMIGFMADGCSgGS Th DQEBAQUAA4GNADCEiQKBGQC 1 f2Evy rosfuzoZvr S1EHE
1TFPhoRPebhBZhLEDDE 19m¥uT+oughl 6EXieZ48 7dSnXKruBFIPSTEEHoCinSgke Sk
ESz+/tZ4knIyRFECI CmONEKCEfduS D0 yd yEm i Hap fqeTfph/ kS +obbii IN=TqZH
LArE3umk74 zHEqUyThnkjwIDAQABOXMWETAPEqNVHRMEAT S EETADAQH,/MADGCS oG
$Ih3DQEBBATAALGEA IKMA+WZA,/ TVL It 1dL /he£7exHE / yuvMupg+yAVI4AhS uf +d8
phgBiTooVx 71/ 1CBOLFmx E ENyE1ZKSmObgvwdZ d LnsAP+nnStyhVHF IpKy3nsDO4T
gr IgEhC=dpikSphtdols jTubVez1kQT71Cr ROthi /WtdgxQEELgZCTOZ 1Po IW

wi

Daorne | |”6'| @J
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Setup a CA signed certificate - Wizard

iee Get ROOT Certificate from CA x| 5-"_?3 Create Client /Server Keyring x|
IHzEyI-I'I'T.TEI-ITl aMIGHMO=wCOYDVOQGEwT a)TE iI-II:AGAlUILI
MFYSUESTEVMgTO SMWTE AME 2 GALUE ChHTVGhhd SE1 TEN. Follawing actions will be performed:
EgVEATD IRFUL QgVEVTVCETRYHUMEr G YDV QD EXNT
hZ290MIGEMADGCS 65 Th D QEBAQUALAGNAD CEi OKE g C Catalog private key on YsE &z JSCHIZ PRYI
1TFhoRPebEZhLZDDE L SnTud+ougb 86ExI e 248 7 d3xxE
ESz+/ 0 e vRFED3CniNEKC P £AusD 06y 4wy JHAD £ ol Catalog ROOT cert on VSE as JSCHO2 ROOT
LArEKSunk ¥ 4=HE g Thrk JwIDA QAR oxMuETAPE g VHEIME
SIb3DQEEBAUARAGEATEMAHWEL /TwLItldL /hizE TexHS, Catalog server cert on WEE az JSCHOZ.CERT
PhoBiYcoWx Y1l /1CE0l FuxeeNvE1ZK inObgwd2dlnsal-
qrIgEhCsdp i};SphtdnlBquhvrizl};u?lCrRuthi;th:_ Save ROOT and client cert in OvwkeymanwsSEQDT _Ca K.
————— END CERTIFICATE---—-| v
4] | 3 Catalog client cert on ¥SE as JSCH.CCERT
Paste the text form of your CA&s ROOT cedificate inta the pdate the client certificate mapping via BSSDCERT
ahove text area. This cedificate will be stored on WSE as VSE Host WSEDT £9152 99 57
ROOT metmber and alzo stared in your local keyvring file. Keyting Likrary: CRYPTO KEYRING
Client cetificate created from Basebd text form. Mt (R, Sk e e e G

Cancel == Back Mext == %l Help

Cancel == Back | Finizh I}J
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mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

Setup a CA signed certificate - Wizard

5."_?;- Create Client/Server Keyring

Followying actions will be performed:

\ Catalog private key on WSE as JSCHOZ PRWH

[ |Catal-:ug ROOT cert on %5E az JSCHOZ ROOT

[ |Catal-:ug zerver cert on WSE as JSCHOZ2 . CERT

[ |Cataln:|g clignt cert on %3E as JSCH.CCERT

[ |Llpdate the client certificate mapping via BSSDCERT

WEE Host: WSEQM F9.152.92 57
Kewring Likrary: CEYPTO KEYRING

W Save ROOT and client cert in O wkeymamhSEDT _Ca_ K.

Click on the marked buttons to viessy job output.

== Back | Close l}l

Zancel

Keyman/¥SE - D:\ingoskey.plx

File Options Actions  Help

=B 2mE =]

NOEN

Certificate Tkem
y 1024-bit RS54 Key Pair
I WSE RiOOT Certificate

75, [

(B rookc

1024

=l wsecert YSE Server Certificate 1024 Lser -

=4 clientcert YSE Client Certificate 1024 Client -

4 | i

| M YSEFRANZ : vsefranz
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Where are keys and certificates stored on VSE ?

§ Keys and certificates are stored on a VSE Library

— Usual |y iN CRYPTO.KEYRING 8, vSEO1 Keyring Library - CRYPTO.KEYRING x|
. . Metnber Marme Type Crestion Last L
— This Ilbrary should be secured 2 BSSDCUID MAPPING 17.01.2003 - 09:23:23 13.03.2003 - 14|
. . L FRAN CCERT 17.01 2003 - 09:30:35 L
using the VSE SECUFIty _ HUGO CCERT 13032003 - 10:12:20
mechanisms (access protection) = * ol 1ot e i
HUGO ROOT 13,03 2003 - 1011 0:22 -
J5C1 CCERT 11.03 2003 - 031436 11.03.2003 - €
J5C2 CCERT 11.03 2003 - 03:46:30 o

§ Member typ es.: £ JscHoz -' Sl 4
T JscHo2 PRy~ Delste AlL+D 7
: : Bl JscHoz ROCT Copy o clipboard Alk+C  f41
— .PRVK — Public/Private Key T, PERF1024 PRV il 14?02.2003-@:32:30 _ILI
— .ROOT - Root Certificate L4 | | ’ |
Close Refrezh Helg

— .CERT - Server Certificate
— .CCERT - Client Certificate

— BSSDCUID.MAPPING — Contains the User to Certificate mapping
information

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 1;}" USE © 2008 IBM Corporation
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SSL with client authentication

§ Server authentication means

— The clients verifies the certificate received from the
server

— To make sure they are talking to the right server

§ Client authentication means

— The server verifies the certificates(s) received from the
client(s)

— To make sure only known clients can talk to the server
— To do implicit logon by using the certificate (optional)

« Map a user id to a certificate

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 4{, mfs © 2008 IBM Corporation
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Map a VSE user id to a client certificate

% Keyman,/¥5E - D:" vkeyman' Keyring.pfx *
File Options Actions Help

ri‘| | ‘I“| | ﬁ‘-‘E| | ‘
I Cerificate tem Length Type it

Bl vwSEESA Developmert CA ROOT 1024 Rooct :
EPW/SED1 Server Certificate : _I_--
Cd Joerg's Client Certificate e sl e
B wsEM JSCHD ROGCT Delete Al+D ;
[ Helmut's T21 KM Roct Certifi Export... Alt+E

# Map User Cert to ¥SE USERERp
Copy to clipboard  Alk+C

Upload to WSE. .. Alt+5
Map to ¥3E User, h AlE+

User ID [SvSa

OH,\J ancel | Help |
)
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SecureFTP

§ The FTP protocol provides a easy and straight forward protocol for
transferring files between systems on different platforms

— Many installations rely on it to efficiently transmit critical files that can
contain vital information such as customer names, credit card account
numbers, social security numbers, corporate secrets and other
sensitive information

— FTP protocol transmits data without any authentication, privacy or
integrity

§ SecureFTP provides user authentication, privacy and integrity by
using RSA digitally signed certificates, DES encryption and SHA-1
secure hash functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 (at no
additional charge) or offered as separately priced product by CSI

§ How to setup Secure FTP with VSE:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup SecureFTP with VSE.pdf

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 1;}" USE © 2008 IBM Corporation
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Hardware Crypto Support on System z and VSE

zIVSE 4.1 | z/lVSE 3.1 | VSE/ESA 2.7 | VSE/ESA 2.6

PCICA Yes Yes Yes -

CEX2C Yes Yes - -
by release

CPACF Yes Yes - -

CEX2A Yes Yes - -

PCIXCC Yes - - -

prior zZ800 | z800 | z900 | z890 | z990 | Z9 z10

PCICA |- Yes |Yes |Yes |Yes |- - by server
PCIXCC | - - - Yes Yes |- -

CEX2C |- - - Yes Yes | Yes |Yes

CPACF |- - - Yes Yes | Yes |Yes

CEX2A |- - - - - Yes | Yes

CEX2C = Crypto Express2 in coprocessor mode
CEX2A = Crypto Express2 in accelerator mode
See: http://www.ibm.com/systems/z/security/cryptography.html
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VSE Hardware Configuration

§ VSE hardware configuration not necessary for crypto hardware
— No IOCDS definition in VSE
— No device type
— No ADD statement

— You may have to define the devices in the HMC (LPAR) or
z/VVM directory

§ Use of crypto hardware is transparent to end users and even
TCP/IP applications

— But use of crypto hardware can be disabled via TCP/IP
SOCKOPT phase

§ How to setup cryptographic hardware for VSE.:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup crypto hardware for VSE.pdf
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HW-Crypto related console messages

§ System with crypto hardware

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

13023l
13023l
13014l
13014l
1J005I
1J006l
1J022|

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX O
FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 1
FOUND A PCI CA CARD AT DEVI CE | NDEX 6
FOUND A PCI CA CARD AT DEVI CE | NDEX 7

HARDWARE CRYPTO ENVI RONMVENT | NI TI ALI ZED SUCCESSFULLY.

USI NG CRYPTO DOVAI N O
CPU CRYPTOGRAPHI C ASSI ST FEATURE AVAI LABLE.

§ System without crypto hardware

FB 0093 1J020W THERE WAS NO PClI CA OR CRYPTO EXPRESS2 CARD

FB

0093

FOUND. HARDWARE CRYPTO NOT AVAI LABLE

7R . .. . . ; 2 -Iu
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HW-Crypto status display

nmeg fb, dat a=st at us=cr
0015 11401 READY

AR
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB

0011 BST223lI

0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011

AP CRYPTO SUBTASK STARTED
MAX REQUEST QUEUE SI ZE ...
MAX PENDI NG QUEUE SI ZE . ..
TOTAL NO. OF AP REQUESTS
NO. OF POSTED CALLERS ...
AP CRYPTO POLLI NG TI ME (1/300 SEC)..
AP CRYPTO TRACE LEVEL ...
ASSI GNED APS :

AP O :
AP 4 :
AP 9 :

PCI XCC . ..
CEX2C - ONLINE
CEX2A - ONLINE
CEX2A - ONLINE

ASS| GNED AP QUEUE ( CRYPTO DOWAIN) . .

CPACF AVAI

LABLE

| NSTALLED CPACF FUNCTI ONS
DES, TDES-128, TDES-192, SHA-1

AES- 128

PRNG, SHA-256
0011 END OF CPACF STATUS

CPU CRYPTOGRAPHI C ASSI ST FEATURE

CURRENT STATUS OF THE SECURI TY TRANSACTI ON SERVER
0011 ADJUNCT PROCESSCOR CRYPTO SUBTASK STATUS:

YES
1

1
1234
1234

0/ 0
1/ 2

YES
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Crypto HW exploitation in VSE

§ Crypto cards are only used for RSA acceleration
— RSA decrypt/encrypt for SSL session initiation
— RSA encrypt for signing of certificates (CIALCREQ)

§ CPACF

— Acceleration of symmetric algorithms:
DES, TDES, AES-128 (z9 only), SHA-1

— Used at

» SSL data transfer
* CIAL functions in TCP/IP

§ Usage is transparent for TCP/IP applications

— If Crypto HW is available, it will be used. If not available, the SW
implementation (as part of TCP/IP) will be used

— You can disable the use of Crypto HW via a setting in $SOCKOPT Phase
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Crypto HW exploitation in VSE

§ HW Crypto Functions that are not exploited in VSE

— Special functions available in Coprocessor-Modus

* RSA Key-Generation

— RSA keys could be generated directly on VSE, no workstation
tool would be required

« Secure Key functions

— PIN functions
— Symmetric Key Import / Export (Key Transport)

« Special functions for banking-software
— ANSI X9.17 Standard: Key generate, export, import

§ Requirements are welcome !
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Secure Key vs. Clear Key

§ Different way of managing, storing and usage of keys
— Keys reside unencrypted (clear) in the file system (“Clear Key”)

— Keys reside encrypted (TDES with fixed key) in the file system
e That's how VSE works today

— Keys reside encrypted (using a “Secure Master Key*) in the file system

* The Master Key is stored in the hardware
« Secure master key entry via TKE or Dialogs

« Crypto operations are done in main storage, i.e. data keys are visible
(unencrypted) in main storage for a very short time

» Crypto operations are done on a coprocessor card, i.e. data keys will never
reside unencrypted in the main storage
e Required for banking applications, e.g. PIN Verification
& Supported by z/OS ICSF

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 1‘;‘ ysr: © 2008 IBM Corporation


mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

CryptoVSE API

8

Native cryptographic API

— Can also be used directly from within COBOL programs

Provides cryptographic services:

— Data encryption

- DES

« Triple DES

« AES

* RSA PKCS #1

— Message Digest

- MD5

+ SHA-1
— Digital Signatures

» RSA PKCS #1 with SHA1 or MD5
— Message Authentication

« HMAC

Uses Hardware Crypto functions transparently when available
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Customer Data Protection Requirements

8

Regulatory requirements driving need for greater data security, integrity,
retention/auditability, and privacy

Severe business impacts caused by loss or theft of data including financial
liability, reputation damage, legal/compliance risk

Increasing need to share data securely with business partners and maintain
backups at remote locations

Need to reduce complexity and improve processes around enterprise encryption
management

Need ability to cost effectively encrypt large quantities of tape data

Secondary Site
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IBM Tape Encryption — TS1120

§ The IBM System Storage TS1120 Tape Drive
has been enhanced to provide drive based
data encryption

§ A new, separate IBM Encryption Key Manager
component for the Java Platform (Encryption
Key Manager) program is also being introduced.:

— supports the generation and communication of encryption
keys for the tape drives across the enterprise.

§ New: Support is now available for z/VSE V4 and V3:

— zIVSE V4.1: DY46682 (UD53141 and UD53142)

— zIVSE V3.1: DY46685 (UD53143,UD53144, UD53146) and
PK43473 (UK24398)

— ZIVM: VM64062 (UM32012)

— DITTO: PK44172 - With this Apar, DITTO/ESA for VSE

supports tape encryption interactively and via
standard VSE JCL in BATCH mode
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IBM Tape Encryption — TS1120

Tape Controller TS1120 Tape Drive
System z
oL S 10 [« > FICON/ESCON
JCL..Label(S) Data Path
Hardware-based
o Secure IP Port [« > encryption
: 7 X

Read / Write Read / Write

any Java Platform

Encryption Key
Manager (EKM)

Labell & KEK1,
Label2 & KEK2, ...

Encrypted
Text

Transfer Data

Encryption Key

‘wrapped’ using
Key Encryption Key(s)
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IBM Tape Encryption — TS1120

encryption mode
/1 JOB ENCRYPT / (03=write)

[l ASSGN SYS005, 480, 03
[/ KEKL UNI T=480, KEKL1=" MYKEKL1" , KEML=L, KEKL2=" MYKEKL2’ , KEM2=L

/1 EXEC LIBR \

BACKUP LI B=PRD2 TAPE=SYS005 encoding mechanism
[ * (L=Label, H=Hash)
key labell
(name of the 1. KEK-key in EKM)

[ &

§ The Data-Key can be encrypted using 2 different public keys (KEK = Key
Encrypting Keys), to be able to send the tape to 2 different receivers

§ More info can be found in the z/VSE 4.1 Administration manual (VSE
Homepage)
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IBM Tape Encryption — TS1120

Encryption
Key
Manager

1. Load cartridge, specify
encryption, provide Key Labels

@ape drive requests a data key

3. Key manager
generates key and

session keys

encrypts with public and

4..Encrypted keys
transmitted to tape drive

Encrypted “Data Keys”

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008

Encrypted “Data Key”

5. Tape drive writes encrypted
data and stores encrypted data
key on cartridge
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IBM Tape Encryption — TS1120

§ Considerations and Restrictions:

— A tape can either contain encrypted data or unencrypted
data

— If you encrypt the first file on the tape, all subsequent files
will also be encrypted using the same key
* Important for multi file tapes

— If you send an encrypted tape to a business partner, the
other side will also require a TS1120 to be able to read the
tape
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IBM Tape Encryption — TS1120 - Summary

§ Hardware-based encryption
— No host cycles used
§ Designed for high volume backup
§ Encryption Key Manager (EKM) on a Java platform
— for centralized key management
— with SSL connection between tape controller and EKM
§ Encryption option specified in VSE via JCL commands
— [ ASSGN ...
— [l KEKL ...
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New: Encryption Facility for z/VSE

§ IBM Encryption Facility for z/VSE V1.1 can help you: v'\/\

— Secure business and customer data ~ g

— Address regulatory requirements @ ™~

— Protect data from loss and inadvertent or V\‘\
deliberate compromise

— Enable sharing of sensitive information across platforms with partners,
vendors, and customers

— Enable decrypting and encrypting of data to be exchanged between
z/VSE and non-z/VSE platforms

§ The Encryption Facility for z/VSE V1.1 is packaged as an optional,
priced feature of VSE Central Functions V8.1 (5686-CF8-40).

— Documentation in z/VSE 4.1.1 Administration book, Chapter 43
— Avalilable since November 30, 2007
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New: Encryption Facility for z/VSE

Encryption Facility for z/VSE 9
=
2

Partners, branch

offices with z/OS or Z/VSE
mainframe
: 7 : 9 Heterogeneous
Mainframe encryption services F’;’ rtne;f, syslems
leverages: tan
offices

- Encryption hardware
- Client / Server based
key management
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New: Encryption Facility for z/VSE

§ The Encryption Facility for z/VSE V1.1 uses the same data format
as the Encryption Services feature in Encryption Facility for z/OS

V1.1 and V1.2 (5655-P97) /\
— Called ,Encryption Facility System z format' \'\
§ It allows you to exchange encrypted files between @ Q;

— your internal mainframe data centers
— you and your external business partners and vendors

AN

§ To decrypt an encrypted file, you must have installed any of the
following:

— Encryption Facility for z/VSE feature

— Encryption Facility for z/OS Encryption Services feature (using System
z format)

— The no-charge Encryption Facility for z/OS Client Web download

» either Java-based client
« or Decryption Client for z/OS

Ingo Franzki — ifranzki@de.ibm.com April 21, 2008 f N = © 2008 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM System z - WAVV 2008

New: Encryption Facility for z/VSE

Possible choices:

Decrypt data using System z format with:

Encrypt data using Encryption Encryption Decryption Java-based

System z format with: | Services feature Facility for Client for Client
of EF for z/OS zIVSE z/OS

Encryption Services Yes Yes Yes Yes

feature of EF for z/OS

EnecryptinFacility for Yes Yes Yes Yes
zIVSE
Java-based Client Yes Yes No (*) No (*)

Note: The terms and conditions for the no-charge Encryption Facility for z/OS Client
only allow the use of the Encryption Facility for z/OS Client for decrypting information
or data that was encrypted by IBM's Encryption Facility for z/OS or IBM's Encryption
Facility for z/VSE, or for encrypting information or data to be decrypted by IBM's
Encryption Facility for z/OS or IBM's Encryption Facility for z/VSE.
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New: Encryption Facility for z/VSE

§ Encryption Facility for z/VSE supports
— Password-based encryption of session keys

— Data encryption with a randomly generated symmetric session key
using AES-128 or Triple-DES algorithms

— Asymmetric encryption of randomly generated symmetric keys using
the RSA algorithm with key lengths of 512, 1024 and 2048-bit

— Encryption of single SAM files, VSAM files, or VSE Library members
— Encryption of virtual or real tapes
§ Support of hardware-accelerated compression before encryption

§ Encryption of complete backups made with any backup tool either
from IBM or vendors

§ Output of encrypted data on disk, virtual tape, or real tape
— As sequential file (SAM or VSAM)
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New: Encryption Facility for z/VSE

§ Hardware Requirements:
— For the PASSWORD option, use CPACF only.
— For the Clear-TDES and Clear-AES-128 (no ENCTDES), use CPACF only.

— For RSA keys (bit length 2048), use one of the following:

* Crypto Express2-accelerator mode (CEX2A)
* Crypto Express2-coprocessor mode (CEX2C)
« PCIX Cryptographic Coprocessor (PCIXCC)

§ Software requirements
— z/VSE 4.1 with APAR DY46717 (PTF UD53196)
— For public encryption, TCP/IP for VSE/ESA V1.5E, or higher, is required.

— For RSA keys (bit length 1024) TCP/IP for VSE/ESA V1.5E, or higher, is
required.

— For RSA keys (bit length 2048) refer to the Hardware requirements.
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New: Encryption Facility for z/VSE - Encryption of a single file

Encrypted dataset
on tape

Clear
Data z/VVSE Encryption /
Facility
—_—
\ —
Clear Library member, Encrypteo_l dataset ir;r.
VSAM file, or dataset on disk 3l
on tape or disk
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New: Encryption Facility for z/VVSE - Encryption of a complete

IDCAMS

CA Faver

Encrypted dataset

on tape

BIM Dr.D

Encryption
Facility

Other ...

Encrypted dataset
on disk

§ Any proprietary backup tape can be encrypted and

written to a second tape or to disk.

§ Note that the complete input tape results in just one
encrypted dataset, which resides on tape or disk.
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New: Encryption Facility for z/\VSE - Password-based
encryption (PBE)

§ Encryption key (data key) is generated from
— the given secret password (8 ... 32 characters)
— iteration count, and

— a 8-byte random number (the “salt”), which is different for each encryption
process.

§ The iteration count and salt value are stored in the encrypted dataset
header.

— jcount and salt are not secret

— When encrypting the same data twice with the same password and iteration count,
the resulting encrypted data will be completely different, because of the randomly
created salt value.

& No need to deal with keys, but
§ Need to manage/archive passwords
— Many free tools available, e.g.
— KeePass : http://keepass.sourceforge.net/
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New: Encryption Facility for z/VVSE - PBE: Example
for generating a key

§ Example of a “Password-based key derivation function”
§ PBKDF1l(password, salt, iteration_count, dkLen)
§ Disadvantage:

— Derived key length (dkLen) limited to output of underlying hash function
(MD5 = 16 bytes, SHA-1 = 20 bytes)

— Used today only for compatibility with older applications

§ Described in RFC 2898 Note: this is not
exactly the process
§ Process: _ _
used in Encryption
password salt FaC|I|ty fOI‘ Z/VSE
| It's only an example.
* icount l SHAL But:
Hash (20 bytes) § TDES key = 3 * 8 bytes = 24 + 8 bytes ICV = 32
l § AES-128 key = 16 bytes + 16 bytes ICV = 32
Derived key
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New: Encryption Facility for z/VSE - PBE: Job example
for encryption

* $$ JOB JNMFENCMVEM CLASS=0, DI SP=D HDR
Salt value

/1 JOB ENCMEM

icount = 233
/1 LI BDEF *, SEARCH=( PRD2. SCEEBASE, PRD2. PROD, PRD2. DBASE)
/] EXEC | JBEFVSE, PARM=' DEBUG Random: salt CLRTDES
ENCRYPT
DESC=' ENCRYPTI ON TEST'
CLRTDES
PASSWORD=BL AHBLAH g PBKDF
| COUNT=233
CLRFI LE=DD: PRD2. CONFI G{ MYFI LE. TXT) l
ENCF| LE=DD:; ENCDATA
/* Data key
/&
* $$ EQJ l

1 — Encryption
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New: Encryption Facility for z/\VVSE - Public-key encryption (PKE)

§ Encryption key (data key) is randomly generated

§ Data key is then encrypted with the public key of the recipient of
the encrypted data

— Needs a Crypto Express2 or PCIXCC card for 2048 bit keys

— Crypto cards are transparently used also for 1024 bit keys when
available

§ Data key is put into the encrypted dataset together with the
encrypted data

§ Only one recipient is able to decrypt the data key and thus, the
encrypted data, using the corresponding private key

§ Need to manage / exchange public RSA keys
— Can be done with the Keyman/VSE tool
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New: Encryption Facility for z/VSE - PKE: Job example
for encryption

* $$ JOB JNMEENCMEM CLASS=0, DI SP=D

/1 JOB ENCMVEM

/1 LIBDEF *, SEARCH=( PRD2. SCEEBASE, PRD2. PROD, PRD2. DBASE)
/| EXEC | JBEFVSE, PARVE' DEBUG

ENCRYPT RSA public key

DESC=' ENCRYPTI ON TEST' of recipient
CLRTDES

RSA=CRYPTO. KEYRI NG( MYKEY)

Encryption of data key

(up to 16 RSA statenents possible)
CLRFI LE=DD: PRD2. CONFI G{ MYFI LE. TXT)
ENCFI LE=DD: ENCDATA
| *

/&

* $$ EQJ

Random: Data key

l

Encryption
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New: Encryption Facility for z/VSE - PBE and PKE scenario

Encrypting site Decrypting site

Password Password
- decrypt
encrypt \ v
Clear g 2/V'SE or Z/0S g
Data 2V SE Encryption > DSZ
e Encryption Eacilit
Facility ~ HDR / y
N \A | Encr / T
Public Key Data Private Key
1 Public Key
. DN GE| A= ]|
|mp0rt Carteta an | argn | s | 0
L T TS < export
Keyman/VSE tool
_| 4
[ P s
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New: Encryption Facility for z/VSE - Customer value

§ No special tape hardware requirements (e.g. TS1120)
— But exploits IBM crypto hardware (crypto cards and CPACF)

§ Host-based utility, no additional client/server workstations
§ Easy to use
— No special setup necessary for password-based encryption

§ Supports all VSE data formats: single files and complete tape backups
(LIBR, IDCAMS, POWER, etc.)

§ Supports even proprietary vendor backup formats

§ Encrypted datasets and tapes can easily be exchanged between
business partners even on non z platforms

— Password-based
— Public-key based
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Other ways to encrypt your backups or tapes

§ Can be done using VTAPE
— Create a backup on a remote virtual tape

— Store the tape image on an encrypted medium

* Encrypted file system or directory (e.g. EcryptFS on Linux)
« Use encryption tools (e.g. TrueCrypt)
« Use Tivoli Storage Manager to store the backup data

§ Encrypt data in applications

— Use CryptoVSE API to encrypt the data
» Uses Hardware Crypto Support if available
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New technical articles on VSE homepage

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/security.html#howto

How to setup hardware crypto with VSE

] How to setup SSL with CICS Web Support (PDF, 1.4MB)
Joerg Schmidbauer, IBM

f& How to setup Secure Telnet with VSE (PDF, 1.7MB)
Joerg Schmidbauer, IBM

ff] How to setup Secure FTP with VSE (PDF, 1.2MB)
Joerg Schmidbauer, IBM

] How to setup cryptographic hardware for VSE (PDF, 1.1MB)

Joerg Schmidbauer, IBM
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Related Documentation

& VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/

§ Keyman/VSE tool and VSE Connector Client
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/

& Encryption Facility for z/OS
http://www.ibm.com/servers/eserver/zseries/zos/encryption facility/

§ IBM Encryption Facility for z/OS Java Client
http://www.ibm.com/servers/eserver/zseries/zos/downloads/#efclient

§ IBM PCI Cryptographic Accelerator (PCICA)
http://www.ibm.com/security/cryptocards/pcica.shtml

§ IBM Crypto Express2 (CEX2)
http://www.ibm.com/systems/z/security/cryptography.html

§ CP Assist for Cryptographic Function (CPACF)
http://www.ibm.com/systems/z/security/cryptography.html

§ IBM Security Products — Overview
http://www.ibm.com/security/products/

§ KeePass Password Safe — a free Open Source Password Manager for many operating systems
http://keepass.sourceforge.net/
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Questions ?
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