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Mu lti-L a y e r  D e fe n s e :
P r o te c tio n  A g a in s t W o r m s  &  V ir u s e s

W A V V  2 0 0 4 , 3  p m  E S T  S e s s io n  - U 2
Ma y  3 , 2 0 0 4

R ic h  T a y lo r , C IS S P
S e c u r ity  Ma r k e t S p e c ia lis t

C is c o  S y s te m s , In c .
r ic h ta y l@ c is c o .c o m

(6 7 8 ) 3 5 2 -2 6 0 0
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T h e  W o r ld  H a s  C h a n g e d …
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N e tw o r k s  O f T h e  9 0 ’s

P S T N

F r a m e  R e la y
X .2 5

L e a s e d  L in e

Mo b ile  U s e rMo b ile  U s e r

B r a n c h  B r a n c h  
O ffic eO ffic e

P S T N

C lo s e d  N e tw o r kC lo s e d  N e tw o r k

T e le c o m m u te rT e le c o m m u te r

Mo s t s e c u r ity  d e v ic e s  w e r e  d e s ig n e d  to  s e c u r e  n e tw o r k s  lik e  th is
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N e tw o r k s  o f T o d a y
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S e c u r ity  C h a lle n g e s
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N e tw o r k in g  P r io r itie s  in  2 0 0 3

2 .5 4

2 .8 8

3 .3 9

3 .7 3

3 .9 4

3 .9 5

4 .0 3

4 .1 4

4 .3 2

0 1 2 3 4 5

V o IP /IP T

W ir e le s s /Mo b ility

N e tw o r k  A r c h ite c tu r e

C u r r e n t/N e w  A p p s

L in k  R e m o te  W o r k e r s  to  In tr a n e t

O p e r a tin g  C o s t R e d u c tio n

D is a s te r  R e c o v e r y /B u s in e s s  C o n tin u a n c e

In c r e a s e d  A v a ila b ility  o r  R e lia b ility

In c r e a s e d  N e tw o r k  S e c u r ity

1  =  N o t Im p o r ta n t; 5  =  V e r y  Im p o r ta n t
S o u r c e : G a r tn e r  G r o u p  2 0 0 2S o u r c e : G a r tn e r  G r o u p  2 0 0 2

6
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S e c u r ity  C h a lle n g e  fo r  E n te r p r is e s

• S e c u r ity  is  n o  lo n g e r  a  ‘n e tw o r k  o n ly ’ p r o p o s itio n

• D a ta  m u s t a ls o  b e  p ro te c te d  w h e re  it re s id e s … .th e  e n d p o in t 
(s e rv e r/d e s k to p )

• D a y  Z e r o  a tta c k s

• R a p id ly  p ro p a g a tin g  a tta c k s  (S la m m e r a n d  N im d a ) e v a d e  s ig n a tu re  
re c o g n itio n  to  a tta c k  a n d  p ro life ra te  th ro u g h  s e rv e rs  a n d  d e s k to p s

• S e r v e r  a n d  d e s k to p  m a in te n a n c e

• In c re a s in g  #  o f v u ln e ra b ilitie s  m a k e s  th e  ta s k  o f p a tc h in g  s y s te m s  
a n  ‘u p d a te  ra c e ’ w ith o u t e n d

• S e c u rity  m a in te n a n c e  in  e n te rp ris e s  m u s t s c a le  to  h u n d re d s  o f 
th o u s a n d s  o f e n d p o in ts

• L e g a c y  e n d p o in t s e c u r ity  T C O  c h a lle n g e

• In h e re n tly  re a c tiv e  p ro d u c ts  p ro v id e  p o in t s o lu tio n s  fo r e n d p o in ts  
fo rc e s  d e p lo y m e n t o f m u ltip le  a g e n ts  a n d  m a n a g e m e n t p a ra d ig m s
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C is c o  S e c u r ity  S tr a te g y  E v o lu tio n

S e v e r ity  o f
S e c u r ity  T h r e a ts

S e v e r ity  o f
S e c u r ity  T h r e a ts

1 9 9 0 s1 9 9 0 s 2 0 0 02 0 0 0 T o d a yT o d a y F u tu r eF u tu r e

• In te g r a te d  s e c u r ity  
R o u te r s
S w itc h e s
A p p lia n c e s
E n d p o in ts

• F W  +  V P N  +  ID S
• A n o m a ly  d e te c tio n
• In te g r a te d  

m a n a g e m e n t 
s o ftw a r e

• E v o lv in g  a d v a n c e d  
s e r v ic e s

• In te g r a te d  s e c u r ity  
R o u te r s
S w itc h e s
A p p lia n c e s
E n d p o in ts

• F W  +  V P N  +  ID S
• A n o m a ly  d e te c tio n
• In te g r a te d  

m a n a g e m e n t 
s o ftw a r e

• E v o lv in g  a d v a n c e d  
s e r v ic e s

• S e c u r ity  
a p p lia n c e s

• E n h a n c e d  
r o u te r  s e c u r ity

• S e p a r a te   
m a n a g e m e n t 
s o ftw a r e

• S e c u r ity  
a p p lia n c e s

• E n h a n c e d  
r o u te r  s e c u r ity

• S e p a r a te   
m a n a g e m e n t 
s o ftw a r e

• B a s ic  r o u te r   
s e c u r ity

• C o m m a n d  lin e  
in te r fa c e

• B a s ic  r o u te r   
s e c u r ity

• C o m m a n d  lin e  
in te r fa c e

• E n d  to  E n d  
P r o te c tio n

• A p p lic a tio n  
o r ie n te d  (p e r  
p o r t b a s is )  

• S e c u r ity  a w a r e  
e le m e n ts

• S e lf-p r o te c tin g
• F u ll s u ite  

a d v a n c e d  
s e r v ic e s

• E n d  to  E n d  
P r o te c tio n

• A p p lic a tio n  
o r ie n te d  (p e r  
p o r t b a s is )  

• S e c u r ity  a w a r e  
e le m e n ts

• S e lf-p r o te c tin g
• F u ll s u ite  

a d v a n c e d  
s e r v ic e s

In te llig e n t 
N e tw o r k s
In te llig e n t 
N e tw o r k s

S e lf
D e fe n d in g  
N e tw o r k s

S e lf
D e fe n d in g  
N e tw o r k s
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S o p h is tic a tio n
o f

H a c k e r  T o o ls

P a c k e t F o r g in g / 
S p o o fin g

1 9 9 01 9 8 0

P a s s w o r d  
G u e s s in g

S e lf R e p lic a tin g  
C o d e

P a s s w o r d  
C r a c k in g

B a c k  
D o o r s

H ija c k in g  
S e s s io n s

S w e e p e r s

S n iffe r s

S te a lth  D ia g n o s tic s

T e c h n ic a l 
K n o w le d g e  
R e q u ir e d

H ig h

L o w 2 0 0 0

D D O S

N e w
In te r n e t 
W o r m s

T h r e a t C a p a b ilitie s

D is a b lin g  
A u d its

E x p lo itin g  K n o w n  
V u ln e r a b ilitie s
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T h e  S a p p h ir e  W o r m  o r  “ S la m m e r ”

2681 11 1 0

• In fe c tio n s  d o u b le d  e v e r y  8 .5  s e c o n d s

• In fe c te d  7 5 ,0 0 0  h o s ts  in  fir s t 1 1  m in u te s

• C a u s e d  n e tw o r k  o u ta g e s , c a n c e lle d  a ir lin e  
flig h ts  a n d  A T M fa ilu r e s  

• In fe c tio n s  d o u b le d  e v e r y  8 .5  s e c o n d s

• In fe c te d  7 5 ,0 0 0  h o s ts  in  fir s t 1 1  m in u te s

• C a u s e d  n e tw o r k  o u ta g e s , c a n c e lle d  a ir lin e  
flig h ts  a n d  A T M fa ilu r e s  

A t P e a k ,
S c a n n e d  5 5  Millio n  H o s ts  p e r  S e c o n d

A t P e a k ,
S c a n n e d  5 5  Millio n  H o s ts  p e r  S e c o n d

Min u te s  a fte r  R e le a s eMin u te s  a fte r  R e le a s e
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L e t’s  L o o k  a t B la s te r
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T h e  B la s te r  W o r m : W h a t H a p p e n e d ? ?

- Mo n d a y  A u g u s t 1 2 , 2 0 0 3  
W o r m  R e le a s e d

- A ls o  k n o w n  a s  W 3 2 .B la s te r , 
MS B la s t a n d  W 3 2 /L o v s a n

- E x p lo ite d  fla w  in  Mic r o s o ft R P C  
c o d e

- S p r e a d  w o r ld w id e  w ith in  h o u r s

- C E R T  e s tim a te s  o v e r  1 .4  m illio n  
d e v ic e s  in fe c te d

- C o u ld  e n d  u p  b e in g  m o s t w id e s t 
a tta c k  o n  In te r n e t to  d a te

- S p e e d  o f in fe c tio n  is  s lo w e r  th a n  
S la m m e r  w o r m  o f 1 /0 3  
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E ffe c ts  O f T h e  B la s te r  W o r m

• C r a s h e s  in fe c te d  d e v ic e s

• R o o t c o n tr o l o f d e v ic e  c o u ld  b e  g a in e d  b y  
a tta c k e r  

• R e p lic a tio n  a c tio n  flo o d s  n e tw o r k s

• S ig n ific a n t s y s te m  o u ta g e s  r e p o r te d  w o r ld w id e  
in c lu d in g  F e d e r a l R e s e r v e  B a n k  o f A tla n ta ,  
Ma r y la n d  D e p a r tm e n t O f Mo to r  V e h ic le s , C ity  o f 
P h ila d e lp h ia , U S  P o s ta l S e r v ic e  a n d  o th e r s .
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T h e  B la s te r  W o r m :
H o w  It W o r k s

• E x p lo its  v u ln e r a b ility  in  Mic r o s o ft R P C  c o d e  
d e a lin g  w ith  m e s s a g e  e x c h a n g e  o v e r  T C P /IP  
r e s u ltin g  in  th e  in c o r r e c t h a n d lin g  o f 
m a lfo r m e d  m e s s a g e s

• F la w  is  s ta c k -b a s e d  b u ffe r  o v e r flo w  o c c u r in g in  
lo w -le v e l D is tr ib u te d  C o m p o n e n t O b je c t Mo d e l 
(D C O M) in te r fa c e  w ith in  th e  R P C  p r o c e s s  
lis te n in g  o n  T C P /IP  p o r t 1 3 5

• A ffe c te d  s y s te m s : Mic r o s o ft W in d o w s  N T  4 .0 , 
Mic r o s o ft W in d o w s  2 0 0 0 , Mic r o s o ft W in d o w s  
X P , Mic r o s o ft W in d o w s  S e r v e r  2 0 0 3  

• V u ln e r a b ility  p u b lis h e d  in  J u ly  2 0 0 3 . P a tc h  w a s  
m a d e  a v a ila b le  fr o m  Mic r o s o ft a t th a t tim e .

• W o r m  e x e c u te s  c o d e  a n d  in s ta lls  a  c o p y  o f 
its e lf in to  th e  in fe c te d  c o m p u te r ’s  m e m o r y  –
w h ic h  in fe c ts  o th e r  h o s ts .
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A n a to m y  O f A  W o r m

1 — T h e  E n a b lin g    
V u ln e r a b ility

1 — T h e  E n a b lin g    
V u ln e r a b ility

2 — P r o p a g a tio n  
Me c h a n is m

2 — P r o p a g a tio n  
Me c h a n is m

1 — T h e  E n a b lin g    
V u ln e r a b ility

1 — T h e  E n a b lin g    
V u ln e r a b ility

3 — P a y lo a d3 — P a y lo a d

2 — P r o p a g a tio n  
Me c h a n is m

2 — P r o p a g a tio n  
Me c h a n is m

1 — T h e  E n a b lin g    
V u ln e r a b ility

1 — T h e  E n a b lin g    
V u ln e r a b ility
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T h e  E n a b lin g  V u ln e r a b ility

11

In te r n e t

U s in g  th e  R P C  F la w , w o r m  in s ta lls  its e lf o n  
W in d o w s  d e v ic e s .
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P r o p a g a tio n

A fte r  g a in in g  a c c e s s  to  d e v ic e s , 
w o r m  r e p lic a te s  its e lf a n d  s e le c ts  n e w  ta r g e ts . 

G O22
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P a y lo a d

• S te a l
• D e fa c e
• B a c k  d o o r
• R o o tK it

33

W h e n  th e  d e v ic e  is  in fe c te d  w ith  a  w o r m , th e  a tta c k e r  h a s  a c c e s s to  th e  
h o s t a s  th e  S Y S T E M u s e r .  A tta c k e r  c o u ld  u s e  a  lo c a l e x p lo it to  e s c a la te  
th e ir  p r iv ile g e  le v e l to  A d m in is tr a to r  
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S o , W h a t C a n  Y o u  D o ?
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Im p le m e n t a  D e fe n s e  in  D e p th  S tr a te g y

w w w .c is c o .c o m /g o /s a fe
w w w .c is c o .c o m /g o /s e lfd e fe n d
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In te g r a te d  S e c u r ity  S y s te m  Is  A n  Im p e r a tiv e

S e c u r e  T r a n s p o r tS e c u r e  T r a n s p o r tC a r d  R e a d e r sC a r d  R e a d e r sS e c u r ity  R o o m  C C T VS e c u r ity  R o o m  C C T V

S e c u r e d  D o o r s  a n d  V a u ltsS e c u r e d  D o o r s  a n d  V a u lts
S u r v e illa n c e  a n d  A la r m sS u r v e illa n c e  a n d  A la r m s P a tr o llin g  S e c u r ity  G u a r dP a tr o llin g  S e c u r ity  G u a r d

F ir e w a lls  a n d  R o u te r  A C L sF ir e w a lls  a n d  R o u te r  A C L s
N e tw o r k  In tr u s io n  

D e te c tio n
N e tw o r k  In tr u s io n  

D e te c tio n S e c u r ity  A g e n tsS e c u r ity  A g e n ts

C e n tr a liz e d  S e c u r ity  a n d  
P o lic y  Ma n a g e m e n t

C e n tr a liz e d  S e c u r ity  a n d  
P o lic y  Ma n a g e m e n t

Id e n tity , A A A , A c c e s s  
C o n tr o l S e r v e r s  a n d  

C e r tific a te  A u th o r itie s

Id e n tity , A A A , A c c e s s  
C o n tr o l S e r v e r s  a n d  

C e r tific a te  A u th o r itie s

E n c r y p tio n  a n d  V ir tu a l 
P r iv a te  N e tw o r k s  (V P N ’s )

E n c r y p tio n  a n d  V ir tu a l 
P r iv a te  N e tw o r k s  (V P N ’s )
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S A F E : H o w  to  P u t it A ll T o g e th e r

““ B e s t p r a c tic e s ”  s e c u r ity  b lu e p r in ts  fo r  B e s t p r a c tic e s ”  s e c u r ity  b lu e p r in ts  fo r  
im p le m e n tin g  in te g r a te d  n e tw o r k  s e c u r ityim p le m e n tin g  in te g r a te d  n e tw o r k  s e c u r ity

B lu e p r in ts  a v a ila b le  fo r :

• E n te r p r is e

• S m a ll B u s in e s s

• IP S e c  V P N s

• V o ic e

• W ir e le s s

• e  C o m m e r c e  
(w / c o n te n t s e c u r ity )

B lu e p r in ts  a v a ila b le  fo r :

• E n te r p r is e

• S m a ll B u s in e s s

• IP S e c  V P N s

• V o ic e

• W ir e le s s

• e  C o m m e r c e  
(w / c o n te n t s e c u r ity )
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C is c o ’s  S e c u r ity  O ffe r in g s

A p p lia n c e s
V P N  3 0 0 0  S e r ie s         

P IX  F ir e w a lls        
6 5 0 3 , 6 5 0 6

A p p lia n c e s
V P N  3 0 0 0  S e r ie s         

P IX  F ir e w a lls        
6 5 0 3 , 6 5 0 6

C is c o    A c c e s s  
C o n tr o l S e r v e r

“ IB N S ”  
(Id e n tity -

B a s e d  
N e tw o r k in g  
S e r v ic e s )

8 0 2 .1 x  
E x te n s io n s  

(p e r  p o r t,  p e r  
u s e r  A A A )

N e tw o r k  
A d m is s io n  

C o n tr o l

C is c o    A c c e s s  
C o n tr o l S e r v e r

“ IB N S ”  
(Id e n tity -

B a s e d  
N e tw o r k in g  
S e r v ic e s )

8 0 2 .1 x  
E x te n s io n s  

(p e r  p o r t,  p e r  
u s e r  A A A )

N e tw o r k  
A d m is s io n  

C o n tr o l

Id e n tity
S e r v ic e s

E x te n d e d
P e r im e te r
S e c u r ity

In tr u s io n
P r o te c tio n

S e c u r ity  
Ma n a g e m e n t

A p p lia n c e s
P IX  F ir e w a lls         

6 5 0 3 , 6 5 0 6

A p p lia n c e s
P IX  F ir e w a lls         

6 5 0 3 , 6 5 0 6

A p p lia n c e s
4 2 0 0  S e r ie s                

P IX  F ir e w a lls

H o s t B a s e d      
C S A  A g e n t

A p p lia n c e s
4 2 0 0  S e r ie s                

P IX  F ir e w a lls

H o s t B a s e d      
C S A  A g e n t

S O H O  9 0 , 8 3 0 ,1 7 0 0 , 2 6 0 0 , 3 6 0 0 , 3 7 0 0 , 7 0 0 0  S e r ie s  R o u te r s

S e c u r e
C o n n e c tiv ity

IP  S o lu tio n  
C e n te r  (IS C )

C is c o W o r k s
V MS  v 2 .2  

(V P N /S e c u r ity  
Ma n a g e m e n t 

S o lu tio n )

S IMS  3 .1
(S e c u r ity  

In fo r m a tio n  
Ma n a g e m e n t 

S o lu tio n )

C is c o W o r k s
H S E   (H o s tin g  

S o lu tio n  
E n g in e )

IP  S o lu tio n  
C e n te r  (IS C )

C is c o W o r k s
V MS  v 2 .2  

(V P N /S e c u r ity  
Ma n a g e m e n t 

S o lu tio n )

S IMS  3 .1
(S e c u r ity  

In fo r m a tio n  
Ma n a g e m e n t 

S o lu tio n )

C is c o W o r k s
H S E   (H o s tin g  

S o lu tio n  
E n g in e )

C is c o  IO S  
V P N

C is c o  IO S  
V P N

C is c o  IO S  
ID S

C is c o  IO S  
ID S

C is c o  IO S    
F ir e w a ll

C is c o  IO S    
F ir e w a ll

In te g r a te d
S w itc h  F ir e w a ll 

Mo d u le

In te g r a te d
S w itc h  &  R o u te r  

ID S  Mo d u le

In te g r a te d
S w itc h  V P N  

Mo d u le

©  2 0 0 3 , C is c o  S y s te m s , In c . A ll r ig h ts  r e s e r v e d .
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C is c o  R e c o m m e n d a tio n s : F ir s t S te p s

• P a tc h  A L L  v u ln e r a b le  s y s te m s ! 

• A tta c k  m itig a tio n  in fo r m a tio n  fr o m  Mic r o s o ft:
h ttp ://m ic r o s o ft.c o m /te c h n e t/tr e e v ie w /d e fa u lt.a s p ? u r l= /te
c h n e t/s e c u r ity /b u lle tin /MS 0 3 -0 2 6 .a s p  

• U s e  s e c u r ity  s c a n n e r  to  d is c o v e r  s y s te m s  r u n n in g  
W in d o w s  R P C  s e r v ic e . In c lu d in g  r e m o te  s ite s , d ia l-u p  
u s e r s  a n d  V P N  c o n n e c tio n s

• A p p ly  in g r e s s  a n d  e g r e s s  filte r s  o r  a c c e s s  c o n tr o l lis ts  
(A C L s ) b lo c k in g  a c c e s s  to  p o r ts  1 3 5  a n d  1 3 9  (T C P  a n d  
U D P ) a s  w e ll a s  p o r t 4 4 5  (T C P  a n d  U D P ).
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• C is c o  S e c u r ity  A g e n t (C S A ) 
- T h e  d e fa u lt C S A  4 .0  s e r v e r  a n d  d e s k to p  p o lic ie s  s to p  s u c c e s s fu l

e x e c u tio n  o f B la s te r  a tta c k

- O n  s e r v e r s , th e  d e fa u lt s e r v e r  p o lic y  p r e v e n ts  th e  S V C H O S T  fr o m
a tte m p tin g  to  e x e c u te  C MD .e x e .  T h is  p r e v e n ts  th e  e x p lo it s h e ll 
c o d e  fr o m  r u n n in g .

- O n  d e s k to p  s y s te m s  th e  d e fa u lt d e s k to p  p o lic y  p r e v e n ts  th e  
S V C H O S T  fr o m  a c c e p tin g  a  c o n n e c tio n  o n  p o r t 4 4 4 4 . A d d itio n a l 
p r o te c tio n  is  p r o v id e d  b y  th e  d e fa u lt p o lic y 's  p r e v e n tio n  o f a n y
a p p lic a tio n  fr o m  e x e c u tin g  C MD .e x e

- In s ta ll C is c o  S e c u r ity  A g e n t o n  s e r v e r s  a n d  
d e s k to p s .

N e x t S te p s : In tr u s io n  P r e v e n tio n  O n  T h e  H o s t
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C S A  in  A c tio n : P r o te c tio n  
A g a in s t Ms B la s t

T C P  
C o n n e c tio n  th r u  
1 3 5

L a u n c h  C MD  to  
lis te n  o n  p o r t 4 4 4 4

Ma c h in e  is  ‘r o o te d ’. 
Ms B L A S T .e x e im a g e  is  
fe tc h e d

S ta r t Ms B la s t.e x e

S V C H o s t D ie s , 
r e b o o t th e  s y s te m
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C S A  in  A c tio n : P r o te c tio n  
A g a in s t My D o o m

1 /2 6 /2 0 0 4  4 :3 2 :2 2  P M: T h e  p r o c e s s  'D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ' (a s  u s e r
A ME R \g d e p e tr o ) tr ie d  to  o p e n /c r e a te  th e  file
'C :\W IN N T \s y s te m 3 2 \s h im g a p i.d ll' a n d  th e  u s e r  w a s  q u e r ie d . T h e  u s e r
r e s p o n d e d  b y  c h o o s in g  'N o '.

1 /2 6 /2 0 0 4  4 :3 2 :2 6  P M: T h e  p r o c e s s  'D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ' (a s  u s e r
A ME R \g d e p e tr o ) tr ie d  to  o p e n /c r e a te  th e  file
'C :\W IN N T \s y s te m 3 2 \ta s k m o n .e x e ' a n d  th e  u s e r  w a s  q u e r ie d . T h e  u s e r
r e s p o n d e d  b y  c h o o s in g  'N o '.

1 /2 6 /2 0 0 4  4 :3 2 :2 6  P M: T h e  p r o c e s s  'D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ' (a s  u s e r
A ME R \g d e p e tr o ) tr ie d  to  o p e n /c r e a te  th e  file  'D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \ta s k m o n .e x e ' a n d  w a s  d e n ie d .

1 /2 6 /2 0 0 4  4 :3 2 :3 8  P M: P o te n tia l w o r m  p r o p a g a tio n : T h e  p r o c e s s
'D :\D o c u m e n ts  a n d  S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ' (a s
u s e r
A ME R \g d e p e tr o ) h a s  r e a d  d o w n lo a d e d  c o n te n t (file  D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ) a n d  a tte m p te d  to
a c c e s s  a n  e m a il o r  n e tw o r k  r e la te d  r e s o u r c e  (g d e p e tr o .w a b ).T h is is
c o n s id e r e d  s u s p e c t. T h e  u s e r  c h o s e  'T e r m in a te '.

1 /2 6 /2 0 0 4  4 :3 2 :4 5  P M: T h e  p r o c e s s  'D :\D o c u m e n ts  a n d
S e ttin g s \g d e p e tr o \L o c a l S e ttin g s \T e m p \m e s s a g e .s c r ' (a s  u s e r
A ME R \g d e p e tr o ) tr ie d  to  w r ite -v a lu e  th e  r e g is tr y  k e y
'\R E G IS T R Y \U S E R \S -1 -5 -2 1 -1 8 0 1 6 7 4 5 3 1 -2 0 2 5 4 2 9 2 6 5 -8 3 9 5 2 2 1 1 5 -1 8 9 2 2 3 \S O F T W A R E
\MIC
R O S O F T \W in d o w s \C U R R E N T V E R S IO N \E x p lo r e r \S h e ll F o ld e r s ', v a lu e  'H is to r y '
a n d  th e  u s e r  w a s  q u e r ie d . T h e  u s e r  r e s p o n d e d  b y  c h o o s in g  'N o '.
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N e x t S te p s : In tr u s io n  D e te c tio n  In  T h e  N e tw o r k

• N e tw o r k  B a s e d  In tr u s io n  D e te c tio n  (N ID S )

-A tta c k  d e te c tio n  tr ig g e r s  N ID S  to  s e n d  
a la r m  a n d /o r  e ith e r  s h u n  o r  r e s e t 
c o n n e c tio n

-N e tw o r k  B a s e d  In tr u s io n  d e te c tio n  c a n  b e  
p e r fo r m e d  v ia  d e d ic a te d  a p p lia n c e s , 
r o u te r s , fir e w a lls  o r  ID S  m o d u le s  o n  
C a ta ly s t 6 5 0 0  s w itc h e s
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N e x t S te p s : A c c e s s  C o n tr o l

• S ta te fu l F ir e w a llin g
- S ta te fu l in s p e c tio n  e n g in e  c a n  c o n tr o l c o n n e c tio n  a tte m p ts  a t a  

le v e l m o r e  g r a n u la r  th a n  n o r m a l b y  v a lid a tin g  p r o p e r  p r o to c o l 
a d h e r e n c e

- L im it n u m b e r  o f in b o u n d  c o n n e c tio n s  to  s e r v e r

- D is a llo w  o u tb o u n d  c o n n e c tio n s  fr o m  d e v ic e s

- L im its  s e lf-p r o p a g a tio n  o f w o r m

- S ta te fu l fir e w a llin g c a n  b e  p e r fo r m e d  o n  d e d ic a te d  
s e c u r ity  a p p lia n c e s , r o u te r s  o r  fir e w a ll m o d u le s  fo r  
C a ta ly s t 6 5 0 0  s w itc h e s .
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N e x t S te p s : A c c e s s  C o n tr o l

- In g r e s s  F ilte r in g
-B lo c k  a c c e s s  to  p o r ts  1 3 5 , 1 3 9 , 4 4 5  (U D P  &  T C P )
-P r o p e r  in g r e s s  filte r in g  w ill b lo c k  B la s te r  a tte m p ts  a t 

u s e r  s y s te m s

a c c e s s -lis t 1 0 1  d e n y  u d p a n y  a n y e q 1 3 5  lo g -in p u t
a c c e s s -lis t 1 0 1  d e n y  tc p a n y  a n y e q 1 3 5  lo g -in p u t
a c c e s s -lis t 1 0 1  d e n y  u d p a n y  a n y e q 1 3 9  lo g -in p u t
a c c e s s -lis t 1 0 1  d e n y  tc p a n y  a n y e q 1 3 9  lo g -in p u t
a c c e s s -lis t 1 0 1  d e n y  u d p a n y  a n y e q 4 4 5  lo g -in p u t
a c c e s s -lis t 1 0 1  d e n y  tc p a n y  a n y e q 4 4 5  lo g -in p u t
a c c e s s -lis t 1 0 1  p e r m it ip a n y  a n y
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N e x t S te p s : A c c e s s  C o n tr o l
In g r e s s  F ilte r in g  - F in e  T u n e d  A p p r o a c h

F in e -tu n e d  a p p r o a c h  S te p  1 : 
Cre a te  A CL

a c c e s s -lis t 1 0 1  p e r m it u d p a n y  a n y e q 1 3 5
a c c e s s -lis t 1 0 1  p e r m it u d p a n y  a n y e q 1 3 9
a c c e s s -lis t 1 0 1  p e r m it u d p a n y  a n y e q 4 4 5
a c c e s s -lis t 1 0 1  p e r m it tc p a n y  a n y e q 1 3 5
a c c e s s -lis t 1 0 1  p e r m it tc p a n y  a n y e q 1 3 9
a c c e s s -lis t 1 0 1  p e r m it tc p a n y  a n y e q 4 4 5  
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N e x t S te p s : A c c e s s  C o n tr o l
In g r e s s  F ilte r in g  - F in e  T u n e d  A p p r o a c h

In g r e s s  F ilte r in g  F in e -tu n e d  a p p r o a c h  S te p  2 : 
M a tc h  o n  A CL  a n d  p a c k e t le n g th

c la s s -m a p  m a tc h -a ll r p c _ d c o m
m a tc h  a c c e s s -g r o u p  1 0 1

In g r e s s  F ilte r in g  F in e -tu n e d  a p p r o a c h  S te p  3 : 
U s e  c la s s -b a s e d  p o lic in g  to  d r o p  
m a tc h in g  p a c k e ts  a t th e  in g r e s s  in te r fa c e

p o lic y -m a p  d r o p -rp c -d c o m
c la s s  rp c _ d c o m
p o lic e  8 0 0 0  10 0 0  10 0 0

c o n fo r m -a c tio n  dro p e x c e e d -a c tio n  dro p v io la te -a c tio n  dro p
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N e x t S te p s : P r iv a te  V L A N s

- H o s ts  o n  g iv e n  
s e g m e n t c a n  o n ly  
c o m m u n ic a te  w ith  
d e fa u lt g a te w a y  – N O T  
o th e r  h o s ts  o n  
n e tw o r k

- C o m p r o m is e d  d e v ic e  
c o u ld  n o t in fe c t o th e r s

- F o r  m o r e  in fo  o n  
P r iv a te  V L A N S

P r o m is c u o u s
P o r t

P r o m is c u o u s
P o r t

C o m m u n ity
‘A ’

C o m m u n ity
‘B ’

Is o la te d
P o r ts

xx xx xx xx

C o m m u n ity  V L A N
Is o la te d  V L A N

P r im a r y  V L A N
C o m m u n ity  V L A N

h ttp ://w w w .c is c o .c o m /w a r p /p u b lic /4 7 3 /9 0 .s h tm l 
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N e x t S te p s : N e tw o r k  B a s e d  A p p lic a tio n  R e c o g n itio n

- N e tw o r k -B a s e d  A p p lic a tio n  R e c o g n itio n  (N B A R )

- C la s s ify  tr a ffic  b y  a p p lic a tio n  p r o to c o ls

- A llo w s  fo r  c u s to m  p r o to c o l d e fin itio n

- O n c e  c la s s ifie d , u s e  Q o S to  p r io r itiz e  tr a ffic

- N B A R  c a n  b e  c o n fig u r e d  to  r e c o g n iz e  th e  B la s te r  w o r m

- N B A R  c a n  im m e d ia te ly  c la s s ify  th e  N e tB IO S  tr a ffic  a n d  
d r o p  th e  p a c k e t b e fo r e  it r e a c h e s  th e  d e v ic e . 

w w w .c is c o .c o m /u n iv e r c d /c c /td /d o c /p r o d u c t/s o ftw a r e /io s 1 2 1 /1 2 1 n e w ft/1 2 1 lim it/1 2 1 e /1 2 1 e 2 /n b a r 2 e .h tm
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N e x t S te p s : N e tflo w S w itc h in g

N e tF lo w s w itc h in g  is  a  h ig h -p e r fo r m a n c e , 
n e tw o r k -la y e r  s w itc h in g  p a th : c a p tu r e s  w id e  
r a n g e  o f tr a ffic  s ta tis tic s  in c lu d in g  u s e r , 
p r o to c o l, p o r t, a n d  ty p e  o f s e r v ic e  
in fo r m a tio n . T h is  c a n  b e  u s e d  to  id e n tify  
n e tw o r k  tr a ffic  p a tte r n s  a n d  a s s is t in  
r e s p o n s e  to  B la s te r . 

N e tflo w c o n fig u r a tio n  in fo r m a tio n :
h ttp ://w w w .c is c o .c o m /e n /U S /p ro d u c ts /s w /io s s w re l/p s 18 2 6 /p ro d u c ts _
c o n fig u ra tio n _ g u id e _ c h a p te r0 9 18 6 a 0 0 8 0 0 8 8 0 f9 .h tm l
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N e x t S te p s : C o m m itte d  A c c e s s  R a te  (C A R )
• B la s te r  w o r m  c o n ta in s  c o d e  fo r  a  D o S a tta c k  a g a in s t th e  

s y s te m  w in d o w s u p d a te .m ic r o s o ft.c o m

• C A R  c a n  r a te -lim it tr a ffic  b a s e d  o n  a  s e t o f c r ite r ia  a n d  
p r o v id e s  c o n fig u r a b le  a c tio n s  s u c h  a s  tr a n s m it, d r o p , s e t 
p r e c e d e n c e , o r  s e t Q o S g r o u p  w h e n  th e  tr a ffic  m e e ts  o r  
e x c e e d s  r a te  lim it 

• C r ite r ia  in c lu d e  s u c h  m e tr ic s  a s  in c o m in g  in te r fa c e , IP  
p r e c e d e n c e , Q o S g r o u p , o r  IP  a c c e s s  lis t c r ite r ia  a s  w e ll a s  
o th e r s  

• C A R  p e r fo r m s  tw o  Q o S fu n c tio n s :
- B a n d w id th  m a n a g e m e n t th r o u g h  r a te -lim itin g
- P a c k e t c la s s ific a tio n

• C A R  In fo r m a tio n
h ttp ://w w w .c is c o .c o m /e n /U S /p ro d u c ts /s w /io s s w re l/p s 18 3 5 /
p ro d u c ts _ c o n fig u ra tio n _ g u id e _ c h a p te r0 9 18 6 a 0 0 8 0 0 c 7 5 c e .h tm l
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A d d itio n a l In fo r m a tio n

• C is c o  S e c u r ity  In fo r m a tio n :
w w w .c is c o .c o m /g o /s e c u r ity

• C is c o  S A F E  a n d  “ B la s te r ”  W h ite p a p e r s : 
w w w .c is c o .c o m /g o /s a fe

• C is c o  P r o d u c t S e c u r ity  In c id e n t R e s p o n s e  T e a m  
(P S IR T ): 
w w w .c is c o .c o m /g o /p s ir t

• C is c o  S e lf-D e fe n d in g  N e tw o r k :
w w w .c is c o .c o m /g o /s e lfd e fe n d

• Mic r o s o ft S e c u r ity :
w w w .m ic r o s o ft.c o m /te c h n e t/s e c u r ity
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