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The Changing HomeScape

Outside
Connectio

Services
TV channels, movies, telephone, Internet, intranet, security, video, audio

Networking - Connecting people to information through technology HOME_020



New Residential Community Network

Neighborhood
Concentrators

Regional
Concentrators

Neighborhood
Concentrators

Central
Station

Moving to all fiber optic cables
Often UTP category 3 and coax
from neighborhood concentrator
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High Speed Internet Access Driving Force

Cable Modems

Local IP router | F1DET Fiber Node
or
ATM Switch

Frequency translator
head-end modems

Router
Integrated
Cable Modem

Cable Modem
Drop Line @

Splitter Coax|Cable

Asymmetric
Digital Subscriber Line

Uses standard copper cable (POTS)
Transmit at 640 Kbps

Receive at 1.54 to 8 Mbps

Must be within 2.5 miles of central office

Telco Remote Office
or
Home

Internet

Cental Office

10BaseT ]

Separate voice and data traffic
DSL Modem
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Technology Options

AC Power Line Ethernet

Wireless
including !
Bluetooth L1 LI

a S /A

Specialized

00000000
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AC Power Line Solutions

Uses existing electrical outlets (www.homeplug.com)

Linksys, SMC, Netgear, Phoenix Broadband all have computer equipment
Few commercial appliances on the market (www.margherita2000.com)
USB and Ethernet adapters and a paperback size adapter on the market
Cumbersome for notebooks

350 Kbps - 14 Mbps transfer rates

Most products suppress interference generated by other appliances

New technology - Orthogonal Frequency Division Multiplexing
Guarantees successful communication over frequently changing medium
DES Securlty built into many products today
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Orthogonal Frequency-Division Multiplexing

Avoid these frequencies

e e A N R W ™

Jammear noises

q Transfer function
Ny

il Nt

TR T

Fre-adaptation Adapted Frequency Domain

OFDM used in many technologies
84 channels - 4 to 21 MHz
Analyze signal and avoid problem frequencies
Continuously monitors and adjusts
Channels can be locked out
Uses CSMA-CA collision avoidance
Forward error correction for spurious noise

Average home has 55 outlets
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Phone Line Solutions

MNetwork -— Mulh-pﬂjr
Interface [:ahmtﬂgul Yy S FI.H1
. ing
Device r .
Conneacting 0
&

HomePNA Alliance (www.homepna.org)

RJ11 connections, 1 and 10 Mbps products, use NDIS Ethernet drivers
10,000 square foot home covered, frequencies chosen to avoid interference
5.5 MHz to 9.5 MHz frequency (analog phones use 300 Hz to 3 KHz)

$13 to 60 for 1 Mbps, $40 to 80 for 10 Mbps, per node

HomePNA to Ethernet bridges on the market

Intel, Diamond Multimedia Systems, Cisco, Linksys, Netgear, D-Link
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Specialized Solutions

Low cost USB networking

Network two Win98/Win2000 devices

Driver directs network traffic through USB port
Under $100.00

Between 5 and 7 Mbps

12 foot maximum distance between PCs

Cannot co-exist with Ethernet

Belkin (www.belkin.com), Entrega (www.entrega.coi

@ 1394 Trade Association: Home - Microsoft Internet Explorer E]@
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dddress | €] bttp i R ks &

Embassy Suites Hotel - Los Angeles
February 11 - 13, 2002

- ‘IEB{'I:I;RD . Member (o] S3MAS siteMap: [ (sl
. - . - o _ ——
FIreWIre ™ . I.LlnkTM . IEEE 1 394 Upcoming Events About the TA R - 394?

OrangeCombo

USB 2 / FireWire PC Card
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Ethernet LAN

Hub or switch
= o
\%

..

M —

10, 100, and 1000 Mbps products

UTP Category 3 or 5 cable depending on speed
Mature

Inexpensive chips + volume = inexpensive products

Established support structure
Flexible
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HomeRF Solutions

SWAP (Shared Wireless Access Protocol)

file Edt Yew Favortes Tools  Help
R e s el (e = e B

HomeRF Working Group (www.homerf.org) — “" ”””””””””” c 3o
Around $100 per node, plus $200 for gateway " D(w

Ka)%
HomeRF

Welcome to the HomeRF™
Working Group Web Site!

Spectrum hopping to overcome interference
1-10 Mbps - relaxed 802.11 specification

Uses 2.4 gigahertz (public, unlicensed band)
Supports an average home and yard (150 ft)

hnical

The mission of the HomeRF

P, HomeRF Working Group is to enable the
o existence of a broad range of
I n te g rated 56 b It e n c ry ptl o n s interoperable consumer devices, by 2]
establishing an open industry
ification for unli d RF digital
Less popular because of price drop for 802.11b (o, Y. e St

consumer devices anywhere, in and
around the home.

Ewvents Calendar

Questionz about HomeRF? Send email to
Info@HomeRF .org.

Release 2.0 ratified in April 2001

10 Mbps speed

September 2001 release of products

Focused on home networks of PCs, cordless phones,
stereos, etc

Uses a hub called a home gateway that can connect
to DSL or cable modem.

What's New ...
—
&1 [ [ mternet

allE

Overlap with 802.11 -- rapidly losing market share in 2002
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Wireless Solutions

A Wireless Ethernet - Microsoft Internet Explore)

802.11b (Wi-Fi) Wireless Networks e *@?:ﬁ;;@@@'% 46 -B0RUB
www.wi-fi.org
2.4 Ghz Direct-sequence,

spread spectrum
Nodes $75 to 270+ PC, PCI, USB
Access point $120 to 1, 100+
May include access router

11 Mbps standard, negotiates down
Multi-floor support
40, 64, or 128 bit WEP encryption
Bridges to wired Ethernet abound
Standard chip sets, many vendors

what's new

Click Here for Wi-Fi™ WEP Security Update

Wi-Ei™ ALL Wi-Fi™ Promotions
Certified IRYEs wi-Fi™ Speaking Engsgements

and Conferences
Eioducts Click Herel

Wi-Ri™ Pavilio
tﬂll click here & lem _‘ AIIE*‘I‘&! 2001

i
Press Relea: - . » N+
v+ click here I ol Paris SPDT

Uses up to 14 channels

(FCC lets US use 11, Europe 13, Japan 1)
Some overlap with adjacent channel’s frequency range
Using channel 1 and 2 will degrade performance
Channel 1, 6 and 11 are far enough apart not to overlap
802.11a will increase speeds to 56 Mbps and use 5 GHz frequency

but will require more infrastructure because the cells are smaller

802.11g will increase speeds to 56 Mbps and use the 2.4 GHz frequency

4
3]

Acceptance in corporations and homes - Over 90 vendors
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Wireless Solutions - Bluetooth

Too many competing wireless standards (www.bluetooth.com)
PCs, pagers, cell phones, PDAs, etc, use different standards

Need single standard for all devices

: The Official Bluetooth SIG Website - Microsoft Internet Explorer

1 Mbps | Ede Edt WView Favorites Tools Help -

.4 @ B 4 a @@ B S E.E @

D el BEp U Boo | Dot Braoo Bbiy | BB G B Degw BOGS
| Address [&) katp: i bhstooth coms =] P |JLmks”
=

10 meter distance

SITE NAVIGATOR

Technology ,,
Point to point or mu|t|po|nt — o E}:%EEI’E'EE’Sﬁiﬁ?ﬁiﬂ?ﬁéﬁ?;'L'ZTZ?L??L";'?WAsme
High and low power levels

& News

Radio transmission technology |-

De
& Software download  pr

- = L © Qualification Everything You Need To Know About Bluetooth Telemetry Technologies
o I ce a n a a I n rea I l l l e gm’“' RMEFE Y  say hella to Bluetaoth wireless Bluetooth story PRAD CORPORATION
Press room chnology Harald Bluetooth was a fierce Viking EIT
- - & Bluetooth SIG ': iy s:‘:\ge ) d‘” The technology that propels you into  king in 10th century Denmarl k. S
feiniang | discussions an a new dimension in wireless oz R
Related links uestions on the
qB\ueluﬂlh wireless  Eoo thity The SIG bmgtidnts s
................................ bl =a The Blustooth Special Intsrest Ho. of 51G Members
ey Usage models Group; information and application 001882
ewsletter A few initial application examples for ﬂ
Sign up today to getthe  the Bluetooth wireless technology Qualification
SIGnal newsistter. =
y newsietler - Qualify to use the Bluetooth
Specification interoperability symbol e
a n a e rs - as o e The Bluetooth wireless technology = - RE Systesms
[ ] (General specifications are available royalty- ICLICK HERE FOR DEMO IKFO

o

over 350 qualified devices 2 L
Ericsson, Fujitsu, IBM, Intel,
Lucent, Microsoft, Motorola, Nokia all involved —
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Technology Summary

Price Speed Pros Cons

Electric $180? 1-10 Mbps Installed wiring  New technology
Previous solutions poor
Phone Linel]l $30-60 1-10 Mbps  Installed wiring Outlets
Variable Internet sharing

USB $50-70 5-7 Mbps Easy Limited 2 systems
Limited distance
Wireless $250-350 1-11 Mbps No cables Distance
Coverage
Ethernet $0-70 10-100 Mbps Mature Need to wire
Pervasive

Interconnections
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Persistent Connection Security

DSL, Cable Modem
or other high speed
persistent connection

Home hub or switch
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Home LAN Firewall

DSL, Cable Modem or other high speed
persistent connection

Persistent connection allows hackers access to system
(Some access vendors frequently change your IP address)

Protection similar to that of firewall at work

Mini firewall
1) Network address translation (use private IP addresses for home network)
2) Filter and don’t allow any queries originating from outside (ingress/egress filtering)
3) Hardware -- Linksys, WatchGuard, Netgear, others
or software -- ZoneAlarm, BlackICE Defender, WinGate Home,
Norton Personal Firewall, Tiny Personal Firewall, McAffee Internet Guard
4) Check your logs often (if your firewall has them)
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Planning for Your Home LAN

Location of components
Connections to outside
Cables under carpets,

through walls,
between floors
AC power
Central area for hub
What about future
connections

www.johnscloset.net
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Long-Term Cabling for Homes

A ClearWorks.net, Inc. - Micresoft Internet Fxplorer

New home developments are (Ele Bdt Yow Favostos Toos Hep K&
pre-cabling home LANs e et —

Fiber cable to each home P

Phone, video (video on demand
for $3 per movie), and Internet

services (100 Mbps to each

home at $20 per month) aae
Cabling costs around $2,000 > COMMUNICATIONS
per home compared to $300 | ' STRUCTURED WIRING

for conventional wiring
Category 5 UTP, Ethernet HUB

used in the home HOME SYSTEMS
Depending on Options can PRESS ROOM | HELP CENTER | CONTACT

run from $5,000 to $100,000

INTEGRATION SERVICES

|@ me [FTTH]. “We are the Bundled Digital Service - BD'S[zm) company for pour future woice, video and |a Inkernet 7

Not all are successful. Home Director (spin-off from IBM) going through
financial turmoil and reduction in staff!
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Laura’s Home Configuration

Wireless
802.11b
connection
Internet
802.11b J
wireless B .

access point S

—

Ethernet
connection

Wired
Ethernet Cat. 5 Cable TV
connection Ethernet outlet
NAT Router connection

with Ethernet
uplink to modem

and DHCP for devices Cable Modem (CM)

with wired Ethernet
downlink
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Tom’s Home Configuration

Private IP

addresses
Public IP

Internet

Wired address
Ethernet Cat. 5 Cable TV
connection Ethernet outlet
NAT Router connection

with Ethernet
uplink to modem
and DHCP for devices

Cable Modem (CM)
with wired Ethernet
downlink
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Installing Network Interface Cards (NICs)

Internal adapters - desktops )
PCMCIA adapters - laptops System Properties B |
USB - desktops and laptops

General Device Manager | Hardware F'ru:ufilesl F'erfu:urmann:el

Win98 will automatically
deteCt if a new card has been ........................
installed, prompt you for the L =)
device driver disk g E_DEEH

H H " 1% [ves
s - 8 v

) ) ; --% Floppy dizk. contrallers
installation disk. #5225 Hard disk contrallers

* ‘View devices by lupe " View devices by connection

[+~ Irmaging Device
You will be prompted to -8 Keyboard

reboot your system

To see if your adapter is
properly installed right click
on My Computer, select

Properties, select Device Manager E@ Other devices
o ':"_." Microzoft Virtual Private Metworking &dapter
Select Network Adapters e R e =
You should see the jUSt Properties | Refresh Remove Frirt... |

installed adapter with no red
arrows or yellow exclamations

Ok Cancel
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Configuring Your PC

Hetwork -ﬁ“ 7 x| |

Configuratian | Identificatinnl bocess Eu:untrn:nll

The following network, components are installed:
81 Cliat for Microzoft Networks j

& MetBELI -> 3COM USE MNetwork Interface [3C19250] =
| x|

Add.. | Eemaie | Eraperties

Frirary Metwork, Logon:

Client far Microsoft Metworks

| 4

File and Print Sharing... |

Drescription

k. Cancel

Open My Computer, Control
Panel, Network

Installed adapters, protocols,
and services are shown

Make sure your adapter,
NetBEUI and TCP/IP are
installed

Select Client for Microsoft
Networks as your pimary
Logon

For simple peer-peer
networking no configuration
for NetBEUI or TCP/IP is

required
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Setting up Windows LAN Peering

On all systems
Go to My Computer, Control Panel, Network, Identification

Computer Name:
Make sure this is UNIQUE
on all systems

Workgroup:
Make sure this is the SAME
on all systems
Don’t pick an obvious name

Computer Description:
This is for information only
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Windows File and Print Sharing

The system with resources you Network
want to share, must have File

Configuration | Identifin:atin:unl Access Eu:untrn:ull

and Print Sharing activated Fleanaprimstaring — KE]
T he following netwark, components are installed: ¥ | want to be able o give others access bo my files.
= Client for Microsoft Metworks = [V | want to be able to allow others to print ba my printer(s).
8 3C0OM USE Metwork Interface (3019250
8 Dial-Up &dapter
[ METGEAR F&310T Fast Ethernet PC| Adapter
5 MetBEUI > 3C0M USE Metwork Interface [3019250) Cancel |
« | 2]
' add.. | HEMEYE | EIEEEes |
Sdd... | HEMEYE | Flie =i = Primary Metwark. Logon:
S Wit g IEIient for Microzoft Metworkz g j
Client for ki ft M etvark, v ]3::
1S Jor HleTsntt e AT - File and Print Sharing... |
File and Print Sharing... | i, D escription
D escription gc
(] Cancel
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Enabling File and Print Sharing

Micron [C:) Properties

Open My Computer

Right click on each drive and
printer you want to share

Fill in the sharing information

Dokl |

Define the access levels

Assign passwords if needed

If you don’t see the sharing option,
then go back to the Network panel
and enable file and print sharing
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How to Find What’s Available

Open Network Neighborhood

» Hetwork 4‘....! Shows everything in your network
J File Edt ‘“iew Go Favoritez Help | 4]
== -Ed =R X e E
Mame Comiment
9 Ertire Network ; Ertire: Network
@Shnr‘tcu’[ 1o wewewy lauraknapp. ..
.ijnapp Desktop L Ljknapp e M=l E3
=iz ard Thirkpad J Fie Bt View Qn‘&ﬁ'ngnr = ﬁ
1] | i = .
- - Bp ¥
4 object(s) P J¢' -/ |-:||"E @|ﬂ|
Mame Comment
= &i'é'é}'&'aﬁ"ii"
. ] |:| desktop d
By opening system “Ljknapp” you can || jaesktop e
see the items available for sharing ) desktop f
Eﬁhpcnlnr
....all four disk drives and two printers  |&8hpisser
identified by “Description”
4] | ]
& ohject{s) y
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How to Map Shared Drives to Local Drives

If you want to map the shared device
to a local drive

Open Network Neighborhood

Mame Comment

Right mouse click on the shared device

I:l desktop

[ desktop e .

(] desktap | . Select Map Network Drive

ﬁhpmlnr Explnre

ik Find... ] ]

Speser @ addto Iip Assign to a local drive letter

1 Sorsllerdons Check Reconnect at logon if you

TR | M ik want this process done each time
HiJaak Print Thumbnails you boot
Wap Metwiark Drive... - |
Creste Shortout ST W v veworkorve EE]|
Properties Drive: [T R - | Ll

Path: YWhknapphdeskiop ¢ Cancel

[~ Reconnect at logon
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Internet Connection Sharing (I1CS)

Check to see if ICS is installed
Control Panel
Add/Remove Programs
Windows Setup tab
Internet Tools - Details

%3 Welcome to the Internet Connection S haring 'wizard.

Thiz wizard helps you to set up your computer to zhare an
internet connection with other computers in your home
nietwork, allowing them to simultaneouzly access the
Internet.

Uze an Internet connection you've already zet up and paur
[nternet Service Provider account,

Run ICS from IE5 tools menu
or Control Panel Connections tab

Run the Intermet Connection Sharing Wizard only on the
compLter your nebwark, uges b connect ta the [ntermet.,

Click Mest to continue or Cancel ta exit the wizard.

Builds client enablement disk

Select the netwaork. adapter pou w.:%ht bo wze for pour local
connechion. & network, adapter iz the hardware device that
phyzically connects your computers together,

% Bash

Cancel |

Metwork. adapters

ACOM USE Mebwork, Interface [3C19250
IMETEEAR FAITOT Fast Ethernet PLI Adapter

Specify Internet connection type

Specify local connection type

Will provide mini DHCP services
setting addresses in the
range 192.168.0.n

¢ Back Mext = Cancel
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Issues Connecting to the Internet

Potential for public access to your systems
Need filtering software (proxy servers, firewall, NAT)
Few cable or DSL modems have integrated security
Be careful with dial-up modems

Don’t use obvious name for workgroup name
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Resources

www.80211-planet.com - General 802.11 information
www.wi-fi.org - Home page for 802.11 interoperability
80211b.weblogger.com - Resources on 802.11
www.bluetooth.org - Bluetooth information
www.palowireless.com - Wireless resource center
bluetooth.weblogs.com - Detailed information on Bluetooth
www.inari.com - Early power wiring solutions
www.homeplug.com - HomePlug product information
www.homepna.com - Home phone system project
www.wired.com - General information
www.zdnet.com - General information

www.chet.com - General information
searchnetworking.techtarget.com - General informatio
www.johnscloset.net - How to wire your home
www.cisco.com - Player in many of these technologie
www.linksys.com - Products in most of these areas
www.dlink.com - Products in most of these areas
www.netgear.com - Products in most of these areas
www.2wire.com - Products for phone system LANs
www.homedirector.com - Pre-wiring homes
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