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Networking Options

OSA

HiperSockets

Virtual NIC
Guest LAN
VSWITCH

LCS

CTC

NETIUCV
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Networking Drivers

QETH

LCS

CTC (functionally stable)

NETIUCV (functionally stable)
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Networking Drivers

CTC - Channel-To-Channel Connection

IUCV - Inter User Communication Vehicle

device driver deprecated (kernel 2.6)

still available for backwards comptibility

migration path
Virtual CTC and IUCV⇒ Guest LAN
CTC in LPAR⇒ HiperSockets
CTC⇒ OSA-Express
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QETH Device Driver

supports
OSA-Express
HiperSockets
Guest LAN
VSWITCH

primary network driver for Linux on System z
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System z Network

NIC

IUCV

CTC CTC

IUCV

OSA OSA IQD OSA LCS

LAN LANLAN

IQDNIC NIC NIC

System z

LPAR z/VM

Linux 1 Linux 2 Linux 3 Linux 4

LPAR Linux 5

VSWITCH Guest LAN

HiperSockets

LCSOSA−ExpressOSA−Express
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OSA

OSA Express (all adapters)

10 GbE, GbE, 1000BASE-T

640 TCP/IP stacks per CHPID

jumbo frame support

concurrent LIC update
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OSA

OSA Express2
2 CHPIDs with 1 port per CHPID (10 GbE 1 CHPID)

OSA Express3
multimode or single mode fiber or copper cable
2 CHPIDs with 2 port per CHPID (10 GbE 1 port)
DMA
hardware data router

OSA-Express4S
multimode or single mode fiber or copper cable
1 CHPID shared by 2 ports
DMA
hardware data router
IEDN support
checksum offload for IPv4 and IPv6
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HiperSockets

up to 32 HiperSockets Networks

shared by 30 LPARs

communication through memory

IPv4 and IPv6 support

Layer 2 and Layer 3 support

VLAN

Sniffer support
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Frame Size

4 different frame sizes

frame size MTU size

16k 8k
24k 16k
40k 32k
64k 56k

frame size for HiperSockets network specified



© 2012 IBM Corporation Networking with Linux on System z

HiperSockets Sniffer

enabled from Service Element or HMC

1 device receives all packets

device filtering can be enabled
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Guest LAN

simulated LAN segment

used with virtual Network Interface Card (NIC)

Types
QDIO Layer3
HiperSockets Layer3
Ethernet Layer2

no physical connection

unrestricted / restricted

supports IPv4 and IPv6
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Guest LAN
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IUCV

CTC CTC

IUCV

OSA OSA IQD OSA LCS
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Guest LAN

create Guest LAN# modprobe vmp# vmp define lan mylan ownerid r3515038 type qdioLAN R3515038 MYLAN is reated
create virtual Network Interface# vmp define ni 0700 qdioNIC 0700 is reated; devies 0700 -0702 defined
connect virtual Network Interface to Guest LAN# vmp ouple 0700 to r3515038 mylanRPIMGR031E RESOURCE R3515038.MYLAN SPECIFIED BY COUPLE COMMAND NOT FOUNDNIC 0700 is onneted to LAN R3515038 MYLAN
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Guest LAN

# vmp query virtual osaOSA 0700 ON NIC 0700 UNIT 000 SUBCHANNEL = 00180700 DEVTYPE OSA VIRTUAL CHPID 03 OSD0700 MAC 02-35-15-00-00-77 CURRENT0700 QDIO -ELIGIBLE QIOASSIST -ELIGIBLEOSA 0701 ON NIC 0700 UNIT 001 SUBCHANNEL = 00190701 DEVTYPE OSA VIRTUAL CHPID 03 OSD0701 QDIO -ELIGIBLE QIOASSIST -ELIGIBLEOSA 0702 ON NIC 0700 UNIT 002 SUBCHANNEL = 001A0702 DEVTYPE OSA VIRTUAL CHPID 03 OSD0702 QDIO -ELIGIBLE QIOASSIST -ELIGIBLE
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Guest LAN

remove Guest LAN# vmp unouple 0700NIC 0700 is disonneted from LAN R3515038 MYLAN# vmp detah ni 0700NIC 0700 is destroyed; devies 0700 -0702 detahed# vmp detah lan mylan owner r3515038LAN R3515038 MYLAN is destroyed



© 2012 IBM Corporation Networking with Linux on System z

Virtual Switch - VSWITCH

NIC

IUCV

CTC CTC

IUCV

OSA OSA IQD OSA LCS

LAN LANLAN

IQDNIC NIC NIC

System z

LPAR z/VM

Linux 1 Linux 2 Linux 3 Linux 4

LPAR Linux 5

VSWITCH Guest LAN

HiperSockets

LCSOSA−ExpressOSA−Express
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Virtual Switch

connects to Guest LAN

up to 8 associated OSA connections

connects to external network using OSA-EXPRESS

redundant OSA-Express configuration

single subnet for physical and virtual network

no router necessary

failover and Link Aggregation

port isolation
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LAN Channel Station - LCS

OSA Express in non-QDIO mode
HighSpeed TokenRing
ATM running Ethernet LAN Emulation

May be preferred instead of QETH for security reasons
administrator defines OSA Address Table⇒ restricted access
for QETH each Linux registers its own IP address

performance not as good as QETH
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Basic Network Setup

QETH manual setup
general
SLES11
SLES10
RHEL6
SLES5

QETH YaST2 setup in SLES11
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QDIO Device Manual

# modprobe vmp# vmp 'attah 8027 -8029 *h'# vmp q osaOSA 8027 ATTACHED TO R3515038 8027 DEVTYPE HIPER CHPID FB IQDOSA 8028 ATTACHED TO R3515038 8028 DEVTYPE HIPER CHPID FB IQDOSA 8029 ATTACHED TO R3515038 8029 DEVTYPE HIPER CHPID FB IQD
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QDIO Device Manual

# modprobe qeth# eho 0.0.8027 ,0.0.8028 ,0.0.8029 > /sys/bus/wgroup/drivers/qeth/group# lsqethDevie name :---------------------------------------------ard_type : HiperSoketsdev0 : 0.0.8027dev1 : 0.0.8028dev2 : 0.0.8029hpid : FBonline : 0portname : no portname requiredportno : 0route4 : n/aroute6 : n/astate : DOWNpriority_queueing : always queue 2buffer_ount : 128layer2 : -1isolation : none
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QDIO Device Manual

# eho 1 > /sys/devies/qeth /0.0.8027/ online# ifonfig hsi0hsi0 Link enap:Ethernet HWaddr 06:00: FB:0F:00:29BROADCAST NOARP MULTICAST MTU :8192 Metri :1RX pakets:0 errors :0 dropped:0 overruns:0 frame:0TX pakets:0 errors :0 dropped:0 overruns:0 arrier:0ollisions:0 txqueuelen :1000RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
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QDIO Device Manual

# ifonfig hsi0 10.40.33.38# ifonfig hsi0hsi0 Link enap:Ethernet HWaddr 06:00: FB:0F:00:29inet addr :10.40.33.38 Bast :10.255.255.255 Mask :255.0.0.0inet6 addr: fe80 ::400: fbff:fe0f :29/64 Sope:LinkUP BROADCAST RUNNING NOARP MULTICAST MTU :8192 Metri :1RX pakets:0 errors :0 dropped:0 overruns:0 frame:0TX pakets:1 errors :0 dropped:0 overruns:0 arrier:0ollisions:0 txqueuelen :1000RX bytes:0 (0.0 b) TX bytes :70 (70.0 b)# ping 10.40.33.39PING 10.40.33.39 (10.40.33.39) 56(84) bytes of data.64 bytes from 10.40.33.39: imp_seq=1 ttl =64 time =0.124 ms64 bytes from 10.40.33.39: imp_seq=2 ttl =64 time =0.074 ms^C--- 10.40.33.39 ping statistis ---2 pakets transmitted , 2 reeived , 0% paket loss , time 999msrtt min/avg/max/mdev = 0.074/0.099/0.124/0.025 ms
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QDIO Device Manual

# ifonfig hsi0 10.40.33.38 netmask 255.255.255.0# ifonfig hsi0hsi0 Link enap:Ethernet HWaddr 06:00: FB:0F:00:29inet addr :10.40.33.38 Bast :10.40.33.255 Mask :255.255.255.0inet6 addr: fe80 ::400: fbff:fe0f :29/64 Sope:LinkUP BROADCAST RUNNING NOARP MULTICAST MTU :8192 Metri :1RX pakets:4 errors :0 dropped:0 overruns:0 frame:0TX pakets:7 errors :0 dropped:0 overruns:0 arrier:0ollisions:0 txqueuelen :1000RX bytes :336 (336.0 b) TX bytes :602 (602.0 b)
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QDIO Device Manual

network configuration lost after reboot

devices still attached to z/VM guest# vmp q osaOSA 8027 ATTACHED TO R3515038 8027 DEVTYPE HIPER CHPID FB IQDOSA 8028 ATTACHED TO R3515038 8028 DEVTYPE HIPER CHPID FB IQDOSA 8029 ATTACHED TO R3515038 8029 DEVTYPE HIPER CHPID FB IQD
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QDIO Device Manual - SLES11

making it persistentqeth_onfigure 0.0.8027 0.0.8028 0.0.8029 1
adds the udev rules in

/etc/udev/rules.d/51-hsi-0.0.8027.rules
/etc/udev/rules.d/70-persistent-net.rules

create /etc/sysconfig/network/ifcfg-hsi0
can copy ifcfg-hsi0 and modifyBOOTPROTO='stati 'IPADDR='10.40.33.38'BROADCAST='10.40.33.255 'STARTMODE='auto'NETMASK='255.255.255.0 '
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QDIO Device Manual - SLES11

file:/et/udev/rules.d/51-hsi -0.0.8027. rules# Configure hsi devie at 0.0.8027/0.0.8028/0.0.8029ACTION =="add", SUBSYSTEM=="drivers", KERNEL =="qeth", IMPORT{program}="ollet 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="add", SUBSYSTEM=="w", KERNEL =="0.0.8027", IMPORT{program}="ollet 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="add", SUBSYSTEM=="w", KERNEL =="0.0.8028", IMPORT{program}="ollet 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="add", SUBSYSTEM=="w", KERNEL =="0.0.8029", IMPORT{program}="ollet 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="remove", SUBSYSTEM=="drivers", KERNEL =="qeth", IMPORT {program}="ollet--remove 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="remove", SUBSYSTEM=="w", KERNEL =="0.0.8027", IMPORT {program}="ollet--remove 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="remove", SUBSYSTEM=="w", KERNEL =="0.0.8028", IMPORT {program}="ollet--remove 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"ACTION =="remove", SUBSYSTEM=="w", KERNEL =="0.0.8029", IMPORT {program}="ollet--remove 0.0.8027 %k 0.0.8027 0.0.8028 0.0.8029 qeth"TEST=="[wgroup /0.0.8027℄", GOTO="hsi -0.0.8027 - end"ACTION =="add", SUBSYSTEM=="w", ENV{COLLECT_0 .0.8027}=="0", ATTR{[ drivers/wgroup:qeth℄group }="0.0.8027 ,0.0.8028 ,0.0.8029"ACTION =="add", SUBSYSTEM=="drivers", KERNEL =="qeth", ENV{COLLECT_0 .0.8027}=="0",ATTR{[ drivers/wgroup:qeth℄group }="0.0.8027 ,0.0.8028 ,0.0.8029"LABEL="hsi -0.0.8027 - end"ACTION =="add", SUBSYSTEM=="wgroup", KERNEL =="0.0.8027", ATTR{layer2 }="0"ACTION =="add", SUBSYSTEM=="wgroup", KERNEL =="0.0.8027", ATTR{online }="1"
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QDIO Device Manual - SLES11

/etc/udev/rules.d/70-persistent-net.rulesfile:/et/udev/rules.d/70-persistent -net.rules# S/390 qeth devie at 0.0.8027SUBSYSTEM=="net", ACTION =="add", DRIVERS=="qeth", KERNELS=="0.0.8027", ATTR{type}=="1", KERNEL =="hsi*", NAME="hsi0"
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QDIO Device Manual - SLES 10

# modprobe qeth# eho 0.0.8027 ,0.0.8028 ,0.0.8029 > /sys/bus/wgroup/drivers/qeth/group# eho 1 > /sys/devies/qeth /0.0.8027/ online# ifonfig hsi0 10.40.33.38 netmask 255.255.255.0
making it persistent

create hwcfg-qeth-bus-ccw-0.0.8027 - copy from OSA file#file:/et/sysonfig/hardware/hwfg -qeth -bus -w -0.0.8027STARTMODE='auto'MODULE='qeth'MODULE_OPTIONS =''MODULE_UNLOAD='yes'SCRIPTUP='hwup -w'SCRIPTUP_w='hwup -w'SCRIPTUP_wgroup ='hwup -qeth'SCRIPTDOWN='hwdown -w'CCW_CHAN_IDS='0.0.8027 0.0.8028 0.0.8029'CCW_CHAN_NUM='3'CCW_CHAN_MODE='OSAPORT'
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QDIO Device Manual - SLES 10

create ifcfg-qeth-bus-ccw-0.0.8027 - copy from OSA file#file:/et/sysonfig/network/iffg -qeth -bus -w -0.0.8027BOOTPROTO='stati 'UNIQUE=''STARTMODE='onboot 'IPADDR='10.40.33.38'NETMASK='255.255.255.0 '# hwup qeth -bus -w -0.0.8027# ifup qeth -bus -w -0.0.8027file:/et/sysonfig/network/iffg.template
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QDIO Device Manual RHEL 6

making it persistent# modprobe qeth# eho 0.0.8027 ,0.0.8028 ,0.0.8029 > /sys/bus/wgroup/drivers/qeth/group# eho 1 > /sys/devies/qeth /0.0.8027/ online# ifonfig hsi0 10.40.33.38 netmask 255.255.255.0
create ifcfg-hsi0 - copy from OSA file#file:/et/sysonfig/network -sripts/iffg -hsi0DEVICE=hsi0USERCTL=noONBOOT=yesBOOTPROTO=statiNETMASK=255.255.255.0IPADDR =10.40.33.38PORTNAME=OSAPORTSUBCHANNELS =0.0.8027 ,0.0.8028 ,0.0.8029NETTYPE=qethTYPE=EthernetOPTIONS="layer2 =0"
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QDIO Device Manual RHEL 6

RHEL 6 generates the udev rule by magic once the device has been set
online manuallyfile:/et/udev/rules.d/70-persistent -net.rules# S/390 qeth devie at 0.0.8027SUBSYSTEM=="net", ACTION =="add", DRIVERS=="qeth", KERNELS=="0.0.8027", ATTR{type}=="1", KERNEL =="hsi*", NAME="hsi0"
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QDIO Device Manual - RHEL 5

making it persistent# modprobe qeth# eho 0.0.8027 ,0.0.8028 ,0.0.8029 > /sys/bus/wgroup/drivers/qeth/group# eho 1 > /sys/devies/qeth /0.0.8027/ online# ifonfig hsi0 10.40.33.38 netmask 255.255.255.0#file:/et/modprobe.onfoptions dasd_mod dasd =6370alias eth0 qethalias hsi0 qeth
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QDIO Device Manual - RHEL 5

create ifcfg-hsi0 - copy from OSA file#file:/et/sysonfig/network -sripts/iffg -hsi0DEVICE=hsi0USERCTL=noONBOOT=yesBOOTPROTO=statiNETMASK=255.255.252.0IPADDR =10.40.33.38PORTNAME=OSAPORTSUBCHANNELS =0.0.8027 ,0.0.8028 ,0.0.8029NETTYPE=qethTYPE=Ethernet
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QDIO Device YaST2 - SLES 11
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QDIO Device YaST2 - SLES 11
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QDIO Device YaST2 - SLES 11
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QDIO Device YaST2 - SLES 10

I would recommend the manual procedure

failed for me on SLES10 SP3 and SP4

don’t know why

maybe fix missing



© 2012 IBM Corporation Networking with Linux on System z

QDIO - Queued Direct I/O

OSA

HiperSockets

FCP
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QDIO Architecture
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QDIO Architecture

IP Address      Image
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Layer 2 Mode

Network
Access

IP TCP Data

IP TCP Data

7 Application

6 Presentation

5 Session

4 Transport

1 Physical

2 Data Link

3 Network

OSI Model TCP/IP Model

Layer Protocol

Application FTP, HTTP

TCP, UDP

IP, ICMP

Ethernet

Internet

Transport

arp

Layer 3 Frame

Layer 2 Frame TGT MAC SRC MAC
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Layer 2 Mode

IP Address      Image
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Layer 2 Mode

IP Address      Image
10.1.1.1        Linux1

HiperSockets Address Table

...
10.1.1.2        Linux2

10.1.1.212      z/OS

HiperSockets Firmware

Linux2Linux1
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Layer 2 Mode

...
00:06:29:55:2A:02 Linux2

HiperSockets Address Table
MAC Address       Image
00:06:29:55:2A:01 Linux1

00:06:29:55:2A:03 z/OS

HiperSockets Firmware

Linux2Linux1
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Layer 2 Mode

HiperSockets
Layer 2 and Layer 3 seperated

Guest LAN

VSWITCH
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Statistics# d /sys/kernel/debug/qdio /0.0.8029# eho 1 > statistis# at statistisAssumed adapter interrupts: 121424QDIO interrupts: 0Requested PCIs: 0Inbound tasklet runs: 0Inbound tasklet reshed: 0Inbound tasklet reshed2: 0Outbound tasklet runs: 15135SIGA read: 1891SIGA write: 121030SIGA syn: 0Inbound alls: 1891Inbound handler: 0Inbound stop_polling: 121029Inbound queue full: 0Outbound alls: 121030Outbound handler: 15135Outbound queue full: 0Outbound fast_requeue: 0Outbound target_full: 0QEBSM eqbs: 378223QEBSM eqbs partial: 19QEBSM sqbs: 243951QEBSM sqbs partial: 49Disarded interrupts: 395
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QDIO Assist

# vmp q v osaOSA 8027 ON OSA 8027 SUBCHANNEL = 00158027 DEVTYPE HIPER VIRTUAL CHPID FB IQD REAL CHPID FB8027 QDIO -ELIGIBLE QIOASSIST -ELIGIBLEOSA 8028 ON OSA 8028 SUBCHANNEL = 00168028 DEVTYPE HIPER VIRTUAL CHPID FB IQD REAL CHPID FB8028 QDIO -ELIGIBLE QIOASSIST -ELIGIBLEOSA 8029 ON OSA 8029 SUBCHANNEL = 00178029 TOKEN = 0000000EB3084B008029 DEVTYPE HIPER VIRTUAL CHPID FB IQD REAL CHPID FB8029 QDIO ACTIVE QIOASSIST -ELIGIBLE QEBSM80298029 INP + 01 IOCNT = 00000000 ADP = 127 PROG = 000 UNAVAIL = 0018029 BYTES = 00000000000000008029 OUT + 01 IOCNT = 00000000 ADP = 000 PROG = 000 UNAVAIL = 1288029 BYTES = 00000000000000008029 OUT + 02 IOCNT = 00000000 ADP = 000 PROG = 000 UNAVAIL = 1288029 BYTES = 00000000000000008029 OUT + 03 IOCNT = 00000000 ADP = 000 PROG = 000 UNAVAIL = 1288029 BYTES = 00000000000000008029 OUT + 04 IOCNT = 00000000 ADP = 000 PROG = 000 UNAVAIL = 1288029 BYTES = 0000000000000000
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QDIO Assist

avoids interception to z/VM

SQBS and EQBS are used to synchronize buffer states with z/VM
storage

SQBS to write buffer state
EQBS to read buffer state

big performance improvement because CPU always in guest level
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Redbooks
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Links

Linux on System z - Tuning Hints & Tips
http://www.ibm.com/developerworks/linux/linux390/perf/index.html

developerWorks
http://www.ibm.com/developerworks/linux/linux390

IBM Redbooks
http://www.redbooks.ibm.com
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Thank You !

For starting out with their very good presentations

Susanne Wintenberger

Mario Held



Dr. Stefan Reimbold
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Questions ?
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