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What is and why use monitoring

§ Monitoring definition

§ Monitoring is a continuous process to keep eye on systems or scheduled
activities.

§ Its aim Is to obtain real-time information to ease the overview or action in
certain cases.

§ Monitoring varies from to time, project to project and activity to activity.
§ Can be Real-time or Event driven

§ Why use monitoring
§ to be aware of the state of a system
§ to observe a situation for any changes which may occur over time
§ to react on unpredicted or predicted situations

©2012 IBM Corporation
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Business Monitoring and Technical Monitoring

§ Business monitoring

§ Monitoring and aggregation of data, like data input values, data
changes, paths in application depending of data, or human centric
data.

§ Business activity monitoring (BAM)
§ Business Monitoring of data from business processes.

§ Technical monitoring

§ Monitoring for supporting and controlling any system, application,
or service to ensure that they run as designed and as expected.

©2012 IBM Corporation
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Business Monitoring and Technical Monitoring

§ Borders between both monitoring
Intentions are smooth

§ Technical Monitoring and
Business Monitoring may overlap
INn some cases

§ In most cases doing business
monitoring, dealing with sensiti
or critical data, technical
monitoring may be applied as

©2012 IBM Corporation
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Monitoring types

Business Monitoring and Technical Monitoring
§ Business Monitoring - Near-time Monitoring

§ displaying measurements or KPIs (Key Performance Indicators) to a
business process controller / management

0  measurements with a Target Near-time Monitoring
0 applying a range or SLA

§ Technical Monitoring - Real-Time Monitoring

§ displaying real-time technical information

0 to IT Support / Maintenance / Administration experts
§ acting on specific events or situation changes

0 Event driven monitoring
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Commonly accepted architectural overview of IT layers
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Anticipating Virtualization Challenges

When a virtual environment has a problem, where did it originate?

nce problems”, only very real performance problems
X consolidated, virtual environment.

In the Application (bad process) running
on the virtual resource?

v

In the Logical Partition/Machine
sharing the same physical
resource?
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Or in the PHYSICAL RESOURCE?
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Tivoli Resource and Availability Monitoring and Management Portfolio

Discovery

Visibility into Transaction Rapid problem Domain-specific Proactive Management

application performance isolation through operations tools for \ to reduce outages and
resource monitoring to ensure transaction path diagnosis and repair improve business
dependency SLA compliance analysis performance

-

ITCAM for Transactions ITM, ITCAM & OMEGAMON Family

A,

ITM, ITM For Virtual Servers ITM For Energy Management
Management of operating systems and virtual environments Reduce data center energy consumption

» Central location to view & act on § OS & Virtual Environment 8 Predict physical and § Automating Threshold Mgmt
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current appl environment and trends  Servers § Ensure maximum Performance issues
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Monitoring Power and Thermal
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8§ IBM Tivoli Netcool/OMNIbus Probe for SNMP

§ The IBM Tivoli Netcool/OMNIbus Probe for SNMP monitors SNMP traps and informs
on both UDP and TCP sockets concurrently.

This probe has the following features that allow it to handle generic traps:
§ It can handle a high volume and high rate of traps.

§ It receives traps independently of trap processing, using an internal queue
mechanism.

§ It handles high trap rates and high burst rates using two buffers:
§ one buffer is for all of the sockets that the probe monitors,

§ the other buffer is an internal queue between the reader and writer sides of the
probe

§ It supports SNMP V1, V2c, and V3 traps
§ It supports SNMP V2c and V3 traps and informs

©2012 IBM Corporation
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z/VSE Monitoring — Technical Monitoring

§ Real-Time Monitoring
§ displaying technical information
0 to IT Support/Maintenance/Administration experts

§ Event driven Monitoring
§ acting on specific events or situation changes
0 Event driven monitoring

©2012 IBM Corporation
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z/VSE SNMP Monitoring Agent support

§ z/VSE Monitoring Agent enables customers to monitor z/VSE systems using
standard monitoring interfaces (SNMP V1)

§ Available since z/VSE V4.3

§ It also includes an open interface, which enables customers or vendors to use own
programs (plugins) to collect additional data

§ Data collected by the IBM provided plugins contains
§ Information about the environment (e.g. Processor, LPAR and z/VM information)
§ Number of partitions (static, dynamic, total, maximum)

§ Partition priorities | | Z/\V/SE
§ Number of CPUs (active, stopped, quiced)
§ Paging (page ins, page outs) % SNMP:W
§ Performance counters overall and per CPU \::Age”t 1 -ﬂ
§ CPU address and status SN
§ CPU time, NP time, spin time, allbound time SN[V
§ Number of SVCs and dispatcher cycles ‘\gapt

en
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Monitoring components

in z/VSE
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VSE

List of Plugins

- CPU Plugin

- System Plugin

- Customer Plugin
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z/VSE SNMP Monitoring Agent support

§ Management Information Base (MIB)

§ SNMP itself does not define which information (which variables/counters) a
managed system should offer

§ Rather, SNMP uses an extensible design, where the available information is
defined by management information bases (MIBSs).

§ MIBs describe the structure of the management data of a device subsystem
0 They use a hierarchical namespace containing object identifiers (OID).

0 Each OID identifies a variable (e.g. a performance counter) that can be read
or set via SNMP.

§ SNMP V1 Protocol

§ Get Get the value of an object identified by its OID

§ GetNext Get the value of the next object identified by an OID

§ Set Set the value of an object identified by its OID (not used by z/VSE)
§ Trap Asynchronous notification about something (an event)

a http://en.wikipedia.org/wiki/Simple Network Management Protocol

©2012 IBM Corporation
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z/VSE SNMP Monitoring Agent support

§ A MIB (Measurement Information Base) is provided
describing the data collected

a IESMPMIB.Z in PRD1.BASE (plain text member)

ibmVSE:

1=iso

3 = identified-organization

1.3.6.1.4.1.2.6.221

ibmVseConformanceGroup: 1.3.6.1.4.1.2.6.221.1.*
ibmVseConfigurationStatic: 1.3.6.1.4.1.2.6.221.2.*
ibmVseConfigurationDynamic: 1.3.6.1.4.1.2.6.221.3.*
iIbmVseConfigurationPerformance: .1.3.6.1.4.1.2.6.221.4.*
iIbmVseConfigurationCpuData: 1.3.6.1.4.1.2.6.221.5.*

/

1 = internet

©2012 IBM Corporation
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z/VSE SNMP Monitoring Agent support

§ Standard SNMP based monitoring tools can be used to collect, display and
analyze z/VSE performance monitoring data

§ e.g. ITM (IBM Tivoli Monitoring), Velocity monitoring, Nagios (www.nagios.orqg)

§ z/VSE SNMP Trap client

§ Sends SNMP V1 traps to inform
one or more monitoring stations or
servers about important events

§ For example:

0 The end of a job stream
Is reached.

0 An error has occurred during
a job stream

©2012 IBM Corporation
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z/VSE SNMP Monitoring Agent support - Setup

To setup the z/VSE Monitoring Agent you have to do the following steps:

1. Create the configuration files

§ Use skeletons IESMASCF and SKMASCFG (ICCF library 59) to create the z/VSE
Monitoring Agent configuration file

§ If you want to use the System Plugin, use the skeletons IESMPSCF and
SKMPSCFG (ICCF library 59) to create the System Plugin configuration file

2. Create the startup job

§ Use skeletons SKSTMAS (ICCF library 59) to create a z/VSE Monitoring Agent
startup job

3. Download the MIB (IESMPMIB.Z in PRD1.BASE) from your z/VSE system to be able
to use it with your SNMP client

4. Start the z/VSE Monitoring Agent (using the startup job), e.g. R RDR,STARTMAS

©2012 IBM Corporation
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z/VSE SNMP Monitoring Agent support — Setup

System Plugin configuration file:

R b b b S b b b b i S b b b S SR S b b b e b b b b S S S b b b b i S b b b I S I (R S 3

* CONFI G FI LE FOR MONI TORI NG PLUG N | ESMPSYS *
* g b b b b b b b b b b b b b b b b b b b b b b b b i b b b i b b b b b b b b b b b b i *
* ENTER CONTACT | NFORVATI ON AND LOCATI ON HERE

CONTACT = ‘Joe Tester'

LOCATI ON = ‘Col or ado’

* THE SYSTEM NAME AND DESCRI PTI ON ARE COPTI ONAL
*DESC = ' z/ VSE TEST SYSTEM

*SYSNAME = ' VSETest Syst en

& Enter your
Information
L here

_
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z/VSE SNMP Monitoring Agent support — Setup

Startup job for the Monitoring Agent:

* $$ JOB JNMESTARTMAS, DI SP=L, CLASS=R

[l JOB STARTMAS STARTS THE SNMP MONI TORI NG AGENT

RO b S b S b b b b b b I I i b b b i b i b b b b b b i S I S D S R i i i b i b i b b b i b i b I i b b S Y
* This Job starts the SNMP MONI TORI NG AGENT. *
* Pl ease change the I D and the SYSPARM card if necessary *
RO b S b S b b b b b b I I i b b b i b i b b b b b I I B b e b b b i b i b S I b i b i b I S b b S Y
/1 1 D USER=VCSRV, PWD=VCSRV

/1 LI BDEF *, SEARCH=( PRD2. CONFI G, PRD1. BASE, PRD2. SCEEBASE)
/1 OPTI ON SYSPARM=' 00!

/| EXEC | ESMASNM PARME' DD: PRD2. CONFI ( | ESMASCF. 2) '

/*

| & .
» $$ EQJ Location of the

z/VSE Monitoring

Agent Config File
_
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z/VSE SNMP Monitoring Agent support — Usage
Operating Monitoring Agent:

To get status information from the z/VSE Monitoring Agent,
enter at the z/VSE console
neg <j obnane>, dat a=st at us

Sample output:

AR 0015 11401 READY
R1 0045 | ESMA1181 AGENT STATUS:
R1 0045 AGENT VERSI ON: 0004. 3000
R1 0045 CONFI G VEMBER: DD: PRD2. CONFI G( | ESMASCF. 2)
R1 0045 PORT: 161
R1 0045 COVMMUNI TY STRI NG public
Rl 0045 RECElI VED REQUESTS: 5869313 Supported Commands:
R1 0045 WRONG COMMUNI TY STRING O HELP Displays help information
Rl 0045 VWRONG SNVP VERSI ON: 0 STATUS Displays the server status
R1 0045 ANSWERED REQUESTS: 5869313 o
RL 0045 | ESMVD02I NMONI TORI NG PLUG N MANAGER STATUS: RESETSTAT  Reset statistics
R1 0045 MANAGER VERSI ON: 0004. 3000 LISTOIDS List all handled OIDs
R1 0045 | NSTALLED PLUGQ NS: 2 LISTOIDSDET List all handled OIDs (detailed)
R1 0045 HANDLED O DS: 34 LISTPLUGINS List all active plugins
R1 0045 HANDLED O D GROUPS: 1
SHUT Ends the server
SHUTDOWN Ends the server
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z/VSE SNMP Monitoring Agent support — Trap Client

Send a Trap (see SKSTTRAP in ICCF library 59):

k khkkkhkkhkkhkhkkhkhkkhkhkhkhkkhkhhkhkhkhkhhkhkhkhkkhkhkkhkhhhhkhkhhhkhkhkkhkhkhkkhkhkhkhkkhkkhkhkhkhkkhkkkhkk %

* SNVP TRAP CLI ENT sanpl e ﬂﬂEHEIIIIIIIIIIIIIIIII{IIIII

* You can add one or nore destinations. ik ID

* The ADDSYSI NF paraneter adds systeminformation to sy, 1S SD:.CMSUDE I4das18h_4?m_23m

* trap packet. B sl

* |f you specify the HELP paraneter you will find a o :1:3_5_{4}_2_3_115 o e

* detailed help and a list of all supported paraneters P

* in the j ob listi ng. oD [ Twe | Value [

* A'* marks |lines as coments ;Eig'si&nrmmancesmupjs 33!23 TueMaIgizs;Su?ut;fstaz_u11_
spsliescr Shimg  2ASE 430 [WSELFP43) runrir ain 2

PR Sk Sk kS bk Sk Sk b S I Rk Sk Sk kb S R R S S kS kR

/1 OPTI ON SYSPARM=' 00'
/| EXEC | ESMIRAP
DEST=192. 168. 1. 55
DEST=nyserver1l: 162
aD=1.2.3.4
M5G=This is a test
ADDSYSI NF

/*

Show Faw | <4 prey =

Two destinations
for the TRAP

Add System Info to
the Trap message

This is the trap
message
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z/VSE Event Monitoring — Trap Client Enhancements z/VSE 5.1

§ z/VSE 4.3: SNMP traps (events) can be sent from batch jobs only
§ via // EXEC IESMTRAP in a batch job

§ z/VSE 5.1 adds the possibility to send SNMP traps from within customer
programs

§ Using the new SNMP Trap API
§ Send traps from within batch programs (LE enabled, i.e. COBOL, PL/1, C)
§ Send traps from within a CICS application (EXEC CICS LINK interface)

01 IESMTEFEB BIC ¥X(2) WVLLUE 'IESMTREES'.
Procedure Divi=ion.

Move Length Of MTRA-ARER to AREA-LENGTH.
Move "9.1532.224.43" to DEST. \;\\ //7/

0 to RET-CODE.

Mowve

Mowve 'PUBLIC' to COMMUONITY. V gw
Move '1.2.3.4"'" to OID. g
Move 0 to DEBUG. ' N
Mowve 1 to LDDSYSINF.

Move & to TEAFPTYPE.

Mowve 1 to MSGTYPE.

Mowve 'HELLC VSE WORLD' to MS5GSTER.

DISPLAY "CALLING TRLPF INTERFLCE ...".

CLLL IESHMTREFE USING BY REFERENWCE MTEL-AREL.
DISPELAY "RC:™.

Display RET-CODE.
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Questions ?
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