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Security requirements

Security requirements are increasing in today's world
— Data security
— Data integrity
— Keep long-term data audit-save

The number of attacks increase daily
— Industrial spying

— Security exploits, Denial-of-Service attacks
— Spam, Phishing, ...

Not paying attention to security requirements
can be very expensive

— Your data is the heart of your company

— Loosing your customer data is a disaster

— You can loose customers

IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems

@ © 2010 IBM Corporation
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Security in a heterogeneous environment

Resource protection

VSE Secure VSE h ecure “ter
News with z/VSE V3 & V4 <> Covered in Session
- z/VSE Security Exploitation
Managing User IDs > with Crypto Hardware <

n

Cces
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Secure remote access

Logon Security

Connector Security

TCP/IP Security

L ocation 1

L oCation 2
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Security in a heterogeneous environment

Secure VSE O
News with z/VSE V3 & V4

VSE

Managing User IDs

Resource protection

—g

VSE Security Overview

- RACROUTE interface

- Security Authorization Facility (SAF)
“ - Security Manager (BSM / ESM)

- CICS Security (CICS/VSE and CICS TS)
- Batch Security (DTSECTAB, ID card)

N 2

(5
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§ Prevent unauthorized access to VSE and data
—Keep secret data secret
—Data modification by unauthorized users

§ Prevent users from damaging the
VSE system (maybe by accident)

—Deletion of members or entries
—Submission of jobs

© 2010 IBM Corporation
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-1 LDAP Support

CICS TS
(VSE/ESA 2.4)

S VaVYaVW.WEaY e
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A 4

DTSECTXNJ

ONE central instance
for all security
decisions

Connectors
(VSE/ESA 2.5)

l

X1t

(since VSE/ESA 2.4)

(L)ablb OCTTUTIly VI TAyTT UT ATCTTTA OCCUTITy TVIct .ager)

Audit Logging & Reporting

LDAP

Mapping File

VSE
Control File

A 4

Control File

(z/VSE 3.1.1)

\ 4

DMF
Datasets
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Basic Security Manager (BSM)
§ Part of VSE Central Functions
§ Sign on Security

§ Transaction Security

§ Resource Security

External Security Manager (ESM)
§ CA-Top Secret

§ BIM Alert

§ Vendor

@ © 2010 IBM Corporation
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Resour ce M anagers

(CICS, Connector Server, ...)

i RACROUTE

SAF Router

:

.

ICHRTX00

Security Manager
(BSM)

User Partition/ SVA

FB
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New with z/VSE 3.1.1

§ New BSM repository
— BSM Control File (VSAM file)
— Maintains a copy in data space for performance reasons
— Replaces DTSECTXN

§ New resource classes (see next foil) \
§ Description field for all profiles (20 characters) ﬁ@w N

§ User groups
— User IDs can be added (connected) into a group
— Permission can be granted based on groups or individual users
— Replaces the security classes concept for CICS

§ Password rules can be changed by command

§ New admin functions
— BSTADMIN (console or batch)
— Interactive Interface Dialogs (28x)

© 2010 IBM Corporation
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New with z/VSE 3.1.1

§ New resource classes

—TCICSTRN - Transactions (as on VSE/ESA 2.7)
—MCICSPPT - Application programs

—FCICSFCT - Files

—JCICSJCT - Journals

—SCICSTST - Temporary storage gqueues

—DCICISDCT - Transient data queues

_ACICSPCT - Transactions (CICS START) ﬁngc
—APPL - Applications

—FACILITY - Miscellaneous resources

© 2010 IBM Corporation
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New with z/VSE 4.1

Audit-Logging and Reporting:
§ All access attempts to protected resources can be logged
— Allowed access as well as disallowed access
§ Possible attacks can be detected
— E.g. multiple logon attempts with invalid password
§ You can comprehend who did when access which resource
§ Analysis can be done using a reporting tool
— Summary report
— Detailed report of all access attempts
§ Uses the CICS DMF Tool V'\ /\4
— Creates SMF records containing logging information ; @Wg
§ New with z/VSE 4.2: |
— Logging of important BSTADMIN commands V\l*

@ © 2010 IBM Corporation
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Audit-Logging and Reporting

To activate logging for a specific resource, you need to specify the AUDIT
option (BSTADMIN) on the resource profile

—AUDIT(audit-level, access-level) 3 New with z/VSE 4.2

e audit-level:

ALL: Specifies that all authorized accesses and detected unauthorized access
attempts should be logged.

FAILURES: Specifies that all detected unauthorized access attempts should be
logged (the Default).

SUCCESS: Specifies that all access attempts that were authorized should be
logged.

NONE: Specifies that no logging should be done.
e access-level:
ALTER: Logs ALTER access-level attempts only.

READ: Logs access attempts at any level. READ is the default value if the access-
level is omitted.

UPDATE: Logs access attempts at the UPDATE and ALTER level.

Note: You should use the auditing function with care. It will increase the BSM and
DMF processing and might negatively affect the performance of your z/VSE

system!
@ © 2010 IBM Corporation
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Audit-Logging and Reporting

= 3 b = m
el = =]

G5 ,808] G9:35:32 B5M Report - Listing of Process Records

Auditors can use reporting
tools to generate

Summary reports

Detailed reports of all
access attempts

Rasource Name
Class = FACILITY
MYAPPL,MYPRINT
Class = TCICSTRN
CESN

G5.081 ©9:35:32

Process records:

Total Job/Logon/
Total JobfLogon
Total JobdLogon
Total JobfLogon
Total JobfLogon

Total rescurce a
Total resource a
Total resource a

Success Wielation
1 a

2] 1

B5SM Raport - General Summary

a

=== Jab / Logon  Statistics ---
Logoff &

SUCCRSSES 5
viclations 1
attempts by undefined usars a
successful terminations 2
--- Resaurce Statistics ---
ccesses (all events) 2

CCESS SUCCEsSSes 1
ccess violations 1

------- Intent s -
Alter Updata Faad Total
] i 1 1
] i 1 1

------- Inteant s ———-mm-

wJohi Uzer
fate Time Name
05,076 12:26:86 SYSA 2 Job=(CICSICCF) - User verification: Sucessful termination
AUGUST WONG Aut h=(8%one) , Reason=(None)
65,876 12:26:12 HU&D 1 1 Jab={CICSICCF) - User verification: Inwvalid password
HUGH MAYER Auth=(Nona) ,Reason={User ve rification failure)
85,876 12:26:17  HUGD 1 @ Jab={CICSICCF) - User verification: Sucessful initiation / logon
HUGDH MAYER Auth=(Nona) ,Reason=(None)
05,876 12:26:17 HUGD 2 1 Job={CICSICCF) - Rescurce access: Insufficient authority
HUGH MAYER Auth=(%ormal) Reason=[Audit options)
Resourca=CESN, Intent= - e £
@5.676 12:26:18 HUGO 1 8 Job=(CICSICCF) - User| o oor 353 e ey
HUGE MAYER Auth=(Nona) Reason={Mq User/  Name ==== Job{ Logon ----
85,876 12:26:20 SYSA 1 & Job=(PAUSERS | - User hl-}fhb‘ﬂ i SUCEE‘ii "'1"3']3{1'02 5”'3'3953 "'1"3'1“1"“1‘
BUGUST WONG Auzh=(Nona) Reason=(H
05.676 12:26:36 SYSA 2B J.:-I:-=|:I|=:'ALI5-E:I!5I3 o Rein A . . i '
AUGUST WONG Auth=(Administrator),
Resource=MYAPPL.MYFPRI
65,876 12:26:33 SYSA 1 8 JDb;l:pAUE.EM :| - lger | @.081 69:35:32 B3M Rzport - Listing of Resource Summary
BUGLIST WONG Auth={Nona) ,Reason= (X

Alter

1]

a

Statistics ——mmmmmeme

Update Rzad Total
a 1 1
a 1 1

(5
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§ Password rules can be changed
— Use BSTADMIN

PERFORM PASSWORD HI STORY| NOHI STORY
LENGTH( 5)
REVOKE( 4)
WARNI N 3)

— HISTORY: a password history is maintained

— LENGTH: minimum password length of password

— WARNING: number of days a warning is displayed before password
IS expired

— REVOKE: number of unsuccessful sign-on attempts before user id is
revoked

§ Do not use IESIRCVT anymore !
— Remove it from USERBG.PROC

@ © 2010 IBM Corporation
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LDAP Signon Support

§ Enables users to sign on z/VSE using a single, comprehengjve, corporate-wide ‘ldentity
Management’ systems (i.e. IBM Tivoli Identity Manager, 2 ()

§ LDAP user-IDs and passwords can be
up to 64 characters.

§ Helps overcome VSE int
— 4 character VSE/ICCF
— 4 and 8 eks
— up to 8 chara

§ LDAP sjaop-= SSM, ESM, etc.)

§ z/VSE LDAP cliefrs
— IBM Tivoli D~
— z/NM LDAP

— Microsoft Active Direc
many others.

CTVET (W o repstory)
OpenLDAP, Apache Directory server, Novell eDirectory, and

§ Potential benefits include improved protection, consistent access rules, ease of use for end-

users
: @ ' © 2010 IBM Corporation
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§ Define a new user-ID

—Interactive Interface dialog Maintain User Profiles (211) W

§ Connect the new user-ID to groups
—Interactive Interface dialog Maintain Security Profiles (282)
—Show User List (option 6) and add the user-ID to the group

—Add the user-ID or groups to the access list of the desired resource
profiles, if needed

—You can also use BSTADMIN to do this in batch.
§ Perform a BSM Security Rebuild to activate the changes

§If you are using LDAP Authentication, you also need to add the
user-ID to the LDAP mapping file via IESLDUMA

© 2010 IBM Corporation




IBM System z

If you make changes to a user-ID, don‘t forget to update the groups
and resources as well:

§ When deleting a user-ID
—Remove it from the groups it is belonging to

—Remove it from the access lists of any resource
profiles

§When updating a user-1D
—Adapt the groups it is belonging to, if required
—Adapt the access lists of all resource profiles, if required

§ Use the BSM Cross Reference Tool to find out where the user-
ID is referenced (see separate folil)

§ Perform a BSM Security Rebuild to activate the changes

§ If you are using LDAP Authentication, you also need to update
the user-ID in the LDAP mapping file via IESLDUMA
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§ Per default there are GROUPO1 to GROUP64
—coresponding to the 64 CICS transaction security keys

§ Define a new group
—Interactive Interface dialog Maintain Security Profiles (282)
—Use option 1 (Add) to add a new group

§ Add user-IDs to the newly created group
—Show User List (option 6) and add the User-ID to the group

§ Do NOT create groups that are named the same as user-1Ds
8 You can also use BSTADMIN to do this in batch.

§ Perform a BSM Security Rebuild to activate the changes

© 2010 IBM Corporation
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§ There are 2 repositories for resource profiles:

—DTSECTAB: It contains the entries for z/VSE files,
libraries, sublibraries, and members

3

\

—BSM Control File: It keeps the profiles for all the
new resource classes supported by BSM

§ Access List specifies who (base on user-ID or group) has access
(Read, Update, Alter) to the resource

§ If the access list contains both, a user-ID and a group that contains the
user-1D

—then the access rights specified with the User-ID is effective

© 2010 IBM Corporation
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§ Since z/VSE 3.1.1, BSM uses the BSM Control File
iInstead of DTSECTXN

—You may need to migrate transaction security
definitions from DTSECTXN to BSM Control file

§ The steps you can follow partly depends on:
—The VSE system level from which you installed z/VSE

—Whether you performed an FSU (Fast Service Upgrade) or an initial
Installation.

—Whether you wish to retain the use of your previous security
definitions.

§ Please see Administration Manual Chapter 22 (page 325) for details

—See the table that describes the steps you need to perform before
and after migration of VSE

@ © 2010 IBM Corporation
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CICS/VSE 2.3:
8 uses SNT for user verification
—Duplicate user definitions
—SNT users can not change password

CICS TS 1.1:

8 uses RACROUTE calls for
—Sign on
—Resource Security
—Transaction Security

@ © 2010 IBM Corporation
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§ CICS signon is performed using
— Native CICS TS sign on (CESN)
— VSE/Interactive Interface sign on (IEGM)
— Private sign on programs based on CICS SIGNON

§ Sign on characteristics

— Inherit user identification and password verification by Security
Manager (BSM or ESM)

— CICS TS and Interactive Interface extracts subsystem specific user
settings
o CICS: Operator ID, Operator classes, ...
 |I: User type, Initial panel, access flags, ...

— No user definitions to subsystems necessary

@ © 2010 IBM Corporation
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§ Most CICS TS resources can be protected now

—Protection via Resource Classes and Resource Profiles, held in
VSE.BSTCNTL.FILE

—Transactions — as in previous releases

—Programs, Files, Journals, Temporary storage, Transient data, Start

Transactions, VTAM Applications, miscellaneous resources

§ Resource security definitions under CICS TS

—DFHSIT

« SEC=YES Enables security

e XTRAN=YES Resource Class TCICSTRN
e XDCT=YES Resource Class DCICSDCT
e XFCT=YES Resource Class FCICSFCT
e XJCT=YES Resource Class JCICSJCT

e XPCT=YES Resource Class ACICSPCT
e XPPT=YES Resource Class MCICSPPT

e XTST=YES Resource Class SCICSTST

© 2010 IBM Corporation
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CICS TS Resource Security

§ Grant access to aressource
—Per individual user
—Per group

§ Resource security definitions under CICS TS

—Definition within single resource definition (e.g. file FILEA and
FILEB)

o Within CEDA DEFI NE FI LE: RESSEC( YES)

 With BSTADMIN Resource Profiles for Resource Class FCICSFCT:
ADD FCI CSFCT FI LEA UACC( NONE) (resource = FILEA)
ADD FCI CSFCT FI LEB UACC( NONE) (resource = FILEB)
PERM T FClI CSFCT FI LEA( GROUP1) ACCESS( UPDATE)
PERM T FClI CSFCT FI LEB( GROUP1) ACCESS( READ)

@ © 2010 IBM Corporation
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§ Every transaction runs under the context of a user-id

— If no user is signed on, it runs under the default user

« DFHSIT: DFLTUSER=

8§ CICSUSER is predefined after base install:

— Type 3 (ICCF is not allowed)
—Is in GROUPO1, GROUP60-GROUP64

» GROUPO1 and GROUPG60 is
required by Interactive Interface

§ Actions to perform after installation

— Do not allow this user to use
critical transactions

— Adjust groups this user is
belonging to

8 You need to protect critical
transactions to prevent system
damage by users

Transaction

Description

USER Display Activity Dialog, send Message to all users
CEMT Master terminal

CEDA Resource definition online

CEDB Like CEDA, but no INSTALL possible
CEDC Like CEDA, but read only

CECI Command level interpreter
CEDF/CEDX Execution diagnoistic facility

CETR Trace control

CESN/CESF Sign on/sign off

DITT Online Ditto

others ?

@ © 2010 IBM Corporation
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CICS Security — Coexistence of CICS/VSE and CICS TS

§ If you run both, CICS/VSE and CICS TS in parallel
—You want to use the user profiles

§ Exit program for CICS/VSE to do user verification against BSM user
profiles

—DFHXSE and DFHXSSCO in PRD1.BASE
* Requires RACROUTE macro from GENLIB

§ Requires default user entry in SNT
§ Activate ESM in CICS/VSE
—EXTSEC=YES in SIT

@ © 2010 IBM Corporation
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Batch Security

§ ID statement or * $$ JOB specifies user id and password for a job

* $$ JOB INMEMYJQOB, . .., SEC=(user, passwor d)
or
/1 1D USER=user, PND=passwor d

§ User id and password are verified against
— DTSECTAB
— Security Manager (RACROUTE)

§ Subsystems (LIBR, VSAM, ...) uses this user id to verify access rights against
DTSECTAB

§ When you have batch security active (SYS SEC=YEYS),
all your jobs need to specify a user-1D and password

— Either using the // ID statement within the job
— or in the * $$ JOB card

§ When you submit jobs from the ICCF library
— The submitted job automatically inherits the user-1D and password from the submitting user
— No need to specify a // ID statement or user-ID in the * $$ JOB card

§ Inheritance only works if batch security is active at the time you do the submit

— Jobs that have been submitted prior to activating batch security do not have any inherited security
information, you may have to re-submit those jobs
@ © 2010 IBM Corporation
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§ SYS SEC=YES/NO
—YES if batch security is required

—Setup appropriate permissions for
your resources

§ CICS SIT SEC=YES (!)
—If NO, all users can logon without a password
—Protect the critical CICS transactions

§ Change passwords for predefined users
—POST, PROG, OPER, SYSA, ...

@ © 2010 IBM Corporation
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Security in a heterogeneous environment

Connector Security

- Logon security

- Resource security

TCP/IP Security

- Security Exit

n?2

Secure remote access

Logon Security
Connector Security
TCP/IP Security

© 2010 IBM Corporation
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Why secure remote access ?

§ Today most computers are part of a network
—Can connect to your VSE system

§ Prevent unauthorized access to VSE and data
—Requires to authenticate the user (logon)

§ FTP allows to access production data
—VSAM
—POWER entries (listings)

@ © 2010 IBM Corporation
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§In general TCP/IP uses its own user id definitions
—DEFINE USER,ID=user,PASSWORD=pwd
—Readable in initialization member (IPINITxx.L)

—Duplicate user definitions

=

§ Security Exit available from IBM to check the user ids and resource

access via Security Manager
—Issues RACROUTE calls for

» User identification and
verification

* Resource access control

» VVSE files, libraries, members
* POWER entries

* SITE commands

TCP/IP
for
VSE

BSSTISX

Pre-
processing
exit

= RACROUTE =

Post-

processing
exit

Security
Manager

(BSM/ESM)

© 2010 IBM Corporation
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New Redbook: Security on IBM z/VSE - SG24-7691

Available since October 20, 2009
http://www.redbooks.ibm.com/re
dpieces/abstracts/sg247691.html

Explains security concepts as well
as step by step setup

It covers:

§ Basic Security Manager

§ LDAP Authentication

§ Cryptography & SSL

§ TCP/IP Security

§ SecureFTP & Secure telnet
8§ CICS Web Support Security
§ Connector Security

§ Security APIs

Z/VSE In the enterprise security
P g
Z/VSE security features, BSM,

Cryptography on z/VSE

76910

Securlty on IBM z/VSE

solution

LDAP

Helmut He II
Joerg Schmidbau

Redbooks

ibm.com/redbooks

@ © 2010 IBM Corporation
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§ The z/VSE BSM Cross Reference Tool is intended to help administrators
control the profile definitions in the BSM control file.

§ Example:

—When you delete a user-ID, you can use it to ensure that you have removed
the user-ID from all access lists and groups.

§ The following functions are provided:

—List all groups and resource profiles
which contain a specified user-ID.

—List all resource profiles where a
specified group is on the access list.

—List all user-IDs found in the BSM
control file but is not defined in the
VSE control file.

—List all resource profiles that allow any
user-1D to access a resource
(UACC not NONE).

/1 EXEC BSTXREF, PARME' GROUP=*"
1S541 PHASE BSTXREF 1S TO BE FETCHED FROM | JSYSRS. SYSLI B

BSM Cross Reference
Report

of All G oups

Cccurrences of group GROUPO1

Group description TRANSEC CLASS M GRAT

Connect group for user $SRV

Connect group for user Cl CSUSER

Connect group for user OPER

Connect group for user PROG

Updat e authority in access list of profile FACH LI TY DFHRCF. BRSLPU
Update authority in access list of profile FACH LI TY DFHRCF. BRSLO1

© 2010 IBM Corporation
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§ The IBM-provided TCP/IP security exit BSSTISX supports a pre- and post-

processing interface

—These interfaces are solely intended to be used by customers to add self-

written security checks

§ In particular when it is used to exploit the security definitions of the security
manager, e.g. special profiles of the resource class FACILITY, normally one

has to use the RACROUTE macro interface

—However, coding of RACROUTE
requests can be very complex

§ Therefore these services were
provided with BSSTXRRS to
encapsulate the three basic
RACROUTE requests:

—sign on
—sign off

—authorization checking for
resource access.

TCP/IP
for
VSE

BSSTISX

Pre-
processing
exit

< RACROUTE >

Post-
processing
exit

Security
Manager
(BSM/ESM)

© 2010 IBM Corporation
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Related Documentation

§ New RedBook: Security on IBM z/VSE - SG24-7691
— http://www.redbooks.ibm.com/redpieces/abstracts/sqg247691.html

§ IBM System z cryptography for highly secure transactions
— http://www.ibm.com/systems/z/security/cryptography.html

§ z/VSE Security Homepage
— http://www.ibm.com/systems/z/os/zvse/documentation/security.html

§ IBM Manuals
— z/VSE Planning
— z/VSE Administration

— 0S/390 Security Server External Security Interface
(RACROUTE) Macro Reference (GC28-1922)

— 0S/390 Security Server (RACF) Data Areas (SY27-2640)
— z/VSE e-business Connectors, User's Guide
— CICS Enhancements Guide, GC34-5763

\

S S
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Security in a heterogeneous environment

Secure VSE Secure Internet access
News with z/VSE V3 & V4 Secure Socket Layer

Ma y concepts

VSE

n Facility

There are many _
possibilities to | ocation 2

secure VSE and the

surrounding systems

Just do it!

k TCP/IP Security

Location 1
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