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Security requirements

§ Security requirements are increasing in today's world
— Data security
— Data integrity
— Keep long-term data audit-save
§ The number of attacks increase daily
— Industrial spying
— Security exploits, Denial-of-Service attacks
— Spam, Phishing, ...

§ Not paying attention to security requirements can be
very expensive

— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

§ IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems
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™I One-Minute World News

Last Updated: Thursday, 22 November 2007, 16:30 GMT

Low graphics | Accessibility help
News services

Your news when you

want it

& Printable version

Q&A: Child benefit records lost

How worried should people be by the loss of discs
containing child benefit recipients' personal details?

B E-mail this to a friend

What has happened?

of 25 million people - covering 7.25 million families overall. The
two discs contain the names, addresses, dates of birth and
bank account details of people who received child benefit,
They also include Mational Insurance numbers.

How were the discs lost?

the North East of England, to the National Audit Office in
London on 18 Cctober, by a junior official, and newver arrived.
That broke data protection laws and is the reason Revenue

Science,/Nature

Tl e

and Customs chairman Paul Gray resigned.

BENMEFIT RECORDS LOST

Queries answered
BEBC perszonal finance
reporter Jennifer
Clarke answers your
guestions on the crisis

KEY STORIES
* Six more data discs 'are missing’

¥ Disc search mowves to courier firm
* Private data 'also given to firm'

¥ E-mails reveal data warning

v Government challenges claims

v Cameron calls for ID cards halt

* Threat of fraud 'looms for years'

* Brown orders data spot checks

* Brown apologises for records loss
¥ Uk's families put on fraud alert

v Government letter: full text

CHETTH
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The details on the lost discs would be sought after by
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protected, but that was not good enough. He said there was *HMRC
no suggestion that anything untoward had happened as a * Treasury committee
result of the discs' loss to date. Experts say such data should The BEC is not responsible for the
normally be sent in encrypted form. content of external internet sites
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Security in a heterogeneous environment

/1
[ \
\QV/ Gecure Internet access

Secure Socket Layer

Covered in Session

Cryptography Concepts 1y concepts
- Basics In Facility /
- Key Management Location 2

- Certificates
Secure Socket Layer (SSL)
l Hardware Crypto

New: Encryption Facility
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What can cryptography do for you?

§ 2 main areas

— Encryption of data transmitted over TCP/IP connections

« SSL, HTTPS
* SecureFTP

— Encryption of data stored on disk or tape

* Encryption of backups or archives

« Exchange of encrypted and/or signed data with customers or
business partners

« TS1120 Encrypting Tape Drive
« Encryption Facility for z/VSE
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Why Cryptography ?

§ Keeping secrets
— Alice wants to send Bob confidential information,

— Charly should not be able to read it.

& Proving identity

— Bob receives a message from Alice. How he can be sure that it
IS really from Alice?

§ Verifying information

— Bob receives a message from Alice. How he can be sure that
the content has not been modified?

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Keeping Secrets

Alice encrypts the message with a secret code that
only she and Bob knows

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Verifying Information

\

Alice generatesa "hash" fromthe
message using a secret code and attaches Bob

It to the message. Bob aso generates the hash
from the recalved message and comparesit.

Ingo Franzki — ifranzki@de.ibm.com
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Proving ldentity

D' Charly

Alice

Alice"sgns' the message by attaching a secret phrase
that only she and Bob knows
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Secret Key Cryptography (symmetric)

§ Both parties know the same secret code (key)

§ The key must be kept secret

§ Encryption algorithm = mathematical transformation of the data

with the key

— DES Data Encryption standard
— 3DES Triple strength DES

— AESAdvanced Encryption Standard

§ Typical key length: 40, 56, 128 or 256 bit

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Secret Key Cryptography - continued

Bob

o~

o=

Alice encrypts the message with the secret key and sends
It to Bob. Bob decrypts the message with the secret key.

August 26, 2009 © 2009 IBM Corporation
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Public Key Cryptography (asymmetric)

§ One "public key" and one "private key*
5 "Private key" is kept secret (private)

§ "Public key" is published

§ Asymmetric cryptography is based on mathematical problems,
that are much easier to create than to solve

— RSA Rivest Shamir Adleman
— DSA Digital Signature Algorithm
— DHE Diffie Hellman Algorithm

§ Typical key length: 512, 1024 or 2048 bit

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Public Key Cryptography - Encrypting

Alice Bob
o~
0 ===
Bob's public key Bob's private key

Alice encrypts the message using Bobs public key and sends
It to Bob. Bob decryptsit usng his private key.

Snce only Bob knows his private key, only he can read
the message.
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Public Key Cryptography - Signing
Alice Baob

o~

L

Alices private key Alice's public key

Alice encrypts the message using her private key and sends
It to Bob. Bob decrypts it using Alice's public key.

The message is"signed” by Alicesince it can only be
decrypted using her public key.

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Combined Symmetric and Asymmetric Cryptography

Asymmetric cryptography is very CPU-time consuming

§ Use asymmetric cryptography only for secret key
exchange

§ Data encryption uses symmetric cryptography

§ Secret key Is generated by random

§ SSL also uses this mechanism

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM Training

]
1
«||l

LU
@

Combined Symmetric and Asymmetric Cryptography

Alice Bob

Bob's public key

Bob's private key
D
-
secret key secret key
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Key Management

= Key exchange is not trivial:
» Is the public key really from the right person?

Alice

Charly

Bob publishes his
public key, but Charly intercepts
this and instead sends his public key to Alice.

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009

© 2009 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM Training

Key Management

§ Key Management is not trivial

— Key must often be kept secure for a very long time
— You must be able to associate the encrypted data with the

corresponding key(s)

— Encrypted data and the corresponding key(s) must be strictly

separated

§ Keyman/VSE

— Creation of RSA keys and
digital certificates

— Upload of keys and
certificates to VSE

— Creation of PKCS#12 keyring
files (use with Java-based

E Keyman,¥SE - Do\ wseconhsamples'\KeyRi

File ©Options Actions Help

[F
I
IIn
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|
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@B bnee| fj=mc]

[ User Certificate 1024
B z/VvSE Developrment CA RCOOT 1024
=1 WSE Server Certificate 1024

I Certificate Item Lengthl Type I WSE Userl Walid I

Lser

R.ook -

User

Yes
Yes
Yes

|. YSEFRANZ | ¥s..,

connector or import into a Web browser)

— Download from VSE Homepage

http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeym

an
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Certificates

§ A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

§ The issuer "signs" the certificate by
encrypting a hash of the certificate
content with his private key

§ Everyone can check the sign by decrypting
It with the issuers public key

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Certificate Authorities

§ A certificate is issued by a certificate authority (CA)

§ If a user trusts the certificate authority, he can trust the
certificates issued by this CA

§ CAs identify itself with a "self signed certificate™:

— The public key in the certificate is also the public key used to
decrypt the signature

— Subject and issuer are the same

§ Itis possible to build certificate hierarchies

§ Certificate revocation lists are used to mark certificates that have
been issued by error

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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SSL (Secure Socket Layer)

§ SSL provides a communication channel with message integrity,
authentication, and confidentiality

§ SSL is a widely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet
§ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for session initiating
— Uses symmetric cryptography for data encryption

§ As the name implies, SSL is a layer on top of TCP

HTTP App
HTTP App SSL
TCP TCP
P P

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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SSL Protocol

§ The SSL protocol defines a set of messages

Client Sarver
ClientHdlo
ServerHelo =
= ServerKeyExchange sarvers public key
= ServerHelloDone or certificate
= ClientKeyExchange clients sesson key
ChangeCipherSpec > | encrypted with servers
E e » | publickey
ChangeCipherSpec - negoiation of options
- Finished (agorithms)
-

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Cipher Suites

§ Cipher suites defines the algorithms used:
— For key exchange
— For encryption
— For hash algorithm

SSL RSA WITH DES CBC SHA

S

Hash algorithm
Key exchange Encryption

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Session Caching

§ "SSL Session" means
— Secret key used for data encryption
— Negotiated algorithms

§ Establishing a SSL Session is a complex and time consuming
mechanism

§ Session caching allows to reuse previously negotiated SSL parameters

§ No need of repeating the negotiations or authentications
— The same symmetric key is used

§ The connection becomes more unsecured

§ A SSL Session time-out defines how long a session is kept alive

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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SSL for VSE

§ SSL for VSE is part of the TCP/IP for VSE base
— Enabled with the Application Pak
— Integrated into TCP/IP for VSE

§ Supports SSL 3.0 and TLS 1.0
— Key exchange: RSA
— Data Encryption: DES and Triple DES, AES
— Hash algorithm: MD5, SHA
— Supports X.509v3 PKI Certificates

§ SSL daemon implementation for HTTPS, Telnet
§ SSL API compatible with the OS/390 SSL API
§ Uses Hardware Crypto acceleration if available

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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SSL Daemon (SSLD)

§ Define a SSL daemon for each TCP port that you want to secure:

DEFI NE TLSD, | D=MYSSLD,

PORT=443,

HTTPS port

PASSPORT=443,

Cl PHER=0A096208, Ci pher suites
CERTLI B=CRYPTQ, | | brarg name
CERTSUB=KEYRI NG sub library nane
CERTVEMEMYKEY, menber name
TYPE=1, server application
M NVERS=0300, SSL 3.0

DRI VER=SSLD Driver phase nane

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Secure Socket Layer API

§ Compatible to OS/390 SSL API

§ Functions available for
— Session initiating
— Sending/receiving data
— Ending a session

§ SSL API is based on Socket API
§ SSL API can be called from

— LE-C programs

— Assembler programs

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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Secure Socket Layer - Concepts

§ When using SSL, you need to have a set of certificates and keys
— A Public/Private key pair

— Root Certificate

« Certificate of a Certificate Authority (CA) that has issued the other
certificates

— Your own certificate

* A certificate that was issued to you by a certificate authority
— Partner Certificate(s)

« Certificate(s) of your communication partners

§ When you do HTTPS with your browser usually already contains
these keys and certificates

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Secure Socket Layer - Concepts

§ For production purposes, certificates are usually issued by a well
known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign
— Usually this cost money

§ For in-house use (Intranet), you can have your own Company-
wide Certificate Authority

— Certificates are trusted inside your company, but not outside

§ For test purposes you can use self-signed Certificates (you are
your own Certificate Authority)

— Nobody trusts these Certificates (except you)

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Secure Socket Layer - Setup

§ To setup all required keys and certificates, it is recommended to use the
Tool Keyman/VSE

— Download from VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

§ Supports creation of keys

- - Keyman/¥5E - D: vsecon'samples’KeyRin & |I:I|5|
and CA-signed or self-signed e e
Certificates for use with SSL @B ameal &=
Certificate Ikem Length | Type | WSE User | Walid
[ User Certificate 1024 =er - Yes
B =z/vSE Development CA ROOT 1024 Fook - ies
] wsSE Server Certificate 1024 ser - Yes

§ Online documentation
contains ‘How to’ sections | [ A
with step by step descriptions
for creating keys and certificates

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a self signed certificate

§  Steps for creating a self-signed certificate:
Create an RSA key pair

Create a self-signed root certificate
Create a VSE server certificate

Sign the request with your root certificate
Make your VSE host ready for uploading
Upload the key to VSE

Upload the root certificate to VSE
Upload the server certificate to VSE

© 0 N O O bk bR

Save your local keyring file

§ Use Wizard Dialog “Create self-signed keyring”

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a self signed certificate - Wizard

& Keyman,;¥5E - D:vkeyman' Keyring.pi=

File

Cptions  Actions  Help

 pimeal =]

Cetificate tem

& ¥SE Host Properties

W3E Mame

IF Adddress

Fort

W3E Uzer

W3SE Password
W3E Job Class
WSE Crypto Library
Cert. Member Mame

W3SE TCPAP Library

[vsE01

|a.15292.57

IEEEEIS
IJSCH

Iwwwwww Iwwwwww
|

|cRvPTO . [HEVRING
[FrD1 . |pasE

Cancel | == Back | Mt ::% Help |

Maybe it's a good idea to open a YSE console nowe. .

||m|||
IIn
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& Local Keyring File Properties
Marne O wkeymani'SEDT _selfsigned pfx

Browese. ..
Keyring File Password I*fﬁ"f””fff
Retype password I*******
Encryption of public tems |3DES (168 bits) =]
Ercryption of private tems |3DES (168 bit=) =]

Pazsword protection

This keyring file can be directly used on the client side by the
WEE Connector Client. Ta use it with CWS yau must import it

it your Yeh Broweser,

IZEIEII:I 1 ... 2000

Ingo Franzki — ifranzki@de.ibm.com
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Setup a self signed certificate - Wizard

£ Generate RSA Key Pair x| £ Personal Information for ¥SE RODT Cerkific: x|
Generats hew RSA key palr with strangth Commar narme I‘-.-"SEJESA ROOT Cedificate
Organizational unit IDeveImeer‘rt
1024 bits -]
Organization IIEHI'-.-1 GEF ANy
Available cipher suites with thiz key length: CityiLocation IBneinngen
09: REA1024_DESCEC_SHA  (356-hit DES) SteteProvince INI.E.
0&: REA1024_SDESCEC_SHA  (165-hit Triple-DES)
B2 RSA1024_EXPORT_DESCEC_SHA  (56-bit DES) Courtry e Joermany (OE) r
e-triail Ivseesa@de.ibm.mm
Expires |2004-3-11 1 year -]
This key will be your %=E private key and stored in your WsE
crypta library as PRWH member. Further keys with the same This cerificate will be cataloged on W3E as ROOT member in
strength will be created for your client and server cedificates. the “SE keyring library.
Make sure the W5SE Connector Server is started non-S5L1 Mewy 1024-kit Key generated, elapsed time: 2 secondi=).
Cancel == Back Help | Cancel == Back | Mext == l}l

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation



mailto:ifranzki@de.ibm.com

IBM Training

«||l

LU
@

Setup a self signed certificate - Wizard

& Personal Information for ¥SE Server Eertil";: x| & Personal Information for ¥SE Client Certifica x|
Camiman name I‘-.-“SE Server Cedificate Camiman name I‘-.-"SEJESA Client Certificate
Organizational unit IDeveImeer‘rt Organizational unit I‘r‘n:uur COMmpany
Organization I“r’u:uur organization Organization I“r’u:uur organization
CityiLocation I‘r‘u:uur citylocation CityiLocation I‘r‘u:uur location
StateProvince I‘fl:uur statefprovince StateProvince I‘fl:uur statefprovince
Courntry IDE IGermany [DE) LI Courntry IDE IGermany [DE) LI
e-triail Iinfn@yaur.mmpany.mm e-triail Ivseclient@'fc'ur.campany.mm
Expires |2004-3-11 1 year -] Expires |2004-3-11 1 year -]

Map to “SE Lser SYSA| [Cptional)
Thiz certificate will be cataloged on Y3E as .CERT mermber in
the “SE keyring library.
My 1024-kit ROOT ceHificate generated. Mewy 1024-kit setver cedificate generated.
Cancel == Back | Mext == %J Cancel | == Back | Mext == [g Help |

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a self signed certificate - Wizard

& Create Client/Server Keyring x| & Create Client/Server Keyring x|
Fallowying actions will be performed: Followying actions will be performed:
Catalog private key on W5E as TESTO1 PRWE \ Catalog private key on WSE as TESTO1 PRWE
Catalog ROOT cert on WSE az TESTO1 ROOT \_I Catalog ROOT cert on WSE az TESTO1 ROOT
Catalog zerver cert on %SE as TESTOM .CERT \_I Catalog zerver cert on %SE as TESTOM .CERT
Zave ROOT and client cert in Onwkeymans'SEODT _=elfsig. .. (" Zave ROOT and client cert in O wkeymans'SEDT _=elfsig. ..
Catalog client cert on %SE as 554 CCERT \_[g:atalng client cert on “SE as SYS4 CCERT
pdate the client certificate mapping via BSSDCERT \_I pdate the client certificate mapping via BSSDCERT
%SE Host: %SEDM £9.152 9257 “SE Host: %SEDM £9.152 9257
Kewring Likrary: CEYPTO KEYRING Kewring Likrary: CEYPTO KEYRING
My 1024-kit client cerificate generated. Click on the marked buttons to viessy job output.
Cancel == Back | Finizh [}J Cance == Back | Close |

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a self signed certificate - Wizard

10 x

File Options Actions  Help

Jli|| |I|ﬁi||l| =1 | ]

1024-bit RS54 Key Pair 1024 )
- ru:u:utn:ert YSE ROOT CertlFlcate 1024 ROOT -
] wsecert YWSE Server Certificate 1024 ser -
[ clientcert WSE Client Certificate 1024 Client -
4 | i

| B WSEFRANZ : vsefranz

Ingo Franzki — ifranzki@de.ibm.com

August 26, 2009
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Setup a CA signed certificate

§  Steps for creating a CA signed certificate:

Create an RSA key pair

Create a certificate request

Copy request to clipboard

Go to the CA's web site (e.g. Thawte, VeriSign)
Request the server certificate on the CA’s web site
Import signed server cert into Keyman/VSE
Get the CA's public root certificate

Make your VSE host ready for uploading
Upload the key to VSE

10. Upload the root certificate to VSE

11. Upload the server certificate to VSE

12. Save your local keyring file

© 0N gk owDhRE

§  Use Wizard Dialog “Create CA signed keyring”

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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Setup a CA signed certificate - Wizard

a|H|E2I| |

=10 x|

| Create CA-signed kevring |

Cancel | == Back | Mt ::% Help |

Ingo Franzki — ifranzki@de.ibm.com

Cancel == Back | Mext == [g Help |

& ¥SE Host Properties i i x| & Local Keyring File Properties i x|

WSE Mame I‘»-"SEEI*I Marne O wkeymani'SEDT _selfsigned pfx

IF Adddress |E|.1 928257 Browese. ..

Port IEEEEIS Keyring File Password I*fﬁ"f””fff

WSE User I.JSCH Retype password I*******

VEE Password [rrmans R Encryption of public tems |3DES (168 bits) =]

YSE Job Class I.-E'«_ Ercryption of private tems |3DES (168 bit=) =]

WSE Crypto Library ICRYF‘TO . IHEYF{ING Pazsword protection IZEIIIII:I 1 ...2000

Cert. Member Mame IJSCHDE

WSE TCPAP Library IPRD1 _ IB.&SE This keyring file can be directly used on the client side by the
WEE Connector Client. Ta use it with CWS yau must import it
it your Yeh Broweser,

Maybe it's a good idea to open a YSE console nowe. .

August 26, 2009

© 2009 IBM Corporation
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Setup a CA signed certificate - Wizard

& Generate RSA Key Pair k| Xl & Personal Information for ¥SE Server Cerk x|
Generste new RS I{E':." pair’ itk Streng'th: Common name Il"."ISE Server Cetificate
Crganizational unit Develapmerit
1024 bits -] . Ik
Organization I“r’u:uur organization
Available cipher suites with thiz key length: CityLocation I‘r‘u:uur cityMocation
09: RSA1024_DESCEC_SHA  (56-hit DES)
o StateProvince I‘fl:uur statefrovince
04 REA1024_3DESCEC_SHA  (165-hit Triple-DES)
£2: RSA1024_EXPORT_DESCEC_SHA  (S6-hit DES) Country |DE |Germanuf (DE) ;l
e-triail Iinfn@yaur.mmpany.mm
Expires IEIIII:I4-3-5 1 wear LI
This key will be your %=E private key and stored in your WsE
crypto library as PRYK member. Further keys with the same This certificate will be cataloged on VSE as .CERT member in

strength will be created for your client and server cedificates. the %SE keyring library.

Make sure the WY5E Connector Server is statted non-S5L Meswy 1024-hit Key generated, elapsed time: 2 seconds.

Help | Cancel == Back | Mt bbﬂ

Cancel == Back

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a CA signed certificate - Wizard

x -
x| & Get ¥SE Server Certificate from CA x|

MIICAJCCAWNsCAQAwgcEXJDATBykohlki GAwOECJEWFI 1L
LulwbTE LMAk GAITEERMCRE U HD AaBgVEAGTE L 1wdxI
GzAZEGNVEBACTELlwvdIgV210e59sh2NhdGlvhjEaME gl
bl 6V Epbh 2 2 FDASEGNVELASTCOR] duV b 3B tZWS0MEST
dnWyIEN]1cnPpZnl J¥VXBEIMIGEMAOGC 5G5S Ih 3D JEBAQTT
e 0 AV Sdy 3T P 7T 3wk rullIE19D6E Lhe ssthy teM,

o fMU250TLr e t020exoTinbasbn2d PvE0aHL 1Y0AT Gy Copy and Paste tf‘e
ANGBErisfex IREATSIH3k LU0 EvaePPLY/ /uTpanar— || Fequestinto a CA's
EQADGYEARNWZENENE SPvET71§ rowi ZanD 4« 2HIyEG+ web site and let

13 0anEuR+yHz LKUEF3ZpR1KE Tvaz ql cdagxEncvayyD1: » ||| them sign the

N | _*|_I request.

You can paste the

EOD ) T (& BT (M= 6 SIS SEAE (IR generated certificate Paste the tesd form of the obtained certificate into the

using this cerificate requsst. into the text area on shove text area. This cerificate will be used as WSE server
This tead = now in the eliphoard I)he foIIowmg dlalog cetificate and will be cataloged as CERT member,
OX.

Mewy 1024-kit setver cedificate request generated.

Mewy 1024-kit setver cedificate request generated.

Cancel == Back | hext == l}l Cancel << Back | .

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Setup a CA signed certificate - Wizard

58 Thawte | Andinag Fre - Finoils Al Sl 7 Thawte Landing Page - Mozilla ] : =lolx]
FLETI AR SWETTY | DY PR 0 EE- L H)

|| i SREEY, A0 S - |::‘I.E
) a) F%r ']rl:\.i-\. [ wbthoenrnt taabos fat ialong fma ALy = | s sanh | :

File Edit View Go Bookmarks Tools  ‘Window Help

= o St s peeda I& https‘waw‘thawte.mm;‘ucgu’gﬂthawte.Et_j é.ﬁearch| i il

Concerned About Site Security 7

Try Our FREE Trial SSL Server
Cettificate!

Learn how you can:

* Encrypt or 4 hsqgscticns m Here is your certificate:

4 SacNis CIENEE Lranes
MIICIzCCAlCyAwIBAGIDhddaMADGCSgGS Th3DQERBAL

* Fowleclpoarlwa v shemcrlomm s
Testdrl s caER sl mosorantn | |52 ATEGIVEACTEL LvdXTgT21 e 59sb2NhdG L vbEaE g 2]
T VE&hhd3RLIENLenRpZiel i TERphZ 4xF zAVEGNVEASTD 1E

NOW! E R R e e T e GITDVOQDEXNTaGEIdeTgveYzdcEDaspsk2oome4 ot | (bl L BV HRpb 2 A FDASE gNVEASTCOR 1 duVsh 3B LZW S DME S
4 . o [ E T e ; :
Measz complzi| Back Forward Reload  Stop - - - Lalivb TELMAkGA 1 UEERMCREUx HDAaBgVEAgTEL vz | (AW IEN]1 cnBpiml ¥R INIGEMANGC 3G Th 3D OEEAQTL
55L Swrvar Cor @zAZBgNVEACTEL lvdX Ig¥2 10e50sh2 NhdG Lvh ] EaMBe :
Mul: = bim | g Gpen 3 . Certificate Signing Request bl 6YXRpb? 4xFDASEgIVEAS TCOR LanvabaBrzusomee |[EF QW] ATwEdy3JP YT ScquirulTIE1 9DEE Lheasthytel,

drVy TEN LenRpZml ] YXR IMIGEMADGCSqGS Thi DOEBAQL

First Hame 20 d¥msdy3 TP7I3cqukrul IELIDEElhessXthytal Lo EMUZ 5 DTL restl D exoTinD ELQDI[LZj PvEQSH11T0LT GI

Please copy and paste your Certificate Signing Request intc ;
| st Mo , . . ZofMU2 5QTLrest02QexoTinDadlmd JPvECaHL1T0ATC -

Eall feldress Here's what it should look like: Ml £rilsfex 1Rt HxTSTHI kUGS Evl qePPLW/ faIDAQE allgSLrifafex IRCH TR JHIRIT0 Evaqe PPLU/ /wlDAlAL
Company | - BEGIN CERTIFICATE REQUEST-—- sg%iggzig:Eﬁ:ﬁﬁgﬁg?&giiﬁ;q6/,Zggii;zi;i EgorEgEFEQcDATAMEqNVHRMEALSEA AAMANGCSqGSTh.
e MIIEPTCERAIBADCEhDELMAKGAT UEBRMCWKE xF TATRGNYE ]
Phone ZTESMBAGATUESxMIO2FwZSBUb3duMRGwEY Y DYVOOKEWIF gﬁﬁggisﬁIMga;/i‘;ﬁmm:f‘.fgfﬁumiﬁ?zDba4“ rFenQRsE GCoQETuMZND 3 IWETnEnHnp 206 /2 2 3 EHNGUE o
Stats {US) o1 Pr ATUECMPTEsaWEIFNIonZpt 2y TMRawGAYDYORDExF3d3e | ©77 7% -5 8 2 Por i e .
Counmy TTBaMAIGCS 4G SIb3D0EBAQUAANKAME Y COODTE0xx ey gRop e b BNy T MOAFhEN g In 2 30D Ry T fn 360 20bads
BpDvAjUY C+IP ARLDHI Edm2j19001 koD oSp57y G Sawdh27 diu 3 3
DPQ\(Jﬂ(gyﬂhV:NAQEEBQADQJQEEZHEQHBiEQVan g)(hﬂv+iGnAX Note: The certificate displayed above needsto t | Jo0 AdcNi3FlgciisckR /Parhai t2 LY YLt IF

g

pReig? URBZ0wi BeagivyTDnTFMzB0 CyBhtdH? Avikhh into a file on the machine where you will be utilisir
————— END CERTIFICATE REQUEST-— automatically on your web server. Please make 5

the private key from which it was originally create || 4 I I [ 3 I
————— BEGIN NEW CERTIFICATE REQUEST-

IICAJCCAWSCAQAWGEExTDAIBgkghkiaw | Done
LroNvh TELMAkGA 1UEEhMCREUxHDAaBgNVEAGTE L LsvdX]
GzAZBgNVBACTE L 1wdX Ig¥a 10e895h2 WhdG 1vhj EaMBc

1l 6 YXRphE 4xFDASEgNVEAS TCOR1drivah3 Bt ZWS0MEE %
dri¥y IENLenRpZml] YXRIMIGEMADGCSgES Tha DOEBAQT
290 d¥m3dy3 TP I3 cqukr ullTE19D 6B 1hessKEhytalh
Ko fMUZ S0TLrest02QexoTinDalbmd JPYECaHLIT0ATC - 3
allq8 frilsfex 1Rt +xTSTHIKLUCT EvE ;epprﬁwIDAQ} cetificate and will be cataloged a5 (CERT member,
EQADGYEABDWZInPNESPvEW?1jrowiZanD9+x2 HIyKSA
g3 QamBuR+yHzLEKUEF3ZpR1hE IwazgqdcdgxE0cVdyyD]

InNIPfZmtGeiPENS /1 IEROGTawWFnSETGYeNYalvall . i
_____ S T R PR Mesy 1024-hit server cedificate request generated.

Paste the text form of the obtained cedificate into the

ahove text area. This cedificate wil be uzed as VSE server

Dane =@ Cancel == Back Mext == Help

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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& Personal Information for ¥SE Client Cert El

Camrmon narme I‘-.-"SEJESA Client Certificate

Organizational unit I‘r‘n:uur COMmpany

Organization I“r’u:uur organization

CityiLocation I‘r‘u:uur location

StateProvince I‘fl:uur statefprovince

Courntry IDE IGermany [DE) LI
e-triail Ivseclient@'fc'ur.campany.mm
Expires IEIIII:I4-3-5 |1 wear LI
Map to “SE Lser J=CH [Cptional)

Server cerificate crested from Basebd text form.

Cancel | == Back | et }}%l Help |

Setup a CA signed certificate - Wizard

& Request Client Certificate from CA i El

————— BEGIN NEW CERTIFICATE BEEQUEAST--—--- 1=
MIICEzCCARACAJATycY=ETANE gkahki GOwOECIEWGHRE :
hXEhbnkuT2 2 tMlswC QYD VOQGEwJERTE cME o G4 1 TE CEI
all 5 ZETEWME QGALTEEXMNWTS 1 ciEshZNhdG1wbh JEaME gl
bl 6V xRph 24w FTATEgNVBASTD Flwd IV 9tcGFueTE:
NSEDbGL1bn0gl 2WyrdGlmalNhd g Z 5w 0¥ T Ko Z Thercl
WL AwE gl shil+ 17 JEMEE v 2BEMAMuh ZueMclYs 262 LavThim
h50rViggT11 558 tRDi CaDbNuyC e+ InEiwP gHlp FoxQm!
kPonbglwclntETlaGx+aqaboo] sPHENIVLxNPHLARDHE+:
SwlBAOUFALOBgOCOET ] T gkaV 9k 9abh X7 54+ <o gul)
GZexfGlanctrM708x9th3] G951 cEBE GwanT?IﬂHLn—fi;I
3

4 |

Zoto an online CA and request a client cedificate
uzsing this certificate reguest. The clisnt cerificate

will ke stored in your local keyring file.

Ingo Franzki — ifranzki@de.ibm.com

Mewy 1024-kit client cetificate request generated.

== Back | et }}V}l i
L

Cancel

August 26, 2009

Copy and
Paste the
request into
a CA's web
site and let
them sign
the request.

You can
paste the
generated
certificate
into the text
area on the
following
dialog box.

<uf
i
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& Get Client Certificate from CA . x|

all 5] ZTEWHE QGALTEEXMNITS Lo iEshENhdG1lvh JEaME g[il
bl 6V Rpbh 2 M FTATEgNVEASTD FlvdIgV29tcGFueTE:
N3EDbGL1bn0gl 2VWydGlnalNhd vy Z Swh Q¥ IEoZ Thercl
WL AwR gl shil+ 17 JEMEE v 2EMAMnh ZueMcWY s 26 ZLavThim
b E0rVigyT11 553 CRD i CaDbiuyCe+/ LnEivP g+HlpFoxQm.
EPonbglwclntETIaGx+gaqioo] 6 PHRNIVLANFH1ARDHZ4-:
JOQMMAGCC s GAOUFEWMEMAWGA LTTAEWEE /w0 CMALWD Y,
EEeY2Gq]0rlxcynE snTv s PAWLEPIKTS0NSG7 q=gEIOE
P FELORCERZ 1=/ A0J+G44b 10Tc ARKE Q zxp 8 dHwg oy
LLEbuaYg43E AV PYOREELThGE QA8 InFFTDwul 18 /mbk: |
————— END CERTIFICATE----—- -

Rl | 2

Paste the text form of the obtained cedificate into the above

text area. Thiz cedificate will be uzed as client

cetificate and stored in your local keyring file.

[¥ Thawte Landing Page - Mozilla {55 |EI|1|

File

Setup a CA signed certificate - Wizard

Edit Yiew Go Bookmarks Tools  MWindow  Help

<

Back

Print

m Test certificate homepage

Welcome to Thawte's Test Certification Authority, where you can
test-drive our server certificates - for FREE. Simply download a test
server cerificate and check how our systerm works for you. It's your first
step towards fast and affordable Internet security, for you and your
customer.

! :, ; = d
Forward Reload StDD | https.” i j o |
-

Re % Thawte Landing Page - Mozilla

=10l x|

File Edit ‘iew Go EBookmarks Tools Window  Help

B?-ik - Fo%;rd - Rﬁd ‘S%% |\!¢ https e vl é‘5earch| ;ﬁ - ‘

wi

Mewy 1024-kit client cetificate request generated.

Cancel == Back | Mext == d Help |

Ingo Franzki — ifranzki@de.ibm.com

http

MIICHTCCAGKgAWIBAGIBADANBgkghkiGOwlBAQOFADCEhz ELMAkGA 1 TEBRMCTIRE x
IJAgEgNVEAGTGUZPUiBURVNUSUSHIFEVULEPTOVTIESOTE kx HTALBgNVEACTF FRO
THA0ZSBDE2ET0aWz pY2 FOaWouMRewE Q¥ VQOLEWS URVNUIFRFULQgVEVTIVDECMED G
ALUEAMTVGhhAIR1IIFRLe3 QgQ0EqUmSvdDAeFwl SN A4MD EWMD AwMD EaFwlyMDEy
MzEyMTUSNT LaM IGHMOswC 0¥ IV O0EEwl a0 TEiMCAGA ITUECEMERKS 3 IFRFUIRIThey
UFVSUES TRVMyTOSMWTEAMEsGAL1TEChMUVGhhd3 RIIEN LenRpZmlj YERpkZ 4xF zAV
EgNVEA=STD IRFU1QgVEVTVC BURVNUMRLmGY T DVOODEX NTaGPIdeTgVeVedCBDQSES
LZO0MIGEMAOGCSgGS Th3 DOQEBAQUAALGNAD CEAQKEgQC1fZBvirOosfuznZvrS 1EHE
1TFPhoRPebhBZhLEDDE 19m¥uT+oughl 6EXieZ48 7dSnXKruBFIPSTEEHoCinSgke Sk
ESz+/tZ4knIyRFECI CmONEKCEfduS D0 yd yEm i Hap fqeTfph/ kS +obbii IN=TqZH
LArE3umk74 zHEqUyThnkjwIDAQABOXMWETAPEqNVHRMEAT S EETADAQH,/MADGCS oG
$Ih3DQEBBATAALGEA IKMA+WZA,/ TVL It 1dL /he£7exHE / yuvMupg+yAVI4AhS uf +d8
phgBiTooVx 71/ 1CBOLFmx E ENyE1ZKSmObgvwdZ d LnsAP+nnStyhVHF IpKy3nsDO4T
gr IgEhC=dpikSphtdols jTubVez1kQT71Cr ROthi /WtdgxQEELgZCTOZ 1Po IW

Daorne | |='4D=| @J

August 26, 2009
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Setup a CA signed certificate - Wizard

& Get ROOT Certificate from CA x| & Create Client /Server Keyring x|
IHzEyI-I'I'LTEI-ITl aMIGHMO=wCOYDVOQGEwT a)TE iI-II:AGAlUILI
MFYSTESTEVMgTO SMWNTE AME 2 GALTE ChMITVchhd SE1 TEN! Fallowying actions will be performed:
EgVEATD IRFUL QgVEVTVCETRYHUMEr G YDV QD EXNT
b2 90MIGEMADGCS qGS Ih3DQEBAQUAAAGNAD CE1 QKB gQC: Catalog private key on VsE a3 JSCHOZ PRVK
LTFhoRPebEZRLZDDE L fmTud+ough S6EXI e 248 7d5xxE
ESz+/ 0 e vRFED3CniNEKC P £AusD 06y 4wy JHAD £ ol Catalog ROOT cert on VSE as JSCHO2 ROOT
LArEKSunk ¥ 4=HE g Thrk JwIDA QAR oxMuETAPE g VHEIME
SIb3DQEEBAUARAGEATEMAHWEL /TwLItldL /hizE TexHS, Catalog server cert on WEE az JSCHOZ.CERT
PhoBiYcoWx Y1l /1CE0l FuxeeNvE1ZK inObgwd2dlnsal-
qrIgEhCsdp i};SphtdnlBquhvrizl};u?lCrRuthi;th:_ Save ROOT and client cert in OvwkeymanwsSEQDT _Ca K.
————— END CERTIFICATE---—-| v
4] | 3 Catalog client cert on ¥SE as JSCH.CCERT
Paste the text form of your CA&s ROOT cedificate inta the pdate the client certificate mapping via BSSDCERT
abaove text area. This cerificate will he stored on W5E a= VSE Host WSEDT £9152 99 57
ROOT metmber and alzo stared in your local keyvring file. Keyting Likrary: CRYPTO KEYRING
Cliert cetificate crested from Basebd text farm. Mt (R, Sk e e e G

Cancel == Back Mext == %l Help

Cancel == Back | Finizh I}J

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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g& Create Client/Server Keyring x|

Followying actions will be performed:

\ Catalog private key on WSE as JSCHOZ PRWH

[ |Catal-:ug ROOT cert on %5E az JSCHOZ ROOT

" |Catal-:ug zerver cert on WSE as JSCHOZ2 . CERT
(" Save ROOT and client cert in OvwkeymanwsEQDT _Ca K.
" |Cataln:|g clignt cert on %3E as JSCH.CCERT

[ |Llpdate the client certificate mapping via BSSDCERT

WEE Host: WSEQM F9.152.92 57
Kewring Likrary: CEYPTO KEYRING

Click on the marked buttons to viessy job output.

Zancel == Back | Close l}l

Setup a CA signed certificate - Wizard

File ©Ophtions  Actions  Help

|||m||
]

I
IIn
«||l

LU
@

=101 x|

@B 2mE =]

RlEal |

Certificate Ttem

i, e 1024-bit RSA Key Pair
(B rookcert WSE RiOOT Certificate
= wsecert W3E Server Certificate

=1 clientcert W3E Client Certificate

1024
1024
1024

User 7
Client -

| 3l

| YSEFRANZ : vsefranz

Ingo Franzki — ifranzki@de.ibm.com
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Where are keys and certificates stored on VSE ?

§ Keys and certificates are stored on a VSE Library

— Usually iINn CRYPTO.KEYRING & vSE01 Keyring Library - CRYPTO.KEYRING e X|
. . | I Metnber Marme I Type I Crestion Last L
— This I|brary should be secured BS=0CUID M.&.PPIN;FI 17.01 2003 - 092523 |13.|:|3.2|:u:|3-1;
using the VSE security el e
mechanisms (access protectio|=d weo ul Ll
JSCA CCERT 11.03.2003 - 03:14:36 11.03.2003 - [
Jsc2 CCERT 11 .03.2003 - 034630 i -
ol I — _
E1 JscHo2 cERT '\ 4 i
§ Member types: T JscHoz bRy [ Delets AE+D  fr
Bl JscHoz ROOT  Copy ko clipboard &E+C 41 A
— .PRVK — Public/Private Key % . s I I" _>|;|
- ROOT - ROOt Certlflcate Close Refresh | Help |

— .CERT - Server Certificate
— .CCERT - Client Certificate

— BSSDCUID.MAPPING — Contains the User to Certificate mapping
Information

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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SSL with client authentication

§ Server authentication means
— The clients verifies the certificate received from the server

— To make sure they are talking to the right server

§ Client authentication means

— The server verifies the certificates(s) received from the
client(s)

— To make sure only known clients can talk to the server
— To do implicit logon by using the certificate (optional)
» Map a user id to a certificate

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009 © 2009 IBM Corporation
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Map a VSE user id to a client certificate

% Keyman,/¥5E - D:" vkeyman' Keyring.pfx *
File Options Actions Help

ri‘| | ‘l“| | ﬁ‘ﬂ‘r‘iﬂ | ‘
I Cerificate tem Length Type it

Bl vsSEESA Development C& ROOT 1024

Focot -
|

BN <E01 Server Certificate T .ﬁ.lt:--
. Joerg's Cliert Cerificate S JSL
Bl vSE01 JSCHOM ROOT Delete Alt+D .
. Helmut's T21 KM Roaot Certifi Export... Alk+E % Map User Cert to YSE - ' EI

Copy to clipboard  Alk+C

Upload to WSE. .. Alt+5

Map to WSE User, N AlE+M User D [svse|

OH,\J ancel | Help |
)

1
1
i

15
®
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SecureFTP

§ The FTP protocol provides a easy and straight forward protocol for
transferring files between systems on different platforms

— Many installations rely on it to efficiently transmit critical files that can
contain vital information such as customer names, credit card
account numbers, social security numbers, corporate secrets and
other sensitive information

— FTP protocol transmits data without any authentication, privacy or
Integrity

§ SecureFTP provides user authentication, privacy and integrity by using
RSA digitally signed certificates, DES encryption and SHA-1 secure
hash functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 (at no
additional charge) or offered as separately priced product by CSI

§ How to setup Secure FTP with VSE:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup SecureFTP with VSE
-pdf
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Hardware Crypto Support on System z and VSE
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zIVSE 4.2 | z/VSE 4.1 z/IVSE 3.1 | VSE/ESA 2.7 | VSE/ESA 2.6

CEX2C = Crypto Express2 in coprocessor mode
CEX2A = Crypto Express2 in accelerator mode
See: http://www.ibm.com/systems/z/security/cryptography.html

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009

PCICA Yes Yes Yes Yes -
CEX2C Yes Yes Yes - -
by release CPACF Yes Yes Yes - -
CEX2A Yes Yes Yes - -
PCIXCC | Yes Yes - - -
prior z800 z800 | z900 z890 | z990 Z9 z10

PCICA - Yes | Yes Yes Yes - - by server

PCIXCC - - - Yes Yes - -

CEX2C - - - Yes Yes Yes Yes

CPACF - - - Yes Yes Yes Yes

CEX2A - - - - - Yes Yes
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VSE Hardware Configuration

§ VSE hardware configuration not necessary for crypto hardware
— No IOCDS definition in VSE
— No device type
— No ADD statement

— You may have to define the devices in the HMC (LPAR) or z/VM
directory

§ Use of crypto hardware is transparent to end users and even TCP/IP
applications

— But use of crypto hardware can be disabled via TCP/IP SOCKOPT
phase

§ How to setup cryptographic hardware for VSE:
ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How to setup c
rypto_hardware for VSE.pdf
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HW-Crypto related console messages

§ System with crypto hardware

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

13023l
13023l
13014l
13014l
1J005I
1J006l
1J022|

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX O

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 1

FOUND A PCI CA CARD AT DEVI CE | NDEX 6

FOUND A PCI CA CARD AT DEVI CE | NDEX 7

HARDWARE CRYPTO ENVI RONMVENT | NI TI ALI ZED SUCCESSFULLY.
USI NG CRYPTO DOVAI N O

CPU CRYPTOGRAPHI C ASSI ST FEATURE AVAI LABLE.

§ System without crypto hardware

FB 0093 1J020W THERE WAS NO PClI CA OR CRYPTO EXPRESS2 CARD
FB 0093

FOUND. HARDWARE CRYPTO NOT AVAI LABLE

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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AR
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB

0015
0011

0011 ADJUNCT PROCESSCR CRYPTO SUBTASK STATUS:

0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011
0011

IBM Training

HW-Crypto status display

nmeg fb, dat a=st at us=cr

11401 READY

BST2231 CURRENT STATUS OF THE SECURI TY TRANSACTI ON SERVER

AP CRYPTO SUBTASK STARTED ..........
MAX REQUEST QUEUE SIZE .............
MAX PENDING QUEUE SIZE .............
TOTAL NO. OF AP REQUESTS ...........
NO. OF POSTED CALLERS ..............
AP CRYPTO POLLI NG TI ME (1/300 SEC)..

AP CRYPTO TRACE
ASSI GNED APS :

LEVEL ..............

PCI CC / PCI CA

CEX2C | CEX2A .......

PCIXCC ..............
AP 0 : CEX2C - ONLINE
AP 4 : CEX2A - ONLINE
AP 9 : CEX2A - ONLINE

ASS|I GNED AP QUEUE ( CRYPTO DOMAIN) . . .
CPU CRYPTOGRAPHI C ASSI ST FEATURE
CPACF AVAI LABLE
| NSTALLED CPACF FUNCTI ONS
DES, TDES-128, TDES-192, SHA-1

AES- 128

PRNG, SHA-256
0011 END OF CPACF STATUS

Ingo Franzki — ifranzki@de.ibm.com
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Crypto HW exploitation in VSE

§ Crypto cards are only used for RSA acceleration
— RSA decrypt/encrypt for SSL session initiation
— RSA encrypt for signing of certificates (CIALCREQ)

5§ CPACF

— Acceleration of symmetric algorithms:
DES, TDES, AES-128 (z9 only), SHA-1

— Used at

» SSL data transfer
« CIAL functions in TCP/IP

§ Usage is transparent for TCP/IP applications

— If Crypto HW is available, it will be used. If not available, the SW
implementation (as part of TCP/IP) will be used

— You can disable the use of Crypto HW via a setting in $SOCKOPT
Phase
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News with z/VSE 4.2

§ Support for AES-256
— Requires TCP/IP for VSE 1.5F
— If running on a z10, it is done in hardware via CAP

§ Support for dynamically adding and removing of crypto cards

— On the System z10 processors, you can dynamically:

 assign new Crypto devices to an LPAR,
* remove crypto devices from an LPAR configuration,

— without the need to restart the LPAR.

— On z/VSE the following new commands have been added

 APSENSE command to re-sense available APs (Crypto cards).

- APREM command to remove/disable the related AP (Crypto card) from
use by z/VSE before you remove a Crypto device from an LPAR
configuration.

— The AP (Crypto card) is then flagged as being unavailable for
processing Crypto requests in z/VSE.

« APADD command to add/enable a disabled AP for use by z/VSE.
— The AP (crypto card) must be previously assigned to the z/VSE LPAR.

« APBUSY, APHIST, APQUE, APRETRY, APTERM for maintaining crypto
cards (APs)
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Crypto HW exploitation in VSE

§ HW Crypto Functions that are not exploited in VSE

— Special functions available in Coprocessor-Modus

* RSA Key-Generation

— RSA keys could be generated directly on VSE, no workstation
tool would be required

» Secure Key functions
— PIN functions
— Symmetric Key Import / Export (Key Transport)
» Special functions for banking-software
— ANSI X9.17 Standard: Key generate, export, import

& Requirements are welcome !
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Secure Key vs. Clear Key

§ Different way of managing, storing and usage of keys

— Keys reside unencrypted (clear) in the file system (“Clear Key”)

— Keys reside encrypted (TDES with fixed key) in the file system
e That's how VSE works today

— Keys reside encrypted (using a “Secure Master Key*) in the file
system
* The Master Key is stored in the hardware
» Secure master key entry via TKE or Dialogs

» Crypto operations are done in main storage, i.e. data keys are visible
(unencrypted) in main storage for a very short time

» Crypto operations are done on a coprocessor card, i.e. data keys will
never reside unencrypted in the main storage
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CryptoVSE API

& Native cryptographic API
— Can also be used directly from within COBOL programs

§ Provides cryptographic services:

— Data encryption

- DES

« Triple DES

« AES

* RSA PKCS #1

— Message Digest

- MD5

+ SHA-1
— Digital Signatures

» RSA PKCS #1 with SHA1 or MD5
— Message Authentication

« HMAC

§ Uses Hardware Crypto functions transparently when available
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Customer Data Protection Requirements

||m|||
!
v
II||I|||
<uf
il

®

Regulatory requirements driving need for greater data security, integrity,

retention/auditability, and privacy

Severe business impacts caused by loss or theft of data including

financial liability, reputation damage, legal/compliance risk

Increasing need to share data securely with business partners and

maintain backups at remote locations

Need to reduce complexity and improve processes around enterprise

encryption management

Need ability to cost effectively encrypt large quantities of tape daia

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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§ The IBM System Storage TS1120 Tape Drive
has been enhanced to provide drive based
data encryption

§ A new, separate IBM Encryption Key Manager
component for the Java Platform (Encryption
Key Manager) program is also being introduced:

— supports the generation and communication of encryption

[F
I
IIn
<uf
|||l

®

IBM Tape Encryption — TS1120

keys for the tape drives across the enterprise.

z/VSE V3.1:

zI\VM:;
DITTO:

§ New: Support is now available for z/VSE V4 and V3:
zIVSE V4.1:

DY46682 (UD53141 and UD53142)

DY46685 (UD53143,UD53144, UD53146) and

PK43473 (UK24398)
VM64062 (UM32012)

PK44172 - With this Apar, DITTO/ESA for VSE
supports tape encryption interactively and via
standard VSE JCL in BATCH mode
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IBM Tape Encryption — TS1120

Tape Controller TS1120 Tape Drive
System z
. » /O < » FICON/ESCON
. Lebel® Data Path
Hardware-based
ZIVSE Secure IP Port |« > encryption
f 7 X

Read / Write Read / Write

any Java Platform

Encryption Key
Manager (EKM)

Labell & KEK1,
Label2 & KEK2, ...

Encrypted
Text

Transfer Data

Encryption Key

‘wrapped’ using
Key Encryption Key(s)
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IBM Tape Encryption — TS1120

encryption mode
/1 JOB ENCRYPT / (03=write)

[l ASSGN SYS005, 480, 03
[/ KEKL UNI T=480, KEKL1=" MYKEKL1" , KEML=L, KEKL2=" MYKEKL2’ , KEM2=L

/1 EXEC LIBR \

BACKUP LI B=PRD2 TAPE=SYS005 encoding mechanism
[ * (L=Label, H=Hash)
key labell
(name of the 1. KEK-key in EKM)

[ &

§ The Data-Key can be encrypted using 2 different public keys (KEK = Key
Encrypting Keys), to be able to send the tape to 2 different receivers

§ More info can be found in the z/VSE 4.1 Administration manual (VSE
Homepage)
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IBM Tape Encryption — TS1120

-~ 1. Load cartridge, specify
encryption, provide Key Labels

Encryption %ape drive requests a data key
Key

Manager
4
Encrypted “Data Key”
3. Key manager 4..Encrypted keys 4 d
generates key and transmitted to tape drive
encrypts with public and : :
session keys 5. Tape drive writes encrypted

data and stores encrypted data
—H key on cartridge
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IBM Tape Encryption — TS1120

§ Considerations and Restrictions:

— A tape can either contain encrypted data or unencrypted
data

— If you encrypt the first file on the tape, all subsequent files
will also be encrypted using the same key
* Important for multi file tapes

— If you send an encrypted tape to a business partner, the
other side will also require a TS1120 to be able to read the
tape
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IBM Tape Encryption — TS1120 - Summary

§ Hardware-based encryption
— No host cycles used
& Designed for high volume backup
§ Encryption Key Manager (EKM) on a Java platform
— for centralized key management
— with SSL connection between tape controller and EKM
§ Encryption option specified in VSE via JCL commands
— [ ASSGN ...
— /I KEKL ...
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Encryption Facility for z/VSE

Encryption Facility for z/VSE

Partners, branch

offices with z/OS or z/VSE
mainframe
: . ) g Heterogeneous
Mainframe encryption services Pt? HHELS syslems
leverages: rare
offices

- Encryption hardware
- Client / Server based
key management
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Encryption Facility for z/VSE

§ IBM Encryption Facility for z/VSE can help you:
— Secure business and customer data
— Address regulatory requirements

— Protect data from loss and inadvertent or
deliberate compromise

— Enable sharing of sensitive information across platforms with partners,
vendors, and customers

— Enable decrypting and encrypting of data to be exchanged between z/VSE
and non-z/VSE platforms

§ The Encryption Facility for z/VSE V1.1 is packaged as an optional, priced feature
of VSE Central Functions V8.1 (5686-CF8-40).

— Documentation in z/VSE 4.1.1 Administration book, Chapter 43
— Available since November 30, 2007

§ New: Encryption Facility for z/VSE V1.2 - OpenPGP: V'\ 4Q@Z/

— Announced: April 28, 2009 4 @w N
_ Planed availability: July 17, 2009 *' 3
— Adds support for OpenPGP data format V\‘
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Encryption Facllity for z/VSE V1.1

§ The Encryption Facility for z/VSE V1.1 uses the same data format as the
Encryption Services feature in Encryption Facility for z/OS V1.1 and
V1.2 (5655-P97)

— Called 'Encryption Facility System z format'

§ It allows you to exchange encrypted files between
— your internal mainframe data centers
— you and your external business partners and vendors

§ To decrypt an encrypted file, you must have installed any of the
following:

— Encryption Facility for z/VSE feature

— Encryption Facility for z/OS Encryption Services feature (using
System z format)

— The no-charge Encryption Facility for z/OS Client Web download

» either Java-based client
 or Decryption Client for z/OS
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Encryption Facllity for z/VSE V1.1

Possible choices:

Decrypt data using System z format with:

Encrypt data using Encryption Encryption Decryption Java-based

System z format with: | Services feature Facility for Client for Client
of EF for z/OS zIVSE z/OS

Encryption Services Yes Yes Yes Yes

feature of EF for z/OS

Encryption Facility for Yes Yes Yes Yes
zIVSE
Java-based Client Yes Yes No (*) No (*)

Note: The terms and conditions for the no-charge Encryption Facility for z/OS Client
only allow the use of the Encryption Facility for z/OS Client for decrypting information
or data that was encrypted by IBM's Encryption Facility for z/OS or IBM's Encryption
Facility for z/VSE, or for encrypting information or data to be decrypted by IBM's
Encryption Facility for z/OS or IBM's Encryption Facility for z/VSE.
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Encryption Facllity for z/VSE V1.2 - OpenPGP

§ The Encryption Facility for z/VSE V1.2 uses the standard
OpenPGP data format.

— PGP stands for ,Pretty Good Privacy*

* Invented by Phil Zimmermann in 1991
* Open Standard, decribed in RFCs 2440 and 4880

— Compatible with Encryption Facility for z/OS V1.2 and many
other OpenPGP implementations

— Uses ZIP/ZLIB compression (software)

— Supports various encryption algorithms \hA4

— Provides data integrity using MDC T @WE
— Supports the same file types as EF V1.1 ﬁ \

— EF V1.2 also “contains* EF V1.1 (IJBEFVSE) V\‘
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Encryption Facllity for z/VSE V1.2 - OpenPGP

Differences between Encryption Facility V1.1 and V1.2 OpenPGP:

EF for zZ’VSE V1.1

EF for zZ/VSE V1.2 OpenPGP

Encrypted data for mat

System z format

OpenPGP format

Compatibility with

EFfor zOSV.1.1, EF for z/OS
Java client

Any OpenPGP implementations, like
GnuPG, EF for zZ/OS V1.2 OpenPGP

Symmetric Algorithms

TDES and AES-128

DES, TDES, AES-128, 192, 256

Hash algorithms

SHA1

MD5, SHA1, 224, 256, 384, 512

Compression System z provided compression ZIP, ZLIB based compression
(hardware accel erated) (software)

RSA key lengths 512, 1024, 2048 1024, 2048

Data integrity None MDC

Public key for mat x.509 certificates PGP certificates

Signatures None RSA signatures

Ingo Franzki — ifranzki@de.ibm.com
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Encryption Facllity for z/VSE - Customer value

§ No special tape hardware requirements (e.g. TS1120)
— But exploits IBM crypto hardware (crypto cards and CPACF)

§ Host-based utility, no additional client/server workstations

§ Easy to use
— No special setup necessary for password-based encryption

§ Supports all VSE data formats: single files and complete tape backups
(LIBR, IDCAMS, POWER, etc.)

§ Supports even proprietary vendor backup formats

§ Encrypted datasets and tapes can easily be exchanged between
business partners even on non z platforms

— Password-based
— Public-key based
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Other ways to encrypt your backups or tapes

& Can be done using VTAPE
— Create a backup on a remote virtual tape

— Store the tape image on an encrypted medium

* Encrypted file system or directory (e.g. EcryptFS on Linux)
» Use encryption tools (e.g. TrueCrypt)
» Use Tivoli Storage Manager to store the backup data

§ Encrypt data in applications

— Use CryptoVSE API to encrypt the data
» Uses Hardware Crypto Support if available

Ingo Franzki — ifranzki@de.ibm.com August 26, 2009
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New technical articles on VSE homepage

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/security.html#howto

How to setup hardware crypto with VSE

{i How to setup WebSphere MQ for z/VSE V3.0 and WebSphere MQ for
Windows V7.0 with secured connections using S5L (FOF, 3.0MB)
Updated: March 2009
lJoerg Schmidbauer, IBM

ff) How to use Encryption Facility for z/V'SE (PDF, 360KB)
Updated: April 2009
Joerg Schmidbauer, IBM

) How to setup SSL with CICS Web Support (PDF, 1.4MB)
Updated: December 2008
loerg Schmidbauer, IBM

fli How to setup Secure Telnet with VSE (PDF, 1.7MB)

Mew: July 2008
loerg Schmidbauer, IBM

i How to setup Secure FTP with VSE (PDF, 1.2MB)
Updated: January 2009
Joerg Schmidbauer, IBM

i How to setup SSL with VSE (PDF, 750KB)

MNew: April 2008
Joerg Schmidbauer, IBM

fi How to setup cryptographic hardware for VSE (PDF, 1.4MB)
Updated: December 2008
Joerg Schmidbauer, IBM
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Related Documentation

§ New RedBook: Security on IBM z/VSE - SG24-7691
http://www.redbooks.ibm.com/redpieces/abstracts/sq247691.html

§ VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/

§ Keyman/VSE tool and VSE Connector Client
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/

§ Encryption Facility for z/OS
http://www.ibm.com/servers/eserver/zseries/zos/encryption facility/

§ IBM Encryption Facility for z/OS Java Client
http://www.ibm.com/servers/eserver/zseries/zos/downloads/#efclient

§ IBM PCI Cryptographic Accelerator (PCICA)
http://www.ibm.com/security/cryptocards/pcica.shtml

& IBM Crypto Express2 (CEX2)
http://www.ibm.com/systems/z/security/cryptography.html

§ CP Assist for Cryptographic Function (CPACF)
http://www.ibm.com/systems/z/security/cryptography.html

§ IBM Security Products — Overview
http://www.ibm.com/security/products/
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Questions ?
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