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Security requirements

+ Security requirements are increasing in today's world
— Data security
— Data integrity
— Keep long-term data audit-save

» The number of attacks increase daily
— Industrial spying
— Security exploits, Denial-of-Service attacks
— Spam, Phishing, ...

* Not paying attention to security requirements can be
very expensive
— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

+ IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems
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Security in a heterogeneous environment
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What can cryptograph do for you?

¢ 2 main areas

— Encryption of data transmitted over TCP/IP connections
« SSL, HTTPS
- SecureFTP

— Encryption of data stored on disk or tape
* Encryption of backups or archives
» Signing of data
+ Exchange of encrypted and/or signed data with customers
or business partners
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Why Cryptography ?

* Keeping secrets
— Alice wants to send Bob confidential information,
— Charly should not be able to read it.

* Proving identity
— Bob receives a message from Alice. How he can be sure that it is really
from Alice?

* Verifying information
— Bob receives a message from Alice. How he can be sure that the
content has not been modified?
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Keeping Secrets

Charly

Alice

Alice encrypts the mess
only she and Bob knows

ge with a secret code that
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Proving ldentity
I:I' Charly

Alice

Alice "signs" the message by attaching a secret phrase
that only she and Bob knows
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Verifying Information

Alice generates a "hash" from the
message using a secret code and attaches

it to the message. Bob also generates the hash
from the received message and compares it.

© IBM Corporation 2007

Secret Key Cryptography (symmetric)

Both parties know the same secret code (key)

* The key must be kept secret

Encryption algorithm = mathematical
transformation of the data with the key

— DES Data Encryption standard
— 3DES Triple strength DES
— AES Advanced Encryption Standard

Typical key length: 40, 56, 128 or 256 bit
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Secret Key Cryptography - continued

Alice Bob

Alice encrypts the message with the secret key and sends
it to Bob. Bob decrypts the message with the secret key.
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Public Key Cryptography (asymmetric)

* One "public key" and one "private key*
» "Private key" is kept secret (private)
* "Public key" is published

« Asymmetric cryptography is based on mathematical
problems, that are much easier to create than to solve

— RSA Rivest Shamir Adleman
— DSA Digital Signature Algorithm
— DHE Diffie Hellman Algorithm

- Typical key length: 512, 1024 or 2048 bit
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Public Key Cryptography - Encrypting

Alice Bob

-

Bob's public key

Bob's private key

Alice encrypts the message using Bobs public key and sends
it to Bob. Bob decrypts it using his private key.

Since only Bob knows his private key, only he can read
the message.
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Public Key Cryptography - Signing

Alice Bob

-

Alice's private key

Alice's public key

Alice encrypts the message using her private key and sends
it to Bob. Bob decrypts it using Alice's public key.

The message is "signed" by Alice since it can only be
decrypted using her public key.
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Combined Symmetric and Asymmetric
Cryptography

+ Asymmetric cryptography is very CPU-time
consuming

+ Use asymmetric cryptography only for secret key
exchange

+ Data encryption uses symmetric cryptography
- Secret key is generated by random

+ SSL also uses this mechanism
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Combined Symmetric and Asymmetric
Cryptograph)]/?) X
(0)

Alice

Bob's public key

o

secret key secret key
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T
Key Management

= Key exchange is not trivial:
» |s the public key really from the right person?

)

Alice

Bob publishes his Eelh
public key, but Charly intercepts
this and instead sends his public key to Alice.
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Key Management

+ Key Management is not trivial
— Key must often be kept secure for a very long time

— You must be able to associate the encrypted data with the
corresponding key(s)

— Encrypted data and the corresponding key(s) must be strictly

separated
Keyman/¥SE - D:\vsecon'samplesKeyRing =10l ]
. KeymanNSE File Options Actions Help
— Creation of RSA keys and @6 bjajela) w=a)
diaital f Y I Certificate Item Length | Type [ woE user [ vaid |
gita certificates =3 User Certificate 1024 Usar - Ves
Upload Of keys and Bl 2/vSE Development CAROOT 1024 Root - Yes
- =1 %SE Server Certificate 1024 User - ¥es
certificates to VSE
— Creation of PKCS#12 keyring J [ vserRaz ..

files (use with Java-based
connector or import into a Web browser)

— Download from VSE Homepage
http://lwww.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman
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Certificates

- A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

* The issuer "signs" the certificate by
encrypting a hash of the certificate
content with his private key

+ Everyone can check the sign by decrypting
it with the issuers public key
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Certificate Authorities

A certificate is issued by a certificate authority (CA)

- If a user trusts the certificate authority, he can trust the
certificates issued by this CA

CAs identify itself with a "self signed certificate":

— The public key in the certificate is also the public key used to decrypt
the signature

— Subject and issuer are the same

It is possible to build certificate hierarchies

Certificate revocation lists are used to mark certificates that have
been issued by error

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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T
SSL (Secure Socket Layer)

» SSL provides a communication channel with message integrity,

authentication, and confidentiality

+ SSL is a widely used protocol

HTTP App
TCP
IP

© IBM Corporation 2007

— Secure HTTP (HTTPS) is used very often in the Internet

+ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for session initiating
— Uses symmetric cryptography for data encryption

+ As the name implies, SSL is a layer on top of TCP

HTTP App

SSL

TCP

P
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SSL Protocol

* The SSL protocol defines a set of messages

Client Server
ClientHello
ServerHello =
= ServerKeyExchange servers public key
= ServerHelloDone or certificate
= ClientKeyExchange clients session key
ChangeCipherSpec > encrypted with servers
Fimished » | public key
ChangeCipherSpec = negoiation of options
~ Finished (algorithms)

© IBM Corporation 2007
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L T
Cipher Suites

« Cipher suites defines the algorithms used:
— For key exchange
— For encryption
— For hash algorithm

SSL_RSA WITH DES CBC SHA

N

Hash algorithm
Key exchange Encryption
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Session Caching

+ "SSL Session" means
— Secret key used for data encryption
— Negotiated algorithms

- Establishing a SSL Session is a complex and time
consuming mechanism

- Session caching allows to reuse previously negotiated SSL
parameters

* No need of repeating the negotiations or authentications
— The same symmetric key is used
* The connection becomes more unsecured

+ A SSL Session time-out defines how long a session is kept
alive
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SSL for VSE

« SSL for VSE is part of the TCP/IP for VSE base
— Enabled with the Application Pak
— Integrated into TCP/IP for VSE

* Supports SSL 3.0 and TLS 1.0
— Key exchange: RSA
— Data Encryption: DES and Triple DES, AES
— Hash algorithm: MD5, SHA
— Supports X.509v3 PKI Certificates

* SSL daemon implementation for HTTPS, Telnet
+ SSL API compatible with the 0S/390 SSL API

» Uses Hardware Crypto acceleration if available

© IBM Corporation 2007 2/ WSE™™ 2007 System z Technical Conference

SSL Daemon (SSLD)

- Define a SSL daemon for each TCP port that you want to

secure:

DEFINE TLSD,ID=MYSSLD,
PORT=443,
HTTPS port
PASSPORT=443,
CIPHER=0A096208, Cipher suites
CERTLIB=CRYPTO, library name
CERTSUB=KEYRING, sub library name
CERTMEM=MYKEY, member name
TYPE=1, server application
MINVERS=0300, SSL 3.0
DRIVER=SSLD Driver phase name

© IBM Corporation 2007 2/USE™ 2007 System z Technical Conference
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Secure Socket Layer API
+ Compatible to OS/390 SSL API

* Functions available for
— Session initiating
— Sending/receiving data
— Ending a session

SSL APl is based on Socket API

SSL API can be called from
— LE-C programs
— Assembler programs
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Secure Socket Layer - Concepts

* When using SSL, you need to have a set of certificates and keys

— A Public/Private key pair
— Root Certificate

 Certificate of a Certificate Authority (CA) that has issued the other
certificates

— Your own certificate

- A certificate that was issued to you by a certificate authority
— Partner Certificate(s)

 Certificate(s) of your communication partners

* When you do HTTPS with your browser usually already contains
these keys and certificates

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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Secure Socket Layer - Concepts

* For production purposes, certificates are usually issued by a well
known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign
— Usually this cost money

* For in-house use (Intranet), you can have your own Company-wide
Certificate Authority
— Certificates are trusted inside your company, but not outside

* For test purposes you can use self-signed Certificates (you are
your own Certificate Authority)
— Nobody trusts these Certificates (except you)

=N
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Secure Socket Layer - Setup

* To setup all required keys and certificates, it is
recommended to use the Tool Keyman/VSE

— Download from VSE Homepage
http://lwww.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

. Keyman/¥SE - Di\vsecon\samples‘KeyRin =10l
« Supports creation of keys Fls Optins Actons el
and CA-signed or self-signed 2|8 @ o|mjeja| af=al
Certificates for use with SSL (o roeeten | bl e [otues [ |
B z/vsE Development CAROQT 1024 Root - Ves
E WSE Server Certificate 1024 User - Yes
* Online documentation | T veera e

contains ‘How to’ sections
with step by step descriptions
for creating keys and certificates

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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L T
Setup a self signed certificate

« Steps for creating a self-signed certificate:

Create an RSA key pair

Create a self-signed root certificate
Create a VSE server certificate

Sign the request with your root certificate
Make your VSE host ready for uploading
Upload the key to VSE

Upload the root certificate to VSE

Upload the server certificate to VSE

Save your local keyring file

©e Nk WN=

+ Use Wizard Dialog “Create self-signed keyring”
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Setup a self signed certificate -
Wiard

=1al:

® Keyman/VSE - D:\vkeyman'Keyring.pfi
File Options Actions Help

ST eI .o
[ Certicste tem | tengih [ Tyee (oo sredteiing

. & VSE Host Properties i x| & Local Keyring File Properties E x|
W'3E Name [vSEQT . Marne D wkeyimany'SEDT _seltsigned pix

P Address W Browse

Port lzaga— Weyring File Password lr
SE User IJSCH— Retype password IF
WSE Pagswird ek ach bRk Encryption of public tems 3DES (163 hits) - I
W3E Job Class IA_ Encryption of private tems 3DES (163 hits) - I
WSE Crypto Library IW W Password protection IF 1 ... 2000

Cert. Member MName W
\SE TCPIP Library IF . IF This keyring file can be directly used onthe client side by the

%3E Connector Cliert. To use it with CWS you must import it

into your Web Browser.

Mayhbe it's a good idea to open & YSE console now...

Cancel | <= Back | NEX(?’A Help | Cancel | == Back | Next”hl Help |

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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Setup a self signed certificate -
Wizard

& Generate RSA Key P.

Generate new RSA key pair with strength:
1024 bits

Auvsiltle cipher suites with this key length
09: RSA1024_DESCBC_SHA  (56-bit DES)

04 RSA41024_3DESCEC_SHA  (168-bit Triple-DES)
62 RSA1024_EXPORT_DESCBC_SHA  (56-bit DES)

This key will be your YSE private key and stored in your YSE
crypto library &5 PRV member. Further keys with the same

strength will ke crested for your client and server certificates

Make sure the VSE Connector Server is started non-SSLI

Cancel <= Back |§Next== | Help |
L

© IBM Corporation 2007

ersonal Information for ¥SE ROOT Cerl

Camman name [WSEESA ROOT Certificate
Grganizationsl unt lDeveInpmant—
Organization [evcemeny
CityLocation [posbingen
StateiProvince RIS

Country E Germany (DE) -
e-mai s
— e T &

This certificate will be cataloged on YSE as ROOT member in

the YSE keyring library

Mewr 1024-hit Key penersted, elapsed time: 2 second(s)

Cancel == Back | Nexl::hl |

I/VSE' 2007 System z Technical Conference

Wizard

n for ¥YSE Server Cerki

Commen name [vse server cortficate.
Erepimtmmeo e
Organization our organization

CityLocation iour city location

StateProvince [rourstateprovines
—— - =
-t info@your Company.com

Expires 2004-3-11 I1 year -

This certificate will be cataloged on SE as CERT member in

the VSE keyring library.

Mewy 1024-bit ROOT certificate generated

Cancel <= Back | Mest == h

© IBM Corporation 2007

ersonal Information for ¥SE

Gommon name [esersa cient conticate.
(Bt e ot [rourcompany
Organization ' our organization

CityiLocation ' our location

StateProvince [rourstaterovincs
. ElE. > &
e-hail [eseclertd@your COmpany corm
Expires [2004-3-11 1 year -
Map to WSE User W (Optional)

Mewe 1024-bit server certificate genersted

Cancel | == Back | Next>>h| Hedp |
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Setup a self signed certificate -
Wizard

Following actions will be performect: Followving actions will ke performed:

Catalog privats ksy on VSE as TESTO! PRYK \  Catalog private key on WSE as TESTOT PRYK

Catalog ROOT cert on VSE as TESTOM ROOT % | Catalog ROCT cert on YSE as TESTO1 ROOT

Catalog server cert on WSE as TESTMM .CERT % |Catalog server cert on VSE as TESTO1 CERT

Save ROOT and client cert in DnwkeymanivSEDT _selfsia... w  Save ROOT and cliert cert in 0:'wkeymanty SE0M _selfsig ...

Catalog cliert cert on WSE as SYEA CCERT N ﬂCalaIDg client cert on VE as S¥SA CCERT

Upckate the client cerlificate mapping vis BESDCERT | Updatethe cient certificate mapping via ESSDCERT

WSE Host: WSED 19.152.92.57
Keyring Library: CRYPTOKEYRING

WSE Host: WSEQT /9.152.92.57
Heyring Library: CRYPTOKEYRING

Mewe 1024-bit cliert certificate generated.

Click on the marked buttons to views job output.

Cancel == Back | F‘"iShhl Help I Cance| == Back I Close | Help I

© IBM Corporation 2/ WSE™™ 2007 System z Technical Conference

Wizard

Ingo:
File ©Options Actions  Help

|e|B B/RE B A= ] | »]

~1o1 x|

Alias Certificate Item Length Tvpe W3E Us

Bl rockcert W3E ROOT Certificate 1024 ROOT 5
[ wsecert W3E Server Certificate 1024 Lser 5
1 clienteert W3E Client Cerkificate 1024 Clignt =

| | 2

| VSEFRANZ : vsefran2

© IBM Corporation 2007
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L T
Setup a CA signed certificate

- Steps for creating a CA signed certificate:

Create an RSA key pair

Create a certificate request

Copy request to clipboard

Go to the CA's web site (e.g. Thawte, VeriSign)
Request the server certificate on the CA’s web site
Import signed server cert into Keyman/VSE
Get the CA's public root certificate

Make your VSE host ready for uploading
Upload the key to VSE

10. Upload the root certificate to VSE

11. Upload the server certificate to VSE

12. Save your local keyring file

©o N oA WS

+ Use Wizard Dialog “Create CA signed keyring”

© IBM Corporation 2007 SE' 2007 System z Technical Conference

Setup a CA signed certificate - Wizard

[ . =lolx
=2 .
=hith Type Creake CA-signed keyvring

. & VSE Host Properties i x| & Local Keyring File Properties E x|
W'3E Name [vSEQT . Marne D wkeyimany'SEDT _seltsigned pix

P Address W Browse

Port lzaga— Weyring File Password lr
SE User IJSCH— Retype password IF
WSE Pagswird ek ach bRk Encryption of public tems 3DES (163 hits) - I
W3E Job Class IA_ Encryption of private tems 3DES (163 hits) - I
WSE Crypto Library IW W Password protection IF 1 ... 2000

Cert. Member MName W
\SE TCPIP Library IF . IF This keyring file can be directly used onthe client side by the

%3E Connector Cliert. To use it with CWS you must import it
into your Web Browser.

Mayhbe it's a good idea to open & YSE console now...

Cancel | <= Back | NEX(?’A Help | Cancel | == Back | Next”hl Help |
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Setup a CA signed certificate - Wizard

& Generate RSA Key P.

& Personal Information for YSE Server Cerk

Generate new RSA key pair with strength: Common neme [\/SE Server Certificate
Organizational unt IDevelopment
1024 bits
Organization ' our organization
Asiilshie cipher suites with this key length: CityLasstian Fecur ctytoeation
09: RSA1024_DESCEC_SHA  (56-bit DES)
StatePravince | our state/province
04 REA1024_3DESCEC_SHA  168-bit Trigle-DES)
62 REA1024_FXPORT_DESCEC_SHA  (56-bit DES) Cauntry DE  [Germany (DE) =
e-hail linfoigy oLt Company com
Expires |2004-3-5 1 year -

This certificate will be cataloged on YSE as CERT member in

This key will be your YSE private key and stored in your YSE
crypto library &5 PRV member. Further keys with the same

strength will ke crested for your client and server certificates the ¥SE keyring lisrary

Make sure the VSE Connector Server is started non-SSLI

Cancel <= Back |§Next== | Help
L

Hew 1024-bit Key generated, elapsed time: 2 seconds

Cancel = Back | Mext == I\I !
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& Request YSE Server Certi

————— -BEGIN NEW CERTIFICATE REQUEST----- 1
IICA]CCATSCAQAwgcExIDAL BakahkiGowlECQETFILy
[LuMvhTELMAkGAIUEBhMCREUx HD AaBgHVBAGTE L LwdiT
GZAZEgNVEACTEL lvdXIg¥2l0ed9sbZNhdGlvbjEatByl
b1 L GV Rpb 24X FDASE gNVEASTCORL duVsh 3B ZUS DMRET
duVy TEN] cnRpZul J TXRIMIGEMAOGC SqGS Th3DOERAQUL
90w d¥nsdy3JP7I3cguktuUIE1SDEE Lhesschytall,

CfMUZ50TLrest020exoTinD a9bu2y PFvEDAH] 1F0AIG) Copy and Paste t!‘e
lqBErTs fen IR+ TSTHK1 TS Evaq=P2Lu/ /oIDaoar— || T€Questinto a CA's
[EQAD QYEAR D02 SnPNE SPwET7 14 T owd ZanD 945 ZHT yE5+H web site and let
30 R vHE LEUE T3 ZpR L Tnaz ql edgwE0cvayyDL: 4 ||| them sign the
q | » request.
) You can paste the
Goto an online A and request a VSE Server certificate generated cerliicate | Paststhetest form of e staned cortfcats ot
PETERIS R (R into the text area on | ahavetext ares. This certifists wil be used s YSE server
This text is noww in the clipaoard! the following dialog

certificate and will be cataloged as CERT member
box.

Mews 1024-bit server certificate request generated

Meww 1024-bit server certificate request generated
Cancel = Back | Mext == hl !

Cancel <= Back

Help

© IBM Corporation 2007
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Setup a CA signed certificate - Wizard

o o
BB T

22 3 8 oo pos] S -

Back " Foerd | Reload  Stop

[t th o bomae 1o0 wrim 0
e e

Foward | ndoid o

THAWTE

Concerned About Site Security?
Try Our FREE Trial SSL Server
Certificate!

Learn how you can:

Here is your certificate et ¥SE Server Certi

terling tnsactions
comorate iranels

x|
B e e
e -
TSI G ZAZRONVEACTE L LvdXIoY21 0259 ahzHhdG vk EatB ]
) VAR TP LRy 13 ARG AP IASTOLT
Testdrive th|Be &t don G motnwis Lk wndw tb sty o I 1 6VXRpb 2 4% FDASEgNVEASTCORL duVsh3B L2105 0MRSt
Now! @ . b A B | maswmenceeaoasaraissssvoscaneal ;
S22 s vt | [dwVyTENL cnRpZul 3 TXRIMIGENAOGC S qGS Th3DOEBAQUI
CAZagRVEACTE L1 LoeSPan et e et

EmLE¥XRpb2 4xFDASBgIVEASTCOR Lanvsb3sezwsone | [EFNW] ATLS Ay 3JP7I3cqukrulUIE19D6E Lhesskthy tal,
e e | pec EMUIZ50TLr e t020exoTinD aSbm2] PYEOSHL 1Y AT G

90011 AT y3TPT T3 cqukr UUTELSD6D he ssXEhytar

SSL Server Certf

(oo Fivds e | W Step 3 - Certificate Signing Request

Fist Namo. Pleaso copy and paste your Cerificate Signing Requestint¢| 52 e gt pyEon
Last Here's vt it should ook ke o raaoa | [AHBECUs £ ex IREAX TSIH3k 1U0IEvBqe PPLY/ /uIDAQAR
o . BEGIN CERTIICATE REQUEST.... et | [FuurBGEFE QcDATAME GNVHRIB AL SEA] AMMADGC S GHTh!
Phone 4 VOVOOKEWE | ZE6F: Iy Sn0RSEGy QB TuMZND S IVBTOnFLHENp =06 / 225X ENGUS Y,
PRSI INes Tl S S s e R 6n e 6XE T /DAKKEN 4Qn9 30DRyUn En3E020h adat
bye Note: The needstot o0 /dcHL3FlgcWXckR / Psrhii c2LYVLqutSIF
into a file on the machine where you will be utilisir —
END CERTIFICATE REQUEST---- automatically on your web server Please make s [~~~ END CERTIFICATE----| |
the private key from which it was originally create || 4| | »
Fo===sesin e canmreronts rmoumer | |
v ELHAK AL VSR R ABGHVBAGTE L
[ezhzeqmaAcTa Ly 1522 0eSS bR e ] Paste the test form of the ohtained cerificate into the
L6 AR 24X ASPGNV DA COR b3 E2USOHRE N

|40V TENLCnRpan L TR INTGEMADGC 463 THIDOBBAQL
|e9QuIdTn3dyITPTT3cquKE UUTELSD 6B hes=Tthyta
(£ M2 5QTLrest02 Qe T nDaIDx2 JEVEQQHLIZOATC
laiq £ Fex 1R +x 5 TH3LUC EvE =P PL/ /0 IDAQH
[BQADSYEAB D 2P HIES P 2T 1 Forsa ZanD0 +x HIgKSH
T e T ———————

| Lol 1 £t e 16205,/ TXRCGn7aPmSETEYeNYaUVON' . -
,,,,, AND NEW CERTIFICATE REQUEST——— ey 1024-hit server cerificate request generated.

= oa Cancel | == Back | Nexl::hl Help |

ahave text area. This certificate wil be used a3 WSE server

cerificate and will be cataloged as CERT member

© IBM Corporation 2007 2z/YSE ™™ 2007 System z Technical Conference

& Personal Inform n for ¥SE Client Cert

Commen niame [\VSEIESA, Cliert Certificats e =
IICE2CCAXACANAWYCTHRTAnB gkl i GOWIECOETGnZs
Crganiztionsl urit four company b3 XE by 29 £H SWC VDY QQ SERIERTECHR o GA L UECEIT Copy and

[l 53 ZTEVMEQFALUEEXMNWIS L ciEsbZNhdGlvbjEaMBgl Paste the

Organization riaur organization lbw 1 5YFph 24 FTATEQNVEASTD FlvdXT oV 29t cGFueTE: request into
City/Location e NSEDbGL1bnol 2VydGluallhdGUvgZ SwD 0¥ JEoZ Thwel a CA's web

AL AwRylshi+17JEMZEY ZEMA b Zue MoV 226 ZLavThi

StateProvince rour stateiprovince lb50£VkgyTL 155 ERD1 CaDbNuyCr+/ LnKivE g+ OpFoxn. tS';t:n?g? lr?t
e = hopouibaDye LutKTab+gghon ) SPELNTVLANPHLARDEZH— | 9 "
Gzilp BE ljeermany (05) [owDBAQUFAAOE gOCOTTe) 7gk a¥okaARLPXT S4T30 P qul € request.

i i [3ZeXEG0anctri708x 9D 3] G985 LeEE Gy NoT TN Ln+]1
-t vaecientd@your company Com 1| | _.'LI You can

Expires 2004-3-5 I1 year - paSte the
generated

ot WSy S e Goto an online CA and request a clisnt certificats Gertificate
using this cerlificats request. The cliert certificate into the text
will bee stored in vour local keyring file area on the
following
Server cerlificate crested from Basesd texd form o e D e dialog box.
Earedl | = EE | Rmaes Rl I | Cancel <= Back | Hest >>|}| !
L
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Setup a CA signed certificate - Wizard

% Thawte Landing Page - Mozilla

=lolx|

Ble Edt Vew Go Bookmarks Took Window telp

223 8 Breimie] o]

uTest certificate homepage

a154 Z TEWMB0GA LU R« M2 016 sh 2N AGLvb EalBg L~
b1l 6 VXRpb2 X FTATEGNVBASTDF 1wdX I ¥29 toGFueTE:
0SBDLGL1bnQg0ZVydG1naWNhd Gy ZEuD 0TIk Z Thct
li L AwR L shii+1 7IENZE yZBHANM ZueNCT ¥ 262 LavThm Welcome to Thawte's Test Certification Authority, where you can

test.dive our server certificates - for FREE. Simply download a test
server certficate and check how our syster works for you. It your first
step towards fast and affordable Intemet security, for you and your
custormer.

b S0rVieggTllE3cRDiCaDbNuyCr+/ InKivPo+Op Fox Q.
e Penb eplinre 1w tEK T aBx-Fehon] 6 PHNTVLXNEN] ARDHZ+:
1 QQIMAC G CeCAQUFEwIEMAWGA LUAEVEE /u) CHAAWD QY]
[EEeY260] 0r LXCymE 3nTw 5P AL EPAET3 0N5 67 qzqB I0E

P/ELSntERZ1e/ /0J+54+b 1 0UcARhE (2xp8 4HuggyK /1
L LSS Vd SE Y FY QFEr LUWGCAdS TnFFTDIP 16 fuGlk:

Fle Edt Vew Go Bookmarks Took Window Help

-2 2 Teie] s 3

ur 1
13 AGBNVEAGTGUZPULE URVNUSUSHI FEVULEPUOV TTESOTF kx HTALBGUVBAOTFFRD
Paste the text form of the obtained cerificate into the above

X i X a1 RLIFR OyMDEY
text area. This ceificate wil be used as client 1 IFRFUIRITheg
X i 1 LIENLcnRpZinl JYXRpE2 XF 22V
cerificate and stored in your local keyring file ByIVEASTD LRFU.
| M0 | 12 S0MIGEMADGCSGGS Th3DOEEAQUALAGHADCE 1 QKBGQC L 2By rOs uzoZvr S LEHS
—— - (g 6EX 12248

Iewy 1024-bit client certificate request generated. Bs o+, JHAp£gGTEDA kS +Obb i INZTo2H
LArK3 ek DAQH/MAOGCS S
Cancel <= Back | Next == I\l Help | smammmmmmmu/mItm/mmxm/ywm“pmmqhaums

phgBi7coVx71/1CB01 P 66N KL dl.

ar IgEhCﬁdplkSpbtdu1HjUuhVEz1kQ7lchchl/NtdquEEthCJOZLPDIN
————— END CERTIFICATE-----

Dore o]
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x|

ZEFMTUSHTL M I GEDN swC0VDYQ0GE DT 0 TEAMCAGALUES |

FVSUESTRYHTOSHUTEABS 64 LUECHMUVChhd3R L TEN:
[BCIVEASTD LRFUL QyVEVTVCEUR VUM Gy YDV O QDE:CHT
IbZ90MTGEHADGCS 65 Ib3DIEEANUALAGNADCE L IKEGOC:
LTFhoRPebEZALIDDE 15uTul +oughSSEx1 e 248 Td5HIE
[BS 2+ £2 4kniXyRFBO 3CuONEKC P £ dudD0 5y 4y HApEql
L i 3unlc 7 4zHE Ty Thrk 3w IDADAB o wE TAPE gHVHRIE
5 1b3DUEBEAUAAAGE ATENAHWEA TyLIrL AL /hGE TexHs,
[phBi7covx 71/ LCB0] Fux 66HyK1 ZKSu0bgvdzd LnsAb-
[rTgERCsdpdlcSpbrdol 83ubVez 1071 CrROthd Mtde
————— END CERTIFICATE-----|

Followving actions will ke performed:

Catalog private key on YSE as JSCHOZ PRV

Catalog ROOT cert on YSE as JSCHO2 ROOT
Catalog server cert on VSE as JSCHO2.CERT

Save ROOT and client cert in 0wkeymanty SEQ1 _CA_K..

Catalog client cert on VSE as JSCH CCERT

Paste the text form of your C&s ROOT certificate into the Upclate the client certificate mapping via BSSDCERT

ahove text area. Thiz certificate will be stored on VSE az I Host: VEED] 101529257

RGOT metber and /30 stored in your local keyring file Keyring Library: SRYPTOKEYRING

Cliert certificate created from Basetd texd form.

Mewr 1024-hit cliert cerificate generated.

Cancel == Biack | FimshM |

Cancel <= Back | Nm»d Help |

© IBM Corporation 2007 LUSE™
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Setup a CA signed certificate - Wizard

Server Keyring x|

Following sctions wil be performect

v Catalog privete key on VSE as JSCHO2 PRV
. \,_I Catalog ROOT cert on VSE &5 JSCHOZ ROOT
\_I Catalog server cert on WSE as JSCHO2 CERT

& Save ROOT and client cert in DrivkeymanivSE01_CA_K
\,_I Catalog client cert on WSE as JSCH.CCERT

W |Undate the cliert certificats mapping via BSSDCERT

SE Host: WSEDT 19,152 8257
Keyring Library: CRYPTO KEVRING

Click on the marked buttons to view job output

Ceneel == Back | CIDSEI\I

Keyman/¥SE - D\ingoskey.plx =10l x|
File Options  Actions  Help

|e@ @ BREE] =] ]

alias Certificate Item Length Type USE Us
rooteert YSE ROOT Certificats 1024 ROOT
[ wsecert WSE Server Certificate 1024 User
= clientcert WSE Client Certificate 1024 Client
4 | |
[B VSEFRANZ ; vesfranz

© IBM Corporation 2007

— Usually in CRYPTO.KEYRING

— This library should be secured
using the VSE security
mechanisms (access protection)

* Member types:
— .PRVK - Public/Private Key
— .ROOT - Root Certificate
— .CERT - Server Certificate
— .CCERT - Client Certificate

information

© IBM Corporation 2007
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Where are keys and certificates
stored on VSE ?

» Keys and certificates are stored on a VSE Library

& vSED1 Keyring Library - CRYPTO.KEYRING x|
Mermber Harne: Type Creation LastL

[ Bsspcup MAFPING 17.01.2003 - 03:25:23 13032003 -1+

Ka Fran CCERT 17.01.2003 - 08:30:38 i

i Huco CCERT 13.03.2003 - 10:12:20

E Huco CERT 13.03.2003 - 10:11:11

El Huco ROOT 13.03.2003 - 10:10:22 o

KR usci CCERT 11.03.2003 - 03:14:36 11.032003 - ¢

Ea usc2 CCERT 11.03.2003 - 03:46:30 b

Alt+S
Alt+D

£ uscHoz 3
T uscHoz PRyl Delete

B scHoz ROOT  Copy to cipboard Alt+C

PERF1024 PRV - =30 - -
B -
e o o e _>I_I

Close I Refresh | Help |

— BSSDCUID.MAPPING - Contains the User to Certificate mapping

VSE™ 2007 System z Technical Conference
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SSL with client authentication

« Server authentication means

— The clients verifies the certificate received from the
server

— To make sure they are talking to the right server

« Client authentication means

— The server verifies the certificates(s) received from the
client(s)

— To make sure only known clients can talk to the server
— To do implicit logon by using the certificate (optional)
+ Map a user id to a certificate

© IBM Corporation 2007 2z/YSE ™™ 2007 System z Technical Conference

Map a VSE user id to a client certificate

g& Keyman,¥5E - D:\vkeyman" Keyring.pfx *

File Options Actions  Help

@E B|/REE| =]

B Certificate kem | tengn | 1ype | o
Bl vsEEsA Development CA ROOT 1024 Rioat -
WSED1 Server Certificate B e RS

[ Joerg's Client Certificate ok Jsc

B SE01 JSCHOH ROOT Delete AltAD

[ Helmut's T21 KM Root Certifi Export... Alt+E ' 5'
Copy bo clipboard  Ale+C
Upload to WSE... ale+5

User ID ISYSA|
OK,\\l Carcel | Hel |
b

Map to W3E User, k At
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SecureFTP

« The FTP protocol provides a easy and straight forward protocol for
transferring files between systems on different platforms

— Many installations rely on it to efficiently transmit critical files that can contain
vital information such as customer names, credit card account numbers, social
security numbers, corporate secrets and other sensitive information

— FTP protocol transmits data without any authentication, privacy or integrity

- SecureFTP provides user authentication, privacy and integrity by using
RSA digitally signed certificates, DES encryption and SHA-1 secure hash
functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 (at no additional
charge) or offered as separately priced product by CSI

* How to setup Secure FTP with VSE:

ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_SecureFTP_with_VSE.pdf

© IBM Corporation 2007 2z/YSE "™ 2007 System z Technical Conference

Hardware Crypto Support on System z and VSE

zIVSE 4.1 | z/VSE 3.1 | VSE/ESA 2.7 | VSE/ESA 2.6
PCICA .
CEX2C - -
by release
CPACF - _
CEX2A - .
PCIXCC - - -
prior z800 | z800 | z900 | z890 | z990 | =29
PCICA |- B by server
PCIXCC | - - - -
CEX2C |- - -
CPACF |- - -
CEX2A |- - - - -

CEX2C = Crypto Express2 in coprocessor mode
CEX2A = Crypto Express2 in accelerator mode
See: http://www.ibm.com/systems/z/security/cryptography.html
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VSE Hardware Configuration

» VSE hardware configuration not necessary for crypto hardware
— No IOCDS definition in VSE
— No device type
— No ADD statement

— You may have to define the devices in the HMC (LPAR) or z/VM
directory

» Use of crypto hardware is transparent to end users and even TCP/IP
applications
— But use of crypto hardware can be disabled via TCP/IP SOCKOPT
phase

© IBM Corporation 2007 2z/YSE ™™ 2007 System z Technical Conference

HW-Crypto related console messages

+ System with crypto hardware

FB 0095 1J023I FOUND A CRYPTO EXPRESS2 CARD AT DEVICE INDEX 0

FB 0095 1J023I FOUND A CRYPTO EXPRESS2 CARD AT DEVICE INDEX 1

FB 0095 1J014I FOUND A PCICA CARD AT DEVICE INDEX 6

FB 0095 1J014I FOUND A PCICA CARD AT DEVICE INDEX 7

FB 0095 1J005I HARDWARE CRYPTO ENVIRONMENT INITIALIZED SUCCESSFULLY.
FB 0095 1J006I USING CRYPTO DOMAIN 0

FB 0095 1J022I CPU CRYPTOGRAPHIC ASSIST FEATURE AVAILABLE.

+ System without crypto hardware

FB 0093 1J020W THERE WAS NO PCICA OR CRYPTO EXPRESS2 CARD
FB 0093 FOUND. HARDWARE CRYPTO NOT AVAILABLE.

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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HW-Crypto status display

msg fb,data=status=cr

AR 0015 1I40I READY

FB 0011 BST223I CURRENT STATUS OF THE SECURITY TRANSACTION SERVER:
FB 0011 ADJUNCT PROCESSOR CRYPTO SUBTASK STATUS:

FB 0011 AP CRYPTO SUBTASK STARTED .......... : YES
FB 0011 MAX REQUEST QUEUE SIZE ............. 21

FB 0011 MAX PENDING QUEUE SIZE .... 21

FB 0011 TOTAL NO. OF AP REQUESTS 1234
FB 0011 NO. OF POSTED CALLERS .............. : 1234
FB 0011 AP CRYPTO POLLING TIME (1/300 SEC).. : 1

FB 0011 AP CRYPTO TRACE LEVEL .............. ;3

FB 0011 ASSIGNED APS : BCICC / PCICA ....... :0/0
FB 0011 CEX2C / CEX2A ....... i1/ 2
FB 0011 PCIXCC ..ovvvnennnn.. )

FB 0011 AP 0 : CEX2C - ONLINE

FB 0011 AP 4 : CEX2A - ONLINE

FB 0011 AP 9 : CEX2A - ONLINE

FB 0011 ASSIGNED AP QUEUE (CRYPTO DOMAIN)... : 6

FB 0011 CPU CRYPTOGRAPHIC ASSIST FEATURE:

FB 0011  CPACF AVAILABLE .................... : YES
FB 0011  INSTALLED CPACF FUNCTIONS:

FB 0011 DES, TDES-128, TDES-192, SHA-1

FB 0011 AES-128

FB 0011 PRNG, SHA-256

FB 0011 END OF CPACF STATUS

© IBM Corporation 2007 2007 System z Technical Conference

Crypto HW exploitation in VSE

» Crypto cards are only used for RSA acceleration
— RSA decrypt/encrypt for SSL session initiation
— RSA encrypt for signing of certificates (CIALCREQ)

+ CPACF

— Acceleration of symmetric algorithms:
DES, TDES, AES-128 (z9 only), SHA-1

— Used at
+ SSL data transfer
* CIAL functions in TCP/IP

+ Usage is transparent for TCP/IP applications

— If Crypto HW is available, it will be used. If not available, the SW
implementation (as part of TCP/IP) will be used

— You can disable the use of Crypto HW via a setting in $SOCKOPT Phase

© IBM Corporation 2007 2/USE™ 2007 System z Technical Conference



Crypto HW exploitation in VSE

* HW Crypto Functions that are not exploited in VSE
— Special functions available in Coprocessor-Modus
+ RSA Key-Generation

— RSA keys could be generated directly on VSE, no
workstation tool would be required

« Secure Key functions
— PIN functions

— Symmetric Key Import / Export (Key Transport)

 Special functions for banking-software
— ANSI X9.17 Standard: Key generate, export, import

* Requirements are welcome !

=N
© IBM Corporation 2007 2z/YSE "™ 2007 System z Technical Conference

Secure Key vs. Clear Key
- Different way of managing, storing and usage of keys

— Keys reside unencrypted (clear) in the file system (“Clear Key”)

— Keys reside encrypted (TDES with fixed key) in the file system
= That’s how VSE works today

— Keys reside encrypted (using a “Secure Master Key“) in the file system
* The Master Key is stored in the hardware
» Secure master key entry via TKE or Dialogs
» Crypto operations are done in main storage, i.e. data keys are visible
(unencrypted) in main storage for a very short time

» Crypto operations are done on a coprocessor card, i.e. data keys will
never reside unencrypted in the main storage

-»Required for banking applications, e.g. PIN Verification
=» Supported by z/OS ICSF

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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CryptoVSE API

» Native cryptographic API
» Provides cryptographic services:
— Data encryption
- DES
« Triple DES
- AES
+ RSAPKCS #1
— Message Digest
- MD5
+ SHA-1
— Digital Signatures
+ RSAPKCS #1 with SHA1 or MD5
— Message Authentication
- HMAC

» Uses Hardware Crypto functions transparently when available

© IBM Corporation 2007 2z/YSE ™™ 2007 System z Technical Conference

Customer Data Protection Requirements

Regulatory requirements driving need for greater data security, integrity,
retention/auditability, and privacy

Severe business impacts caused by loss or theft of data including financial
liability, reputation damage, legal/compliance risk

Increasing need to share data securely with business partners and maintain
backups at remote locations

Need to reduce complexity and improve processes around enterprise encryption
management

Need ability to cost effectively encrypt large quantities of tape data

Secondary Site
Data Qenter

=
—
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IBM Tape Encryption — TS1120

* The IBM System Storage TS1120 Tape Drive - —— s
has been enhanced to provide drive based
data encryption

—_—

* A new, separate IBM Encryption Key Manager
component for the Java Platform (Encryption
Key Manager) program is also being introduced:

— supports the generation and communication of encryption
keys for the tape drives across the enterprise.

* New: Support is now available for z/VSE V4 and V3:

— z/VSE V4.1: DY46682 (UD53141 and UD53142)

— z/VSE V3.1: DY46685 (UD53143,UD53144, UD53146) and
PK43473 (UK24398)

- z/VM: VIM64062 (UM32012)

— DITTO: PK44172 - With this Apar, DITTO/ESA for VSE supports tape
encryption interactively and via standard VSE JCL in
BATCH mode

l‘,{st"' 2007 System z Technical Conference
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IBM Tape Encryption — TS1120

Tape Controller Tape Drive
VSE o i
FICON/
io Data Path | ESCON
Hardware-based
POWER Job
_ IP Port |_ encryption
1 A
Java Platform Read / Write Read / Write
Encryption Key
Manager (EKM) Encrypted
KEK1, KEK2, Tregsfe ot he Text
KEKS, ....

2007 System z Technical Conference
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IBM Tape Encryption — TS1120

encryption mode
// JOB ENCRYPT (03=write)
// ASSGN SYS005,480,03
// KEKL UNIT=480,KEKL1l='MYKEKL1’  KEM1=L, KEKL2='MYKEKL2’  KEM2=L
// EXEC LIBR
BACKUP LIB=PRD2 TAPE=SYS005 encoding mechanism
n (L=Label, H=Hash)

/s key label1

(name of the 1. KEK-key in EKM)
= The Data-Key can be encrypted using 2 different public keys (KEK = Key
Encrypting Keys), to be able to send the tape to 2 different receivers

= More info can be found in the z/VSE 4.1 Administration manual (VSE
Homepage)

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference

IBM Tape Encryption — TS1120

Encrypted “Data Key”

Encrypted “Data Keys”

© IBM Corporation 2007 2/USE™ 2007 System z Technical Conference
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IBM Tape Encryption — TS1120

Considerations and Restrictions:

— A tape can either contain encrypted data or unencrypted data

— If you encrypt the first file on the tape, all subsequent files will also
be encrypted using the same key

« Important for multi file tapes

— If you send an encrypted tape to a business partner, the other side
will also require a TS1120 to be able to read the tape

© IBM Corporation 2007 2z/YSE "™ 2007 System z Technical Conference

Other ways to encrypt your backups or tapes

« Can be done using VTAPE
— Create a backup on a remote virtual tape
— Store the tape image on an encrypted medium
* Encrypted file system or directory (e.g. EcryptFS on Linux)
+ Use encryption tools (e.g. TrueCrypt)
+ Use Tivoli Storage Manager to store the backup data

* Encrypt data in applications
— Use CryptoVSE API to encrypt the data
+ Uses Hardware Crypto Support if available

© IBM Corporation 2007 2/ WSE™ 2007 System z Technical Conference
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P
Related Documentation

« IBM System z cryptography for highly secure transactions
— http://lwww.ibm.com/systems/z/security/cryptography.htmi
+ VSE Security Homepage
— http://lwww.ibm.com/servers/eserver/zseries/zvse/documentation/security.html|
+ z/VSE Planning
» z/VSE Administration
« VSE/ESA Software Newsletter No. 17, 18 and 20

+ 08/390 Security Server External Security Interface (RACROUTE) Macro
Reference (GC28-1922)

+ 08S/390 Security Server (RACF) Data Areas (SY27-2640)
« 2/VSE V4R1.0 e-business Connectors, User's Guide
+ CICS Enhancements Guide, GC34-5763

+ VSE/ESA 2.7.3 Release Guide, Chapter 1, section “Hardware Crypto
Support”
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Questions ?
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