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Security requirements

§ Security requirements are increasing in today's world
— Data security
— Data integrity
— Keep long-term data audit-save
§ The number of attacks increase daily
— Industrial spying

— Security exploits, Denial-of-Service attacks
— Spam, Phishing, ...

5 Not pay_ing attention to security requirements can be very
expensive
— Your data is the heart of your company
— Loosing your customer data is a disaster
— You can loose customers

§ IT Security gets more and more important
— You need to consider the whole IT Environment not only single systems
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Security In a heterogeneous environment

Covered in Session

and News
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il Secure Socket Layer (SSL)
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What can cryptograph do for you?

§ 2 main areas

— Encryption of data transmitted over TCP/IP connections

« SSL, HTTPS
 SecureFTP

— Encryption of data stored on disk or tape
» Encryption of backups or archives
« Signing of data

« Exchange of encrypted and/or signed data with customers or
business partners
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Why Cryptography ?

§ Keeping secrets
— Alice wants to send Bob confidential information,

— Charly should not be able to read it.
§ Proving identity

— Bob receives a message from Alice. How he can be sure that it
Is really from Alice?

§ Verifying information

— Bob receives a message from Alice. How he can be sure that
the content has not been modified?

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f, 3 e © 2007 IBM Corporation




IBM System z Technical Conference

Keeping Secrets

Alice encrypts the message with a secret code that
only she and Bob knows
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Proving ldentity

D' Charly

Alice

Alice"sgns' the message by attaching a secret phrase
that only she and Bob knows
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Verifying Information

Alice generates a"hash" fromthe
message Using a secret code and attaches Bob

It to the message. Bob aso generates the hasn
from the recalved message and compares it.
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Secret Key Cryptography (symmetric)

§ Both parties know the same secret code (key)

§ The key must be kept secret

§ Encryption algorithm = mathematical
transformation of the data with the key

— DES Data Encryption standard
— 3DES Triple strength DES

— AES Advanced Encryption
Standard

§ Typical key length: 40, 56, 128 or 256 bit

April 11, 2007 © 2007 IBM Corporation
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Secret Key Cryptography - continued

Alice

Alice encrypts the message with the secret key and sends
It to Bob. Bob decrypts the message with the secret key.

—
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Public Key Cryptography (asymmetric)

w W W wn

One "public key" and one "private key"
"Private key" is kept secret (private)
"Public key" is published

Asymmetric cryptography is based on mathematical
problems, that are much easier to create than to solve

— RSA Rivest Shamir Adleman
— DSA Digital Signature Algorithm
— DHE Diffie Hellman Algorithm

Typical key length: 512, 1024 or 2048 bit
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Public Key Cryptography - Encrypting

Alice Bob
o~
-
Bob's public key Bob's private key

Alice encrypts the message using Bobs public key and sends
It to Bob. Bob decrypts it usng his private key.
Since only Bob knows his private key, only he can read

the message.
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Public Key Cryptography - Signing
Alice Bob
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Alices private key Alicespublic key

Alice encrypts the message using her private key and sends
It to Bob. Bob decryptsit using Alice's public key.

The messageis"sgned” by Alicesinceit canonly be
decrypted using her public key.
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Combined Symmetric and Asymmetric Cryptography

§ Asymmetric cryptography is very CPU-time
consuming

§ Use asymmetric cryptography only for secret key
exchange

§ Data encryption uses symmetric cryptography
§ Secret key Is generated by random

§ SSL also uses this mechanism
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Combined Symmetric and Asymmetric Cryptography
Alice Bob

hY
-

Bob's public key Bob's private key
(G
-
secret key
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Key Management

= Key exchange is not trivial:
» Is the public key really from the right person?

Bob publishes his
public key, but Charly intercepts
this and instead sends his public key to Alice.
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Key Management

§ Key Management is not trivial
— Key must often be kept secure for a very long time

— You must be able to associate the encrypted data with the
corresponding key(s)

— Encrypted data and the corresponding key(s) must be strictly
separated

Keyman/¥SE - D' vsecon' samples' KeyRing-phs & |EI|5|
§ K ey man /VS E File ©Options  Ackions  Help

— Creation of RSA keys and @8 aeee feo))

dlgltal Cer’uﬁcates Certificate Ikem Length | Type | ¥SE User | Malid

Ed User Certificate 1024 ser = Yes
B z/VvsE Development CA ROOT 1024 Rook - Yes
— Upload of keys and
certificates to VSE | T

[Ed VSE Server Certificate 1024 ser = Yes
— Creation of PKCS#12 keyring
files (use with Java-based connector or import into a Web

browser)

— Download from VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman
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Certificates

§ A certificate contains the following items
— The subject (name of the person)
— The subject's public key
— Period of validity
— The issuer
— Issuers signature

§ Theissuer "signs" the certificate by
encrypting a hash of the certificate
content with his private key

§ Everyone can check the sign by decrypting it with the
Issuers public key
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Certificate Authorities

§ A certificate is issued by a certificate authority (CA)

§ If a user trusts the certificate authority, he can trust the
certificates issued by this CA

§ CAs identify itself with a "self signed certificate":

— The public key in the certificate is also the public key used to
decrypt the signature

— Subject and issuer are the same
§ Itis possible to build certificate hierarchies

§ Certificate revocation lists are used to mark certificates that
have been issued by error
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SSL (Secure Socket Layer)

5§ SSL provides a communication channel with message
integrity, authentication, and confidentiality

§ SSL is awidely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet

§ SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for session initiating
— Uses symmetric cryptography for data encryption

§ As the name implies, SSL is a layer on top of TCP

HTTP App
HTTP App SSL
TCP TCP
IP IP
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SSL Protocol

§ The SSL protocol defines a set of messages

Client Sarver
ClientHdllo
ServerHello =
= ServerKeyExchange servers public key
= ServerHeloDone or certificete
= ClientKeyExchange clients session key
ChangeCipherSpec > | encrypted with servers
e » | publickey
ChangeCipherSpec - negoiation of options
- Finished (agorithms)
-

Ingo Franzki — ifranzki@de.ibm.com
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Cipher Suites

§ Cipher suites defines the algorithms used:
— For key exchange
— For encryption
— For hash algorithm

SSL RSA WITH DES CBC SHA

-

Hash agorithm
Key exchange Encryption
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Session Caching

§ "SSL Session" means
— Secret key used for data encryption
— Negotiated algorithms

§ Establishing a SSL Session is a complex and time
consuming mechanism

§ Session caching allows to reuse previously negotiated SSL
parameters

§ No need of repeating the negotiations or authentications
— The same symmetric key is used

§ The connection becomes more unsecured

§ A SSL Session time-out defines how long a session is kept
alive
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SSL for VSE

§ SSL for VSE is part of the TCP/IP for VSE base

— Enabled with the Application Pak
— Integrated into TCP/IP for VSE

§ Supports SSL 3.0and TLS 1.0
— Key exchange: RSA

— Data Encryption: DES and Triple DES, AES

— Hash algorithm: MD5, SHA
— Supports X.509v3 PKI Certificates

§ SSL daemon implementation for HTTPS, Telnet
§ SSL APl compatible with the OS/390 SSL API
§ Uses Hardware Crypto acceleration if available

Ingo Franzki — ifranzki@de.ibm.com

April 11, 2007
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SSL Daemon (SSLD)

§ Define a SSL daemon for each TCP port that you want to

secure:

DEFI NE TLSD, | D=MYSSLD,
PORT=443,
HTTPS port
PASSPORT=443,

Cl PHER=0A096208,
CERTLI B=CRYPTQ,
CERTSUB=KEYRI NG,
CERTMEM=MYKEY,
TYPE=1,

M NVERS=0300,
DRI VER=SSLD

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007

C pher suites

i brary nane

sub library nane
menber nane

server application
SSL 3.0

Driver phase nane
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Secure Socket Layer API

§ Compatible to OS/390 SSL API

& Functions available for

— Session initiating

— Sending/receiving data

— Ending a session
§ SSL APl is based on Socket API
§ SSL API can be called from

— LE-C programs

— Assembler programs

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007

© 2007 IBM Corporation




IBM System z Technical Conference

Secure Socket Layer - Concepts

§ When using SSL, you need to have a set of certificates and
keys

— A Public/Private key pair

— Root Certificate

 Certificate of a Certificate Authority (CA) that has issued the other
certificates

— Your own certificate

A certificate that was issued to you by a certificate authority
— Partner Certificate(s)

 Certificate(s) of your communication partners

§ When you do HTTPS with your browser usually already
contains these keys and certificates

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f, 3 e © 2007 IBM Corporation
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Secure Socket Layer - Concepts

§ For production purposes, certificates are usually issued by a
well known and trusted Certificate Authorities (CA)

— For example Thawte, VeriSign
— Usually this cost money

§ For in-house use (Intranet), you can have your own
Company-wide Certificate Authority

— Certificates are trusted inside your company, but not outside

§ For test purposes you can use self-signed Certificates (you
are your own Certificate Authority)

— Nobody trusts these Certificates (except you)

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘, 3 e © 2007 IBM Corporation
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Secure Socket Layer - Setup

§ To setup all required keys and certificates, it is
recommended to use the Tool Keyman/VSE

— Download from VSE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downloads/#vkeyman

§ S u p p O rtS C r eat I O n Of k eyS Keyman/¥5SE - Do vsecon’samples'KeyRin _:-' . ;lglﬁl

File ©Options Actions  Help

and CA-signed or self-signed =8 omlea a==

Cert I fl C ates fo r u S e W I t h SS L T Ctni:Fr.I:iFi;::ate Item lllglzllgth UType i M3E User - Yalid
. . Bl zv=E Develnpmfaﬁt CAROOT 1024 Rookt - Yes
§ O N I IN e d O C u m e N ta‘tl O N [E1 vsE Server Certificate 1024 User - Yes
contains ‘How to’ sections | [ Ve e

with step by step descriptions
for creating keys and certificates
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Setup a self signed certificate

§ Steps for creating a self-signed certificate
Create an RSA key pair

Create a self-signed root certificate

Create a VSE server certificate

Sign the request with your root certificate
Make your VSE host ready for uploading
Upload the key to VSE

Upload the root certificate to VSE

Upload the server certificate to VSE

© 0 N O b wWwDdhE

Save your local keyring file
§ Use Wizard Dialog “Create self-signed keyring”

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007
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File ©Options Actions  Help

Setup a self signed certificate - Wizard

% Keyman,/¥sE - D: vkeyman' Keyring.pkx

[illl W& = | ﬂl-lE-lll

Cetificate tem

Length Type !Create self-signed keyring |_

E’:-?; ¥5E Host Properties

W3E Mame

P Address

Fort

YWSE User

W3E Passward
YWSE Job Class
W3E Crypto Library
Cett. Metnber Mame

WSE TCPAP Litirary:

vsED1

|a1529257

IEBEIS
IJSCH

Iwnwn Iw*wﬂrw
[

[cRvPTo . KEYRING
PR . |pasE

& Local Keyring File Properties . x|

Marne D wkeymanWsED1 _selfsigned pfx

Brovwese. . |

Keyring File Pazsword I*nnn
Retype password I'H**tﬂr
Ercryption of public terms |3DES (165 bits) -]
Ercryption of private tems |3DES (162 bits) -]

IEEIEIEI 1 ... 2000

Pazzword protection

Thiz keyring file can be directly uzed on the client zide by the
SE Connectar Client. To use it swith QWS you must impoart it

irto your YWek Brovweser .

Maybe it's & good ides to open a WSE console nowy ...

Cancel | == Eack | Pext bb[o\\! Help | Cancel | == Back | Pext bb[g Help |

© 2007 IBM Corporation
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Setup a self signed certificate - Wizard

€& Generate RSA Key Pair % Personal Information for ¥SE ROOT Certificate
Generate new RS key pair with strength: Camman natme IVSEJES.-'J-. ROOT Cerificate
Organizational unit IDeveInpment
1024 bits |
Organization IIEiru1 GErmany
Available cipher suites with this key length: City/Location IEI::uehIingen
09: REA1024_DEZCEC_=HA [(S6-bit DEZ) State/Province INIA
0a ;. REA1024_3DESCEC SHA  (163-hit Triple-DES)
2 RSA1024_EXPORT DESCBC_SHA  (56-bit DES) e e JGermany (CE) r
e-triail Ivseesa@de.ibm.cnm
Expires |2004-3-11 [t year =
Thiz key will be wour WZE private key and stored in your WSE
crypto library as PREVE member. Further keys with the same This cetificate will be cataloged on WZE as ROOT member in
strendgth will be crested for your client and server cedificates . the WSE kevring libkary .
Make sure the VSE Connectar Server is started non-S5L Mewy 1024-hit Key generated, elapsed time: 2 second(s].
Cancel == Back Helg | Cancel == Back | Mext == [}l

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘ .' © 2007 IBM Corporation
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Setup a self signed certificate - Wizard

% Personal Information for ¥SE Server Eerl:ifical:n:;.-. & Personal Information for ¥SE Client CerEificatess ] x|
COmman name IVSE Server Certificate COmman name IVSEJES.-'J-. Client Certificate
Organizational unit IDeveInpment Organizational unit I‘fu:uur COMPEny
Organization I‘r’u:uur organization Organization I‘r’u:uur organization
City/Location I‘fu:uur citylocation City/Location I‘fu:uur location
StateProvince I‘r’u:uur statefprovince StateProvince I‘r’u:uur statefprovince
Couritry IDE IGermany (DE) LI Couritry IDE IGermany (DE) LI
e-triail Iinfn@ynur.cumpany.cnm e-triail Ivsecliem@yuur.cnmpany.cum
Expires |2004-3-11 [t year = Expires |2004-3-11 [t year =

hap to WsE Lzer SYS.&| [Dptional)
This cettificate will be cataloged on %5E as .CERT memker in
the WSE kevring libkary .
Mewy 1024-hit EOOT cedificate generated. Mewy 1024-hit server cedificate generated.
Cancel == Back | Mext == [}J Cancel | == Back | Mext == [é Helg |
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Setup a self signed certificate - Wizard

¥ Create Client /Server Keyring i . x| ¥ Create Client /Server Keyring

Following actions will be performed: Following actions will be performed:
Catalog private key on %SE as TESTOM PRWK \ Catalog private key on %SE as TESTOM PRWK
Catalog ROOT cett on WSE as TESTO1 ROOT [ |Catalu:ug ROOT cert on W5E as TESTO! ROOT
Catalog server cert on WSE as TESTO! CERT (W |Cata|u:ug zetver cert on WSE az TESTOM CERT
Save ROOT and client cert in Dowhkeyman''SEM _selfsig. . v Save ROOT and client cert in Drwkeymaniy SEQT _selfsig...
Catalog client cert on W5E as SY'=4 CCERT [ Lll:atalcug client cert on WSE as SY2A CCERT
Update the cliert cedificate mapping via BSSDCERT [ |Llpdate the cliert cetificate mapping via BESDCERT

%5SE Host: WSEOM #9152 92 57 %5SE Host: WSEOM #9152 92 57

Kevring Library: CRYPTOREYRING Kevring Library: CRYPTOKEYRING

Mewy 1024-hbit client cetificate generated. Click on the marked buttons to vievy job output.

Cancel == Back | Finizh [}J Cancel == Back | Close

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘ .' © 2007 IBM Corporation
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Setup a self signed certificate - Wizard

Keyman,/¥SE - D:\ingoskey.plx ] 2 |I:IIE|

File ©Options Actions Help

| &3] | |I|Ei|l| fAlm=| ) | |

-k 1024-bik B354 Key Pair )
- rcucutn:ert W3SE ROOT Certificate 1024 FOOT 5
] wsecert W3E Server Certificate 1024 Lser 5
[ clientcert W3E Client Certificate 1024 Client -

W3E Us

1 | >

|l WSEFRANZ : veefran?

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f UC e © 2007 IBM Corporation
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Setup a CA signed certificate

§

8

Steps for creating a CA signed certificate
Create an RSA key pair
Create a certificate request
Copy request to clipboard
Go to the CA's web site (e.g. Thawte, VeriSign)
Request the server certificate on the CA’s web site
Import signed server cert into Keyman/VSE
Get the CA's public root certificate
Make your VSE host ready for uploading
Upload the key to VSE

10. Upload the root certificate to VSE

11. Upload the server certificate to VSE

12. Save your local keyring file

© N Ok Wb E

Use Wizard Dialog “Create CA signed keyring”
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Setup a CA sig

ned certificate - Wizard

=10l %]

s.|-|EI|I

zhigth

Create C.ﬁ.-:signed kﬁyring]

E’:-?; ¥5E Host Properties

W3E Mame

P Address

Fort

YWSE User

W3E Passward
YWSE Job Class
W3E Crypto Library
Cett. Metnber Mame

WSE TCPAP Litirary:

vsED1

|a1529257

IEBEIS
IJSCH

Iwnwn Iw*wﬂrw
[

[cRvPTo . KEYRING
PR . |pasE

Maybe it's & good ides to open a WSE console nowy ...

Cancel | == Eack | Pext bb[o\\! Help |

& Local Keyring File Properties . x|

Marne D wkeymanWsED1 _selfsigned pfx

Brovwese. . |

Keyring File Pazsword I*nnn
Retype password I'H**tﬂr
Ercryption of public terms |3DES (165 bits) -]
Ercryption of private tems |3DES (162 bits) -]

IEEIEIEI 1 ... 2000

Pazzword protection

Thiz keyring file can be directly uzed on the client zide by the
SE Connectar Client. To use it swith QWS you must impoart it

irto your YWek Brovweser .

Cancel == Back | Mext == [é Helg |

Ingo Franzki — ifranzki@de.ibm.com

April 11, 2007

© 2007 IBM Corporation



IBM System z Technical Conference

Setup a CA signed certificate - Wizard

E’:-?; Generate RSA Key Pair

% Personal Information for ¥SE Server Cerk x|

Genera‘te ey RS'E.' I{E'j" pair Wrth Streng'th: Cl:lmml:ln name I\‘-"ISE SEWE[’ Cernf":a‘te
Organizational unit Developtment
1024 bits | . BT
Organization I‘r’u:uur organization
Available cipher suites with this key length: City/Location I‘fu:uur citydocation
09: REA1024_DEZCEC_=HA [(S6-bit DEZ)
StateProvince I‘r’u:uur statefprovince
0a ;. REA1024_3DESCEC SHA  (163-hit Triple-DES)
E2: RS41024 EXPORT _DESCEC_SHA  (SE-bit DES) Courtry |DE |German\r (DE) ;l
e-triail Iinfn@ynur.cumpany.cnm
Expires IEEIEI4-3-5 |1 YESF LI
Thiz key will be wour WZE private key and stored in your WSE
crypto library as PRYH member. Further keys with the same This certificate will be cataloged on WSE as CERT member in
strendgth will be crested for your client and server cedificates . the YSE kevyring library.

Make sure the VSE Connectar Server is started non-S5L Mewr 1024-hit Key generated, elapsed time: 2 seconds.

Help | Cancel == Back | et == [g

Cancel == Back
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Setup a CA signed certificate - Wizard

!:.*-,é Request ¥SE Server Certificate from a Ca ﬂ

E.':E; Get ¥SE Server Certificate from CA

MIICAICCAN:CAQAwycEXJDAIEgkehlri GOwOBCOEWEFI 1
LuNvhTELMAR GAIUEEWMCREUXHD AaB gNVELGTE L 1wd(T:
GrAZBgNVELCTE L1wdXIg¥Z10e30sbZNhAGlvbhiEaMEogl
bl 5V Ppb 2 3 FDASE gNVEAsTCORL AnVsbh 3B CZWS 0MR.S1
AuVyIEN] crBpZml JTXRIMIGEMADGC SqG3 Th 3D QEBAQTI
e0uw]d¥nady3JPTI 3cgukrullIE1 SDGeE lhesskthytzM,

o fMU250TLrest020exoTinDa90u2d PYENaH] 1Y0AT Gy Copy and Paste t‘he
ANgBErilsfex IRC-+TSTHk 10 Evage PPLI/ /uIpagar— | TE€QuUestinto a CA's
(LD ¢ YEAR OwZ SnPNE 5PvZT 1] ¥ owi ZanD -+ 2HT w54 web site and let
(30anBuR+yHz LEUE FAZpR1EE Tvazad cdgxEDcvdyybl: o ||| them sign the

N | L|J request.

You can paste the
generated certificate Pazte the text form of the obtained cerificate into the

into the text area on above text ares. This cedificate will be uzed as WSE sarver
Thiz text is now in the clipboard the foIIowing d|a|og
box.

Goto an online CA and request a WSE Server cedificate

uzing this cedificate request.

cetificate and wil be cataloged az CERT member.

Mewy 1024-hit server cedificate request generated.

Mewy 1024-bit server cedificate regquest generated.
Cancel == Back | et == [}l

Cancel == Back

Help |
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Setup a CA signed certificate - Wizard

S M) % T™hants | nrdnn Aanes - Fesll
s A B S Rt o e [ [ e Lo Bh b 2oe ono pebiecn _wde gEeiw —op

T e e e e Tt | ..-;ﬂ.’-"l‘hl ! E _i- T _E'_ = k.*au_ 1'&. |:ﬁ.I|..4u.:-'.'--.-..-u..J.n...n.:.'w.q.'..u»..-.xu "I #.‘.'H.'un.lll :'1_:{‘ =

e r-n

'. Cotcerned About Site Securlty?
Try Our FREE THal 550 Sarver
Certificatel

Laarm hoaw you can;

LR TS e | e R a .
* Seare SIPIRIC e i |

m Here is veur cerfificate:

£ Get vSE server Certificate from CA x|

IPICATE—--—-

= rad FEN T T Pl O RPN | B IPES T
e | © 1 v i GZAZBGHVBACTEL ludXIqT210e59sh2HhdGlvbiEaBgl~]
T o -riv L SR e e v ar-aie |y ] ETXERph2 Ax FDASEGNVEASTCORL duVsh 3B L ZWSOME S
HOW? A o- # A B (B e, | SEHI2RI T 1 P PR
e - - T e fatitel Bt SV Y

dn¥yIEN]cnPpZnl JVXRINIGEMAOGC 3653 Th3DQEEAQT
e Q0] d¥nSdy3IP7I3cquk rullTE]1 9D 6Bl hes skthyt=N,

[ L= I T} ; i

S sEnze raL A [AE L C it Lare Sagring s | 27 'mrr.-:-u-l B - |efMI2S0TLrest0z0exoTinDadln 2  PvEDaH] 1T0AT G

|t Honn e it shauld swel e ;; o JUM;,.-;I.,, u m aNgafrafex 1R+ TSTHIk1U0 Evage PELY/ A IDAQAT

Efll Al 5231+ (ERT =0 AT= 32 <A TRHE THICKELL BA"AAEL 3702 - I Y BGEFE QcD ATAME gNVHEME AL SEAT AAMANGCSGS Ih!

Comiany el b Ea S Hes ot .-'--3:.( l.:'

Pl 31T 41" KMt powd el hran QR SE G QB TuMZND S IVETOnkEuHnp 206 /2 2 S fNGUA

Fleaw conplac
=51 Sereer Cenfll | g Step % - Cartificate Sioning Request

i LG UL R b PN R T R LR Pl T L
I I iz : R ST gR6p geEXE+ gy T/ DAKhEN 10us 30DRyUnfn36020badsT
- PRGN o s gz ZERze iy g ¥
e v b- AN=EFOGACRETHL ARG kT @m0 | (Metar The oem et ann seed aess rocd= ke o0 AAeNi3F LgeickE A Perhdi c 2L VLot SIF
H sLeal e Ll RS OGBS o rhe. =t eer--ar-arh wsaberayiral bas s
T IERTnATE 251053 AP A AR ek e o saca Al o | [T END CERTIFICATE----—- | -
J v e i weraln L sigin sl sl I
----- F=51% H=k =1 FICLl- E-gliEd ] 5 & y 3 V. ll I ’
I T T Y E T Y [ PRRR R S L P L
CeeTra T F R TI0ES ERTIR A" g e - T 4™ J
prieAE 1_““ RS At el Te g j‘i = . Paste the text form of the oktained cedificate into the
'|’_ . - «
e e s above texdt area. This cedificate will be uzed as WEE server
TR W L b . .
InHel 212 e T e ST b Wy ey EE Tl v cerificate and will be cataloged as .CERT member.
M '\-.l-|"'|’rlrv ETENE T T e Em T A I K
= P Il B | e T il o B L _»::i:I!Li:".-'.,.
Ui IhlCalecisSH2 S iZZM 2o fue Fa®E T 2-:".';?-.-.-:' . s
_____ gy g e e Mewy 1024-hit server cetificate request generated.

i """QI Cancel == Back Mext == %l Help
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Setup a CA signed certificate - Wizard

€. personal Information for ¥SE Client Cerk x|
COmmor Narme I\-"SEJES.& Client Certificate
Organizational unit I‘rﬁ:uur COmpany
Organization IYu:uur organization
CityilLocation I‘rﬁ:uur location
StateProvince IYu:uur statefprovince
Couritry IDE IGermany (DE) ll
e-tmail Ivseclierﬂ@ynur.mmpany.u:u:um
Expires |2EIEI4-3-5 |1 year ll
hfap to WSE Lser J=CH [Optional)

server cerificate crested from Bazegd text form.

Cancel | == Back | Mext bb%' Help |

E.':E; Request Client Certificate from CA ] ﬂ

————— EEGIN NEW CERTIFICATE REQUEST---—-- 15
MIICE=CCAXACARATgeYRETAnBgkaghki GSwiECIEWGnE:
b BhbnkuY 29 tM]zwC YDV GETIERTE cME o GA1TE CEI
all5] ZTEWMEQGALUEEXMIWS 1 ciEsh ZNhdGlvh  EaMEgl
b ] 6V Rpbh 2 4 FTATEGNVEASTD FluvdxXIg¥ 20 tcGFueTE:
NSEDBGL1bun0gl 2WydE lnallhAGTwgZ 8wh 0¥ JEo Z Thrcl
AL duBe]l shil4-1 7 JEMZEv2BMAMuh ZueMcTY s 26 ZLavThin
h S0rViegoT11 553 cRDiCsDbNuyCr+/ 1nKiwPog+H]p Fox Qo
Ponbgive lntElaG+ggion] s PHRNIVLxNFN1ARDHE+:
SOBAQUFALOEgQCOCT Y] 7gkaVykihb PXT 54+ o P gl
SZeXfG0anctri?05x9tD53) G951 cER GanT?I-H-ILn—I—_DiLI
3

Kl |

o to an online CA and request a client cerdificate
uzing thiz ceHificate request. The client certificate

will be stared in your local keyring file.

Ingo Franzki — ifranzki@de.ibm.com

Mewy 1024-hit client cetificate reguest generated.

Cancel == Back | et ::’\J
L

Copy and
Paste the
request into
a CA's web
site and let
them sign
the request.

You can
paste the
generated
certificate
into the text
area on the
following
dialog box.
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Setup a CA signed certificate - Wizard

¥ Get Client Certificate from CA x|
aHEjZTEMHBQGAlUEBxHNHHBlciBshZthlehanHBgL:J
bl 5V Ppb 2 3 FTATE gNVEAS TD FlvdsIgY 29 toGFueTE:
NSEDDGL1bnlglz2VydF1lnallhdGTvg s Swh 0¥ TEoZ Thercl
13 L duEgl shiH+-1 7 JENZEvZEMAMnh ZueMcWY s 262 LavThin
b 50rVEgYT1 153 tRD i CaDbNuyCr+/ LnkiwP o+0p Fox Q!
EPonbogOwc lntETaGx+gqaqioo ] e PHENIVLNPN 1 ARDHZ+:
JO0MMAGGCCaGAQUFEBYMEMAWGA 1 TAEWEE /w0 CHA LD 7,
EEeY2GEy]0r 1xocynE 3nTvSPAUNLEPiKET30NEG Y gz gBE I0E
P /ELInt8RZ1z/ /0T+G4A+b 1 0TcARKE Qzxp & Aoyl /]
LLAbuSVg4sE TP QFRr LU GCQdSInFFTDvuP 18 /ulbk:
————— ENDI' CERTIFICATE----- -

4 | L

Paste the text form aof the obtained cerificate into the above

text area. This cedificate will be uzed as client

cerificate and stored in vour local keyring file.

Mewy 1024-hit client cetificate request generated.

Cancel == Back | Mext == [\\JS Helg |

Ingo Franzki — ifranzki@de.ibm.com

FRRTITS | B

JUET PREL I PSR & )

rﬁf - 'a'- - 3‘ "i B e eeentian v

M vami Furar ki

B Test certificate homespage =

Wy DooonTo b T dwtets Tost ot catar Soonty, sohlr s eow car
e our sEE selcalss - 1o Lizkl Sraple Soanload o esl
sarear catit o zma and flzsk hodr AL SestE T ek o freowan s e
Stocobonsars Tt and afioroEo C ot oo tur B T A s o
RIERT ST

Hirmenridm -

5 Thawte Landing Page - Mozilla

File Edit ‘“ew Go EBookmarks Tools ‘window  Help
ﬁ = @* ¥ ?' | https: | fun vl 5earch| @ - .M”
Back. Forward Reload  Stop Qk peill oA Print

MIICHTCCAGRgAWIBAGTIBADANEgkghki GOumlBACOFADCEh=ELMALGAI TEEhMCTIkE
W IjAgBEgNVBAGTGUZF TiBURVNUSTSHIFEVULEPUOVTIES OTF kx HTALEgNVEAC TFFRO
TEAOZSBDEXT0aWap e F0aWSuMRcwE Q¥ DVOOLEWS URVNUIFRF ULQgVEVTIVDEcMEo G
A1UEAxMTVEhhd3IR1IFRLe 2 0gQ0EgThedvdDAeFwlSH A4MD EwMDAWMD BaFwl yMDEy
MzEyMTUSNT LaMIGHMOswWC Q¥ DVOQGEWTaQTEiMCAGALTECEMZRKSSIFRFULRIThe g
UTFVAUTESTRVMgTOSMWTEAMEsGAl UEChMIVGEhhd3R1IEN lenRpZm ]l YERphZ 4xF AV
BEgNVBAsTD1RFULOgVEVTVCEURVN TMRwWGg YDV OODEx NUasP 3 deUyV eV =dCEDOSES
hZ90MIGIMADGCSgG3Th3DOEBAQUAASGNADCEIQKEgQC 1f2BvirOsfwzoZvr 31EHS
1TFhoRPebEZhLEDDE1Sm¥ul+oughd 6EXieZ48 7d3xXKruBF TIPS ¥t HoCinSgke Sk
BSz+/t24knEyRFEO3 CrONEECP fduSD06 ydvEn i HApf g3 T fpA/ kS+0kbbiilNzTgq2 H
LArE3 umk74 zHEqUy ThnkjwIDAQABoXMWE TAPEgNVHRMEATS EETADAQH/MAQGC S o
3 Ib3DQEEBAUAASGEATKME +1ZA,/ TvL I£ 1dL S hif TexHE / yrreMup g+yAVIMEhE uf+d3
phoBiTeoWx 71/ L0B01Fmx 6 ENyK1ZESm0bgvd2 d InsAP +nnSt yhWVHF IpEy3nsDO4T
grIgEhcsdpikSpbtdolf i TubVez 1kO71CrROth i Mtdgx OEE£g2CT0Z 1PoIW

Done | |"ﬁ'| QJ
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Setup a CA signed certificate - Wizard

& Get ROOT Certificate from CA B x|

%,

i Create Client/Server Keyring El

IHzE}TI'I'I'T.TEIIITl AaMIGHMOswC Q¥ DVI0GEwT alTE iHCAGAlUIﬂ
[T STE S TRVHGTO SMTEAME 2 GA 1 TEChMUV zhhd 3R 1 TEN.

Following actions will be performed:
EgNVEA=TD 1IRFUL Qo VEVTVCETRVHIMRwr g YDV ONDEXNT

h 29 0MIGEMANGCSqGS Th3D0EEANTAA4GNADCEL QKR glC: Catalog private key on YSE as JSCHOZPRYH
1 TFhoRPebEZhLZDDE 1 SuVul+ougbS6EN1 e 2457 d5x T
ESot /24y RFEO3Cn0NEEC PEdusD0 6y 4vmi Hip £ ol Cataloy ROOT cert an YSE &2 JSCHOZ ROOT

LArK3um 7 4zHE oy Thride 3wIDAQAE ox MvE TAFE gl VHRME
5 Th3DUEEBAVAAAGEATEMA+vZA / TvLIt1dL /hGETexHS,
phoBi7coVx71/1CE0 L Fux66NYELZESu0bavd2dlnsAF-
qrIgEhCedpikiphtdoldiTubVez1k071CrROthi Mtde
————— END CERTIFICATE-----| -

Catalog server cett on %SE as JSCHOZ CERT

Zave ROOT and client cert in DYwkeymant™'SEODT _CA K.

ll | L I Catalog clent cert on WSE as JSCH.CCERT

Paste the text form of your Chs ROOT cedificate inta the Update the client cedificate mapping via BESSDCERT

ahove texdt area. This cerificate will be stored on WEE &

WEE Host: WSEDM 915292 57
FROOT member and alzo stored in your local keyring file.

Keyring Library: CRYPTO KEYRING

Cliert cerificate created from Bazetd text form.

Mewy 1024-bit client cerificate genetrated.
Cancel == Back | Mext == %l Help |

Cancel == Back | Finish[}l ]

© 2007 IBM Corporation
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Setup a CA signed certificate - Wizard

S Create Client/Server Keyring

Following actions will be performed:

Keyman/¥5SE - D:\ingoskey.plx ] o |EI|5|
v Catalog private key on WSE az JSCHDZ PRV File: Optinns Actiors  Help

||@] I CI=TR

[ |Catalu:ug ROOT cert on WSE as JSCHOZ ROCT

121 1024-hit RS k ;
(™ |CEITEI|D§I zerver cert on WSE az JSCHOZ CERT - ruutu:ert YSE ROOT Certificate 1024 ROOT m
=] wsecert YSE Server Certificate 1024 Lser 5

\  Save ROOT and client cert in DwkeymantySEDT_Ca k... = dlienteert  WSE Client Certificate Tz Llibnt z

[ |Cata|u:ug client cert on %3E as JSCH.CCERT

[ |Llpdate the cliekit cetificate mapping via BESDCERT
%5SE Host: WSEOM #9152 92 57
Kevring Library: CRYPTOREYRING
Click on the marked buttons to viesy job output. il | _'l

| B YSEFRANZ : vsefranz

Cancel == Back | CIDSE[}I
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Where are keys and certificates stored on VSE ?

§ Keys and certificates are stored on a VSE Library
— Usually in CRYPTO.KEYRING

— This |ibrary should be secured €8 vSED1 Keyring Library - CRYPTO.KEYRING x|
1 1 Mermber Matne Type Creation Last L
using the VSE Securlty . [ BssDCUD MAPPING 17.01.2003 - 09:23: 23 13032003 - 14
mechanisms (aCCESS proteCtlon) FRAN CCERT 17.01 2003 - 09:30:38
Edl HuGo CCERT 13.03.2003 - 10:12: 20
1 HuGo CERT 13.03.2003 - 10:11:11
= HUGO ROCT 13.03.2003 - 10:10:22 n
. (5 Jsc CCERT 11 03,2003 - 03:14:36 11.03.2003 - (
§ Mem b er typ es. Jzc2 CCERT 11 03,2003 - 03:45:30 _
. . £l 1=
— .PRVK — Public/Private Key Cd sschiz I
ﬁ JSCHD? PRYH Delete Alk+0 7
11 Bl JscHoz ROOT Copy to dipboard  alk+C a9 i
— .ROOT - Root Certificate T PERF1024 PRYK il 14?02.2003-02:32:30 i _ILI
— .CERT — Server Certificate 4 | | : |
. L. Close Refrezh Help
— .CCERT - Client Certificate

— BSSDCUID.MAPPING — Contains the User to Certificate mapping
information

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 't‘f VSE © 2007 IBM Corporation
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SSL with client authentication

§ Server authentication means

— The clients verifies the certificate received from the
server

— To make sure they are talking to the right server

§ Client authentication means

— The server verifies the certificates(s) received from the
client(s)

— To make sure only known clients can talk to the server
— To do implicit logon by using the certificate (optional)
« Map a user id to a certificate

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 Jf, 3 e © 2007 IBM Corporation
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Map a VSE user id to a client certificate

g& Keyman,/¥5E - D:'.vkeyman' Keyring.pfx *

File Options Ackions Help

@B amesl a@wal |
Certificate ket Lendgth Type %
Bl wSEESA Development CA ROOT 1024 Root :
& W./SE01 Server Certificate TR0
e Sethings ... alt+p £l
El Joerg's Client Cettificate J=
B SEO1 JSCHOM ROOT Delete Alt+D :
] Helmut's T21 KM Root Certifin Expaort... Alt+E @ Map User Cert to YSE USeRmiEd
Copy to clipboard  Alk+C
Upload ko WSE... Ale+5

User D [svsal

OH,\J —ancel | Help |
!

Map to WSE User, h Alk+M

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 't‘f VSE © 2007 IBM Corporation
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SecureFTP

§ The FTP protocol provides a easy and straight forward protocol for
transferring files between systems on different platforms

— Many installations rely on it to efficiently transmit critical files that can
contain vital information such as customer names, credit card account
numbers, social security numbers, corporate secrets and other
sensitive information

— FTP protocol transmits data without any authentication, privacy or
integrity

§ SecureFTP provides user authentication, privacy and integrity by
using RSA digitally signed certificates, DES encryption and SHA-1
secure hash functions

— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 or as
separate product

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ﬂ" VSE © 2007 IBM Corporation
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Hardware Crypto Support on System z and VSE

PCICA Yes Yes Yes -

CEX2C Yes Yes - -
by release

CPACF Yes Yes - -

CEX2A Yes Yes - -

PCIXCC Yes - - -

prior z800 z800 z900  z890 z990 z9

PCICA |- Yes |Yes |Yes |ves |- by server
PCIXCC | - - - Yes Yes - [
CEX2C |- - - Yes Yes Yes

CPACF |- - - Yes Yes Yes

CEX2A | - - - - - Yes

CEX2C = Crypto Express2 in coprocessor mode
CEX2A = Crypto Express2 in accelerator mode

See: http://www.ibm.com/systems/z/security/cryptography.html

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘ UC e © 2007 IBM Corporation
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VSE Hardware Configuration

§ VSE hardware configuration not necessary for crypto hardware
— No IOCDS definition in VSE
— No device type
— No ADD statement

— You may have to define the devices in the HMC (LPAR) or
z/VVM directory

§ Use of crypto hardware is transparent to end users and even
TCP/IP applications

— But use of crypto hardware can be disabled via TCP/IP
SOCKOPT phase

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f, 3 e © 2007 IBM Corporation
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HW-Crypto related console messages

§ System with crypto hardware

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

13023l
13023l
130141
130141
1J005I
1J006l
130221

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 0O

FOUND A CRYPTO EXPRESS2 CARD AT DEVI CE | NDEX 1

FOUND A PCl CA CARD AT DEVI CE | NDEX 6

FOUND A PCl CA CARD AT DEVI CE | NDEX 7

HARDWARE CRYPTO ENVI RONVENT | NI TI ALl ZED SUCCESSFULLY.
USI NG CRYPTO DOVAI N O

CPU CRYPTOGRAPHI C ASSI ST FEATURE AVAI LABLE.

§ System without crypto hardware

FB 0093 1J020W THERE WAS NO PCI CA OR CRYPTO EXPRESS2 CARD

FB

0093

FOUND. HARDWARE CRYPTO NOT AVAI LABLE.

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007
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HW-Crypto status display

neg fb, dat a=st at us=cr

AR
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB

0015 11 40l

0011 BST223lI
0011 ADJUNCT PROCESSOR CRYPTO SUBTASK STATUS:

READY

CURRENT STATUS OF THE SECURI TY TRANSACTI ON SERVER:

PCICC/ PCICA .......

0011 AP CRYPTO SUBTASK STARTED
0011 MAX REQUEST QUEUE SI ZE ...

0011 MAX PENDI NG QUEUE SI ZE ...

0011 TOTAL NO. OF AP REQUESTS .

0011 NO. OF POSTED CALLERS ....

0011 AP CRYPTO POLLI NG TI ME (1/300 SEC)..
0011 AP CRYPTO TRACE LEVEL . ...

0011  ASSI GNED APS :

0011

0011 PCI XCC . . ..

0011 AP 0 : CEX2C - ONLINE

0011 AP 4 : CEX2A - ONLINE

0011 AP 9 : CEX2A - ONLINE

0011 ASSI GNED AP QUEUE ( CRYPTO DOVAIN). . .
0011 CPU CRYPTOGRAPHI C ASSI ST FEATURE:

0011
0011
0011
0011
0011

CPACF AVAI LABLE
| NSTALLED CPACF FUNCTI ONS:
DES, TDES-128, TDES-192, SHA-1
AES- 128
PRNG, SHA-256

0011 END OF CPACF STATUS

Ingo Franzki — ifranzki@de.ibm.com

YES
1

1
1234
1234
1

0/ 0
1/ 2

YES
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Crypto HW exploitation in VSE

§ Crypto cards are only used for RSA acceleration
— RSA decrypt/encrypt for SSL session initiation
— RSA encrypt for signing of certificates (CIALCREQ)

§ CPACF

— Acceleration of symmetric algorithms:
DES, TDES, AES-128 (z9 only), SHA-1

— Used at

» SSL data transfer
* CIAL functions in TCP/IP

§ Usage is transparent for TCP/IP applications

— If Crypto HW is available, it will be used. If not available, the SW
implementation (as part of TCP/IP) will be used

— You can disable the use of Crypto HW via a setting in $SOCKOPT Phase

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f, 3 e © 2007 IBM Corporation
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Crypto HW exploitation in VSE

§ HW Crypto Functions that are not exploited in VSE

— Special functions available in Coprocessor-Modus

* RSA Key-Generation

— RSA keys could be generated directly on VSE, no workstation
tool would be required

« Secure Key functions
— PIN functions
— Symmetric Key Import / Export (Key Transport)
« Special functions for banking-software
— ANSI X9.17 Standard: Key generate, export, import

§ Requirements are welcome !

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘, 3 e © 2007 IBM Corporation
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Secure Key vs. Clear Key

§ Different way of managing, storing and usage of keys
— Keys reside unencrypted (clear) in the file system (“Clear Key")

— Keys reside encrypted (TDES with fixed key) in the file system
e That's how VSE works today
— Keys reside encrypted (using a “Secure Master Key") in the file system

« The Master Key is stored in the hardware
« Secure master key entry via TKE or Dialogs

« Crypto operations are done in main storage, i.e. data keys are visible
(unencrypted) in main storage for a very short time

« Crypto operations are done on a coprocessor card, i.e. data keys will never
reside unencrypted in the main storage
e Required for banking applications, e.g. PIN Verification
e Supported by z/OS ICSF

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 ‘ UC e © 2007 IBM Corporation
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CryptoVSE API

§ Native cryptographic API

§ Provides cryptographic services:

— Data encryption

- DES

« Triple DES

« AES

* RSA PKCS #1

— Message Digest

- MD5

+ SHA-1
— Digital Signatures

+ RSA PKCS #1 with SHA1 or MD5
— Message Authentication

- HMAC

§ Uses Hardware Crypto functions transparently when available

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 f i © 2007 IBM Corporation
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Customer Data Protection Reguirements

§

Regulatory requirements driving need for greater data security, integrity,
retention/auditability, and privacy

Severe business impacts caused by loss or theft of data including financial
liability, reputation damage, legal/compliance risk

Increasing need to share data securely with business partners and maintain
backups at remote locations

Need to reduce complexity and improve processes around enterprise encryption
management

Need ability to cost effectively encrypt large quantities of tape data
Secondary Site

Data C_:enter

o

=y

e |
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IBM Tape Encryption — TS1120

§

The IBM System Storage TS1120 Tape Drive has been
enhanced to provide drive based data encryption

— A new, separate IBM Encryption Key Manager component
for the Java Platform (Encryption Key Manager) program is
also being introduced

* supports the generation and communication of encryption
keys for the tape drives across the enterprise.

The announcement contains a Statement of Direction concerning z/VSE
support:

— z/VSE V3.1 support of the TS1120 Tape Drive with encryption is planned for
first half 2007. It is also IBM's intent to support z/VSE V4.1 (when made
available) using Systems Managed Encryption with the TS1120. z/VSE support
will require the Encryption Key Manager component running on another
operating system other than z/VSE using an out-of-band connection.

For more information, please see the hardware announcement letter
— ENUS106-655
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IBM Tape Encryption — TS1120

VSE

\ 4

1/10

A

Tape Controller

Tape Drive

FICON/

[

POWER Job

Java Platform

Encryption Key
Manager (EKM)

KEK1, KEK2,
KEKS, ....

" Data Path | ESCON

IP Port |

Hardware-based
encryption

A

7 X

Read / Write

Ingo Franzki — ifranzki@de.ibm.com

Transfer of the
KEK keys
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Read / Write

Encrypted

Text
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IBM Tape Encryption — TS1120

encryption mode
/1 JOB ENCRYPT / (03=write)

/'l ASSGN SYS005, 480, 03
/1 KEKL UNI T=480, KEKL1=" HUSKEKL1" , KEML=L, KEKL2=" HUSKEKL?2’ , KEM2=L

/1 EXEC LI BR \

BACKUP LI B=PRD2 TAPE=SYS005 encoding mechanism
(L=Label, H=Hash)

key labell
(name of the 1. KEK-key in EKM)

| *
| &

§ The Data-Key can be encrypted using 2 different public keys (KEK = Key
Encrypting Keys), to be able to send the tape to 2 different receivers

§ More info can be found in the z/VSE 4.1 Administration manual (VSE
Homepage)

Ingo Franzki — ifranzki@de.ibm.com April 11, 2007 w USE © 2007 IBM Corporation
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IBM Tape Encryption — TS1120

Encrypted “Data Key”

Encrypted “ Data Keys”
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IBM Tape Encryption — TS1120

§ Considerations and Restrictions
— A tape can either contain encrypted data or unencrypted data

— If you encrypt the first file on the tape, all subsequent files will
also be encrypted using the same key
» Important for multi file tapes

— If you send an encrypted tape to a business partner, the other
side will also require a TS1120 to be able to read the tape
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Other ways to encrypt your backups or tapes

§ Can be done using VTAPE
— Create a backup on a remote virtual tape

— Store the tape image on an encrypted medium

* Encrypted file system or directory (e.g. EcryptFS on Linux)
» Use encryption tools (e.g. TrueCrypt)
« Use Tivoli Storage Manager to store the backup data

§ Encrypt data in applications

— Use CryptoVSE API to encrypt the data
« Uses Hardware Crypto Support if available
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Related Documentation

§

w w W W

w W w W

IBM System z cryptography for highly secure transactions
— http://www.ibm.com/systems/z/security/cryptography.html

VSE Security Homepage
— http://www.ibm.com/servers/eserver/zseries/zvse/documentation/se curity.html

z/VSE Planning
z/VSE Administration
VSE/ESA Software Newsletter No. 17, 18 and 20

OS/390 Security Server External Security Interface (RACROUTE) Macro
Reference (GC28-1922)

OS/390 Security Server (RACF) Data Areas (SY27-2640)
z/VSE V4R1.0 e-business Connectors, User's Guide
CICS Enhancements Guide, GC34-5763

VSE/ESA 2.7.3 Release Guide, Chapter 1, section “Hardware Crypto
Support”
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Questions ?
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