Web Serving on VM ESA w ith
VM W ebgatew ay

Ross Patterson
Com puterAssociates, htlhc.




Agenda

> W eb serverbasics
> W eb servers on VM ESA
> CA’sVM W ebgatew ay




W eb ServerBasics

» TCP/P application,by defautton port80
v Onport443 with Secure Sockets Layer(SSL)

> Provideweb-browseraccess via HyperText
TransportProtocolTHTTP ) to
v Data fikes (“static content?)
v Program output (‘dynam it content’)
v Program s (“active content’)




W eb ServerBasics

» Provide “server” and “user” pages

v Serverfrom som e confgured fike tree

v Userva “tide hack” (e.g.

‘htt p: // ww. r edneck. cont ~bubba/ deer spo
tlighting. htm ”)
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W eb Servers on VM ESA

Five native VM web servers lasttim e Icounted
v Rick Troth gotus all hterested w ith W ebshare
v ATlothers are commercal

Mostprovide atleastCM S static files
MostsupportRexx program s
Som e have richerm enus

Som e are singlepurpose to frontend specific
4G Ls
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VM W ebgatew ay Facilities

Static files

Program oufput
Application enablem ent
Configuration support




Static Files

Supports allCM S files

v Mihidsks EDF and CDF) fikes
v Shared Fie System (SFS)

v POSIKX fies BFS)

Smulates hierarchical file system on m inidisks
(“DRMAP” files)

v Necessary forsom e non-herarchicalfunctons o
v Supported forSFS and BFS aswell

ServerSide lhcludes (SSI) can m odify content
som ew hat




Static Files

» File characteristics detemm ned by filetype
» Can “filter” files through CM S Pipelnes stages




Program Output

Program type and environm entdeterm nhed by
filetype
Common Gateway Ihterface CG Dprogram s i
R exx

v ‘CGI"command nterface

v On the web serveruserd (privieged envionm ent)
v Onworkermachnes (unprivieged)

CGIprograms as CMS Pielines stages

v On theweb serveruserd (com patble w ith
W ebshare)

v Onworkermachhes




Program Output

> dJava serviets on workerm achmnes
v New n VM W ebgateway 3.2
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Rexx CGIProgram s

No Im iton num berofsi ultaneous program s
Any kind ofCM S file (m nidisk,SFS,BFS)
Run eitheron serverorworkers,same
program m ing interface

CGIGETVAR..

v Obtan CG Ienvionmentvariables
v Outputto Rexx varablks

S e



Rexx CGIProgram s

> CGIREAD ..

vy Read data from web brow ser

v Optonaltansktion between ASC II (brow ser) and
EBCDIC (VM )charactersets

v 0O ptonal‘read until’strng

v Outputto Rexx varabks orprogram stack
> CGIURLDECODE ...

v Decode HTM L form results

v Outputto Rexx varablks

v Notassmpk asyoud thnk -some very strange
artifacts
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Rexx CGIProgram s

> CGIEMSG ..

v W ritt a enorm essage o the web serverconsok
0 Because SAY wontcutiton workerm achhes

v Ihputfrom Rexx varablks orcomm and argum ents

» CGILOG ..

v W rite a message  the web server og
1 Because SAY wontcutiton workermachnes

v Ihputfrom Rexx varablks orcomm and argum ents
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Rexx CGIProgram s

> CGIWRITE ..

v Send controlhform ation and data t web brow ser

v Optonaltansktion between ASC II (brow ser) and
EBCDIC (VM )charactersets

v Ihputfrom Rexx varablks,orcommand argum ents

il



Pipelines CG IProgram s

Only one program ata tim e (dictated by
W ebshare com patibility concems)

M nidisk orSFS directory is ACCESSed for
duration (notfrom BFS as a result)

Prin ary mputstream provides data from web
brow ser,translated from ASCIIto EBCDL

Secondary nhputstream provides HTM L form
resufts,translated from ASCIOIt EBCDL

el



Pipelnes CGIProgram s

» Primary outputstream sends data to web
brow ser,optionally translated from EBCD I to
ASCII
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Java Serviets

Builds on BM s CMS Java support

Fully com patble w ith Sun’s Java Serviet
Specification 2.1

Serviets run on workerm achmes

v Can be stored hanyCMS fie m hidisk,SFS,BFS)
Uses a m odified Apache servietengine

v Upgraded from 20 2.1

Should run any pure-Jdava 2.1 serviet
unchanged

v Noteven recom pikd -use chss and JAR fikes




AppTlication Enablem ent

CGIprogramm ing extensions on web server
userid

3270 session scripting via logicaldevices
(LDEVS)

v YIG SESSIDN”command nterface
Linem ode CM S application scripting
v YIG USER”command nterface
Canned building blocks forRexx

v VIGRTNS extemalsubroutne

VSECES CGIprograms viaData 21’s PServer
product




3270 Session Scripting

VIG SESSDN CREATE MODEL modelnumber
[EXTENDED]

v Defne anew 3270 LDEV and connectto it

VIG SESSDN CONNECT handle

v ConnectCGIprogram  exstng LDEV

VIG SESSDN ACTDN ..

v Defne autom atic actons based on feld contents

v Handyway fordealwith CP ‘MORE .. ”and
‘HOLDNG”

VIG SESSDN FELD fieldnumber data ...
v “Type”data nt a screen feld
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3270 Session Scripting

VIG SESSDN PRESS keyname
v ‘Press”ENTER,CLEAR,PAn,PFn

VIG SESSDNWAITIFOR]
v W aitforscreen updates

VIE SESSDN TRACE ..
v Controlsessbn debug trachg

VIG SESSDN DETACH
v Relkase LDEV fornextCG It use

VIG SESSDN DESTROY
v Tem hate LDEV
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3270 Session Scripting

> Results retumed in Rexx varibles

R
0 Comm and retum code

v VIG_SESSDN BUFFER
0 Enterscreen as one conthuous strng

v VIG SESSDN CURSOR
0 Screen cursor bcation

v VIG_SESSDN_FELD n

0 Screen fedn,VIG_SESSDN FELD 0 i feld count

v VIG_SESSDN_HANDLE

0 Cumentscreen-siate handke (OrnextVIG SESSDN
CONNECT)
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3270 Session Scripting

v VIG_ SESSDN NFO
0 LDEV characteristics

v VIG_SESSDN_LINE n
O Outputthen,VIG_SESSDN_LINE 0O s he count

v VIG_SESSDN MESSAGE
0 LastVIG SESSDN message ksued
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LThemodeCMS Scripting

VIGUSER NIT web server userid ...

v ATow connections from specified web serveruserds
v Typialy done h SYSPROF EXEC

VIG USER CONNECT [handle ]

v ConnectCGIprogram  usersCMS userd

VIG USER ENTER text

v Send a command to execute

v Feed nputto nteractive comm ands

VIG USER ABEND userid abend _code

v Forthose timeswhen nothng else willdo




LThemodeCMS Scripting

> Results retumed n Rexx varibles
v RC
0 Command retum code
v VIG_USER _HANDLE
0 Handke fornextVIG USER CONNECT
v VIG_USER _MESSAGE
0 LastVIG USER message issued
v VIG_ USER_OUTPUT n
O Outputthen,VIG_USER_OUTPUTJO & The count
v VIG_USER_RETCODE

[0 Retum code from comm and, setwhen comm and
ends
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Rexx Buidng B locks

29

» CallVIGRTNS “name arguments ...

> Results retumed n Rexx variables

v RESULT
0 Routne retum code

v VIGRTNS MESSAGE
0 LastVIGRTNS message ssued

v VIGRTNS RESULT
0 Resuttofrouthe
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Rexx Buidng B locks

CallVIERTNS “DIAL userid vaddr”
v Connects an LDEV © the specified hostuserd
CallVERTNS “DIALVTAM [VTAMuserid],
app lication_nam e, [VTAMIogmode]”
v Connectsan LDEV © VTAM and logson o a VTAM
app licaton
CallVIGRTNS “HTM LSAFE text”

v M akes text safe fornclusion h HTM L (ho exposed
6‘< ‘C’ ‘& ”’ etC_)

vy Retums safe text




Rexx Buidng B locks

CallVERTNS “CCFLOGON userid password,
[command]”

v Connectsan LDEV toha VSE ICCF sesspbn
CallVIGRTNS “SUBSTITUTE CM S filename
filetype [filemode]”

v Processesan HTML file,mergnhg n Rexx varablke
contents

0 eg.“¥b>HiDoctorVIE VAR U sersFirstNam e)K b>”
m ghtyed “<b>H iDoctorN ckK b>”

v Retums fullHTM L as a shgk strhg




Rexx Buidng B locks

> CallVIGRTNS “USERPASS [realm]”
v Checks ffusersupptied a userd and password
v Generates ‘401 NotAuthorized”HTTP enorifnot

v Retums HTTP “Authorzaton:”headervalue (1
ckartext)

» CallVGRTNS “VMLOGON userid password,
[logon parms, [system], [command]”

v Logsan LDEV on o VM and ssues the specified
comm and

v Handks emnmors,CP LOGMSGSs, etc.
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Rexx Buidng B locks

CalIVERTNS “VTAMLOGON application
[logmode]”
v Connectsan LDEV © VTAM and logson o a VTAM
app fication
CallVIGRTNS “W EBENALBL
[many control _options]”
v Detlvers a 3270 screen o the brow ser

CallVIGRTNS “64DECODE string”

v Decode a BASE64-encoded strng (e.g. M ME
bhary data)




Rexx Building B locks

» CallVIGRTNS “64ENCODE string”
v Encode a strhg n BASE64 form
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Configuration Support

ATichanges are stored and Toaded during future
startup

Linein ode com m ands from serverconsole or
authorized useri

v Shgk-valued “thngs”

0 CONFI G thing val ue (e.g. “CONFI G
USERPAGES OFF”)

0 QUERY thing (e.g. QUERY USERPAGES”)




Configuration Support

v Muftpk-valed “thngs”
O CONFI G t hi ng ADD| DELETE| REPLACE

argunent s (e.g. ‘CONFI G SYSADM N ADD
BUBBA”)

0 QUERY thing sel ections (e.g. QUERY
SYSADM N *”)

v Thewhok enchilada
[0 QUERY CONFI G
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Configuration Support

> WebbrowserHTML pages w ith appropriate
authorization

4

4
A\ 4

http://vm host.com VM Webgat eway/ Menu.

ht

ResponsesasHIML
Based ntemaly on The-sn ode comm ands

Lots ofhyper-thked hep nform ation
0 Ihcludng ermmorm essage docum entaton
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