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= Any information contained in this document regarding Specialty Engines ("SEs") and SE
eligible workloads provides only general descriptions of the types and portions of workloads
that are eligible for execution on Specialty Engines (e.g., zIlIPs, zAAPs, and IFLs). IBM
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of
specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for
IBM Machines” provided at
(“AUT").
= No other workload processing is authorized for execution on an SE.

= |BM offers SEs at a lower price than General Processors/Central Processors because
customers are authorized to use SEs only to process certain types and/or amounts of
workloads as specified by IBM in the AUT.
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CICS TS for VSE History

CICS TS for VSE/ESA 1.1.0 - released June 1999
- VSE ported up to 100 OS/390 services
- New CICS TS port from OS/390
- Released with VSE/ESA 2.4

CICS TS for VSE/ESA 1.1.1 - September 2000

- Provides CICS Web Support (CWS), 3270 Bridge, REXX for CICS,
Subsystem Storage Protection (SSP), ...

- Released with VSE/ESA 2.5

CICS Explorer “display only” support - released June 2012

CICS TS for z/VSE V2.1 — November 2015
- Comes with z/VSE V6.1
- Support for Channels and Containers
- CICS Explorer update capability

CICS TS for z/VSE V2.2 — December 2017
— Comes with z/VSE 6.2
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= A new CICS TS version for z/VSE
— The first major CICS TS update since 1999

= Only available for z/VSE 6.1 and later, replaces CICS TS for VSE/ESA 1.1.1
— CICS TS for VSE/ESA 1.1.1 still delivered with z/VSE Version 5

= New CICS TS for z/VSE V2.1 includes

— CICS Explorer update capability

— Channel & Container support

— The following CICS requirements are fulfilled
* More current cypher suites (AES128/256) to CICS Web Support
» Support for EXEC CICS INQUIRE SYSTEM OSLEVEL
» Millisecond support in EXEC CICS ASKTIME
» Millisecond option to EXEC CICS FORMATTIME

» CICS Distributed Data Management (CICS/DDM) is not supported
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= Channels and containers lift the 32K Commarea limitation
- Applicable for both LINK and XCTL, Distributed Program Link (DPL)
- Affects the exchange of data between CICS tasks
- Local and transaction routing
- START with data

= z/VSE ported the channel and container APIs based on CICS TS for z/OS 3.1
» Language support is provided for C, COBOL, HLASM, and PL/I

» Channels and Containers limitations
- In 31 bit virtual storage only
- No support for
» External CICS Interface (EXCI), External Call Interface (ECI)
« EXEC CICS WEB ... commands to receive/send data directly into/from containers
» Business Transaction Services (BTS)
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'Employee’
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To solve the 32K Commarea problem a new construct is provided
Named block of data designed for passing information between programs
- Like named COMMAREASs
CONTAINER API
- Created using (EXEC CICS) PUT CONTAINER, defines the size of the container
- Read using (EXEC CICS) GET CONTAINER
- Delete using (EXEC CICS) DELETE CONTAINER, to free storage, if no longer required
No CICS enforced size limitation
— Containers are stored within the CICS EDSA (31 bit partition virtual storage)
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= A group of Containers
- No limit on the number of Containers in a Channel

= A Channel is a sort of program interface
- Passed on LINK, XCTL, pseudo-conversational RETURN, and START commands

= Non-persistent
- Non-recoverable resource similar to commareas
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» Only available for z/VSE 6.2 and later, replaces CICS TS for z/VSE 2.1
— CICS TS for VSE/ESA 1.1.1 still delivered with z/VSE Version 5
— CICS TS for z/VSE 2.1 still delivered with z/VSE 6.1

» New CICS TS for z/VSE V2.2 includes
— Enhancements to the CICS Explorer to more easily manage CICS resources:
» Define new CICS resources and modify or delete existing resources

* Monitor, control, and update dynamic storage areas and global temporary storage queue
statistics

» Support "definitions" views for selected CICS resources
— HTTP 1.1 Support for CICS Web Support:

» Persistent connections, pipelining, and chunking
— Enhancements to the CICS API to provide:

» Support for UTF-8 and UTF-16 with the channels and containers API

» Support for the APPEND parameter for PUT CONTAINER

» Support for the BYTEOFFSET parameter for GET CONTAINER

» Support for Internet-type date and time stamp formats

» Support for Language Environment (LE) MAIN for Assembler applications.
— Support for OpenSSL with CICS Web Support

© 2017 IBM Corporation
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» CICS Web Support has been upgraded to comply with HTTP 1.1
— Provides support for the latest web browsers and applications
— Ported from CICS TS for z/OS 3.1, CICS acting as a server
— TCPIPSERVICE PROTOCOL(HTTP|ECI|USER)

= New function has been added:
— Persistent connections

» Allows to keep a connection open so that additional HTTP requests can flow over the same
connection

» Avoids connection establishment overhead for frequent requests
— Pipelining
» Allows to flow multiple HTTP requests over a single (persistent) connection
» Subsequent request can be transmitted before the response of the first one has been received
* Response must be returned in the same sequence as request was received
— Chunking
» Allows to send data in several smaller chunks, each with its own size and data
* No longer need to know the complete size of the data before sending the data
— Support for additional HTTP methods:
 OPTIONS: To get capabilities of the server without requesting a resource
« TRACE: Client can see what the other end received
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Relative addressing instructions in Assembler programs (without base register)
— New operands added to DFHEIENT and DFHEIRET macros
— Beneficial for translated programs that are greater than 4095 bytes

Common date and time stamp formats used on the internet
— Define correct date and time stamp in HTTP header
— New CONVERTTIME command and new option for FORMATTIME

Language Environment (LE) MAIN for Assembler applications
— New translator option LEASM to enable LE functions and setup LE environment

— Assembler programs translated with LEASM can be used as task-related user exits
(TRUES) or global user exits (GLUES)

New SIT parameter: MAXSOCKETS
— Specifies the maximum number of TCP/IP sockets, that can be handled by CICS
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Most textual data in the internet is encoded in UTF-8 nowadays
— XML, JSON, HTML, etc.

PUT and GET can be used for data conversion

Uses CICS conversion tables or LE provided conversion services (ICONV)
— CICS conversion tables are used for simple codepages
—ICONV is used for UTF8 and UTF-16

Simple example of converting data to UTF-8:

EXEC CICS PUT CONTAINER(“temp”) CHANNEL(“dummy?)
FROM(ebcdic-data)
CHAR

EXEC CICS GET CONTAINER(“temp”) CHANNEL(“dummy?)
SET(utf8-ptr) FLENGTH(utf8-1en)
INTOCCSID(1208) (CCSID 1208 = UTF-8)
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» CICS TS for VSE/ESA 1.1.1 and CICS TS for z/VSE 2.1:
— Only supports CSI ‘s SSL/TLS implementation
— OpenSSL can not be (natively) used
« Circumvention: use IPv6/VSE'’s SSL Proxy or ATTLS as pass-through
— But: CICS Web Support works with any TCP/IP stack (socket calls)
 CSI, BSlor LFP

= CICS TS for z/VSE 2.2:
— Allows to use the OpenSSL or the CSI SSL/TLS implementation
» Default remains CSl’s implementation
— SSL implementation can be chosen via // SETPARM statement in JCL
» SSL implementation is now independent of TCP/IP stack
— OpenSSL requires a slightly different key and certificate setup
 PEM files instead of .PRVK, .ROOT, .CERT members

v
2
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CICS Explorer

» CICS Explorer “display only” in z/VSE Version 5

— System management framework for CICS TS

— Consists of CICS Explorer client and a CICS TS server extension

— CICS Explorer client
* Read-only capabilities (like CEMT INQUIRE)
» Eclipse-based user interface on workstation
* Connects to CICS TS via TCP/IP - Communication via HTTP requests
* One CICS Explorer client for z/VSE and z/OS

— CICS Explorer server extension
* Delivered as PTF for CICS TS for VSE/ESA 1.1.1

» |ntegrated into CICS TS for z/VSE 2.1 (z/VSE 6.1)
— Provides update capability to CICS resources (like CEMT SET)
» Update resources as you would do with transactions on your CICS terminal
» Enable / disable CICS resources, change selected CICS definitions, ...

» |ntegrated into CICS TS for z/VSE 2.2 (z/VSE 6.2)
— Define new CICS resources and modify or delete existing resources (like CEDA)
— Monitor, control, and update dynamic storage areas and global temporary storage queue statistics.
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CICS Connectivity

CICS Web Support is the base of CICS connectivity

Remote platform 2/VSE
CICS =
TCP/IP + SNA n
Application [®| Transaction s > C_ICS_ Q % 02’
Gateway Application O g %
C
E
|_
HTTP / TCP/IP 327Q/B MS
> Application
)
Q.
= JSON
HTTP / TCP/IP @ Parser
|| 2 ||| vsE REST clcs
8 Engine ¥ Application
5 (z/VSE 6.2)
RESTful - TCP/IP (HTTP) N A
Web Service XML
/ Parser
Web Service : TCP/IP (SOAP over HTTP) ~ VSE SOAP | . cIcs
(SOAP) Engine | | Application
\‘ LLU;:E\ES
generate\ me—
proxy code
or rules
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= Web Service-enable z/VSE CICS applications
— Provide existing CICS applications as Web Service to the outside world
» z/VSE as the SOAP server
— Use/call external Web Services from within z/VSE CICS applications
» z/VSE as the SOAP client
— CICS2WS Tool is used to generate proxy code or mapping rules

= 7z/VSE 6.2:
— z/VSE SOAP Engine now supports
Channels & Containers , ZIVSE
Pk
cICS
- Transaction
Remote platform S Server
= XML
n Parser
3
SOAP TCP/IP (SOAP over HTTP) i VSE SOAP (¢, CI_CS _
Web Service | | O Engine Application
o
)

generate
proxy code
or rules
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ZIVSE 6.2:

Sk
» Use REST (Representational State Transfer) with CICS applications
— Provide existing CICS applications as RESTful Web Service to the outside world
» z/VSE as the REST server
— Use/call external RESTFul Web Services from within z/VSE CICS applications
» z/VSE as the REST client

— Payload can be:
» JSON (JavaScript Object Notation)

« XML
* Plain text
e Binary ZIVSE
 Form fields
e Multipart CICS
Transaction JSON
:: S Parser
Remote platform S
= XML
n Parser
o)
(]
RESTful TCP/IP (HTTP) i VSE REST <> Cl_CS_
Web Service | M| O Engine Application
O
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= Representational State Transfer (REST) is a software architecture style
consisting of guidelines and best practices for creating web services
— REST has gained widespread acceptance across the web as a
simpler alternative to SOAP and WSDL-based web services

= RESTful systems typically communicate over the Hypertext Transfer Protocol (HTTP)
with the same HTTP verbs (GET, POST, PUT, DELETE, and so on) used by web browsers

= The payload (message) transported by RESTful web services can be of various types (content types)
— Commonly used is JSON as well as XML, but it can also be plain text, or even binary data

= A RESTful web service typically operates on a certain ‘object' on a server

— The object is typically addressed through the URI (part of the URL), for example http://example.com/resource
= Actions on such resources are typically denoted by the HTTP request types:

— GET would typically read the resource

— PUT would typically update/replace the resource

— POST would typically create the resource

— DELETE would typically delete the resource

= RESTful web services are typically stateless
— Each request from any client contains all the information necessary to service the request
— The session state is therefore held in the client

- As denoted by the term 'typically’ in above descriptions, there is no hard requirement for any of the described properties
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zIVSE 6.2:
W
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XML Parser JSON Parser
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el | 8 8 | REST Sene o e
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; REST Parameter
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z/VSE 6.2:
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XML Parser JSON Parser
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User Program ; = O
REST Client o C
————» =
(the REST " (ESRESTC) o T
client program) | =0
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z/VSE 6.2: EZA Multiplexer “M//v
“NEW
“=r

= With the EZASOKET and EZASMI interfaces you can specify which socket interface module to // V\‘

the TCP/IP partition is to be used
— Default: EZASOH99 (for TCP/IP for z/VSE)

= Select the EZA socket interface routine:
— Via JCL statement: // SETPARM [SYSTEM,]EZA$PHA="phasename*

— Via parameter ADSNAME on the EZAAPI/EZASOKET INITAPI call

= The EZA Multiplexer can be used to ease the correct setup of socket interface modules for the
corresponding stack IDs

— The multiplexer allows you to perform a one time setup and to assign the corresponding
socket interface modules to the stack IDs

— The use of the multiplexer is transparent for your application

Settings for Settings for
= Setup: EDCTCPMC CSECT EZA Sockets LE/C Sockets
, EDCTCPMC AMODE ANY
— Select I.JBI_EZAM).( as EZA interface phase for EDCTOPMG RMODE ANY
all applications (via SETPARM SYSTEM) <
_ - - - - EDCTCPME SYSID="00" ,PHf&E="$EDCTCPV" ,SSLPHASE="1JBSSLLE", X
Conflgyre Multiplexer via EDCTCPMC in EZAPHASE= " EZASOf00" . E7ASSL=" 1 JBEZA0S”
ICCF library 62 EDCTCPME SYSID="01",PHASE="1JBLFPLE" ,SSLPHASE="1JBSSLLE", X
« Same configuration as for LE/C Socket EZAPHASE="1JBLFPEZ" ,EZASSL="1JBEZAOS™ ]
tiol EDCTCPME SYSID="02",PHASE="BSTTTCPV" ,SSLPHASE="1JBSSLLE", X
API Multiplexer EZAPHASE="BSTTIPS1" ,EZASSL=" 1JBEZAOS”
« Additional parameters now allow to EDCTCPME SYSID="03",PHASE="VENDTCPI " ,SSLPHASE="1JBSSLLE", X
: ) EZAPHASE="VENDEZAI " ,EZASSL=" 1JBEZAOS"
specify EZA interfaces *

END
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z/I\VVSE 6.2:

= Besides the EZA socket interface routine,

the EZA Multiplexer also allows you to specify
an alternative EZA SSL interface routine

— Default: The same as the EZA socket interface
routine

= The new EZA SSL interface routine IJBEZAQOS

provides an interface to z/VSE’'s OpenSSL
implementation

» The use of an alternative EZA SSL interface
routine is transparent for your application

— OpenSSL uses different key and certificate

formats (e.g .PEM instead of .PRVK, .ROOT,
.CERT)

- This makes z/VSE's OpenSSL support available for
non-LE/C applications (i.e. COBOL, PL/1, HLASM)

COBOL, PL/1
Application

Assembler
Application

—

EZA Socket Interface
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EZA Multiplexer
(IJBEZAMX)
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Interface Phase
for OpenSSL
(IJBEZAOS)

Interface Phase | |Interface Phase | [Interface Phase
for CSI for BSI for LFP
(EZASOH99) (BSTTIPS1) (IJBLFPEZ)
v v v
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