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> Introduction to recommended practices and examples
» Qverview of product being used
- IBM Operations Manager for z/VM
> Considerations for z/VM Single System Image
» Recommended practices in detall
- Live demonstrations
> Summary

- Reference information

 Additional demos
- Configuration options and sample code for all demos
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Three Dimensions of Systems Management
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Managing z/VM, z/VSE, and Linux on z Systems

> Security
- RACF and zSecure Manager for z/VM
> Performance monitoring
- Performance Toolkit and OMEGAMON XE on z/VM and Linux
» QOperational monitoring and automation
- Operations Manager for z/VM
- Including integration with existing monitoring and alert systems
> Backup and recovery
- Backup and Restore Manager for z/VM
- Tape Manager for z/VM
« Spectrum Protect (aka Tivoli Storage Manager)
> Interactive provisioning and system resource management
- IBM Wave for z/VM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM Wave for z/VM and Operations Manager for z/VM

» IBM Wave for z/VM provides an interactive GUI interface for:
Provisioning of Linux guests
Basic performance information
Monitoring of virtual server resources
z/VM and Linux administrator tasks
» Operations Manager for z/\VM provides operational monitoring & automation
« Inthe background
< Monitoring of console messages for z/VM service machines and Linux guests
- Monitoring “state” information for z/\VM service machines and Linux guests
«  Monitoring spool and page space on the z/VM system
- Automated responses to these monitors when they are triggered

Email
SNMP alerts
Integration with IBM Tivoli Netcool/OMNIbus enterprise alert system

_ Actions that address the problem immediately in addition to or instead of alert notification
« Interactive when needed

- View and interact with live service machine and Linux guest consoles
- View and manage spool files
» Complementary solutions
- Use Operations Manager to monitor Wave service machines
- Use Operations Manager to automatically initiate tasks in Wave via the Wave CLI

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM Wave for z/VM and OMEGAMON XE on z/VM and Linux

» IBM Wave for z/VM provides point in time monitoring of virtual server resources
from a single graphical interface

z/VM CPU Utilization | Virtual to Real Ratio zA/M Page Space Utilization zA'M Spool Space Utilization

zA/M Page Space Utilization

CSLSSI2

» OMEGAMON XE on z/VM and Linux provides
- Deeper level monitoring of z/VM
- Deeper level monitoring of individual Linux guest environments
- Ability to set service level thresholds and generate events when exceeded
- Historical view of monitoring data

» Both OMEGAMON XE on z/VM and Linux and IBM Wave can coexist in customer
environments
> Both gather the data from the Performance Toolkit for z/VM

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Operational Monitoring and Automation

\ Reactive \ Proactive B\ Predictive
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Recommended Practices — Operational Monitoring and A utomation

Monitor on consoles of Linux guests and CMS service machines
» Operations staff monitoring multiple consoles or a central console of alerts

» System programmers debugging a problem on a guest or service machine — view and
Issue commands on the console

Generate alerts and/or automatically recover from

» Abend, termination, or error messages

» Service machine disks approaching full

> Critical user IDs or guests being logged off or entering error state
» Spool and/or page space approaching full

Schedule automated system maintenance procedures
» Spool cleanup based on policies
> Minidisk cleanup (from logs), including archiving Keep monitoring
close to the
» Orderly startup and shutdown operating system
» Relocation of critical guests to another SSI member
» Backups of z/VM system and or Linux guests

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Operational Monitoring and Automation Demos

1.

View consoles of Linux guests, Linux syslog data, and CMS user IDs or service machines
Send an e-mail based on a console message
Send an alert to Netcool/lOMNIbus based on a console message, hold and unhold messages
a. Using POSTZMSG interface to Netcool/OMNIbus
b. Using SNMP interface to Netcool/OMNIbus
Send a message or email if spool approaches full
a. Send a message if spool usage is too high on any member of an SSI Cluster
b. Send an email if spool usage is too high on a single system
View and clean up spool files
Automated spool cleanup
Archiving DIRMAINT's log files when disk gets full
Process a file of test messages as a console
Process Linux syslog data as a console
10. Create a central operations console on one z/VM system
11. Create a central operations console across multiple z/VM systems
a.  When the systems are in an SSI cluster
b.  When the systems are not in an SSI cluster
12. Integration with OMEGAMON XE on z/VM and Linux - take action based on CPU usage of Linux guest
13.  Monitor service machines for logoff — and autolog them
14.  Send an email if page space approaches full
15.  Monitor SSI connectivity between 2 cluster members
16. Suppress passwords on Linux consoles
17.  Autolog a Linux Guest and Send Message if Doesn’t Start Successfully

w N

s
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Product Overview
IBM Operations Manager for z/VM
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Operations Manager for z/VM

Increase productivity Improve system availability

» Authorized users to view and interact with monitored » Monitor virtual machines and processes
virtual machines without logging onto them

» Multiple users view/interact with a virtual machine
simultaneously

\
\
T

Schedule tasks
P

» Take automated actions based on console messages
» Reduce problems due to operator error

Monitor
page and
spool usage

Respond to system events
(user state changes)

Console monitoring

Guest or service
machine being
monitored

Operations Manager Take action

for z/VM Guest or service

i machine being
. | monitored
. * View & interact Console monitorin
== ™ with consoles :

. * View spool files .
Automation I>nt|:et?h‘rifllga?kr(]a action requests from performance monitoring
> rFTi]ci)rl]Jim\ael ggg\:glfosng%?gﬁmme effectively with products (e.g. OMEGAMON XE on z/VM and Linux)
> Sl el e s @ (6 el e 6 [l Er ke » Send alerts to email, central event management systems

(e.g. Netcool/lOMNIbus), etc.
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Features and Functions

Monitor service machine consoles

Monitor page space and spool usage

Monitor system events

Schedule events/actions

Take actions automatically based on monitoring results

View and interact with monitored consoles from authorized user IDs
Find and view spool files

Dynamic configuration

Separation of access control

vV V.V VYV V V V VY VY
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Dynamic Configuration

» Initial configuration file loaded at startup
- May imbed other configuration files
- Filename can be a substitution variable for the system name
» Most configuration options  can be updated while Operations Manager is running

- Add, delete, or change:
Rules, actions, monitors, schedules, holidays, groups, user authorization

- Suspend or resume rules, monitors, schedules
> Multiple methods
- CMS command interface
- (Re)load a new or updated configuration file
- Commands in action routines
> Sample configuration files provided
- Includes some of the demos in this presentation
- Operations Manager configuration statements
- Sample REXX code

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




View and Issue Commands on Consoles
Linux Guests and CMS Service Machines

Generate Alerts and/or Automatically Recover From

Abend Messages
Termination Messages
Error Messages
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slog Message 1
slog Message 2
slog Message 3

OPER Message 1
OPER Message 2
OPER Message 3

Operations .
Manager - e

[ y ¢ < \

ZVSE Message 1
ZVSE Message 2 TCP Message 1
TCP Message 2
\ slog Message 1 LNX Message 2

slog Message 2 TCP Message 1

LNX Message 1 OPER Message 1 slog Message 3 slog Message 1
OPER Message 2 OPM Message 1
TEST Message 1

Filtered

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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OPER Message 1
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View and Interact with Consoles

» Authorized users can view live consoles of monitored service machines & guests
«  Multiple users can view the same console simultaneously
- No need to logon to the user ID to see its console
- No interruption of the user ID
- No need to create and close console files of disjointed data
- Test data and Linux syslog data treated as a “console”
- Views can be defined to look at a group of consoles in one view
- Can specify a date and time range for your view within currently available data
- Can request a copy of the current console data for a user or set of users
- Format of date in the view is based on requestor's CP DATEFORMAT setting
»  Full screen mode
- Scroll up and down to view and search historical data
- Auto scroll (on or off) as new output is displayed on the console
«  From command line, issue commands back to the monitored console
»  Amount of data that is visible depends on specified or default data space size
- Or date/time range specified
» Rules/actions may modify the view
- Suppress messages from the console
- Hold or highlight messages with color, blinking, etc.
> Authorized users can view the log file
- Can also request a copy of the log file from today or a previous day

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Monitor Service Machines

» Define rules to

- Scan console messages for text matching
- Includes column, wildcard, and exclusion support
- Optionally restrict to specific user ID(s)

- Take actions based on matches
> Multiple rules can apply to one message
- Rules processed in order of definition in the configuration file

- FINAL option available to indicate no additional rules should be
evaluated

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Executing Actions

» Define action(s) to be triggered
- Specify action to take as part of the console rule definition
- Action is taken when match is found

- Types of actions
- Change color, highlight, hold, or suppress a console message
- CP or CMS commands
- REXX EXECs
- Write data out on a TCP/IP port

E.g. send data to a syslog daemon/server
» Dynamically include data about the triggering event in the action

- Avalilable to the action via substitution variables
» Take multiple actions based on one message

- Chain actions together
- Limit the number of times an action is taken in a specified period of time

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Generate Alerts and/or Automatically Recover From
Critical User IDs or Guests Logging Off
Critical User IDs or Guests Enter Error State




Respond to System Events (Guest State Changes)

» Create monitors for z/VM system events (*VYMEVENT) related to user IDs

« Class 0
- 0-Logon
- 1- Logoff

- 2 - Failure condition (including CP READ and Disabled Wait)
- 3 - Logoff timeout started

- 4 - Forced sleep started

+ 5 - Runnable state entered (VM READ)
- 6 - Free storage limit exceeded

« 9 - Outbound relocation started

« 10 - Inbound relocation started

« 11 - Outbound relocation complete

« 12 - Inbound relocation complete

« 13 - Outbound relocation terminated

« 14 - Inbound relocation terminated

- 15— Timebomb exploded

» Additional classes also supported
» Optionally restrict to specific user ID(s)
» Specify the action associated with the event
- Actions specified are the same as those for schedules, console rules, and other monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Generate Alerts and/or Automatically Recover From
Spool Space Approaching Full
Page Space Approaching Full

.




Monitor Page and Spool Usage, View Spool Files

» Create page and spool space monitors to trigger actions when

- Percent of spool usage falls within a specified range

- Percent of spool usage increases at a specified rate

- Percent of page space usage falls within a specified range

- Percent of page space usage increases at a specified rate
> Actions triggered can be the same actions used by console monitoring
> For spool files, authorized users can

- Full screen interface to list of spool files based on one or more
attributes
- Owner
- Size
- Date created
- From the list, the user can
- Sort the list on any of the available columns
- View the contents of an individual spool file
- Purge, transfer, or change a spool file

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Schedule Automated System Maintenance Procedures

Monitor for Rules, Monitors and Schedules Not Triggered

Spool Cleanup Based on Policies
Backups

Disk Cleanup

Orderly Startup and Shutdown




Schedule Events and Actions

» Define schedules
- Hourly, daily, weekly, monthly, or yearly, nth weekday of the month
- Once on specified month, day, year, and time
- Based on ISO week definitions (week number; even, odd, first, last week)
- Atregular intervals
- Every x hours and y minutes
- Within a specified window of time
- Specify start time
- Specify conflicting schedules
- Specify maximum time to defer this schedule
« Within limits
- Restrict to specific days of the week: Monday through Sunday plus holidays
- Restrict to certain hours of the day
» Specify the action associated with the schedule
- Actions specified are the same as those for console rules and all other monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




|dle Monitors

» Define idle monitors

- Watch for idle rules, schedules, and monitors

- Rule, schedule, or monitor not triggered n number of times within
specified period of time

» Specify the action associated with the idle monitor

- Actions specified are the same as those for schedules, console
rules, other monitors

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Operations Manager - non-SSI Environment

Remote system
(z/VM, email,
NetcooNOMNIbus, etc.)

Existing Linux
Guest

\

Main Server Action Processing
(OPMGRM1) Server (OPMGRSN)

v View and interact with
monitored consoles v’ Captures consoles v 0 to n server instances

v’ Find and view spool files v’ Evaluates rules v’ Processes actions as a result of:

: . v Triggers schedules » Console rule matchin
v Update configuration 99 g

information v Monitors events, page space, > Spool monitors
and spool usage » Event monitors

v' Executes actions or sends > Schedules
them to action processing
servers
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SSI Considerations
Console Monitoring
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Single Config User

SSI Considerations for Console Monitoring

Multiconfig User

OPERATOR LINUX1 OPERATOR LINUX3 .
Option 1
TCPIP LINUX2 TCPIP LINUX4

ADMIN1

OPERATOR LINUX1 OPERATOR LINUXS
TCPIP LINUX2 TCPIP LINUX4

Main Server Main Server
(OPMGRML1) (OPMGRML1)
C T3

ADMIN1

Option 2

Recommended
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Operations Manager in SSI Cluster - Example Remoite s e
(z/VM, email,
NetcooNOMNIbus, etc.)
Multiconfiguration users: OPMGRM1, OPMGRSn, OPERATOR, MAINT

Single configuration users: RHEL5G, SLES11C, OPERSSI, DEMOADMN

May relocate OPERSSI and DEMOADMN manually (supported) or via VMRELOCATE
(unsupported, but you can make it work)

RHELSG
RHELSG SLES11C

OPERATOR OPERATOR
OPMGRSN OPMGRSnN

Main Server Main Server

(OPMGRML1) ﬂ (OPMGRML1)
OPERSSI
(central console)
DEMOADMN DEMOADMN

OPERSSI
(central console)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Relocating OPERSSI and DEMOADMN (CMS Users) ...

» VMRELOCATE for CMS user IDs not officially supported
» Can be done for some CMS users

- Create single configuration user ID for z/VM system disks
«  Copy MAINT 190, 19D, 19E to minidisks owned by this new user ID
Use DDR for 190 since it needs to be IPLable
- Relocateable CMS user must IPL from identical NSS (CMS) or minidisk (190)
- Use SPXTAPE to copy CMS NSS

VMRELOCATE uses checksum of NSS to determine if identical

= CMS NSS includes date/time it was loaded
«  Or, have relocateable CMS users IPL 190 instead of IPL CMS

OPERSSI DIRECT
USER OPERSSI ... PROFILE EXEC

I* PROFILE EXEC for OPERSSI */
OPTION CHPIDVIRTUALIZATION ONE

‘SET RELPAGE OFF’
IPL 190

LINK CMAINT 0190 0190 RR
LINK CMAINT 019D 019D RR
LINK CMAINT 019E 019E RR

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




... Relocating OPERSSI and DEMOADMN (CMS Users)

> Beware

It's worth repeating ... VMRELOCATE for CMS user IDs not
officially supported

All members of the cluster must be kept at same z/VM (or at least
CMS) code level

If IPL 190, will use more memory as each user ID will have private
copy of CMS

SET RELPAGE OFF may have a negative impact on overall
system performance

Only works for “basic” CMS users
All relocation rules still apply
E.g. user IDs connecting to VMCEF or IUCV can't relocate

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Monitor Service Machines - Considerations

» Consoles received by Operations Manager via SECUSER or OBSERVER
«  Prefer SECUSER
- OBSERVER won’t detect CP and VM READ messages
«  Output of actions on OBSERVEd console may not be viewable in console

- OBSERVER allows Operations Manager to receive console output even if user is logged
on

» SSl allows SECUSER and OBSERVER across members of cluster in some situations
« Content does not contain member name information

- Rules, actions, and users wouldn’t be able to distinguish between IDENTITY users on
multiple members

- Creates single point of failure on one member
» Recommendation for z/VM V6.2 or V6.3 Single System Image environments

- Have all consoles monitored by an Operations Manager server on the same member as
the monitored guest (i.e. all Operations Manager servers are IDENTITY users)

« Requires action processing servers (OPMGRSnN) to be on same member as main server
- Share configuration data on minidisk owned by single configuration user

- For example: VMTOOLS 198

- Master configuration file unique to each member

« Imbed common file(s) used by all members
- Request a copy of the current console of a remote user

- SMSG OPMGRM1 at membername VIEWCON USER(userid), MODE (RDR)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




SSI Considerations

Page Space Monitoring
Spool Space Monitoring
Viewing and Managing Spool Files

.




SSI Considerations for Spool and Page Space Monitor  ing

ADMIN1

Main Server
(OPMGRM1)

OPERATOR LINUX1
TCPIP LINUX2
S

Spool Volume
ZVMA
OPERATORA
TCPIPA

ADMIN1A

Page Space

Page Space
ZVMA

. ZNVMB
Main Server

(OPMGRM1)

LINUX3 OPERATOR
' LINUX4 TCPIP

Percent
full

Spool Volume

Z\MB

OPERATORB

TCPIPB

{ piEEEEEEEEEY
*s u ADMIN1B [
‘| gEEEEEEEEEE]

LINUX1A

1= LINUX1B "
LINUX2A e e e ey
] H™ LINUX2B n
u LINUX3A u " esssssmnnman] . )
[ IR ——— LINUX3B Single Config User

‘ ™ LINUX4A [ ]

U ERESSEER R & LIMIUbE 12 Multiconfig User
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Spool and Page Space Monitoring - Considerations

» Page space is local

- Separate space for each member and only visible to the local
member

- No impact from SSI
» Spool data

- Spool files are placed on spool volumes owned by the member
where the spool file was created

- Users see their own spool data no matter where they are logged
on and where the data was created

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Spool and Page Space Monitoring - Considerations

Users and applications (like Operations Manager) who can see all spool files need to be

aware:

* Spool data for multiconfiguration users
e Only spool files owned by the local instance of that user are visible on the

local member

. No visibility to spool files owned by other instances of that user on other

members

* Spool data for single configuration users:

Single configuration
user Status

Spool files created on
this member

Spool files created on
other members

another member

User logged off Visible Not visible

User logged onto this | Visible Visible (but not on
member local spool volumes)
User logged onto Visible Not visible

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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Spool and Page Space Monitoring - Considerations

» Recommendation
- Have an Operations Manager server on each member to monitor
spool and page space
- Be aware of spool files visible in Operations Manager but not
resident on this member’s spool volumes
- Indicated with "+” in VIEWSPL

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




SSI Considerations
Managing Configuration Files

.




Managing Configuration Files

»  Put all configuration files on a shared disk
Minidisk owned by a single configuration user (not an Operations Manager service machine)
SFS
» Create a common configuration file used by all members
All Operations Manager servers on all members load this file
> Imbed a unique configuration file based on the system name of this member
» Request configuration file reload from user IDs on other members of a cluster
Use SMSG OPMGR1 at <member> CONFIG ...

OPMGRM1 CONFIG E

* Common configuration for all member of the cluste r

CONFIG FN( ),FT(CONFIG),FM(E)
MEMBERA CONFIG E MEMBERB CONFIG E
* Configuration specific to MEMBERA system * Configuration specific to MEMBERB system

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Recommended Practices — Operational Management

View and issue commands on consoles of Linux guests and CMS service machines

» Operations staff monitoring multiple consoles or a central console of alerts
» System programmers debugging a problem on a guest or service machine

Generate alerts and/or automatically recover from

» Abend, termination, or error messages

| ine di - Rul
> Service machine disks approaching full HIES

» Critical user IDs or guests being logged off or entering error state

» Spool and/or page space approaching full Spool/Page monitors
4

Schedule automated system maintenance procedures
» Spool cleanup based on policies SFPURGER
Rules, Archive Mgr » Minidisk cleanup (from logs), including archiving

» Orderly startup and shutdown Rules, monitors
> Relocation of critical guests to another SSI member
» Backups of z/VM system Backup Manager

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation



Summary

» Use Operations Manager to
- Automate daily operations

- Integrate your z/VM and Linux on z Systems environment with existing enterprise
monitoring and alerting

- Prevent problems rather than react to them

- Automate reactions to problems when they can’t be prevented

- Improve problem determination  procedures

- Increase programmer and operator productivity

- Continue to monitor locally with improved management of clusters
» Sometimes several alternatives for monitoring for the same event

- Console message (rules)

- Scheduled healthchecks (schedules)

- User ID status changes (event monitor)
» Actions allow integration with other platforms and products

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM Infrastructure Suite for z/\VM and Linux

» New IBM bundle/suite
> Announced and available September 2014

» Tools needed to manage the z/VM and Linux on z Systems
Infrastructure
Wave for z/VM
OMEGAMON XE on z/VM and Linux
Operations Manager for z/VM
Backup and Restore Manager for z/VM
Order Tape Manager for z/VM separately if plan to back up to tape
- Tivoli Storage Manager Extended Edition
» Discounted price as a bundle
> Website:

- http://www.ibm.com/software/products/en/iom-infrastructure-suite-for-zvm-and-
linux

» DeveloperWorks Wiki

https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/
W9b511b099ded_4e32 abfb ed8ce4dabbl7

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Reference Information

» Web sites
- Product page: http://www.ibm.com/software/products/en/operations-manager-for-zvm
Publications, presentation, white papers
Pre-requisites
Support

- Infrastructure Suite wiki :
https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/W9b511b099ded _
4e32_abfb_ed8ce4da5bl7

Videos
One page flyer
Product information
> e-malil
- Tracy Dean, tld1l@us.ibm.com, Product Manager
» White papers on Operations Manager website (Resources tab)
- Routing Linux syslog data
- Sending alerts from Operations Manager to Netcool/OMNIbus

- Using Shared File System to store Operations Manager configuration files and automation
EXECs

- Automatically logging on a user at Linux system boot time for easier console management and
action execution

- Enabling the FACILITY Class for Use by RACF for z/VM
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Automation Demos Available

1.

View consoles of Linux guests, Linux syslog data, and CMS user IDs or service machines

Send an e-mail based on a console message

Send an alert to Netcool/OMNIbus based on a console  message, hold and unhold messages
a. Using POSTZMSG interface to Netcool/OMNIbus
b. Using SNMP interface to Netcool/OMNIbus

Send a message or email if spool approaches full
a. Send a message if spool usage is too high on any member of an SSI Cluster — see how spool files appear in SSI
b. Send an email if spool usage is too high on a singl e system

View and clean up spool files

Automated spool cleanup

Archiving DIRMAINT's log files when disk gets full

Process a file of test messages as a console

Process Linux syslog data as a console
10. Create a central operations console on one z/VM system
11. Create a central operations console across multiple z/VM systems

a.  When the systems are in an SSI cluster
b.  When the systems are not in an SSI cluster

12. Integration with OMEGAMON XE on z/VM and Linux - take action based on CPU usage of Linux guest
13.  Monitor service machines for logoff — and autolog them
14.  Send an email if page space approaches full
15.  Monitor SSI connectivity between 2 cluster members
16. Suppress passwords on Linux consoles
17.  Autolog a Linux Guest and Send Message if Doesn’t Start Successfully

w N

s

© © N o U
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Scenario 1: View Live Consoles of Linux Guests, Lin ux
Syslog Data, CMS Service Machines

» Configure user IDs / guests to be monitored by Operations Manager
> Route syslog data from a Linux guest to Operations Manager
» From authorized user, view the live console data of
- OPERATOR
- Issue VM commands
- A Linux guest
- Issue Linux commands
- Linux syslog data
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Scenario 1: Detailed Steps

» From an authorized VM user ID, verify OPERATOR and Linux guest
are being monitored by Operations Manager

g secuser operator
g observer slesllc

> View the console of OPERATOR

gomcmd opmgrm1 viewcon user(operator)

» Issue VM commands allowed by OPERATOR
id

cp send bkrbkup cms listfile

> View the console of the backup server

gomcmd opmgrm1 viewcon user(bkrbkup)

> View the console of a Linux guest and issue Linux commands

gomcmd opmgrm1 viewcon user(slesllc)
echo hello world

> View the syslog data from a Linux guest

gomcmd opmgrm1 viewcon user(Ixsyslog)
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Z{] A - DEMOADMN 5517 - [32 x 80]

File Edit View Communication Actions Window Help

ol 2 @ = %% & &
Host [os0ze 71 paie [23 LU Name:

q secuser operator

Secondary
Userid Userid Status
OPERATOR OPMGRM1 disconnected
Ready; T=0.01/0.01 02:41:39
q observer slesllic

Observer
Userid Userid Status
SLES11C OPMGRM1 disconnected
Ready; T=0.01/0.01 02:41:46

Running TESTrSSI

N A 317001
Connected to remote server/host 9.60.86.71 using port 23 A
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=] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help
o 2| @E @ vl 22 & ¢

Host: [2.6086.71 Port: [ 22 LU Name;

Ready; T=0.01/0.01 08:26: 36

GOMCHMD OPMGRM1 VWIEWCOMN USER{operator)

Running TESTTVSSI

|Connected to remote server/host 9.60.86.71 using port 23
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Edit View Communication Actions Window Help

B SR BE =@ % 2 ¢

Host: [9.6086.71 Port: [ 23 LU Name:

:01:04 DVHDLY38821 Daily processing started.
:01:04 DVHDLY3885I Daily processing completed.
:101:23 ¥ MSG FROM PERFSVM : FCXPMN444E IUCV reply failed with reason code 9
:01:23 ®¥ —— Operations Manager Action EXEC scheduled for execution —— X
:02:01 DVHBCK38711I Disk backup processing started.
:02: 01 DVHBCK3872I Disk backup part 1 completed.
:02: 01 DVHBCK3872I Disk backup part 2 started.
:02:01 DVHBCK3873I Disk backup processing completed.
:15: 00 HCPCRCBOB41 Recording data retrieval has been started; recording ¥ACCO
20:03 AUTO LOGON XXX RACFSMF USERS = 39 BY OPMGRS3
120:03 % MSG FROM RACFSMF : SMF Switch has been attempted for RACFVHM
120:03 % MSG FROM RACFSMF : SMF DATA F for RACFVM copied to RACFSMF SMF13161
20:03 % MSG FROM RACFSMF . RACFSMF SMF DATA F Moved to RACFSMF SMF DATA A
:20:03 USER DSC LOGOFF AS RACFSMF USERS = 38
125: 03 OPMGRS3: DMSCYS24521 SFPURGER starting at 00:25:03 on 10 Jun 2013.
125:03 OPMGRS3: DMSCYS524531 Running in RUN mode - RUN13161.
125:03 OPMGRS3: DMSCYS8245EI Erasing old ocutput files till 2013147,
125:03 OPMGRS3: DMSCYS24591 Examining output file
125: 03 OPMGRS3: DMSCYS524621 Spoocl file scanning begins :
:125:03 OPMGRS3: DMSCYS24631 0 of the 120 spoel files HAVE been purged.
125:03 OPMGRS3: DMSCYS52485I 0 of the 120 spool files HAVE been changed.
125:03 OPMGRS3: DMSCYS524861 11 of the 120 spool files HAVE been handled by us
:125:03 OPMGRS33: DMSCYS2466I Run terminating - Return code 0.
:25:03 OPMGRS3: DMSCYS5246%1 SFPURGER RUN13161 has ended.
:12:31 GRAF LOOOS LOGON AS DEMOADMN USERS = 39 FROM 9.65.0.71
122:47 ICH408I USER(MAINT } GROUP({S5¥S1 } NAME (HHHHHHHHHHHHHHHHHHHHE)
2247 LOGON/JOB INITIATION - INVALID PASSWORD ENTERED AT TERMINAL LOGLOOOE
122:49 GRAF LOOOE LOGON AS HMAINT USERS = 40
PFO1= 3CROLL PFO2= PFO3= END PFQ4= PFOS= HOLD PFOE= FORMAT
PFOTY= UP PFO8= DOWN PFO9= PE1O= LEFT BF11=" RIGHT PF12= RECALL

OPERATOR (Scroll)

™" |[Connected to remote server/host 9.60.86.71 using port 23 :
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=] A - DEMOADMN SSI7 - [32 x 80]

File ‘Edit View Communication Actions Window Help
Dl 2% BlE @ %% & e

Host: | 9.60.86.71 Port; | 23 LU Name:

:13:42 SMTFP - DSC , TCFIF DTCV3W2 , DTCVSW1 - DS3C
:13:42 OPERATNS - DSC , ATSSERV VMSERVR . VMSERVU - DSC
:13:42 VMSERVP - DSC , VMSERVS RACFVYM » OPERSYMP - DSC
:13:42 DISKACNT - DSC , EREP OFPERATOR
:13:42 VSM - TCPIP
:13:42 Ready; T=0.01/0.01 10:13:42
:13:48 % —-- Operations Manager VIEWCON session from DEMOADMN entered the foll
:113:48 q disk
:13:48 LABEL VDEV M STAT CYL TYPE BLKSZ FILES BLKS USED-({(%) BLKS LEFT
:13:48 0OPR191 191 A R/UW D 3390 4096 4 11-01 889
:13:48 0P1191 192 D R/O 1 3390 4096 4 11-06 169
:13:48 MNT190 190 S5 RO 207 3390 4096 694 18264-49 18996
:13:48 MNT19E 19E ¥/S5 R/0 LS00 3390 4096 1181 30149-33 59851
:13:48 Ready; T=0.01/0.01 10:13:48
:113:53 ¥ ——- Operations Manager VIEWCON session from DEMOADMN entered the foll
:113:53 listfile % % d
:13:53 PROFILE EXEC D1
113 FPROFILE XEDIT D1
113 8YN SYNONYM D1
113 TEST OF1 D1
13 RBeaduy: T=0 01/0 01 10:13:-53
14 ¥ —— Operations Manager VIEWCON session from DEMOADMMN entered the foll
£ T id
114 OPERATOR AT TEST7S8I VIA RSCS /10713 10:14:03 EDT MONDAY
114 Ready; T=0.01/0.01 10:14:03
14 * —— Operations Manager VIEWCON session from DEMOADMN entered the foll
114 cp send bkrbkup cms listfile
10:14: Ready; T=0.01/0.01 10:14:17
FFO1= {ke o {kee el Gl el e el
PFOT= UP PFO&8= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

| oPErRATOR (Scrotl) |

F H
ﬁ_“'_ |Connected ta remote server/host 9.60.86.71 using port 23
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=] A - DEMOADMN 5517 - [32 x 80]

File ‘Edit View Commumcation Actions Window Help
|| %] || ] (%] |t| @@

Host: [2.6086.71 port [ 23

:10:13 LISTFILE

11013 +++

:10:13 BKRBAKS8515I Queued command H1: "XCONS *MYSELF* LISTFILE"

:10:13 BKRBAKB538E Unrecognized command: LISTFILE received from ¥XCONS XMYSELF
b
114
14
14
s i
114
14
e .
e
14
i B
wildbr
14
114
i B
14
14
114
e B
14
b
114

[

EKRBAKAS10I 06/10/13 10:14:17 WAKEUP exited on a console interrupt.
BKRBAKBS512I The stack contains 0 entries. There are 1 lines on the con
BKREAKB8%141 Console stack entry dump:
+++
CMS LISTFILE
+++
BEKRBAKB8515I Queued command H1: "®XCONS *MYSELF% CMS LISTFILE"
BEKRBAKB523I Processing CMS command LISTFILE from *CONS *MYSELF#*.
CMS: #$BKR$ CFGFILES A1l
CMS: $BKR$ SVYMFILES A1l
CMS: $RESTORE SERIAL Al
CMS: CURRENT BEKRDAY Al
CM5: DEMIDENT SERIAL Al
CM5: DEMOUSER SERIAL Al
CMS: IDSSITFL SERIAL Al
CMS: IDSSITIN SERIAL Al
CM5: INCRUSER SERIAL Al
CM53: LASTING GLOBALY Al
CMS: PROFILE EXEC AZ
CMS3: TESTOPM SERIAL Al
CM3: USERFULL SERIAL Al
14 CMS: USERINCR SERIAL Al
10:14: Return code: 0
FPFO1= = - iy e b - e s
PFO7= UP PFO8= DOWN PFO9= PFIER= LEET PF11= RIGHT PF12= RECALL

e o T T o e T T e R e S S e e e e N e

BKREKUP (Scroll)
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=] A - DEMOADMMN SSI7 - [32 x 80]

File: Edit Communication  Actions  Window

|| (| (| | e[|

View

Help

2| & ¢

Host: | 9408671

Port: | 23

LU MName; I Disconnect

11
11
11

40
40
40

131 0.0.1e00:
131 with link
:31 Jun 10 11:

Device is a Guest LAN QDIO card (level:
type GuestLAN QDIO (portname:
40:31 sleslilc kernel:

vB22)
X)
0.0.1e00:

qeth.3acf0c:

The geth dewvice

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

40
140
40
140
40
40
40
40
40

031 Jun 10 11:40:31 slesllc kernel:
131 Jun 10 11:40:31 sleslilc kernel:
131 qeth.47953b:. 0.0.1e00:

00 c2 40 17 1d 41
01 02 00 00 00 00
|
|

qeth: irb 00000000:
qeth: irb 00000010:
Hardware IP fragmentation not supported on ethoO
131 Jun 10 11:40:31 slesllc kernel: qeth: 0z 00 00 0O
131 0.0.1e00: Inbound source MAC-address not supported on eth0
31 Jun 10 11:40:31 slesllc kernel: qeth:!: sense data 00000010:
31 Jun 10 11:40:31 slesllc kernel: qgeth.3acflc:
131 Jun 10 11:40:31 slesllc kernel: gqeth: irb 00000000:
:31 qeth.difdb4: 0.0.1e00: VLAN enabled
:40:31 Jun 10 11:40:31 sleslilc kernel: qeth:
140:31 Jun 10 11:40:31 slesllc kernel: geth: irb 00000020:
140:31 Jun 10 11:40:31 sleslic kernel: gqeth: irb 00000030:
140:31 qeth.e90c78: 0.0.1e00: Multicast enabled
$40:31 Jun 10 11:40:321 slesllc kernel: qeth. fdObfdc:
:40:31 geth.5a9d02; .1e00: IPVE enabled

:40:31 qgeth.184d8a: .1e00: Broadcast enabled
:40:31 qeth.dacZaa: .1e00: Using SW checksumming on ethO.
:40:31 geth.9c4c89: -1e00: Outbound T30 not supported on eth0
:40:31 qeth.bad88b: .1e00: Dewvice successfully recovered!
140: o i) e SR
41 Operations Manager VIEWCON session from DEMOADMN entered the foll
141 echo hello world
41 eche hello world
11:41: hello world
11:41: sleslic:™ H
PFEE= -
BEFAT= PFO8=

sense data 00000000:

00 00 00 00
The qeth
c?2 40 17

device
1d 41

0.0.1e00:
(010
irb 00000010: 0z 00 00
00 00 00
00 00 Q0

00 00
0O 00
00 00

01
0z
olo)

0.0.1e00: A recovery proc

[ S i R T = e e M = B LB B B L A= R gy =y | VT OTTOnT

*

e
PFOO=

== ——a— =S e e S
BFELa=s LEFT RECALL

up DOWN PF11= RIGHT PF12=

SLES11C

(Scroll)
31!001‘
|

:Connected to remote server/host 9.60.86.71 using port 23 [ %
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File Edit View Communication Actions Window Help
Bn] 2% Bl w b 2 el

Host: | 9.60.86.71 Port; | 23 LU Mame:

37126 {462Jun 10 04:37:.26 sleslld MARK ——.
157126 <462>Jun 10 04:57:26 sleslild MARK ——.
17:26 <4632 Jun 10 0%:17:26 sleslld —- MARK -—-—.
117:26 <46>Jun 10 05:17:26 sleslld syslog-nhg¥53012": statistics; dropped=
:37:26 <46>Jun 10 05:37:26 slesllid —- MARK —-.
5726 €4632Jun 10 0%:57:26 sleslld —— MARK —-.
117:26 <46>Jun 10 06:17:26 sleslid —- MARK ——.
17:26 €46>Jun 10 06:17:26 slesiild sgslog—ng?53012": statistics; dropped=
37:26 {462Jun 10 08:37:26 sleslld —— MARK —-.
57126 <462>Jun 10 0B:57:26 sleslld —- MARK —-.
17:26 {4652 Jun 10 07:17:26 sleslld —- MARK -—-—.
$17:26 <46>Jun 10 07:17:26 sleslld syslog-ng¥53012": statistics; dropped=
37126 {4632 Jun 10 O07:37:26 sleslld ——- MARK -—-.
9727 £462Jun 10 075727 sleslld —— MARK ——.
117:26 <46>Jun 10 08:17:26 sleslld syslog-—ng¥53012": statistics; dropped=
13727 465 Jun 10 08:37:27 sleslld ——- MARK —-.
9727 {462Jun 10 08:57:27 sleslld —— MARK —-.
1727 <46>2Jun 10 09:17:27 sleslild ——- MARK ——.
17:27 <46>Jun 10 09:17:27 sleslld syslog-—nhg¥53012": statistics; dropped=
137127 <46>Jun 10 09:37:27 sleslld —- MARK ——.
9727 465 Jun 10 09:57:27 sleslld ——- MARK -—-.
17:27 €462Jun 10 10:17:27 sleslld —— MARK ——.
117:27 <46>Jun 10 10:17:27 sleslld syslog-ng¥53012": statistics; dropped=
37127 {465 Jun 10 10:37:27 sleslld ——- MARK —-.
97127 <46>Jun 10 10:57:27 sleslld —- MARK ——.
1727 €465 Jun 10 11:17:27 sleslld —— MARK —-—.
$17:27 <€46>Jun 10 11:17:27 slesllid syslog-—ng¥53012": Log statistics; dropped=
37127 <46>Jun 10 11:37:27 sleslld —- MARK —-.
PFO1= SCROLL PFO2= PFO3= END PFO4= PFO%S= HOLD PFOE= FORMAT
PFOY= UP PFO8= DOWN PFO9= PF1@= EBEFT PF11= RIGHT PF12= RECALL

LXSYSLOG (Scroll)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 1: How Do You Do That?

» For console data

- Make OPMGRML1 the secondary user of OPERATOR and SLES11D
- Via CONSOLE statement in CP directory entry (recommended)
- Via SET SECUSER command
> For Linux syslog data
Set up TCP/IP listener for syslog data

*

DEFTCPA NAME(LNXSYSLG),+
TCPUSER(TCPIP),+
TCPAPPL(GOMRSYL),+
TCPADDR(000.000.000.000),+
TCPPORT(00514),+
PARM(LXSYSLOG03330417UTF8)
- Update TCP/IP configuration to allow Operations Manager to listen for UDP

traffic on the specified port(s)
- Port 514 used here

- Update the Linux guest to send its syslog data to the IP address and port of
your z/VM system

- Refer to white paper on Operations Manager web site for details
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Scenario 2:
Send an Emall if Abend or Fatal Message Occurs

» Watch all monitored consoles for an error message that
Includes the word “fatal” or “abend”

- Message must also contain the word “mail” (for demo purposes
only)
» Send an emaill if one of the words appears on a console
» Dynamically include in the email
- Host name of z/VM system where the error occurred
- User ID that received the error message
- Indicator of whether the word was fatal or abend
- Full text of the error message
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Scenario 2: Detailed Steps

» From any VM user ID:

tell opmgrcl this is an abend message from SHARE. S end an e-mail, please.
» From an authorized VM user ID, view the console of
OPMGRCI1:

gomcmd opmgrm1 viewcon user(opmgrcl)

» Check the inbox of the appropriate person to see the e-mail
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=i A - ATS Demo
Window Help

File Edit ¥iew Communication Actions
E ~
[T = AE
Send an e-mail, please.

— =
20 B ]

i By T S
iz an abend message from SHARE.

tell opmgrcl this
Ready; T=0.01/0.01 19:36:19

ZVHMVYER20

RUNNI NG
42/001

MA a
Hﬁ [Connected to remote server/host 9.82.24,129 using part 23

© 2013, 2015 IBM Corporation
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=i A - ATS Demo

File Edit Wiew Communication Actions  Window  Help
B | E(® | et &V 8 @l
23:59:59

00 HCPMIDG6OOG1I TIME IS5 0©00:00:00 EST SUNDAY 02/22/09

100

63 HCPMIDG6OOG1I TIME IS5 ©00:00:00 EST MONDAY 02/23/09

103

117 ¥ MEG FROM SINE : thi=s i= a fatal message

27 ¥ MEG FROM SINE : this is a fatal message please send an e-mail
127 ¥ -- Operations Manager Action EMAIL scheduled for execution --
129 ¥ MEG FROM SINE : this is a fatal message please tell omnhibus
129 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution --
50 RDR FILE 0007 SENT FROM SINE PUN WAS 0254 RECS 169K CPY 061 A
07 RDR FILE 0008 SENT FROM SINE PUNMN WAS 0256 RECS 169K CPY 061 A
120 RDR FILE 006069 SENT FROM SINE PUNMN WAS 0258 RECS 169K CPY 061 A
1 HCPMIDG6OOG1I TIME IS5 0©00:00:00 EST TUESDAY 02/24/09

101

: 58 ¥ MEG FROM SINE : test abend message for omnibus

:58 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
115 ¥ MEG FROM SINE : test abend message for omnibus

1% ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
41 ¥ MEG FROM SINE : test abend message for omnibus

41 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
125 ¥ MEG FROM SINE : test fatal message for omnibus

2% ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
105 ¥ MEG FROM SINE : test fatal message for omnibus

0% X -- Operations Manager Action ALRTOMNI scheduled for execution
147 ¥ MEG FROM SINE : test fatal message for omnibus

47 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
136 ¥ MEG FROM SINE : test fatal message for omnibus

36 X -- Operations Manager Action ALRTOMNI scheduled for execution
31 ¥ MEG FROM SINE : test fatal message for omnibus

:31 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
00 ¥ M5EG FROM SIMWE : test abend error for omnibus

00 X -- Operations Manager Action ALRTOMNI scheduled for execution
16 ¥ M5EG FROM SIMWE : test fatal error for omnibus

16 ¥ -- Operations Manager Action ALRTOMNI scheduled for execution
133 ¥ M5EG FROM SIMWE : test abend error for omnibus

:33 X -- Operations Manager Action ALRTOMNI scheduled for execution
143 ¥ M5EG FROM SIMWE : test fatal error for omnibus

0 0 L g e e ) B B o e e v o v h L e e g ) Am e fm v R m i m ey
19:36:18 ¥ MEG FROM SINE : this is an abend message from SHARE. Send
19:36:18 ¥ -- Operations Manager Action EMAIL scheduled for execution

— -
OPHMGRC1 {Scroll)
MA a 4L/7001

=3 [Connected to remate serverfhost 9.82.24,129 using port 23 | 4
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| @ Tracy Dean - Inbox - IBM Lotus Notes - =10l x| 1

I File Edit wiew Create Actions Help

! o : e T e o — = - =
J Address '||| e @@-Q{ﬂ
YWelcome I% Replication XI@ Tracy Dean - Inbox Xl
@ I"-.ﬂail* ‘ [New MemnHReplvVHRepl\;tu AII"HFDrwardv”DeIeteHFDIIDw U[:]'HFDMEF"HCDD\HMD NewvHChathTuulsV][View Unread]
for Tracy Dean
| <L, Search in Yiew ‘Inbox’ 2 Indexed T X
(3| & mbox@ E o :
m Diatts || Searchfar | Ollyt Search I ¥ Miore |
@l T Sent | | 4] Wiha ~ |~ |pate ¢ Tirne Size ~ | Subject ~
-
@ ﬁ;ﬁ Follow Lg ¥ High Importance B
& T Junk Mail ' C Ty 020242009 0157 PM 82,925  Re:SMCz
[tk @ Trash ¥ Normal
* CPRAGRMI 02524520049 04:36 Fhd 3.066 Abend onuzer ID OPMGRCT on 2V svstermn
Yiews TV VEYYoT R R e
= '_f_=.f Folders... * Stewve Wilkins 0212452009 04:03 Phd 21.807 Re: Clear_Tdisk question

[ I:l 9 Parks * baroy Cortes 022452008 04:02 Pk 11,358 Re: Clear_Tdisk question

OPMGRM1 @MSINE WASHINGTON IBM.COM To |Tracy Dean/BeavertanfBhE@IBRIUIS

0212472009 11:36 Abd Co

il boo
Default custorn expiration date of 0272452010 .
Subject |adhend on uszer ID OPMGRCT on 2R svstem

The following message was received on OPMGREC]1 running on MIINE.WASHINGTON. IEM.COH
* M23G FROM ZINE : this iz an abend mwessage from SHABRE., Zend an e-mail, please.

DO WOT REEPLY - Thizs e-mail was generated by an automated service machine
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Scenario 2: How Do You Do That?

Rules in Operations Manager:

*

* Send an e-mail to someone if | see a message cont aining the word
* "fatal" on any monitored console
DEFRULE NAME(FATLMAIL),+
MATCH(*FATAL*mail*),+
ACTION(EMAIL),+
PARM(FATAL)
*
* Send an e-mail to someone if | see a message cont aining the word
* "abend" on any monitored console
DEFRULE NAME(ABNDMAIL),+
MATCH(*ABEND*mail*),+
ACTION(EMAIL),+
PARM(ABEND)
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Action in Operations Manager:
*
* Replace "tld1 at us.ibm.com" with the e-mail addr
* should receive the e-mail
* Leave &u, &p, and &t as-is. These represent the u
* "fatal" message, the parameter passed (fatal or a
* text of the message. These will be included int
* e-mail.
DEFACTN NAME(EMAIL),+
COMMAND(EXEC SMTPNOTE tld1 at us.ibm.com &u &p &t),
OUTPUT(LOG),+
ENV(LVM)

Scenario 2: How Do You Do That?

ess of the user that

ser ID that had the
bend), and the

he text of the
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Scenario 2: How Do You Do That?

SMTPNOTE EXEC (excerpts)
I* *l
Parse arg mail_user 'AT' mail_node baduser errtype msgtext
if errtype = 'FATAL' then

errtext = 'Fatal error on user ID' baduser 'on z/VM system’
else

if errtype = 'ABEND' then

errtext = 'Abend on user ID' baduser 'on z/VM system’

else errtext = msgtext
[* Construct the e-mail */
line.1 ='OPTIONS: NOACK LOG SHORT NONOTEBOOK ALL CLASS A’
line.2 = 'Date: ' Date() ', Time()
line.3 = 'From: Operations Manager for z/VM'
line.4 ='To: 'mail_user 'at' mail_node
line.5 = 'Subject: ' errtext
line.6 = 'The following message was received on' baduser 'running on'
line.7 = msgtext

line8=""
line.9 ='DO NOT REPLY - This e-mail was generated by an automated service machine
line.0=9

'PIPE stem line. | > TEMP NOTE A’
'EXEC SENDFILE TEMP NOTE A (NOTE SMTP"
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Scenario 3a:
Send an Alert to OMNIbus — Using POSTZMSG

» Watch all monitored consoles for an error message that includes the
word “fatal” or “abend”

- Message must also contain the word “omni” (for demo purposes

only)
» Send an alert to OMNIbus if one of the words appears on a console

- Use POSTZMSG, running on Linux guest
- Do not trigger the action if the message is on this guest
» Dynamically include in the alert
- User ID that received the error message
- Indicator of whether the word was fatal or abend
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Scenario 3a: Detalled Steps

> View “All Events” in OMNIbus
» From any VM user ID:

tell opmgrcl this user is abending at SHARE. Tell O MNIBUS.
» From an authorized VM user ID, view the console of
OPMGRC1:

gomcmd opmgrm1 viewcon user(opmgrcl)

» From an authorized VM user ID, view the console of the Linux
guest that runs POSTZMSG:

gomcmd opmgrm1 viewcon user(esmts112)

> View the OMNIbus console to see the alert
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=iA - ATS Demo
File Edit \Miew Communication Ackions  window  Help

By | (% CIRALA R EINETRE ]

Ready; T=0.01/0.01 20:10:47

tell opmgrcl thiz user is abending at ZSHARE. Tell OMHIBUES.
Ready; T=0.01/0.01 20:10:52

[ RUNNING ZVMVERZO
427001

MA =
Hﬁ |Connected ta remate serverjhost 9.62.24.129 using port 23
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=101

File Edit Wiew Communication Actions ‘Window Help

_| %Ill @Fl!@l = w6 etk & 8] @

H hasl1l12: fworkloads . fpostzmsg . CRITICAL -m guest_i=_ab
..:55:16 has1112: fworkloads
00:55:41 cd fworkloads
00:55:41 has1l112: fworkloads
00:56:25% cd fworklocads
0:56:25 hasl112: /workloads

56:27 hasl1112: fworkloads
:58:05 cd Ffuworkloads
:58:05 hasl112: fworkloads
:58:06 haslli12: fworkloads
:91:47 cd fuworkloads
:91:47 hasl112: fworkloads
:01:48 hasli12: /workloads
:02:36 cd fworkloads
102:36 has1l112: fworkloads
102:36 has1l112: fworkloads
:03:32 cd fworkloads
'103:32 hasl112: fuorkloads
:903:32 hasl1112: fworkloads
:94:01 cd fworkloads
:04:01 haslii12: /workloads
1:04:01 hasl1l112: fworkloads
:91:16 cd fworkloads
:@1:17 hasl112: /fworkloads
:01:17 haslii12: fworkloads
105 :33 cd fuworkloads
05 :33 hasl1112: fworkloads
:05:34 haslli112: fworkloads
0700 cd fworkloads
107:00 hasl112: fworkloads
:07:01 hasl112: fworkloads
:07:59 X MEG FROM SINE : test fatal error for omnibus
:12:40 cd fworkloads
:12:40 hasl112: fworkloads
:112:40 hasl112: fworkloads
:13:43 cd fworkloads
:13:43 hasl1l112: fuorkloads
o = R A = e
:10:51 cd fworkloads
:10:51 haslii12: fworkloads
:10:57 hasllil?: Jworkloads

fpostzmsg .cont HWARNING guest_i=_abe

fpostzmsg .cont WARNING guest__i=_abe

. fpostzmsg .cont WARNING guest__is_abe

. fpostzmsg .cont WARNING guest__is_abe

Ffpostamsg .cont WARNING fatal_error_

fpostzmsg eZo.cont CRITICAL -m gue=st_i=_ab

Sfpostzmsg eZo.contT WARNING -m fatal_error_

.fpostzmsg - f eZo.conf CRITICAL -m guest_i=_ ab

.fpostzmsg - f eZo.conf r WARNING -m fatal_error_

i
#
i
#
i
H
#
i
#
i
i
kS
i
#
kS
H
#
i
#
i
i

.fpostzmsg - f eZo.conf r CRITICAL -m guest_i=s_ ab

A postamsg -Ff eo.contT r WARNING -m fatal_error_

EH HH

LB N N (N N O (A N L (W N .

fpostzmseg - eZo.conftT r CRITICAL -m gue=st_i=_ab

N I B HE e b e e b e b b e ek b b e () T

ole
=

ESMTS112 (Scroll)
M.A a 42/001
=3 [Connected to remote serverfhost 9,82,24,129 using port 23 4
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! |§| HetcoolfOMHMIbus Event List : Filter="All Events", View="Default"

File Edit View Alerts Tools

I_I_I_I_‘ ] | All Events 1 | |®, |Default — o2 g = r Top [OFF] % |

mwhtﬁ1 Mmlmstratur Attempt to login as root from host mwhbt61 failed IDEIZI]I]!] 06:19:91 P
hasin2 TEST_EVENT Test message from hasll2 AZrZ2009 02:15:45 P
hasl12 MWETEST Test Messaage f05/2009 05:36:58 P
hasle332 Unix Event List 209522621 @09522621:1.0 process ecz09522621 E09522621:1.0 running on ha| 242009 03:06:55 P

East ATS_A SrvGroup Serverl experiencing problems f20£2009 07:23:37 P
Unix Event List mnibusEventConnector process running on has connected as usemame | A19/2009 09:13:16 P
hasll12 TEST_EVENT Test message from haslll 2 AZf2009 02:19:52 P
RAD:Impact A RAD:Impact process running on has connected as usemame root AZf2009 09:24:32 A
hasle332 JJELD A .LELD process running on hasle332 has connected as usemame root f05/2009 10:44:58 A
RAD:Impact A RAD:Impact process running on has connected as usemame root f05/2009 10:44:19 A
hasl2a TESTEIF test_message from_eif 2 fA3/2008 03:30:51 P

) /

Fl

| 027242009 08:11:30 PM | root | NHCOMS[PRI]

Ho rows selected.
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Scenario 3a: How Do You Do That?

Rules in Operations Manager:

*

* Send an alert to OMNIBUS for fatal errors on cons oles
DEFRULE NAME(FATLOMNI),+
MATCH(*fatal*omni*),+
EXUSER(ESMTS112),+
ACTION(ALRTOMNI),+
PARM(FATAL)
*
* Send an alert to OMNIBUS for abends on consoles
DEFRULE NAME(ABNDOMNI),+
MATCH((*abend*omni*),+
EXUSER(ESMTS112),+
ACTION(ALRTOMNI),+
PARM(ABEND)
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Scenario 3a: How Did You Do That?

Action in Operations Manager:

*

* Call POSTZMSG on a Linux guest to send alert to O MNIBUS
DEFACTN NAME(ALRTOMNI),+

COMMAND(EXEC POSTZMSG &u &p),+

OUTPUT(LOG),+

ENV(LVM)
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Scenario 3a: How Did You Do That?

POSTZMSG EXEC (excerpts)

[* *

Address Command

Parse arg baduser errtype

if errtype = 'ABEND' then

do

zerrtype = 'CRITICAL'
cmdpart2 = '-m guest_is_abending hostname='baduser
cmdpart4 = 'sub_origin=tcp SCARY_EVENT OpsMgr"'

end
else
do
zerrtype = '"WARNING'
cmdpart2 = '-m fatal_error_on_guest hostname='badus er
cmdpart4 = 'sub_origin=tcp WARN_EVENT OpsMgr'
end

cmdpartl ="./postzmsg -f e20.conf -r' zerrtype

cmdpart3 = 'sub_source=postzmsg origin="baduser

'CP SEND ESMTS112 cd /workloads'

'CP SEND ESMTS112' cmdpartl cmdpart2 cmdpart3 cmdpa rt4
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Scenario 3b:
Send an Alert to OMNIbus — Using SNMP

» Watch all monitored consoles for an error message that includes the word
“abend”

- Message must also contain the word “snmp” (for demo purposes only)
> If this word appears on a console

- Change the message to red and hold it

- Send an alert to OMNIbus, using SNMPTRAP command on z/VM

- Automatically unhold the message after 4 minutes
> Dynamically include in the alert

- |P address of the z/VM system where the error occurred
- User ID that received the error message
- Text of the abend message
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Scenario 3b: Detalled Steps

> View “All Events” in OMNIbus
» From any VM user ID:

tell esmts105 this user is abending during demo. Se nd SNMP alert to Netcool

» From an authorized VM user ID, view the console of ESMTS105 (a
Linux guest):

gomcmd opmgrm1 viewcon user(esmts105)

> Issue some Linux commands so the held message moves to the top
of the screen

> View the OMNIbus console to see the alert

> After 4 minutes, view the console of ESMTS105 again and notice
the held message has moved off the screen

gomcmd opmgrm1 viewcon user(esmts105)
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2] A - DEMOADMN ATS

I=3EC
File E'.:liJ.c 'v'i.:—-,'.-_Ccmmunn-:ati-:-n” Actions  Window  Help .
o] 2% B[ w)| %] &t @&

Host: |9.82.24129 Port: | 23 LU Narne: Disconnect

Ready; T=0.03/0.03 11:43:12

tell esmt=s105% this user is abending during demo.

Send SENMP alert to Hetcoo
Ready; T=0.01/0.061 11:52:13

gomcmd opmgrml wiewcon user{esmts105)

RUNNING ZVMVYER40

IE'F'J [Connected to remote server/host 9.82.24 129 usiﬁg port FE]
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] A - DEMOADMM ATS

File Edit

|| Bl B | 8| 2

View

Communication  Actions

 IRCIOW

W

Help

* @@

1 b

===

' _—

ottt st |

— .

o 2 B
154

13
29
Pt

* MEG FROM DEMOADMMN:

tcp (o]

this
i wEFE

PRy

is

56.

user
9.82.
P

abending
165:1414
PP

0

during demo. Send SNMP ale
o ffFFF:9.76.141.152:49
L P e P P

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

(]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
p
p

154
154
154
R
i
pEEEy
b o
v
i
pEEEy
b
b
i
pEEEy
Hi.- T o5
b i
i
pE R
Hi- 2 o5
b i
B
pEE
Hi- 2 o5
b i
g
pEE
o2 s 5
i
g
pEE
o0 o5
EH 2
B
; 135
135
135

29
29
30
09
a9
10
10
10
19
19
19
19
19
19
25
25
25
25
25
25
25
25
25
25
25
28
28
28
29
29
35
a5
35

sC
up

—
top 0
tcp 0
[root@hasl1105
* Operation
netstat -an
netstat -an
tcp (o]
[reot®@hasl1105
* Operation
netstat -an
netstat -an
top 0
top 0
[root@®has1105
*® Operation
netstat -an
netstat -an
tcp
tcp
top
tcp
tcp
tcp
top
[root@has1105
w Operation
netztat -an
netstat -an
tcp (7]
[root@hasl1105
* Operation
netstat -an
netstat -an
tcp [c]
tocp 2]
[roeot®has1105
ROLL PFO2Z=

PFO8=

el ool

EXCHMD
DOWN

Q
Q

EPEEES

: 9.82.
R e G s A

9.82.

56 .
56.

105:1414
105:1414
~ 1
= Manager VYIEWCON
grep 50000
grep 50000

0 90.0.0.0:50000

session from

~ 14
s Mamnager VYIEWCOMN session
grep 9080
grep 9080

G :::9080

2 5 PR FFE P9 ..H2,

from

56.105:9080
~ 14

= Manager VIEWCON
grep 1414
grep 1414
11414
{ wEFET
. i i
- o 3 ab -
R i L s A
{ wEFEL
i i i

session from

.82.
.82.
.82,
.82.
.82,
.82.

56.
56 .
56 .
56 .
56.
56 .

105
1605
1605
105
105
1605

11414
147497
1414
1414
1414
1414

SCOQEO0

~ 14
= Manager VIEWCON
grep 50000
grep 50000

Q0 0.0.0.0:50000

session from

~ 1
= Manager VIEWCOMN session from
grep 9080
grep 9080

o ::9080

Q :ffff:9.82.56.105:9080
~ 4
PFG3=
PFG09=

END PFO4=

PF10=

netsta

LEFT

HEH o i i i
B e G s A

.65
.65

.203
. 203

. 251 2107
.251:1°7

DEMOADMN entered the foll

0.0.0.0:x%

DEMOADMN entered the foll
- 4
i fFfFFF:9.82.56.119:541

DEMOADMN entered the foll

.80.8.22:2160

.82.56.125:141
.f6.141.152:49
.49.157.148:12
.65.203.251:17
.65.203.251:17

DEMOADMHN entered the foll

0.0.0.0:%

DEMOADMN entered the foll
HEHE
o ffFFfF:9.82.56.119:541

PFO
PF1

HOLD
BRIGHT

PFOG=
PE12=

FORMAT

5=
1= RECALL

ESMTS105 (Scroll)

_g_“u‘Jr Connected to remote server/host 3,82,24,129 using pert 23
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7 9.82.38.17 - Remote Desktop Connection’

M Netcool /OMNIbus Event List : Filter="all Events", View=""Default"
Fle Edt Wew Alerts Tools Help

ﬁ: <§

Froblem
Froblem
Problem
Prohlern
Proklem
Type Mot Set
1 | Type Mot Set
|T ype ot Set

hasla3lh MT Ewent List@0452 | Atternptio login &g root from host hasle316 failed 3JERZ013 9184
hasladlh Administrator Attermnptto login as adminstator from host hasle316 failed 3072013 3:25:3
hasle315 T Event List@0852 . | Atternptta login as from host hasle316 failed 1/23/201310:38.
rmwitith] Administrator: Attemptta login as raotfram host mwbite] failed 104472011 10:11:.
hagle316 MT Event Listt20952... | Atternptto login s admin from host hasle316 failed 9/8/2011 12,09:3..
98224129 Generic Cold Start B/28,/2010 4:06:0. .,
96224129 | Genenc | Authentication | 4152012 2:05:4. | 1

| E,u"25,-"201

-F’mbmm

Twpel P'd&teSei
IThd Froblem.
J .FFM:Prabi,Eem
| .:W}F't’f.'r
T Pra

| ITM Prablem

T P hlm_nlll
4

21 | | T

0 rows inserted, 1 row updated and O rows deleted [4/4/2013 12:57:35 PM [roct [CMMIZ 16 [PRI]
dostart| | v @ 50 | mgetcooiomnious .. |[fRg Netcool /OMNID... B D 12:57PM

;
g |

bl S Al e S R — Zles = (rojea = s
i i |

i

]'TM lmm&c ﬁmmss
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=] A - DEMOADMN ATS

4

File Edit View Communication Actions Window Help
oy % B @ ‘%% &2 &

Host: | 9.82.24129 Port; | 23 LU Mame;

:30 [root@has1105 ~]1H#

09 x®x -- Operations Manager VYIEWCON seszion from DEMOADMM entered the foll
09 netstat -an grep 50000

10 hnetstat -an grep 50000

110 tep Q 0 0.0.0.0:50000 0.0.0.0:%

110 [reot@hasl106 ~]1#

119 ¥ -- Operationzs Manager VYIEWCON session from DEMOADMN entered the foll
19 netstat -an grep 90380

:19 netstat -an grep 9080

119 tcecp 0 g :::9080 HE-E

19 tep Q 0 :Fffff:9.82.56.105:9080 rtfFFff:9.82.56.119:541
:19 [reoot@hasl105 ™]#

25 ¥ -- Operations Manager VYIEWCON session from DEMOADMHN entered the foll
125 netstat -an grep 1414

125 netstat -an grep 1414

125 tcocp 11414

125 tep i fFfFFF:9.82.56.105:1414
125 tep i FFFF:9.82.56.105:47497
rER o rtfFfFfFF:9.82.56.105:1414
125 tep i fFFfFFF:9.82.56.105:1414
125 tep rtfFFF:9.82.56.105:1414
125 teop tFfFff:9.82.56.105:1414
25 [reoot@hasl1056 ™]1#

28 ®¥ -- Operations Manager VYIEWCON session from DEMOADMN entered the foll
128 netstat -an grep 50000

128 netstat -an grep 50000

129 tcp 0 0 0.0.0.0:50000 0.0.0.0:%

129 [root@hasl105 ~]1#

:35 ¥ -- Operations Manager VYIEWCON session from DEMOADMN entered the foll
135 netstat -an grep 9080

135 netstat -an grep 9080

: 35 tep 0 G :::9080 =

135 tcp Q g ::ffff:9.82.56.105:9080 it ffff:9.82.56.119:541
135 [reoot@hasl106 ~]1#

e e ations Manager VIEWCOMN =session from DEMOADMM entered the foll

.80.8.22:2160
.8B2.56.125:141
.76.141.152:49
.49 .157.148:12
.65 .203.251:17
.65 .203.251:1°7

[clclololcRolc]
[¥a ¥ N e RV« V]

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

el el sl el et el el el Rl el el el el el el ]

: 38

39

: 39

e JdLi05 ~]#
PF1= SCROLL PF02Z= EXCHD PFB3= END PF4= nets=ta PFO5= HOLD PFOe= FORMAT
PFO7= UP PFo8= DOWN PFG39= PF108= LEFT PF11= RIGHT PF12= EREECALL

| ESMTS105 (Scroll)

Q_."}:'] Connected to remote server/host 9,82,24,129 using port 23
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Scenario 3b: How Do You Do That?

Rule and actions in Operations Manager:

*

* Send an alert to OMNIbus using SNMP for abend msg S on consoles
DEFRULE NAME(ABNDSNMP),+
MATCH(*abend*snmp*),+
ACTION(SNMPALRT)
*
DEFACTN NAME(SNMPALRT),+
COMMAND(EXEC SNMP20OMN &T),+
INPUT(CRE,HLD),+
ENV(SVM),+
NEXTACTN(UNHOLD),+
NEXTDELY(03:30)
*
DEFACTN NAME(UNHOLD),+
COMMAND(ALTRCON USER(ESMTS105),MATCH(*abend*snmp*) ,ELAPSED(180),HLD(N)"),+
ENV(GOM)
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Scenario 3b: How Did You Do That?

SNMP20OMN EXEC

/* SNMP2OMN action routine for Operations Mgr */

address command

parse arg ":" msgtext

msgtext2 = ""'msgtext "

[* Send message */

snmptrap trape 1.1 number 30 1.2 text "UXZVMO001" 1.3 text msgtext2 ent 1.3.6.1.4.1.9545.6

exit

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 3b: Additional Steps Required on z/VM

» SNMPD user ID configured and running

» Update files on TCPMAINT 198 disk
- Add OMNIbus IP address to SNMPTRAP DEST file
- Open SNMPD and SNMPQE ports in PROFILE TCPIP
- Update SNMPMIBX TEXT section of MIB_EXIT DATA

» Give OPMGRM1 and OPMGRSnN access to SNMPTRAP
command

- On TCPMAINT 592 disk
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Scenario 3b: Additional Steps Required on OMNIbus

» Install the IBM Tivoli Netcool/OMNIbus SNMP Probe
- Install it on same platform as target OMNIbus server
» Customize operational information in the probe properties
(mttrapd.props)
- Listening port, heartbeat interval, mibs and mibs locations, etc.
» Customize the probe rules (mttrapd.rules)

- Map variables created by the probe (from data extracted from the
SNMP trap) into the desired OMNIbus event fields
- Default mappings for the SNMP generic traps (trap types 0-5)
- Enterprise-specific traps (trap type 6) require customization
» Documentation for installation and customization

- IBM Tivoli Netcool/OMNIbus SNMP Probe Reference Guide
(SC23-6003-04)
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Scenarios 3a and 3b — POSTZMSG vs SNMP

» Using POSTZMSG
- Can direct the alert to only the IP address(es) you specify

- Need a Linux guest running and logged on that can run POSTZMSG and
must be on the same z/VM system

Can be overcome by using a socket interface to send POSTZMSG command
to the guest

 Limit of 160 characters on POSTZMSG command sent to Linux guest
(using CP SEND)

Can't always send full text of message

Can be overcome by using a socket interface to send POSTZMSG command
to the guest

» Using SNMP
« No requirement for a Linux guest. SNMP runs on z/VM.
« No limit on message size
- All SNMP alerts on z/VM go the same set of IP addresses
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Scenario 4a: Send a Message if Spool Usage is Too H igh on Any
Member in an SSI Cluster

» Operations Manager monitors the spool usage (percent full) on each member of a
cluster

- For demo purposes, spool monitor is currently suspended

- We’'ll dynamically resume (re-activate) the spool monitor
Must reactivate on each member of a cluster

- Demo monitor requires spool to only be 5% full

Usage exceeds the specified limit

Automatically send a message to a central console for the entire cluster
- Send a maximum of 3 messages per hour
» Message includes the member name and % full
For demo purposes, suspend (de-activate) the spool monitors when complete
Demonstrate which spool files are visible on each member

\%

\%

\%

\%
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Scenario 4a: Detalled Steps

» From an authorized VM user ID, see the spool usage on local
member TEST7SSI:

gomcmd opmgrm1 viewspl

> From a user ID with Operations Manager privileges:

gomcmd opmgrm1 resume spool(splfull)
smsg opmgrml at testcssi resume spool(splfull)

» Check the Operations Manager log to see the spool monitor
triggered on local member:

gomcmd opmgrm1 viewlog

> View the central console for the cluster to see warning messages
from each member:

gomcmd opmgrm1 viewcon user(operssi)

> From a user ID with Operations Manager privileges:

gomcmd opmgrm1 suspend spool(splfull)
smsg opmgrml at testcssi suspend spool(splfull)
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Scenario 4a: Detalled Steps

» From member TEST7SSI, send a spool file to a single
configuration and a multiconfiguration user:

sendfile test7 file a demoadmn op1l

» From member TEST7SSI, send a spool file to a
multiconfiguration user on another member:

sendfile testc file a op1 at testcssi

» From a user ID with Operations Manager privileges on
TEST7SSI, view spool files on TEST7SSI:

gomcmd opmgrm1 viewspl

» From a user ID with Operations Manager privileges on
TESTCSSI, view spool files on TESTCSSI:

gomcmd opmgrm1 viewspl

I _
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A - DEMOADMN SSI7 - [32 x 80] SRILIET
Filee Edit View Communication Actions Window Help
B 2 BlE s & &

Host: |'.3-".‘rJ-36-7'1 Port: | 23 LU Mame:

GOMCMD OPMGRM1 WVWIEWSPL

Running TEST?SSI
0

! |Connected to remate server/host 9.50.86,71 using port 23

—— =3
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A - DEMOADMM 5517 - [32 x 80] el

File: Edit View Communication Actions Window Help

D@ 2% B|E =@ %% & e

Host: | 9.60.86.71 Port: [ 23 LU Name: Disconnect |

2t

System: TESTTSSI Spool: 8% Used Files: 0% Used o 5 115
Max: 2.306 Max: 1655640

Cmd Owner File CLS QUE TYP Si=ze Hold Date Time Name Type
DIRMSAT3 0125 0 RDR PUN 4K NONE 03/09 16:14:10
MAINTE20 1325 A RDR PUN 8K NONE 03/09 11:29:5%9 SLES11C DIRECT
OFP1 002 A RDR PUN 4K NONE 03/12 17:26:5%9 TESTTY FILE
DIRMSAT3 0121 0 RDR PUN 4K NONE 03707 19:07:03
DIRMSAT3 0101 @ RDR PUN 4K NONE 03/05 16:05: 38
DIRMSAT3 0097 0 RDR PUN 4K NONE 03/05 15:02:57
DIRMSAT3 0093 0 RDR PUN 4K NONE 03/05 14:11:56
DIRMSAT3 0089 ©0 RDR PUN 4K NONE 03/02 15:13:20
DIRMSAT3 0085 0@ RDR PUN 4K NONE 03/02 13:32:00
DEMOADMN 0177 A RDR PRT E8K MNONE 10/12 18:40:40 VIEWCON RHELGD
MAINT 0023 A RDR PUN 8K NONE 10/12 15:28:11 RHELGD DIRECT
DIRMSAT3 0117 0 RDR PUN 4K NONE 03/06 19:20:38
DIRMSAT3 0137 © RDR PUN 4K NONE 03716 11:11:09
DIRMSAT3 0133 ©@ RDR PUN 4K NONE 03/16 10:5%58:5%50
DIRMSAT3 0113 0@ RDR PUN 4K NONE 037086 18:50:38
DIRMSAT3 0109 © RDR PUN 4K NONE 03/05 Z20:50:27
DIRMSAT3 0105 0 RDR PUN 4K NONE 03/05 18:30:03
DIRMSAT3 0081 ©0 RDR PUN 4K NONE 03/01 14:46:16
DEMOADMN 0149 R RDR PUN 4K NONE 10/0% 13:06:41 TEST 0OP1
DIRMSAT3 0129 0@ RDR PUN 4K NONE 03712 14:50:07
DEMOADMN 0129 A RDR PUN 16K NONE 10/0% 13:00:43 IDSSI7I1 JOB
DEMOADMN 0125 A RDR PUN 16K NONE 10/05% 13:00:43 IDSSIYIO JOB
DIRMSAT3 0073 0 RDR PUN 4K NONE 02/29 21:27:06
DIRMSAT3 0069 ©0 RDR PUN 4K NONE 02/29 11:00:00
DIRMSAT3 006> ©@ RDR PUN 4K NONE 02/29 10:39:32
DEMOADMN 0217 R RDR PUN 4K NONE 10716 15:31:26 TEST 0OP1

PFO1= HELP PFBG2= VIEWU PFO3= END PFO4= PFO5= SORTA PFOG6= SORTD

FPFOT= UP PFO8= DOWN EEOY= BEF18= LERT PF11= RIGHT BF12=

@'ﬂ' |Connected to remote server/host 9.60.86.71 using port 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM z Systems

A - DEMOADMN SSIT - [32 x 80] SUTRE e
File: Edit View Communication Actions Window Help
| 2% B ] % 2| @

Host: [9.6086.71 Port: [ 23 LU Name:

> .

gomcmd opmgrml resume spool(splfull)

smsg opmgrml at testcssi resume spool{splfull)
duo T=0 0470 04 =21 4515

gomcmd opmgrml viewlog

Running TEST7SSI
alo.

C_‘F' |Connected to remote server/host 9.60.86.71 using port 23
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2{] A - DEMCADMN 5817 - [32 x 80]

File Edit View Communication Actions: Window Help
B 2% B = s 2 &

Host: | 9.60.86.71 Port; | 23 LU Marme:

03/26/7/2013 :4%:00 GOMCMDO216L PERFSVM "FCXAPCS3%I Connected to rescurce FCX
03/26/2013 :45:00 GOMCHMDO216L IPGATE "IPGATEYOQO0059147 Request fromPERFSV
03/26/2013 :45:00 GOMCMDO216L IPGATE "IPGATEYOOO0059146Thread terminating
03/26/2013 :45:00 GOMCHMDOZzZ16L IPGATE "IPGATEYOOD0059146 ended." VID=%XM3G
03/26/2013 :45:00 GOMCHMDOZzZ16L IPGATE "IPGATEYOO00059147Thread terminating
03/26/7/2013 :4%:00 GOMCMDO216L PERFSVM "FCXAPCS291 Path 000D to FCXRES0OD sew
03/26/7/2013 :45:00 GOMCMDO216L PERFSVM "FCXAPCS5361I Path 000D to resource FCX
03/26/2013 145:00 GOMCHMDO21 6 | peeBtLE eoded 2 MID=wMSG
03/26/2013 :45:07 GOMCHMDO201l§ DEMOADMN "RESUME SPOOL{(SPLFULL}" UID=DEMOﬁDMNI
03/26/2013 :45:21 GOMACT 0260 =N oo oreTns
03/26/7/2013 :45:21 GOMACTOE262I ACTION QISLINK BEGIN FOR _GOMSCHD SERVER OPMG
03/26/2013 145:21 GOMACT 0269 | puinlilil GGl
03/26/2013 :45:21 GOMSMOOQ403If SPOOL ALERT: MONITOR SPLFULL USAGE CONDITI
03/26/2013 :45:21 GOMSMOOQ401If SPOOL USE: MONITOR SPLFULL SPACE & PERCENT, F
03/26/2013 :45:21 GOMSMOQ402If SPOOL CHG: MONITOR SPLFULL SPACE 0O PERCENT, F
03/26/7/2013 :45:21 GOMACTOE260If SPOOL SPLFULL ACTION SPLPAGE TRIGGERED BY _G
03/26/2013 :45:21 GOMACTO262If ACTION SPLPAGE BEGIN FOR _GOMSMOM SERVER OPMG
03/26/2013 145:21 GOMACTO269L) COMMAND "EXEC MSG20PER JUNK JUNK SPOOL 8 USAGE
03/26/2013 $45: 21 GOMACT 027 0 | il =
03/26/2013 :45:21 GOMACTOZ270OL 5 ®%-% Parse arg userid euser event source
03/26/7/2013 :45:21 GOMACTO270L 232 " JUNK™
03/26/2013 :45:21 GOMACTOZ270L >>2 " JUNK™
03/26/2013 :45:21 GOMACTOZ270L 222 "spooL"
03/26/2013 :45:21 GOMACTOZ270L 222 "an
03/26/7/2013 :45:21 GOMACTO270L 232 "USAGE"
03/26/7/2013 :45:21 GOMACTO270L *—*¥ 'GOMGLBL INTO sysname NAME tcphostn
03/26/2013 :45:21 GOMACTOZ270L >>2 "GOMGLBL INTO sysname MNAME tcphos
03/26/2013 :45:21 GOMACTOZ270L *-—*% if userid = '_GOMEMON'

PFO1= SCROLL PFO2= PFO3= END PFO4= PFO5= HOLD PFOG=

PFOT7= UP PFO&= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

_GOMALOG

i a

5" |Connected to remote server/host 9.60.86.71 using port 23
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] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help
B o BB = % & &

Host: [96086.71 Port: [ 23 LU Name:

00:00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT SATURDAY 03/16/713

00:00: 00

00:00: 00 HCPMIDEBOO1I TIME IS 00:00:00 EDT SUNDAY 03/17/13

00:00: 00

00:00:00 HCPMIDGOO1I TIME I35 00:00:00 EDT MONDAY 03/18/13

00:00:00

00:00:00 HCPMIDGOO1I TIME IS 00:00:00 EDT TUESDAY 03/19/13

00:00: 00

00:00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT WEDNESDAY 03/20/13

00:00:00

0Q:00: 00 HCPMIDGBOO1I TIME IS 00:00:00 EDT THURSDAY 03/21/13

00:00:00

00:00: 00 HCPMIDGOO1I TIME IS 00:00:00 EDT FRIDAY 03/22/13

00:00: 00

00:00:00 HCPMIDGOO1I TIME I35 00:00:00 EDT SATURDAY 03/23/13

00:00: 00

0Q:00: 00 HCPMIDBOO1I TIME IS 00:00:00 EDT SUNDAY 03/24/13

00:00: 00

00:00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT MONDAY 03/25/13

00:00: 00

00:00:00 HCPMIDGOO1I TIME IS5 00:00:00 EDT TUESDAY 03/26/13

21:45:21 Spool is 8% full on TEST?SSI
21:46:09 Spool is 7% full on TESTCSSI
g0 N s Y o o e M W= T LY I N ) ) R P R g T ¥
21:47:09 Spool 18 T4 Tull on TESTESSI
21:47:21 Spool is 8% full on TESTYSSI
21:48:09 Spool is 7% full on TESTCSSI
PFO1= SCROLL PFO2= PF03= END PFO4= PFO5= HOLD PFOB6= FORMAT
PEOT= LIP PFO&= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12= RECALL

OPERSSI (Scroll)
3170014
@ [Connected to remote server/host 9.60.86.71 using port 23 2 }
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EN] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication A&Actions Window Help
B B A% @@ w6 b &
Host: |S-'0'.I.8l:.#l Port: '23— LU Mame;

eady, T-o.C
gomecmd opmgrml Suspend Spool(splfull)

Fl

smsqg opmgrml at testc551 suspend spool(splfull)
=0 _01/0 01 21 -52-37

sendfile test? file a demoadmn opl

File TEST? FILE Al sent to DEMOADMN at TESTYSSI on 03/26/13 21:52:49
File TEST? FILE Al sent to OP1 at TESTYSSI on 03/26/13 21:52:49

2 files have been sent

» I =L I N W R ) R LL.QL.E
sendfile testc file a opl at testcssi
File TESTC FILE Al sent to OP1 at TESTCSSI on 03/26/13 21:53:00
eady, 1-0.0170.01 21 53 00

From TESTCSSI: DMTAXM104I File {(0184) spooled to OP1 —— origin TESTT7SSI (DEMOAD

MN) 03/26/13 21:52:59 EDT

gomcmd opmgrml wviewspl

Running

;'_‘TJ :Connected to rernote server/host 9.60.86.71 using port 23

TESTT7S3S1I
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2{] A - DEMOADMN 5517 - [32 x 80]

File Edit “F“ ;nnwnunm?ﬁop Actions Tﬂnﬁew “Hem . _
B S 25 =@ s 2l &

Host: 1 Port: |23 LU Mame:

System: TEST7SSI Spool: anx Files: 0% Used 1 of
Max: 2.36 Max: 1655640

Cmd OQwner File CLS QUE TY¥P Size Hold Date Time Name
OFP1 0003 A RDR FPUN 4K HNONE 03726 21:52:49 TESTTY
DEMOADMN 0265 A RDR PUN 4K HNONE 03726 21:52:49 TESTTY
Syl e i) o T T T
OPMGRS3 K275 PRT CON 4K NONE 03726 00:50:13
DISKACKNT ®x0129 PRT CON 4K NONE 037726 00:15:00
DIRMAINT XOG69 PRT CON 136K NONE 03726 00:01:03
DATAMOVE ®x0525 PRT CON 132K NONE 03726 00:01:03
RACFSMF [o1oFato] RDR FUN 4K NONE 03/25 00:20:03 $SMF$ ARCHIVE
LOGS ®K9397 PRT CON 96K NOMNME 03715 13:40:29
MAINTGEZ0 2733 RDR FUN 136K NONE 03713 12:58:55 51705546 SERVLINK
FTPSERVE x0D058 PRT CON 4K NONE 03713 00:00:00
OPMGRS2 *¥0061 PRT CON 4K NONE 03712 09:08:04
RS5CS x0145 PRT CON 20K NOMNE 03712 09:01:5%4
PVM ®xO0058 PRT CON 12K NONE 03712 0Q00:01:27
MONGRID KQD237 PRT CON 4K NONE 03712 00:01:27
PERFSVHM *X0115 PRT CON 28K NONE 03712 0Q0:01:27
VMSERVR ®xOO58 PRT CON 4K NONE 03712 00:01:27
TCPIP x0058 PRT CON 28K NOMNE 03712 0Q0:01:27
ATSSERV ®Q229 PRT CON 16K NONE 03/12 0Q00:01:27
SMTP L3010 rgo] PRT CON 4K NONE 03712 00:01:27
OPMGRS1 xXO175 PRT CON 12Kk NONE 03712 00:01:27
BKRCATLG ®x0171 PRT CON 324K NONE 03712 00:01:27
BKREBKUP X0O064 PRT CON 344K NONE 03712 00:01:27
DTCV3SWZ2 ®¥O0O558 PRT CON 4K NONE 03/12 00:01:27
IPGATE K229 PRT CON 912K NONE 03712 00:01:27
TOOLS x0545 PRT CON 36K NOME 03712 00:01:27
PFO1= HELFP PFO2= VIEW PF®3= END PFO4= PFOS= S0RTA PFO&= SORTD
PFOT7= UP PFO&8= DOWN PFOQ9= PF1O= LEFT PF11i= RIGHT PFEilLZE=

H

T
T
T
T
A
N
A
"
T
N
T
"
T
T
T
T
T
N
T
"
T
N
T

@l |Connected to remote server/host 9.60.86.71 using port 23
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2] C - DEMOADM2 SSIC - [24 x 80]

File Edit View Communication Actions Window Help
B 2| (] ] s 2 ele]

Hose [SE0EEIT ot [B

GOMCMD OPMGRM1 VIEWSPL

Running TESTCSSI

M C

1! |Connected to remote server/host 9.60.86.170 usihg port 23
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Z{] C - DEMOADM2 SSIC - [24 x 80]

File Edit View Communicstion Actions Window Help
ol B BB = %% & @

Hast: |9-'3':l.3=3 170 Port: |23 LU Mame: J
System: TESTCSSI Spool: 7% Used Files: 0% Used 1 of
Max: 230 Max: 1655640

File CLS QUE TYP Size Date Time Name Type
BOB3 A RDR PUN 4K 03/26 21:53:01 TESTC FILE

PRT CON NONE 03/26 :15: 00
PRT CON NONE 03/26 :01:02
PRT CON NOME B03/26 :01: 02
RDR PUN NONE 03/25 1 20: 25 SSMF$ ARCHIVYE
PRT CON NONE 03/15 :42: 29
PRT CON NONE 03/13 :00: 00
PRT CON NOME 03/13 :00: 00
PRT CON NONE 03/13 :00: 00
PRT CON NONE 03/12 :01: 21
PRT CON NONE 03/12 101: 21
PRT CON NONE 03/12 :01: 21
PRT CON 8K NONE 03/12 :01: 21
PRT CON 8K NONE 03/12 :01: 21
PRT CON NONE 03/12 :01: 21
SMTP *0079 PRT CON 4K NONE 03/12 :01: 21
DTCVYSW2 x0061 PRT CON 4K NONE 03/12 :01: 21
PFO1= HELP PFO2= VIEW PFO3= END PFo4= PFO5= SORTA PFOB6= SORTD
PFO7= UP PFO8= DOWN PFO9= PF10= LEFT PF11= RIGHT PF12=
MAj C

(-_‘F' |Connected to remote server/host 9.60.86.170 using port 23

DISKACNT x0130
DIRMSAT2 x0602
DATAMDY2 x0534
RACFSMF 0029
OPERATOR x0062
OPMGRS3 x0013
FTPSERYE x0013
RSCS *0013
YMSERVR *0061
PERFSVHM x0118
BKRCATLG *0061
TCPIP x*0061
PYM *0061
BKRBKUP x0061

T
T
T
A
T
T
T
T
T
T
T
T
T
T
T
T
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Scenario 4a: How Do You Do That?

Rule and action in Operations Managetr:

*

* Send an alert to OPERSSI console if spool too ful
DEFSMON NAME(SPLFULL),+
USAGE(005-100),+
INTERVAL(1),+
LIMIT(3,3600),+
ACTION(SPLPAGE)
*
DEFACTN NAME(SPLPAGE),+
COMMAND(EXEC MSG20PER junk junk &0 &4 &3),+
ENV(LVM)

*

SUSPEND SPOOL(SPLFULL)
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Scenario 4a: How Do You Do That?

MSG20PER EXEC

Address Command
Parse arg userid euser event sourcesys msgtext

'GOMGLBL INTO sysname NAME tcphostname'

if userid ='_GOMEMON' then
do
if event = 9 then
msgtext = 'Outbound relocation for' euser 'on' sourcesys 'started’
else
msgtext = 'Inbound relocation for' euser 'on' sourcesys 'started’
'CP MSGNOH OPERSSI AT ALL From' sysname "' msgtext
end
else
if event = 'SPOOL' then
'CP MSGNOH OPERSSI AT ALL Spool is' sourcesys'% full on' sysname
else
if event = 'PAGE' then
'CP MSGNOH OPERSSI AT ALL Page space is' sourcesys'% full on' sysname
else
'CP MSGNOH OPERSSI AT ALL From' userid 'on' sysname "' msgtext

Exit rc
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Scenario 4b:
Send an Email if Spool Usage is Too High

» QOperations Manager monitors the spool usage (percent full)
- For demo purposes, spool monitor is currently suspended
- We’'ll dynamically resume (re-activate) the spool monitor
- Demo monitor requires spool to only be 5% full or higher
> Usage exceeds the specified limit

> Automatically send an e-mail to someone who can evaluate and
take action

» For demo purposes, suspend (de-activate) the spool monitor when
complete
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Scenario 4b: Detalled Steps

» From an authorized VM user ID, see the spool usage:

gomcmd opmgrm1 viewspl

» From a user ID with Operations Manager privileges:

gomcmd opmgrml1 resume spool(splfull)

» Check the Operations Manager log to see the spool monitor
triggered:

gomcmd opmgrm1 viewlog

» Check the inbox of the appropriate person to see the e-mail
» From a user ID with Operations Manager privileges:

gomcmd opmgrml suspend spool(splfull)

-l.l_
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2] B - DEMOADMN ATS SRRSO
File Edit View Communication Actions Window Help
% — |
) A B ] %% & &l i
Host: |'.-'|.52.£4.].29 Port: | 23 LU Mame:
Ready; T=0.019.61 21:15:62
¥
J
|
|
gomcmd opmgrmil viewspl
¥M READ ZYMYS5RA40

C.@ |Connected to remote server/host 2.82.24.129 using port 23

]

Operational Monitoring and Automation of z/\VM and Linux on z Systems

© 2013, 2015 IBM Corporation




IBM z Systems

Z{] B - DEMOADMN ATS

File Edit WYiew Communication Actions Window Help

] 2| @] w| v 22 @lel

Host: |9.s.:.:4'_1:-;- lld LU Marme: Disconnect |

System: ZYMYSRA40 Spool: a43% Files: 0% Used i of 609
Max: 2., Max: 1655640

Cmd Owhner File C
AMYADMI o010
AMYARK I x0014g
ATS01 0018
BKRADMI 0091
BKRADMI 0090
BKRADMI 0087
BKRADMI 086
BKRADMI 088
BKRADMI 0ega
BKRADMI o005
BKRADMI o004
BKRADMI 0081
BKRADMI 079
BKRADMI 0080
BKRADMI 0748
BKRADMI D76
BKRADMI [o] o Ry
BKRADMI DeTsS
BKRADMI o074
BKRADMI o073

BKRADMI 0069

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

7]

QUE TYP Hold Date Time Hame Type
RDR COHN HOME 1168 13:26:08
PRT COH HONME 1130 19:106:00
PRT COH HOMNME @806 15:27:00
RDR COHN NOMNE 02729 16463
RDR COHN NOMNME G229 83 :59
RDR COH NONE 1214 127 .39 WORKER OUTPUT
RDR COHN HOME 1214 127:38 SINEDISK 20111214
RDR COH HOME 12714 :53:509
RDR COH HNOME 12714 127:28
RDR COH HOMNME 0510 16:57 WORKER oOUTPUT
RDR COH HOMNME 0510 !16:56 SAMPLE 20100510
RDR CON NOMNE 05710 9515 WORKER OUTPUT
RDR COHN NONME 05710 8515 SAMPLE 201165106
RDR COH NONE 05-10 3:04:20 WORKER OUTPUT
RDR COHN NONE 0510 192:33 WORKER oOUTPUT
RDR COH HONME 0510 1982:33 SAMPLE 201105106
RDR COH HOME 8510 r82:26 SAMPLE 201160510
RDR COH HNONME 0510 180:13 WORKER oUTPUT
RDR COH HOMNME 0510 r80:13 SAMPLE 20110510
RDR COH HOMNE 0510 :56:48 WORKER OUTPUT
RDR CON NOMNME @510 :56:48 SAMPLE 201109510
RDR COHN NONE ©5-10 :55:33 WORKER OUTPUT
RDR COHN NONE ©5-10 :55:25 WORKER oOUTPUT
RDR COH NONE 05-10 :53:54 WORKER OUTPUT
RDR COH HONME 0510 :53:54 S5AMPLE 20110510
RDR COH HNONME 0510 :53:42 ATS14 201105106
RDR COH HONME 65-10 :53:42 ATS605 20110510
RDR COH HOMNME 0510 153:22 ATS14 20110510
RDR COH HOMNME 0510 :51:26 WORKER OUTPUT
RDR CON NOMNE 05710 :51:24 WORKER OUTPUT
RDR COHN NONME ©5-10 :51:23 SAMPLE 201165106
RDR COH NONE 05-10 :49:07 ATS14 20110510
RDR COH HOME 0510 :48:11 WORKER ouUTPUT
RDR PUH HONME 0510 :48:11 RESTORE FAILURE
RDR COH HNOME 0510 :44:33 WORKER ouUTPUT
BEKRADM 6055 RDR PUH HONME 0510 :44:33 RESTORE FAILURE
BKRADM 0057 RDR COH HOMNME 0510 :43:46 WORKER OUTPUT
PFG1= HELP PFOZ= VIEW PFe®3= END PFo4= PFO5= SORTA PFO@6= SORTD
_PFO7=_UP PF&E8= DOWHN PFG9= PF1G= LEFT PEF1ii1i= RIGHT PFE12Z=

ﬁ
|Connected to remote server/host 9.82.24.129 usi.ng port 23

BEKRADM 07z
BKRADM 2071
BKRADM 2070
BEKRADM 2066
BEKRADM 20068
BEKRADM 2065
BEKRADM 0067
BKRADM 20064
BEKRADM 0063
BEKRADM o062
BKRADM 2061
BEKRADM 20060
BEKRADM 20059
BEKRADM 20058

ZZZZZZZZZZZZZZZZZZZZZZZIZZZZZZIZZZZIZ 2
Pl e e o e o B« B e B e e e e
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=H] B - DEMOADMN ATS

File Edit View Cu:-n'|mur_|i-_'atic:!'l Actions '-_"'.'l_r!dcu, Help
o SR B = 5%k &2 @
Port: | 23

Disconnect

= e e s

gnmc:rnél opmgrml resume spooll(splfull)
— & ) o | Lr S LI | E

gomcmd opmgrmil wviewlog

{Connected to remote server/host 9.82.24.129 using port FE]

RUNNING ZVYMYSRAO
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2{] B - DEMOADMN ATS

File Edit View Communication Actions Window Help

i o2 BlE @ s & @l

|
Host: [2.82.24129 Port: [ 23 LU Name;

03/,°26-,2013 21 :12:14 GOMCHMDOZI1G6L BEKRBKUP "BKRBAKB8510I 932613 21:12:14 WAKEUP
037262013 :12:14 GOMCHMDOZIi6L BKREKUP "BKRBAKB85121 The stack contains 0 ent
03,726,201 3 17:147 GOMCHMDOZI16L AMYARKIY " " YID=-%MSG SRC=MASIUCY CL5=8

03/°26-2013 ;17:17 GOMCHMDOZI1G6L AMYARKIY "03-26-13 21:17:17 WAKEUP exited on _a
¢ 2 H . i E StdcC contailns o 1Nes. Ere ar
03/°26-2013 17:26 GOMCHMDOZOI1L DEMOADMM "YIEWSPL" YID=DEMOADMHN SRC=MASIUCY C

0372672013
0372672013
03-26,-,2013
032672013
03262013
037262013
03/°26-2013
037262013

:18:58 GOMCHMDOEZOEI1L DEMOADMN "RESUME SPOOL(SPLFULL)" ¥YID=DEMOADMHN
19102 GOMSMOGE4031 SPOOL ALERT: MONITOR SPLFULL USAGE COMDITI
19102 GOMSMOG4011 SPOOL USE! MONITOR SPLFULL SPACE 43 FPERCENT,

19102 GOMSMOOG402 1 SPOOL CHG:!: MOMNMITOR SPLFULL SPACE @ PERCENT, F
1902 GOMACTOEZ60I1 SPOOL SPLFULL ACTION SPLEMAIL TRIGGERED BY _G
11902 GOMACTOZ62I1 ACTION SPLEMAIL BEGIN FOR _GOMSMOM SERYER OPMG
11902 GOMACTOZ269L COMMANMD "EXEC SMTPSPL TLD1 AT US.IBM.COM 437

11902 GOMCHMDOZOI1L OPMGRM1 "STATUS DETAIL(SPOOLUSR) " VYID=0PMGRH

03/,°26-2013 11902 GOMCHMDOES9?YOI USER PERFS5YHM SPOOL FILE ID 1293 1 USING 2128
0372672013 11902 GOMCHMDOESYOI USER FPERFSYM SPOOL FILE ID 1295 1 USING 2128
03-°26-,2013 11902 GOMCHMDOES9SYOI USER FPERFSYHM SPOOL FILE ID 1296 1 USING 2128
037262013 11902 GOMCHMDOESFOI USER FPERFSYM SPOOL FILE ID 1297 1 USING 2128
0372672013 11902 GOMCHMDOESYFOI USER FPERF3YM SPOOL FILE ID 1275 1 USING 2127
037262013 11902 GOMCHMDOESFOI USER FPERF3YM SPOOL FILE ID 1276 1 USING 2127
037262013 :19:02 GOMCHMDESYFOI USER PERFS5VYHM SPOOL FILE ID 1277 1 USING 2127
03-/°26-2013 :19:02 GOMCHMDESYFOI USER PERFS5VYHM SPOOL FILE ID 1278 1 USING 2127
03262013 :19:02 GOMCHMDOESYFOI USER PERFSVYHM SPOOL FILE ID 1279 I USING 2127
037262013 (19102 GOMCHMDOES YOI USER PERFSVYHM SPOOL FILE ID 12809 I USING 2127

03-726,-,2013 19102 GOMCMDOES9 Y711 USER LISTGEN HAS 174 SPO0OL FILES ING 174 5P

=AU unuunnynnnm

s
03,726,201 3 1902 GOMCHMDOES9 /11 USER MAINT HAS 97 SPO0OL FILES USING 389 5PO
03/°26-2013 11902 GOMCHMDOES9S 711 USER BEKRADMIN HAS 87 SPOOL FILES USING 2666 SP
03,726,201 3 1902 GOMCHMDOS9S71I1 USER OPMGRM1 HAS 49 S5PO0OL FILES USING 126 5PO
03/,°26-2013 11902 GOMCHMDOES9S71I1 USER PERFS5YHM HAS 43 SPOOL FILES USINHG 91465 5
03/°26-,2013 1902 GOMCHMDOS/1I1 USER OPERATOR HAS 24 SPOOL FILES USING 467 5PO
037262013 11902 GOMCHMDOES9S71I USER HARRISJO HAS 15 SPOOL FILES USINHG 21 5PO0OO
037262013 11902 GOMCHMDOES9S71I USER TCPMAINT HAS 13 SPOOL FILES USING 158 5P0O
0372672013 119:02 GOMCHMDOESF1I USER DEMOADMHM HAS 10 SPOOL FILES USING 11 S5PO0OO
037262013 11902 GOMCHMDOES9SF1I USER SIHNHE HAS 6 3S3PO0OL FILES USIMG 540 S5P0OO

0372672013
03-726,7,2013
0372672013
032672013

19162 GOMCHMDZS999I1 STATUS DETAIL COMPLETE

1902 GOMACTOEZ 7OL DMSX5US87YI XEDIT:

191602 GOMACTOZ7OL MOTE OPMGRM1 MOTE A1 sent to TLD1 at US.IBM.CO
19102 GOMACTOZ67I ACTION SPLEMAIL END RC=0 SERYER OPMGREM1

[l e M B B o B e B B e e e B B B e B B e B e B e B e B RS RS R R o (Gl e
I e e e e e o S T e T T T T e e A T T

PF21= SCRO PFOZ= PFR3= END PFG4= PFG5= HOLD PFOQB=
PFe@7= UP PFe8= DOWN PFG9-= PF1iG@= LEFT PF11-= LGHT BEE1Z - RECALL
_GOMALOG

d@ |Connected to remote server/host 2.82.24.179 using port 23
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OPMGRM Spoolis 43% full on 2VM systermn on GDP4.GDPSPLEXWSCLAB WASHINGTON 03/26/2013 0721 FM

fa) Dy A r f) it Ty ) - -

OPMGRM1 Spool iz 43% full on 2VM system on GDP4.GDPSPLEX. WSCLAB WASHINGTON 03/26/2013 0719 PM

- A [T Y e e T B TN T ]

"

¥] New~ =] Reply~ <ElReplytoal v [Z Forward~ [~ [~ [ Displayv () = More~

Spool is 42% full on Z/VM system on GDP4 . GDPSPLEX. WSCLAB WASHINGTON.IBEM.COM
. ' 03/26/2013 07:21 PM

Show Details

DO NOT REPLY - This e-mail was generated by an automated service machine

Spool is 43% full on z/VM system on GDP4.GDPSPLEX.WSCLAR.WASHINGTON.IBM.COM

Following are the top ten largest spool files and the top ten users with the most spool files.

USER PERF5VM SPOOL FILE ID 1293 I5 USING
USER PERFSVM SPOCL FILE ID 1295 IS5 USING
USER PERF5VM SPOOL FILE ID 1296 IS5 USING
USER PERF5VM SPOOL FILE ID 1237 I5 USING
USER PERFSVM SPOCL FILE ID 1275 IS5 USING
USER PERF5VM SPOOL FILE ID 1276 I5 USING
USER PERF5VM SPOOL FILE ID 1277 I5 USING
USER PERFSVM SPOCL FILE ID 1278 IS5 USING SPOOL BLOCES
USER PERF5VM SPOOL FILE ID 1279 I5 USING SPOOL BLOCES
USER PERF5VM SPOOL FILE ID 1280 I5 USING 7 SPOOL BLOCES
USER LISTGEN HAS 174 SPCOL FILES USING 174 SPOCL BLOCES
USER MAINT HAS 97 S5POCL FILES USING 380 5POCL BLOCES
USER BERADMIN HAS 87 S5POOL FILES USING 2666 SPOOL BLOCES
USER OPMGRM1 HAS 51 SPOCL FILES USING 132 SPOOL BLOCES
USER PERF5VM HAS 43 SPOOCL FILES USING 91465 S5POCL BLOCES
USER OPERATOR HAS 24 5POOL FILES USING 467 5POOL BLOCES
USER HARRISJO HAS 15 SPOOL FILES USING 21 SPOOL BLOCES
USER TCPMAINT HAS 13 S5POCL FILES USING 158 S5POCL BLOCES
USER DEMCADMN HAS 10 5POOL FILES USING 11 5POOL BLOCES
USER SINE HAS & SPOQL FILES USING 540 SPOOL BLOCES

5PO0OL BLOCES
SPOOL BLOCES
SPOOL BLOCES
5PO0OL BLOCES
SPOOL BLOCES
SPOOL BLOCES
5PO0OL BLOCES

=] =] 0 o oo

-l

~

RaOR BRI BRI ORI ORI ORI R ORI R
PP e e e e e

B3B3 ORI PR3 R ORI BRI ORI ORI R
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Scenario 4b: How Do You Do That?

Spool monitor and action in Operations Manager:

*

*

DEFSMON NAME(SPLFULL),+
USAGE(025-100), +
INTERVAL(1),+
LIMIT(3,3600),_
ACTION(SPLEMAIL)
R
DEFACTN NAME(SPLEMAIL), +
COMMAND(EXEC SMTPSPL tid1 at us.ibm.com &4),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 4b: How Do You Do That?

SMTPSPL EXEC (excerpts)

[* *
Parse arg mail_user dummyat mail_node spoolpct

errtext = 'Spool is' spoolpct'% full on z/VM system'
[* Get TCP hostname and domain from Ops Mgr global variables */

line.1 ='OPTIONS: NOACK LOG SHORT NONOTEBOOK ALL CLASS A’
line.2 = 'Date: ' Date() ', Time()

line.8 = errtext 'on' fgqdomain_name

line9=""

line.10 = 'Following are the top ten largest spool files and the top ten u
ith the most spool files.'

'PIPE stem line. | > TEMP NOTE A’

'PIPE command GOMCMD OPMGRM1 STATUS DETAIL(SPOOLUSR) | specs words 4-* 1 |
spooldata.’

spooldata.0 = 20

'PIPE stem spooldata. | >> TEMP NOTE A’

'EXEC SENDFILE TEMP NOTE A (NOTE SMTP"

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 5:
Find and View Spool Files — Clean up the Spool

» Authorized user specifies spool search criteria
- By userID
- By date
- By file size
» Result list presented
- Sort
- Openl/view a specific spool file
- Purge, modify metadata, or transfer a file

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 5: Detailed Steps

» From an authorized VM user ID, view the spool files:

gomcmd opmgrm1 viewspl

» Sort by date
- Put cursor on date column header and hit F6

» Find the spool files just sent and type PURGE next to them

» From an authorized VM user ID, view the log to see that the
spool monitor is no longer triggered:

gomcmd opmgrm1l viewlog

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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=l A - ATS Demo

File Edit Wiew Communication Actions  window  Help

B B 2% == =@

System: ZVMVERZOD : % i : 0% Used
1655640

Cmd

Owner
OPERATHNS
OPERATHNS
PERFEVH
PERFSVYH
MAINT
ESMTS109
SLESAL100
SLESAL100
SLESA100
SLESA114
SLESA114
RHAT104
SINE
ESMTES109
ESMTS109
ESMTS109
ESEMTE109
TCPMAINT
OPERATOR
SLESA114
SLESA114
RHAT104
RHAT100
SINE
SINE
SINE
BKRADMIMN
RHAT104
RHAT104
RHAT104

EEMTS101
ESMTS101
5697J068B

RDR
RDR
RDR

RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR

-»»>»>>>2»2>D>T-HDDI2D2DIT2D2IIT22IIII2IIID-HDI00M

Name
CPDUMP
CPDUMP

BRSZVM4 4

INITRD
VYMRDR
PARM
VYMRDR
INITRD
INITRD
INITRD

TCPIP
TCPIP

PARM
KERNEL
VYMRDR
BKR120
BKR120
INITRD
WORKER
REDHAT
GENERIC

UK27376
UKi1iB8212
UK31492
UK18212
UK19969
UK23333
VYMRDR
INITRD
VYMEFINS

MESEAGE
MESEAGE

SERVLINK
YHMARC
IMG
oOuUTPUT
CONF
PARM

SERVLINK
YHMARC
SERVLINK
SERVLINK
SERVLINK
SERVLINK
IKR

BIN
CONSOLE

MA

a

05/001

W |Connected ko remote serverjhost 9.82.24,129 using port 23
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=i A - ATS Demo

File Edit WYew Communication Actions ‘Window Help

|| || || ] 'ee|%a M| | @2

System: ZVMVEBERZO Spool: 85% Used
Max: 4. 8G

Files: 0% Used
Ma=x: 1655640

Cmd

Owner
OPMGRC1
SINE
OPMGRC1
SINE
MAINT
SINE
MAINT
OPMGRC1
SINE
SINE
SINE
SINE
SINE
SINE
MAINT
PERFESVYHM
PERFSVH

TCPHMAINT
TCPHMAINT
OPERATOR
PERFSVHM
SINE

BI SHOP
MAINT
SINE
PERFSVHM
PERFSVHM
OPERATOR
RICHARD
PERFSVHM
RICHARD

0240
007y
0248
0247
0246
0245
0244
0243
0239
ov27
0726

[l

rr-4-4»>>—-—-rooo-I>>>>>—->>>-HI2D>DTI-I-DI DD

QUE
RDR
RDR
RDR
RDR
RDR
PRT
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
PRT
PRT
RDR
PRT
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
PRT
RDR
RDR
RDR
RDR
PRT
PRT
PRT
PRT
PRT
RDR

TYP
PUN
PUN
PUN
PUN
CON
CON
CON
PUN
PUN
PUN
PUN
CON
CON
CON
CON
PRT
PRT
CON
CON
PUN
PUN
PUN
PUN
PUN
PUN
CON
PRT
PRT
PRT
CON
CON
CON
CON
PRT
PRT
CON
CON
PRT
PUN

EBi=ze
17HM
17HM
17HM
17HM

4K
12K
4K
17HM
17HM
17HM
17HM
12K
4K
4K
4K
1M
1M

Date

02/24
02/24
02/24
02/24
02/24
02/24
02/23
02/23
02/23
02/23
02/23

02/20
02/20
02/19
02/19
ez2/18
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
az2s17
02/16
02/16
02/16
02/16
02/16
02/15
0z2/14
0z2/14
0z2/14
02/13

Tim
20:40:23
: 17
D:11
D:03
131
44
122
44
114
138

oORRN

]
\o

INamE

INITRD
INITRD
INITRD
INITRD

FCONMON
FCONMON

SMTP

FCONMON

FCONMON

FCONMON

FCONMON
LNXMSG

LISTING
LISTING

NOTE

MESSAGE
MESSAGE
LISTING

LISTING

LISTING

LISTING
EXEC

MA

=]

05/001

[i=3" [Connected to remote serverfhost 9,82,24, 129 using port 23
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=i A - ATS Demo

File Edit Wiew Communication Actions Window Help

s B @ @ s 2L 8 @

System: ZVMVER20 Speool: 85% Used 0% Used

Cmd
purge

Owner
OPMGRC1
SINE
OPMGRC1
SINE
bbbl

SINE
MAINT
OPMGRC1
SINE
SINE
SINE
SINE
SINE
SINE
MAINT
PERFSVHM
PERFSVHM
SINE
SEMTP
RICHARD
SEINE
SINE
SINE
SINE
OPMGREM1
TCPHMAINT
TCPMAINT
OPERATOR
PERFSVHM
SINE

BI SHOP
MAINT
SEINE
PERFSVHM
PERFSWVHM
OPERATOR

RICHARD

File
0011
0267
0010
0265
0241
0264
0240
0007
0248
0247
0246
0245
0244
0243
0239
0727
0726
0241
0015
0010
0240
0239
0238
0237
0003
0038
0037
0046
0725
0236
0048
0238
0235
0724
0723
0045
o008
0722
0007

Max:

CLSE QUE
RDR
RDR
RDR
RDR
RDR
PRT
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
PRT
PRT
RDR
PRT
RDR
RDR
RDR
RDR

I

442 2—4-22222—-22 222 2H22 -2 1D -2 D

4 .86

TYP
PUN
PUN
PUN
PUN
CON
CON
CON
PUN
PUN
PUN
PUN
CON
CON
CON
CON
PRT
PRT
CON
CON
PUN
PUN
PUN
PUN

Size
17H
17H
17HM
17HM

4K
12K
4K
17HM

1655640

B b e ok ek (D
LW o]

OR~
oo

2222QC
oo e

INITRD
INITRD
INITRD
INITRD

FCONMON
FCONMON

SMTP
SEMTP
SMTP
SMTP
SMTP
SMTP

TCPIP
TCPIP
FCONMON

FCONMON

FCONMON

FCONMON
LNXMEG

LISTING
LISTING

HNOTE
HNOTE
NOTE
HOTE
HOTE
HNOTE

MESSAGE

LISTING
LISTING

LISTING
EXEC

MA

=]

03 /002

@konnected ko remote serverfhost 9.82.24.129 using port 23

4

Operational Monitoring and Automation of z/\VM and Linux on z Systems

© 2013, 2015 IBM Corporation




IBM z Systems

=iA - ATS Demo

File Edit Miew Communication Actions  Window  Help

B B 2% B|m @

Sustem: ZVMYSRZO : % 0% Used

Cmd

Owner
MAINT
SIHNE
MAINT
OPMGRC1
SINE
SINE
SINE
SINE
SIHNE
SINE
MAINT
PERFSYHM
PERFSWVYHM
SINE
SMTP
RICHARD
SINE
SINE
SINE
SINE
OPMGRM1
TCPMAINT
TCPMAINT
OPERATOR
PERFSYVYHM
SINE
BISHOP
MAINT
SINE
PERFSYHM
PERFESVYVHM
OPERATOR
RICHARD
PERFSWVYHM
RICHARD
PERFSVYHM
PERFSYHM
EEMTES103
PERFESYHM

File
0241
0264
0240
0007
0248
0247
0246
0245
0244
0243
0239
0727
0726
0241
0015
0010
0240
0239
0238
0237
0003
0038
0037
0046
0725
0236
0048
0238
0235
0724
0723
0045
0008
0722
0007
0721
0720
0020
0719

1655640

CLSE QUE
RDR
PRT
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
PRT
PRT
RDR
PRT
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
RDR
PRT
RDR
RDR
RDR
RDR
PRT
PRT
PRT
PRT
PRT
RDR
PRT
PRT
PRT
PRT

- —--HT - D

Time
:10:31

0:51:44
:58:22
:48:44
:4d6:14
:45:38
;45 :08

- A
3:10:25
05 :30
:44:50
G0 :39
00 :39
3741
:44:08
:41:39
:28:43
:28:43
:28:43
:28:43
:28:43
:28:43
:28:36
:28:36
:00:39
:064:33
08 :44
05 :32
143 : 25
00 :39
00 :39
:06:32
16427
00 :39
:55:19
0039
00
108 :
00

FCONMON
FCONMON

SMTP
SMTP
SMTP
SMTP
SMTP
SMTP

TCPIP
TCPIP
FCONMON

FCONMON
FCONMON

FCONMON
LNXMEG

FCONMON
FCONMON

FCONMON

LISTING
LISTING

NOTE
NOTE
NOTE
NOTE
NOTE
NOTE

MESEAGE
MESEAGE
LISTING

LISTING
LISTING

LISTING
EXEC

LISTING
LISTING

LISTING

MA

=]

057001

| @T |Connected ko remote server/host 9.82.24,129 using port 23
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=4 - ATS Demo

File Edit View Communication Actions ‘Window Help

=1 Elﬁl *_HI!I _I (| &2 @] &

02?24?2009 GOMACTO2671 ACTION SPL7Y END RC=0 SERVER OPMGRHMI1
02/24/7/2009 20:52: GOMCMDOZiEL SMTP "¥ From SMTP: Receiwved Spool File 006
0272472009 o, M x5 v I = rom al eEL1vVeEere [+
02/24/72009 : : GOMSMO.4031 SPOOL ALERT: MONITOR SPL? UsSAGE COMDITI
02/24/72009 : : GOMEMO04011 SPOOL UESEE: MONITOR SPL7Y SPACE 85 PERCENT,
02{24,}2009 . = A4 - bA A . b 0 R - ) L h - h
02/24/7/2009 : : GOMACTO2601 SPL7Y ACTIOMN SPL7Y TRIGGERED BY
02/24/72009 : : GOMACTO2621 ACTION SPL7Y BEGIN FOR SPOOL SERVER OPHMG
02/24/72009 : : GOMACTO269L COMMAND "“"EXEC EMTPHNOTE TLD1 AT US.IBM.COM SEPOO
02/24/72009 : : GOMACTO27OL DMEXEUS87I XEDIT:

Q272472009 : : GOMACTO27OL MOTE OPMGRM1 HNOTE Al sent to TLD1 at US.IBM.CO
02/24/7/2009 : : GOMACTO2671I ACTION SPL7Y END RC=0 SERVER OPMGRHM1
02/24/72009 : : GOMCMDO216L SMTP "¥ From SMTP: Receiwved Spool File 006
02"24"209 0] 0] AU TV L U l_'lIIIF ” L} L4 11} |_'FIIIF- Mo Lo L | =y S N | == R =g | L LI =
02/24/72009 : : GOMEMO04031 SPOOL ALERT: MONITOR SPL7Y UsSAGE COMDITI
Q272472009 : : GOMSM004011 SPOOL USE: MONITOR SPLY SPACE 85 PERCENT,
02/24/2009L20.54. : 01 2 SDOCE 0 DERCENT _E
02/24/72009 : : GOMQCTGZEOI ACTIONM SPLY TRIGGERED BY
02/24/72009 : : GOMACTO02621 ACTION EPL7Y BEGIN FOR SPOOL SERVER OPHMG
02/24/72009 : : GOMACTO269L COMMAND "EXEC EMTPHWOTE TLD1 AT US.IBM.COM SPOO
Q272472009 : : GOMACTO27OL DMEXSUS87I XEDIT:

272472009 : : GOMACTO270L NMOTE OPMGRM1 HNOTE Al sent to TLD1 at US.IBM.CO
02/24/72009 : : GOMACTO2671 ACTION SPL7Y END RGC=0 SERVYER OPMGRHM1
Q2/24/72009 : : GOMCMDO216L SMTP "* From SMTP: Receiwved Spool File 00?
02/24/72009 oo v el g

Q272472009 : : GOMSMO04031 SPOOL ALERT: MONITOR SPL7Y UsSAGE CONDITI
272472009 : : GOMSM0O04011 SPOOL USE MOMITOR SPL7Y SPACE 85 PERCENT,
02/24/72009 : : :

Q2/24/72009 : : A 0N H

02/24/72009 : : GOMﬁCT@ZEZI ACTION SPL? BEGIN FOR SPOOL SERVER OPMG
Q272472009 : : GOMACTO269L COMMAND "EXEC SMTPHNOTE TLD1 AT US.IBM.COM SPOO
272472009 : : GOMACTO270L DMSXSUS87I XEDIT:

02/24/72009 : : GOMACTO270OL NOTE OPMGRM1 NOTE Al sent toe TLD1 at US.IBM. GO
Q2/24/72009 : : GOMACTO2671 ACTION ESEPL7Y END RC=0 SERVER OPMGRHMI1
02/24/72009 : : GOMCMDO216L SMTP "¥ From SMTP: Received Spool File 007
02/24/2009 : : u S TO M Croown SRWTO: MMod 1 clol daoseasl ko L TLD
272472009 : : GOMCMDO2231 USER ISSUED COMMAND "PURGE OPMGRC1 R
02/24/72009 : : GOMCMDO2231 USER ISSUED COMMAND "YPURGE SINE R
Q2/24/72009 : : GOMCMDO2231 USER ISSUED COMMAND "“"PURGE OPMGRC1 R
02/24/72009 : : GOMCMDO2231 USER ISSUED COMMAND "PURGE SINE R
02/24/7/2009 : : GOMCMDO201L SINE "WIEWLOG" VID=SINE SRC=MASIUCY [

MASALOG {Scroll)
MA a 42 /001
[ = [Connected to remate serverhost 9.52,24.129 using port 23 S
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Scenario 6: Automated Spool Clean Up

> Use z/VM SFPURGER utility to manage spool files based on
criteria, e.g.
- User ID
- Days in spool
- Class
- Number of records

» Automate SFPURGER execution

- Regularly scheduled using Operations Manager
- Triggered by Operations Manager spool monitor

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM z Systems

Scenario 6: Detailed Steps

» From an authorized VM user ID, view the spool files for a specific
user:

gomcmd opmgrm1 viewspl user(tstadmn2)

> Send a file to this user as class Z

sendfile profile exec a tstadmn2 (class z

> View spool files for this user again to see the new file

gomcmd opmgrm1 viewspl user(tstadmn2)

» Delete any existing schedules called DEMO

gomcmd opmgrm1 delschd name(demo)

» Schedule SFPURGER for execution
- It will purge any files of class Z

gomcmd opmgrm1 defschd name(demo),action(sfpurger), WHEN(now)

> View spool files for this user again to see the new file is gone

gomcmd opmgrm1 viewspl user(tstadmn2)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM z Systems

= i Session A - TSTADMNI - [32 & 80]

File Edit Wiew Communication Actions ‘window Help

0 ] @(E| @ vt 2 8 ele

Ready; T=0.01/0.01 15:01:23

GOMCHMD OPMGRM1 VIEWspl user (tstadmnZ) _

RUNNING DEM1ZVHM

31/038

@ |Connected to remote serverfhost 9.39.68. 141 using port 23 [ A
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File Edit Wiew Communication Actions ‘Window Help

By 2% EE| b % &2 3 @

System: DEM1ZVM Spool: 5% Used Files: 0% Used 1 of 2
Max: 2.40G Max: 1655640

Cmd Owner File CLS QUE TY¥YP Si=ze Hold Date Time Mame Type

| TSTADMNZ 0004 A RDR PUN 57EK NONE 04/20 04:55:5%56 AMV1004 BEADARC
TSTADMNZ2 006 A RDR PUN 54K NOMNE 08/25 11:07:21 TSTADMN1 NETLOG

05/001

@T |Connected to remate serverfhost 9.33,68,141 Using port 23 [

4

|
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_ioix
File Edit View Communication Actions Window Help

sendfile profile exec a tstadmn2 {(class =

File PROFILE EXEC Al sent to TSTADMNZ at DEM1IZVM on Q9/27/09 15:23:11

Ready; T=0.01/0.01 15:23:11

B RUNNING DEM1 ZVHM

31/001

| =9 [Connected to remate serverfhaost 9.39.68. 141 using port 23 [

4
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= i Session A - TSTADMNL - [32 x 80]

File Edit Wiew Communication Actions ‘Window Help

By 2o @E| = % & @ @ ¢l

System: DEM1ZVHM Spool: 5% Used Files: 0% Used 1 of 3
Max: 2.4G Max: 1655640
Cmd Owner File CLS QUE T¥YP Si=ze Hold Date Time Mame Type
TSTADMNZ o004 A RDR PUN 576K NONE 04720 04:55:%6 AMV1I0O04 BADARC
TSTADMNZ opoe A RDR PUN 64K NOME 08/25 11:07:21 TSTADMN1 NETLOG
TSTADMNZ oo i RDR PUN 4K NONE 09/27 15:23:11 PROFILE EXEC

[=9" [Conmected to remate serverfhast 9.39,66.141 using port 23
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=i Session A - TSTADMNI - [32 x 80]

File Edit Wiew Communication Actions Window Help

Ready; T=0.01/0.01 15:09:49

GOMCMD OPMGRM1 DE1SCHD NAME (DEMO)

09/27/2009 15:09:56 GOMCMDO212E DELSCHD "DEMO " NOT FOUND
Ready; T=0.01/0.01 15:09:%6

GOMCMD OPMGRM1 DEFSCHD NAME (DEMO) ,ACTION(sfpurger) , WHEN(NOW)
Ready; T=0.01/0.01 15:11:33

RUNNING

31/001

DEM1Z2VM

@ [Cornected ta remaote server/host 9.39.68,141 using pork 23
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File Edit Wiew Communication Actions Window Help

B B3 A @@ = s o @ @l

Ve s o M W W a W u W W S O Vo M o Yo T ¥ Pt T ¥ P W W (VT IVE- WY ll/qq\nm P ﬁ.-li Il;h
09/ 2772009 [Receive files from host GOMCMDO201L  TSTADMN1 "DELSCHD NAME (DEMO)" WVID=TSTADMN1 SRC
00/27/2000 15:26:37 GOMCMDOZ01L TSTADMN1 "DEFSCHD NAME (DEMO) ,ACTION{SFPURGER),
00/27/2000 15:26:49 GOMCMDOZ01L TSTADMN1I "VIEWLOG" WVID=TSTADMN1 SRC=MASIUCY C
00/27/2000 15:26:59 GOMACTO260I SCHEDULE DEMO ACTION SFPURGER TRIGGERED BY
00/27/2000 15:26:59 GOMACTO262I ACTION SFPURGER BEGIMN FOR SCHEDULE SERVER OPMG
00/27/2000 15:26:59 GOMACTO269L COMMAND "EXEC SFPURGER FORCE"

09/27/2009 15:26:59 GOMACTO270L DMSCYS24521 SFPURGER starting at 15:26:59 on 2
09/27/2009 15:26:59 GOMACTO270L DMSCYS24531 Running in FORCE mode - RUND9270.
09/27/2009 15:26:59 GOMACTO270L DMSCYS24701 Using SFPURGER MODULE with SFPTRAC
09/27/2009 15:26:59 GOMACTO270L DMSCYS24561 Erasing old output files till 2009
00/27/2000 15:26:59 GOMACTOZ2TOL

09/27/2009 15:26:59 GOMACTO270L DMSCYS24961 Control card scan complete.
D

09/27/2009 15:26:59 GOMACTO270L DMSCYS24591 Examining output file

09/27/2009 15:26:59 GOMACTO270L DMSCYS24621 Spool file scanning begins ...
09/27/2009 15:26:59 GOMACTO270L DMSCYS24821 Executing: CP PURGE TSTADMNZ2 RDR O
00/27/2000 15:26:59 GOMACTOZ7OL 0000001 FILE PURGED

09/27/2009 15:26:59 GOMACTO270L DMSCYS24631 1 of the 286 spool files HAVE been
09/27/2009 15:26:59 GOMACTO270L DMSCYS24851 0 of the 286 spool files HAVE been
09/27/2009 15:26:59 GOMACTO270L DMSCYS24861 0 of the 286 spool files HAVE been
00/27/2000 15:26:59 GOMACTO27OL RDR FILE 0014 SENT FROM OPMGRM1 CON WAS 0014
09/27/2009 15:26:59 GOMACTO270L DMSCYS24661 Run terminating — Return code 0.
00/27/2000 15:26:59 GOMACTOZ27OL DMSCYS24651 SFPURGER RUNO9270 has ended.
00/27/2000 15:26:59 GOMACTO267I ACTION SFPURGER END RC=0 SERVER OPMGRM1
0072772000 150.26. .50 GOMCHMDOZIGL OPERATUR TUPHMGRMIL: DHSCYS?A52721 SIPURGER sfarti
09/27/2009 15:26:59 GOMCMDO216L OPERATOR "OPMGRM1: DMSCYS524531 Running in FORC
09/27/2009 15:26:59 GOMCMDO216L OPERATOR "OPMGRM1: DMSCYS24561 Erasing old out
09/27/2009 15:26:59 GOMCMDO216L OPERATOR "OPMGRM1: DMSCYS24591 Examining outpu
B MASALOG

31/001

@ [Cornected to remote serverfhost 9.39.68. 141 using port 23

A

—

Operational Monitoring and Automation of z/\VM and Linux on z Systems

© 2013, 2015 IBM Corporation




IBM z Systems

i Session A - TSTADMNL - [32 « 80] (=]

File Edit Wiew Communication Ackions window Help

| B E|m)| ) (%] 2t & @
System: DEM1ZVM Spool: 5% Used Files: 0% Used 1 of 2
5 SR il = SRR B o A A
Cmd Owner File CLS QUE TYP Size Hold Date Time Name Type

TSTADMNZ 0004 A RDR PUN S76K NONE 04/20 04:5%:26 AMVY1004 BADARC
TSTADMNZ 0000 A RDR PUN 64K NONE 08/2% 11:07:21 TSTADMN1 NETLOG

|=9" [Connected ko remate serverfhost 9,39,68,141 using part 23
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Scenario 6: How Do You Do That?

Action in Operations Manager to call z/VM’'s SFPURGER EXEC

DEFACTN NAME(SFPURGER),+
COMMAND(EXEC SFPURGER FORCE),+
OUTPUT(LOG),+
ENV(LVM)

SFPURGER OPTIONS file

* Send console log to user ID TSTADMNL1 at demo node

CONSOLE TSTADMN1 DEM1ZVM

* Erase LOG and RUN files that are more than 3 days old

KEEPDAY 21

* Set prime shift start and end times

PRIMSHFT 07:30:00 16:30:00

* Use defaults for the following:

* MSGTYPE SORTMOD SFPCNTL SOSCNTL SFPMOD APPEND
SFPCNTL SFPTRACY

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 6: How Do You Do That?

SFPTRACY CONTROL
* Ignore any spool files found in the NSS queue (pr Ivilege class E)
QUEUE NSS A CTION IGNORE

*

* Purge any spool files found in class Z
CLASS Z A CTION PURGE

Make sure OPMGRML1 links and accesses MAINT 193 disk for access to
SFPURGER functions

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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» Operations Manager monitors the console of a user ID that does logging
- DIRMAINT, for example

» Disk full or early warning message triggers a rule/action in Operations
Manager

« Quiesce or shut down DIRMAINT

- Send the log files to a separate service machine
- Erase the log files from DIRMAINT’s logging disk
- Restart DIRMAINT

- Separately, other service machine automatically archives all files it
receives (in Archive Manager for z/VM)

- Log files are safely archived in Archive Manager and DIRMAINT is running
with a clean log disk

» Get a copy of the console for further review/debugging

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 7: Detailed Steps

> From an authorized VM user ID, view the DIRMAINT console:
gomcmd opmgrm1 viewcon user(dirmaint)

> In the console view

- Issue CMS commands to copy old (large) log files to DIRMAINT’s log disk

cms copyfile dirmaint tlog0914 t = tlog0912 h
- Verify the logging disk is more than 75% full

cms q disk

- Run DIRMAINT’s hourly processing now

exec dvhourly

- Verify the logging disk is less than 75% full
cms q disk
» Exit the console view and find the files in the archive
amvlist

- Type “archlogs” in the owner field and press ENTER

> Request a copy of the console for further review/debugging
gomcmd opmgrm1 viewcon user(dirmaint),mode(rdr)

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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= I Session B - TSTADMNI - [32 x 80]

File Edit WYiew Commonication  Actions  Window  Help

|| 2| @@ w| )% &Nt & &€

DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.01/0.01 22:56:04
DVHWAIZ2140I Waiting for work on 09/02/24 at 22:56:04.
DVHWAIZ21431 Wakeup caused by timer file entry on 09/02/24 at 23:01:02.
DVHWAIZ21431 Processing event number 00005 scheduled for ==/==/== at
DVHWATZ21431 +01:00:0.

DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.02/0.02 23:01:02

DVHREQ2290I Request is: CMS EXEC DVHOURLY

DVHREQ2288I Your CMS request for DIRMAINT at ¥ has been accepted.

DVHRLY38861 Hourly processing started; with 0 log

DVHRLY38861 files.

DVHREQZ2289I Your CMS request for DIRMAINT at * has completed; with RC
DVHREQZ2289I = 0.

DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.03/0.03 23:01:03

DVHWAIZ2140I Waiting for work on 09/02/24 at 23:01:03.

DVHWAIZ21421 Wakeup caused by elapsed time on 09/02/24 at 23:06:03.

DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.01/0.01 23:06:03

DVHWAIZ140I Waiting for work on 09/02/24 at 23:06:03.

DVHWAIZ21421 Wakeup caused by elapsed time on 09/02/24 at 23:11:03.

DIRMAINT DEM1ZYM. - 2009/02/24; T=0.01/0.01 23:11:03

DVHWAIZ140I Waiting for work on 09/02/24 at 23:11:03.

¥ —— Operations Manager VIEWCON session from TSTADMN1 entered the following ——
cms acc 333 t

DVHWAIZ21461 Wakeup caused by console attention on 09702724 at 23:12:15.
DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.01/0.01 23:12:16

DVHREQ22901 Request is: CMS acc 333 t

DVHREQ2288I Your CMS request for DIRMAINT at ¥ has been accepted.

DVHREQ2289I Your CMS request for DIRMAINT at ¥ has completed; with RC
DVHREQZ2289I = 0.

DIRMAINT DEM1ZYM. - 2009/02/24; T=0.02/0.03 23:12:17
IJYIIHI_IJ.LJ.qUJ. HL LJ.II\__’ L | m o Ugf Ly LHL e

cms copyfile dirmaint tlog0914 t = tlog@912 h_

DIRMAINT (Scroll)

@knnnected ko remobe server/host 9,39,68, 141 using pork 23
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File Edit WView Communication Ackions ‘Window Help

B 2] B | %] & 8] @@
DVHWAI2140I Waiting for work on 09/02/24 at 23:01:03.
DVHWAI2142I Wakeup caused by elapsed time on 09/02/24 at 23:06:03.
DIRMAINT DEM1ZVYM. - 2009/02/24; T=0.01/0.01 23:06:03
DVHWAI2140I Waiting for work on 09/02/24 at 23:06:03.
DVHWAI2142I Wakeup caused by elapsed time on 09/02/24 at 23:11:03.
DIRMAINT DEM1ZVY¥M. - 2009/02/24; T=0.01/0.01 23:11:03
DVHUWAIZ2140I Waiting for work on 09/02/24 at 23:11:03.
¥ —— Operations Manager VIEWCON session from TSTADMN1 entered the following —-
cms acc 333 t
DVHWAI21461 Wakeup caused by console attention on 09/02/24 at 23:12:15.
DIRMAINT DEM1ZVY¥M. - 2009/02/24; T=0.01/0.01 23:12:16
DVHREQ2290I Request is: CMS acc 333 t
DVHREQZ2288I Your CMS request for DIRMAINT at ¥ has been accepted.
DVHREQ22891I Your CMS request for DIRMAINT at * has completed; with RC
DVHREQ2289I = 0.
DIRMAINT DEM1ZV¥M. - 2009/02/24; T=0.02/0.03 23:12:17
O T T T T e e e e e e

¥ —— Operations Manager VIEWCON session from TSTADMN1 entered the following —-
cms copyfile dirmaint tlog0914 t = tlogi912 h
DVHWAI21461 Wakeup caused by console attention on 09/02/24 at 23:14:06.
DIRMAINT DEM1ZV¥M. - 2009/02/24; T=0.01/0.01 23:14:06
DVHREQ2290I Request is: CHMS copyfile dirmaint tlog0914 t = tlog0@912 h
DVHREQZ2288I Your CMS request for DIRMAINT at ¥ has been accepted.
DVHREQ2289I Your CMS request for DIRMAINT at * has completed; with RC
DVHREQ2289I = 0.

rnrrLmi LLTTL ZwWIT. Luum, T LA LW N R W R v e ] LQ.LH.UL‘!
DVHWAIZ2140I Waiting for work on 09/02/24 at 23:14:08.
DVHWAI21421 Wakeup caused by elapsed time on 09/02/24 at 23:19:08.
DIRMAINT DEM1ZV¥M. - 2009/02/24; T=0.01/0.01 23:19:08
DVHUWAIZ2140I Waiting for work on 09/02/24 at 23:19:08.

DIRMAINT (Scroll)

31/001

=5 [Connected to remote server/host 9,39.68.141 using port 23 | 4
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il = I Session B - TSTADMML - [32 = 80]

! Fle Edit Wiew Communication  Actions  Window  Help

2% | | &8 &) @

cms copyfile dirmaint tlog0914 t = tlog®910 h

DVHWAT21461 Wakeup caused by console attention on 09/02/24 at 23:24:42.

IDIRMAINT DEM1Z2VM. - 2009/02/24; T=0.01/0.01 23:24:42

:DVHREQ2290I Request is: CMS copyfile dirmaint tleg0914 t = tlog0910 h

DVHREQ2288I Your CM3 request for DIRMAINT at ¥ has been accepted.

DVHREQ2289I Your CHM3 request for DIRMAINT at ¥ has completed; with RC

DVHREQ22891 = 0.

DIRMAINT DEM1ZVHM. - 2009/02/24; T=0.03/0.03 23:24:43

nn\lHllﬁT’)‘l AT 11— 4 4 n:—: £ - Il -y 3y F O F A — 4 it B BN I, B s

;% —— Operations Manager VIEWCON session from TSTADMN1 entered the following —-

cms q disk

LIYIIHI_IJ.LJ.qUJ. m'u'_} LWIILLUII _rnn Ugl L r LHL A

DIRMAINT DEM1ZVHM. - 2009/02/24; T=0.01/0.01 23:25:08

DVHREQ22901 Request is: CMS g disk

IDVHREQ2288I Your CMS3 request for DIRMAINT at ¥ has been accepted.

‘LABEL VDEV M STAT CYL TYPE BLKSZ FILES BLKS USED-(%) BLKS LEFT BLK TOTnA

DIR15S 155 R/iW 9 3390 4096 12 80-05% 1540 162

DRM491 191 R/iW 15 3390 4096 250 1311-49 1389 270

DEM11F 11F R/iW 8 3390 4096 47 568-39 872 144

DIR1IDF 1DF R/iW 9 3390 4096 124 265-16 1355 162

[} [ [ 3 1nE | i) e X N m 4 1% ‘lw 14?6 162

'DIR1AA 1AA R/iW 9 3390 4096 10 1385-85 235 162
T90 R7U UL U % A L U R U= ] 5 Cor TS TS or 3487 1800

DIR333 333 R/iW S 3390 4096 2 505-56 395 90

MNT19E 19E /S RSO 250 3390 4096 11062 2808862 16912 4500

DIR1IFA 1FnA R/iW 9 3390 4096 Q T-00 1613 162

IDVHREQ2289I Your CHMS request for DIRMAINT at ¥ has completed; with RC

DVHREQZ2289I = 0.

DIRMAINT DEM1ZVHM. - 2009/02/24; T=0.02/0.03 23:25:09

DVHWAIZ2140I Waiting for work on 09/02/24 at 23:25:09.

NS IphmMoOODIT

DIRMAINT (Scroll)

' 31/001

! Hﬁ [Commected to remate serverfhost 9,393,658, 141 using port 23 [ 5
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File Edit Wiew Communication Actions  Window  Help

T EE M I L N T =T L AL A P g il | 22

23:29:24 % ——- Operations Manager VIEWCON session from TSTADMHN1 entered the foll
23:29:24 cms exec dvhourly
. = n LY ol J.LJ.qUJ. MUP \.Mu IJH LUIImIILLUII L | Ugf LW i LHL JF-EN- R <
23:29:24 DIRMAINT DEM1ZVM. - 2009/02/24; T=0.01/0.01 23:29:24
23:29:25 DVHREQ2290I Request is: CHMS exec dvhourly
e e . e T R e
23:29:25 DVHRLY3895W Disk 01AA is 75% full, exceeding its
23:29:25 % —-—- Operations Manager Action DIRMLOGEB scheduled for execution ——- %
23:29:33 DVHRLY3895W WARNING threshold of 75%.
P = R S S e T e T T T T T T T e e ety
23:29:33 DVHRLY3886I files.
23:29:33 DVHREQ2289I Your CM3S request for DIRMAINT at * has completed; with RC
23:29:33 DVHREQZ289I = 0.
23:29:33 DIRMAINT DEM1ZVM. - 2009/02/24; T=0.04/0.04 23:29:25
23:29:33 DVHWAIZ2140I Waiting for work on 09/02/24 at 23:29:25.
23:29:33 DVHUAIZ1411I Wakeup caused by *¥SM38G on 09/02/24 at 23:29:25 from OPMGRM
23:29:33 DIRMAINT DEM1ZVM. - 2009/02/24; T=0.01/0.01 23:29:25
23:29:33 DVHREQ2290I Request is: REQUEST 74 SHUTDOWN
23:29:33 DVHREQ22881 Your SHUTDOWMN request for OPMGRM1 at * has been accepted.
23200 33 DWHREORZ 288 Moure SHUTOOWMM coausct for OBMGRMIL ot X bac beon sccontead
23:29:33 DVHSHU2193I A shutdown command has been issued by
23:29:33 DVHSHUZ2193I OPMGRM1 from DEM1ZVHM.
23:29:33 DVHSHU2198A The DIRMAINT serwvice machine is logging
23:29:33 DVHSHUZ2198A off.
i T BERES N & U l"‘ﬁhlhlEl"‘T— CACH AT T I X & T T = =X = IATATAIATAT 4{'\ T a1 NS TATATARIEATA 47
23:29:33 LOGOFF AT 23:29:27 CST TUESDAY 02/24/09
L PR BT e OFod SENT EROM DIEMATNI _CON _LaS 0701 EECS 0005 CPY Qo1 0 _H
23:29:33 DASD 0191 LINKED R/W; R/0 BY DATAMOVE
23:29:33 DASD 011F LINKED R/W; R/0 BY DATAMOVE

- oy

DIRMAINT

31/001

[=37 [Connected to remate server/host 9.39,68.141 using part 23 | 4
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'l Session B - TSTADMNI1 - [32 x 80]

File Edit Wew Communication Ackions  Window  Help

_IEI_LIEIEI!EI_I %) &t | @le|

4.8 '5’4

gomcmd opmgrml viewcon user{dirmaint) . mode{rdr)
RDR FILE 0112 SENT FROM OPMGEMI1 PRT WAS 0043 RECS 4039 CPY 001 A NOHOLD NOKEEP

RUNNING DEM1ZVHM
31/001
&

@ [Connected ko remate serverfhost 9.39.68. 141 using port 23
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File Edit Wiew Communication Ackions ‘Window Help

AB Vv 204 Trunc=204 Size=4037 Line=0 Col=1 Alt=0
File VIEWCON DIRMAINT from OPMGRM1 at DEM1Z¥M Format is PRINT.

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.01/0.01 06:56:02

DVHWAIZ2140I Waiting for work on 10/09/24 at 06:56:02.

DVHWAIZ143I Wakeup caused by timer file entry on 10/09/24 at 07:01:01.

DVHWAIZ21431I Processing event number 00005 scheduled for ==/==/== at

DVHWAIZ143I +01:00:0,

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.01/0.01 07:01:01

DVHREQ2290I Request is: CHMS EXEC DVHOURLY

DVHREQZ2288I Your CM3S request for DIRMAINT at % has been accepted.

DVHRLY3886I Hourly processing started; with 0 log

DVHRLY3886I files.

DVHREQ2289I Your CM3 request for DIRMAINT at ¥ has completed; with RC

DVHREQ2289I = 0,

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.02/0.02 07:01:02

DVHWAIZ2140I Waiting for work on 10/09/24 at 07:01:02.

DVHWAIZ21421 Wakeup caused by elapsed time on 10/09/24

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.01/0.01 07:06:02

DVHWAIZ2140I Waiting for work on 10/09/24 at 07:06:02.

DVHWAIZ21421 Wakeup caused by elapsed time on 10/09/24 at O07:11:

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.01/0.01 07:11:02

DVHWAIZ2140I Waiting for work on 10/09/24 at 07:11:02.

DVHWAIZ21421 Wakeup caused by elapsed time on 10/09/24

DIRMAINT DEM1ZVM. - 2010/09/24; T=0.01/0.01 07:16:02

DVHWAIZ2140I Waiting for work on 10/09/24 at 07:16:02.

DVHWAIZ21421 Wakeup caused by elapsed time on 10/09/24 at 07:21:02.
Help 2= Add line 3= Quit 4= Tab 5= Clocate 6= ?/Change
Backward 8= Forward 9= Receive 10= Rgtleft 11= Spltjoin 12= Cursor

[=9 [Cannected to remate serverjhost 9,39.66,141 Using port 23 | v
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Scenario 7: How Do You Do That?

Console rule and action in Operations Manager:

DEFRULE NAME(DIRMLOG),+
MATCH(*DVHRLY3895*01AA%),+
USER(DIRMAINT),+
ACTION(DIRMLOG)

DEFACTN NAME(DIRMLOG),+
INPUT(AHI),+
NEXTACTN(DIRMLOGB)

DEFACTN NAME(DIRMLOGB),+
COMMAND(EXEC DIRM1AA &U),+
ENV(LVM)

Authorize Operations Manager to issue DIRM SHUTDOWN — from
MAINT issue

DIRM AUTHFOR OPMGRM1 CMDLEVEL 150A CMDSET O

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 7: How Do You Do That?

DIRM1AA EXEC (excerpts):

Parse Upper Arg Tuser .;

[* Try to shut DIRMAINT down. */

Say 'DIRM1AA - Issuing DIRM SHUTDOWN ....%
Address CMS 'DIRM SHUTDOWN';

Address Command 'CP LINK' Tuser '1AA' Dev 'MR’;
Address CMS 'ACCESS' Dev Fm;

Address Command 'PIPE CMS LISTFILE DIRMAINT *LOG*' Fm '(NOHEADER',
'| STEM FILES.";
Do | =1 to Files.O;
Parse Upper Var Files.I Fn Ft ;
Address CMS 'SENDFILE' Fn Ft Fm 'TO ARCHLOGS';
If Rc =0 then Do;
Sent = Sent+1;
Address CMS 'ERASE' Fn Ft Fm;
End

Address Command 'CP XAUTOLOG' Tuser;

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 8:
Process a File of Test Messages as a Console

» Create a file containing lines of test messages
- Test rules and actions without creating critical conditions
» Use Operations Manager to send the file for processing
- Treat it as the console of one user
- Send it again treating it as the console of another user
- Notice triggered rules and actions are different

> View the “consoles” of these two users

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 8: Detailed Steps

» Create or view a file of test messages
xedit test consdata a
- Notice the “hello” message in the file
» From a z/VM user ID, send the test file to Operations Manager

- Send it twice, specifying two different “owning” user IDs. One
generates a message and one doesn't:

gomrsif test consdata a 9.39.64.72 63000 tstadmn8

gomrsif test consdata a 9.39.64.72 63000 tstuser8

» From an authorized z/VM user ID, view the consoles of the
owning user IDs:

gomcmd opmgrm1 viewcon user(tstadmn8)

gomcmd opmgrm1 viewcon user(tstuser8)
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ession B - TSTADMN] - [32 & 80]

File Edit Wiew Communication Actions  Window  Help

o P B @ s 2 8 &

CONSDATA Al F 80 Trunc=80 Size=5 Line=0 Col=1 Alt=0

lop of File xRN

helle there from remote system input
warning message to test

junk

noise

* % ¥ End of File % x x

02/007

[=3" [Connected to remate server/host 9.39,68.141 using part 23 | A

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




IBM z Systems

=i Session B - TSTADMNI1 - [32 » 80]

File Edit Wiew Communication Actions Window  Help

EEIEEIREALA | % & 3 @
= e S S S s
gomrsif test consdata a 9.39.68.141 63000 tstadmn8
Connecting teo 9.39.68.141
Sending TEST CONSDATA A to 9.39.68.141

13:39:12 * M3G FROM OFPMGRM1 : HELLO BACK FROM T3STADMNGS.

T T A

gomrsif test consdata a 9.39.68.141 63000 tstusers
Connecting to 9.39.68.141
Sending TEST CONSDATA A to 9.39.68.141
Ready; T=0.01/0.01 13:39:18

RUNNING DEM1ZVHM

31/001

W |Connected to remote serverfhost 9.39.68.141 using port 23 | v
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& I Session B - TSTADMNI - [32 x 80]

File Edit Wiews Communication  Actions  Window  Help

By A B ] (% &2 @ @l

hello there from remote system input

¥ —— Operations Manager Action TESTEX scheduled for execution
here is another critical system message

warning message to test

junk

noise

*

TSTADMNE (Scroll)

[i=3" [Connected to remate serverfhost 9,39.68, 141 using pork 23
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= I Session B - TSTADMNI - [32 = 80]

File Edit Miew Communication  Ackions  Window Help

| = | % 22 S @

hello there from remote system input
here is another critical system message
warning message to test

junk

noise

B ‘TSTUSERB (Scroll) !

E@T [Conrected to remote serverfhost 9.39.68. 141 using port 23 [ v
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Scenario 8: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFRULE NAME(TESTEX),+
MATCH(*HELLO*),+
MCOL(001:030),+
ACTION(TESTEX),+
EXGROUP(TSTUSERS)
«
DEFACTN NAME(TESTEX),+
COMMAND(CP MSG TSTADMN1 HELLO BACK FROM &U.),+
OUTPUT(LOG),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 8: How Do You Do That?

Set up TCP/IP listener for test data and define group of consoles:
DEFTCPA NAME(TESTDATA), +

TCPUSER(TCPIP),+

TCPAPPL(GOMRSIF),+

TCPADDR(000.000.000.000), +

TCPPORT(63000)
DEFGROUP NAME(TSTUSERS), +

USER(TSTUSER¥)

Update TCP/IP configuration to allow Operations Manager to listen on
the specified port

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 9:
Process Linux Syslog Data as a Console

> Route syslog data from a Linux guest to Operations Manager
for z/NVM

- Supports syslogd, syslog-ng, rsyslog
- syslog-ng and rsyslog include hostname or IP address in message
» Treat it as the console of a “fake” user ID

» Trigger rules and actions based on syslog data
> View the “console” containing syslog data

» QOption to create one console per syslog or combine multiple
syslogs into one console

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 9: Detailed Steps

> From an authorized z/VM user ID, view any syslog data already

received
gomcmd opmgrm1 viewcon user(Ixsyslog)

» Use PUTTY to connect to a Linux guest

» Login as root and issue the command
logger here is a critical test message from SHARE

> Return to the VIEWCON session
- See the message in the syslog “console”
- Using syslog, so no hostname or IP address
> Repeat from a different Linux guest that uses syslog-ng

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




o i Session B - TSTADMNL - [32 x 80]

File Edit Wiew Communication Actions

window  Help

B Db aln) Blm| = b

59O
59
59
:59:
59
:50;
59O
59
59
:59:
59
:50;
00
00 ;
00 ;
00
00
00
59O
59
59
:59:
59
:50;
59O
59
59
:59:
59

46
46
46
47
46
46
47
47
47
46
46
46
46
46
47
48
48
48
47
46
46
46
47
47
46
47
47
46
46

2t @ &l

(f8>crond[17539]:

{r8>crond[19771]:
{f8»crond[21997]:
{78>crond[24224]:
{7f8>crond[26456] :
{78>crond[28682]:
{f8>crond[30008]:

{r8>crond[B72]:

{f8>crond[294%] :
{78>crond[5171]:
{F8>crond[T7397]:
{78>crond[9629]:
{f8>crond[11855]:

{r8>crond[11893]:
{frfranacron[11897]:
z2Z»>sendmaill[l12016]:
{22»sendmaill[12018]:
{22>sendmaill[l12016]:
(22sendmaill[12019]:
{r8>crond[14346] :
{r8»crond[16578]:
{78>crond[18804]:
{7f8>crond[21030]:
{78>crond[23256] :
(f8>crond[25489] :
{r8>crond[27715]:
{f8»crond[29941]:
{78>crond[32167]:

{78>crond[1967]:
{78>crond[4204]:

{root)
{root)
{roct)
{root)
{root)
{root)
{(root)

CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD

(run—parts
(run—-parts
{run—-parts
{(run—parts
{(run—parts
{(run—parts
(run—parts

fetc/cron.

fetc/cron

fetcifcron.

fetc/fcron
fetc/fcron

fetc/cron.

fetc/cron

hourly).
.hourly).
hourly).
.hourly).
.hourly).
hourly).
.hourly).

(root) CMD (run-parts fetc/cron.hourly).
{root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).

(root) CMD (run—-parts /fetc/cron.hourly).

{root)
{roct)
{root)
{root)
{root)
{(root)
{root)
{root)
{root)

CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD
CHMD

(run—-parts
{run—-parts
{(run—parts
{(run—parts
{(run—parts
{(run—parts
(run—-parts
{run—-parts
{(run—parts

from=root,

to=

job

root,

fetc/cron

fetcifcron.

fetc/fcron

fetcifcron.
fetc/cron.

fetc/cron

fetc/cron.

fetc/fcron

fetcifcron.

{root) CMD (run-parts fetc/cron.daily).
Updated timestamp for
nZ239210V012016:
nZ239210x012018:
nZ239210V012016:
n239210x012018:

“cron.daily'
size=1043,
from=<{root@Phasl106.wsclab.washing
ctladdr=root {(0/0),
to=<root®Phasl106.wsclab.washingto
.hourly).
hourly).
.hourly).
hourly).
hourly).
.hourly).
hourly).
hourly).
hourly).

{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).

B ‘ LXSYSLOG (Scroll) I

te 2009-03-
class=0, nr

dela

[=57 [Connected ko remote serverfhost 9,339,685, 141 using port 23

4
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# root@hasl106:~

login a=s: root

rootf@2,.32.56,.108'3 password:

La=st login: Thu Feh 12 17:12:21 2009

[rootfdhas1106 ~]# logger here is & critical test message from share
[rootBhazl106 ~1# [

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Fil= Edit View Communication Actions ‘Window Help

_I_ilﬁl*!l!l_l'&@ 2| 3| @lo|

159
:59:
1 59:
159
:59:
:59:
159
159
100
100
00
00
100
00
159
:59:
:59:
159
159
:59:
:59:
159
159!
:59:

46
46
47
47
47
46
46
46
46
46
47
a8
48
48
47
46
46
46
47
47
46
47
47

14
14:
14:
14

{r8>crond[26456] :

{fB>»crond[28682]:
{FfB>crond[30908]:

{fB>crond[672]:

{r8>crond[2945]:
{fB8>crond[5171]:
{FB>crond[7397]:
{r8>crond[9629]:

{r8>crond[11855]:
{fB>crond[11893]:
{ffr>anacron[11897]:
{22»>sendmail[12016]:
(22»»sendmail[12018]:
{(ZZ2sendmail[12016]:
{Z22sendmail[12019]:
{r8>crond[14346] :
{FfB>crond[1657T8]:
{fB>crond[18804]:
{r8>crond[21030]:
{T8>crond[2325B6]:
{FfB>crond[25489]:
{FfB>crond[27715]:
{r8>crond[29941]:
{f8B>»crond[32167]:

(?8)crond[196?]

{root) CMD (run-parts fetcfcron.hourly).

{(root) CMD (run—-parts fetc/cron.hourly).

{(root) CMD (run—-parts Ffetc/cron.hourly).

(root) CMD (run—-parts /fetcf/cron.hourly).

{root) CMD (run-parts fetc/cron.hourly).

{(root) CMD (run—parts Ffetcfcron.hourly).

{(root) CMD (run—-parts Ffetcfcron.hourly).

{root) CMD (run-parts fetc/cron.hourly).

{(root) CMD (run—-parts fetc/cron.hourly).
{(root) CHMD (run—-parts Ffetc/cron.daily).

Updated timestamp for job “cron.daily' to 2009-03-
n239210v012016: from=root, size=1043, class=0, nr
n23921Dx012018: from=<root®Phasl106.wsclabk.washing
nZ239210V012016: to=root, ctladdr=root (0/0), dela
Nn23921Dx012018: to=<root@Phasll106.wsclab.washingto

CMD (run-parts fetc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts fetc/cron.hourly).

CMD (run-parts /fetc/fcron.hourly).

CMD (run-parts /etc/cron.hourly).

CMD (run-parts /etc/cron.hourly).

{root) CMD (run-parts fetcfcron.hourly).
{(root) CMD (run—-parts /fetc/cron.hourly).
{(root) CMD (run—-parts Ffetcfcron.hourly).

{(root)
{root)
{root)
{(root)
{root)
{root)
{root)

. UL
{86>sshd[4731]:
{BE>sshd[4731]:
<13>root:
*__

Accepted password for root from 9.49.128.169 port 2403
pam_unix({sshd:session):
here is a critical test message from share.
Operations Manager Action LXLOG

(FTOOL) LMD LFrUf parte Jete/cren-noarcgr.
session opened for user root b

scheduled for execution ——- ¥

B I LXSYSLOG (Scroll) !

@ |Cornected to remote serverfhost 9.39.63. 141 using port 23 | v
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= i Session B - TSTADMNL - [32 » 80] =lol ]

- File Edit Wiew Communication Actions ‘Window Help

EEEE EELE S ERET ]
14:14:58 * MSG FROM OPMGRM1 : GOT A CRITICAL MESSAGE '<13>R0O0T: HERE IS A CRI
TICAL TEST MESSAGE FROM SHARE.' FROM LXSYSLOG.

Ready; T=0.01/0.01 14:18:41

RUNNING DEM1 ZVHM

' 31/001

[=3" [Connected to remote serverfhost 9,39,68,141 using port 23 | v
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#* 9.82.56.114 - PUTTY

login as: root
Uzing kevhoard-interactive authentication.

PSSO,

Last login: Wed 2ep 22 13:22:57 2010 from dyn2-54-139-77.wma. ibm. com

ha=zllld:~ # logger demo message from linux guest with syslog-ng

hasl114:~ # [
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= § Session A - TSTADMN1 - [32 x 80]

File Edit View Communication Actions Window Help

o ds| ST @(E w % 22 8 &¢

<46>0ct 27 13:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 13:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 13:36:08 omeglnxl —-—- MARK -—-.

{45>0ct 27 14:43:49 hasll114 sysleg-ngl[1433]: STATS: dropped 0.

{46>0ct 27 13:56:08 omeglnxl —-- MARK --.

<46>0ct 27 14:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 14:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
<46>0ct 27 14:36:08 omeglnxl —-—- MARK ——.

{35>0ct 27 15:42:44 hasll1l4 sshd[7320]: error: PAM: Authentication failure for
{45>0ct 27 15:43:49 hasll1l4 syslog-ngl[1433]: STATS: dropped 1.

{34>0ct 27 15:44:38 hasll1l4 sshd[7320]: fatal: Timeout before authentication fo
¥ —— Operations Manager Action MSGOPERB scheduled for execution —- %

{83>0ct 27 15:44:38 hasl114 sshd[7323]: pam_unix2({sshd:auth): conwversation fail
{35>0ct 27 15:44:38 haslll1l4 sshd[7323]: error: ssh_msg_send: write.

<46>0ct 27 14:56:08 omeglnxl —-—- MARK ——.

{46>0ct 27 15:16:08 omeglnxl —-—- MARK --.

{46>0ct 27 15:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 15:36:08 omeglnxl -- MARK -—-.

{45>0ct 27 16:43:49 hasll1l4 syslog-ngl[1433]: STATS: dropped 1.

<46>0ct 27 15:56:08 omeglnxl -- MARK -—--.

<46>0ct 27 16:16:08 omeglnxl —-—- MARK —-—.

{46>0ct 27 16:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
{46>0ct 27 16:36:08 omeglnxl —-—- MARK -—-.

{45>0ct 27 17:43:49 hasll114 sysleg-ngl[1433]: STATS: dropped 0.

{46>0ct 27 16:56:08 omeglnxl —-- MARK --.

<46>0ct 27 17:16:08 omeglnxl —-—- MARK ——.

{46>0ct 27 17:16:08 omeglnxl syslog-ngl[1301]: Log statistics; dropped='pipe(/de
<46>0ct 27 17:36:08 omeglnxl —-—- MARK ——.

e 12-‘?}‘)-17 SN . B | -—-.—-h.—lrw'l- fal P S | P e nrli-:n-l— Py E - F=. 12 £ 2 P

T — T

27 18:32:35 hasl114 root: demo message from linux guest with syslog—-ng.

LXSYSLG2 (Scroll)

@ Connected to remote server/host 9.39.68. 141 using port 23
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=0 Session A - TSTADMN1 - [32 x 80]

File Edit Wiew Communication Actions Window Help

DD A% B =@ %% 2 3 e

GOMCHMD OPMGRM1 VIEWCON USER{LXSYSLg2) .mode (rdr)
RDR FLLE Ul3D BENI FROM OF

RPeaduy: T=0 _01/0 01 1738205

receive 135 (rep

DMSRDC?38I Record length is 204 bytes

VIEWCON LX3SYSLG2 Al replaced

File VIEWCON LXSYSLGZ2 Al received from OPMGRM1 at DEM1ZVM sent as VIEWCON LXSYS

G2 A
Ready: T1T=0 01/0 01 17:38:3%

WE63 CPY 001 A NOHOLD NOKEEP

RUNNING DEM1 ZVHM
31/001

.:@ [Connected to remote serverﬂ"uost 9.39.68, 141 using port 73
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21 Sassion A - TSTADMN1 - [32 x 80]
File Edit View Communication Actions Window Help

S = =] 1

VIEWCON LXSYSLGZ Al F 204 Trunc=204 Size=B6B3 Line=0 Col=1 ALt=0

B T T T T T T =

X % %X Top of File * x X

10/22/72010 11:39:59 43>0ct : : hasl114 syslog-ng[1433]: Connect
1072272010 11:47:31 <45>0ct : : hasl114 syslog-ng[1433]: STATS:
10/22/2010 11:57:08 <46>0ct : : omeglnxl —-- MARK -—--.

10/22/72010 11:57:08 <43>0ct : : omeglnxl syslog—-ng[1301]: I/0 er
10/22/72010 11:57:08 <43>0ct : : omeglnxl syslog—ng[1301]: Connec
10/22/72010 12:05:21 {12>0ct : : hasl114 =zmd: ShutdownManager (WA
10/22/72010 12:05:21 <12>0ct : : hasl114 =zmd: 3ShutdownManager (WA
10/22/2010 12:16:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/72010 12:16:08 <46>0ct : : omeglnxl syslog—ng[1301]: Log st
10/22/2010 12:36:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/72010 12:47:31 <45>0ct : : hasl114 syslog-ng[1433]: STATS:
10/22/72010 12:56:08 <(46>0ct : : omeglnxl —-- MARK -—-.

10/22/2010 13:16:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/72010 13:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Log st
10/22/2010 13:36:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/2010 13:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:
10/22/2010 13:56:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/2010 14:16:08 <46>0ct : : omeglnxl —- MARK -—-.

10/22/2010 14:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Leg st
10/22/2010 14:36:08 <46>0ct : : oemeglnxl —-- MARK --.

1072272010 14:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:
10/22/2010 14:56:08 <46>0ct : : omeglnxl —- MARK -—-—.

10/22/2010 15:16:08 <46>0ct : : omeglnxl —-- MARK --.

10/22/2010 15:16:08 <{46>0ct : : omeglnxl syslog—-ng[1301]: Leg st
10/22/72010 15:36:08 <46>0ct : : omeglnxl —-- MARK -—-.

10/22/72010 15:47:31 <45>0ct : : hasl114 syslog-ngl[1433]: STATS:

02/007
4" |Connected to remote server/host 9,39,68, 141 using port 23
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Scenario 9: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFRULE NAME(LXLOG),+
MATCH(*critical test message*),+
ACTION(LXLOG),+
USER(LXSYSLOG)
*
DEFACTN NAME(LXLOG),+
COMMAND(CP MSG TSTADMNL1 Got a critical message '&T' from &U.),+
OUTPUT(LOG),+
ENV(LVM)
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» Set up TCP/IP listener for syslog data

Scenario 9: How Do You Do That?

DEFTCPA NAME(LNXSYSLG),+
TCPUSER(TCPIP),+
TCPAPPL(GOMRSYL),+
TCPADDR(000.000.000.000),+
TCPPORT(00514),+
PARM(LXSYSLOG03330417UTF8)

DEFTCPA NAME(LNXSYSL2),+
TCPUSER(TCPIP),+
TCPAPPL(GOMRSYL),+
TCPADDR(000.000.000.000),+
TCPPORT(00515),+
PARM(LXSYSLG203330417UTF8)

» Update TCP/IP configuration to allow Operations Manager to listen
for UDP traffic on the specified port(s)

- Ports 514 and 515 used here

» Update the Linux guest to send its syslog data to the IP address and
port of your z/VM system
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Scenario 10: Create a Central Operations Console on
One z/VM System

> Use Operations Manager to watch for error, warning, fatal messages
on service machine consoles

- DIRMAINT, TCP/IP, RACEF, etc.
- Linux guests
- Linux syslog
> Route these messages to a central operations console
» Operations staff watches operations console for signs of trouble

- View individual service machine consoles for more details when
needed
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Creating a Central Console on One z/VM System

Message 1b
Message 2b

CP SECUSER

Mount Message 3b

OPMGRC1

Urgent Message 1a CP MSGNOH Operations Mgr

Mount Message 3a
Urgent Message 1b (OPMGRMl)

Message 1b

Message 3b

Mount Message 3b

Urgent Message 1b
Message 2b
Message 3b

DEMOADMN

zINVM
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Scenario 10: Detalled Steps

» From an authorized z/VM user ID, put “abend”, “fatal”’, and
error messages on DIRMAINT console

msgnoh dirmaint this is a test abend message

msgnoh dirmaint this is a fake fatal message

msgnoh dirmaint DMSxxxxxxXXE here is a made-up CMS e rror msg

> View the “Operations Console” to see the messages
gomcmd opmgrm1 viewcon user(oper8)

> Note the fatal message is red and abend message is
highlighted and will be held when other messages come in
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Scenario 10: Detalled Steps

» From another user ID, run an EXEC to send multiple

messages to the Operations Console
lotsmsgs

> View the “Operations Console” to see the messages
gomcmd opmgrm1 viewcon user(oper8)

» Watch the scrolling, held messages, etc.
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File Edit Wew Communication Actions ‘Window Help

dirmaint this is a test abend message
T=0.01/0.01 10:36:23
dirmaint this is a fake fatal message
T=0.01/0.01 10:36:29

T=0.01/0.01 10:36:39

dirmaint DMSxxxxxxxE here is a made—-up CHMS error msg

gomcmd opmgrml wviewcon user (oper8)

RUNNING

31/001

DEM1ZVHM

@ [Connected to remote serverfhost 9.39.68.141 using port 23
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=i Session & - TSTADMNI - [32 & 80]

File Edit Wiew Communication Actions Mindow Help

_| %ltl &ll%l B[®)] w6 (% &
1:5 A FAKE ABEND HAS OCCURRED

14:13:50 A fake abend has occurred

14:14:32 This is standard non scary message 17

14:14:33 This is standard non scary message 18

14:14:34 This is standard non scary message 19

14:14:35 This is standard non scary message 20

14:14:36 This is standard non scary message 21

14:14:37 This is standard non scary message 22

14:14:38 This is standard non scary message 23

14:14:39 This is standard non scary message 24

14:14:39 This is standard non scary message 25

14:14:41 This is standard non scary message 26

14:14:42 This is standard non scary message 27

14:14:42 This is standard non scary message 28

14:14:43 This is standard non scary message 29

14:14:44 This is standard non scary message 30

14:14:46 This is standard non scary message 31

14:14:47 This is standard non scary message 32

14:14:48 This is standard non scary message 33

14:14:49 This is standard non scary message 34

14:14:50 This is standard non scary message 35

17:39:47 DIRMAINT : TEST MESSAGE WITH FATAL TEXT

17:40:26 DIRMAINT : TEST MESSAGE WITH ABEND TEXT

Q0:00:00 HCPMIDGEOO1II TIME IS 00:00:00 CDT FRIDAY 10/02/09

Q0:00:00

23:59:59 HCPMIDGOO1I TIME IS5 00:00:00 CDT SATURDAY 10/03/09

23 .00.50

10:36:23 DIRMAINT : THIS IS A TEST ABEND MESSAGE

10:36:28 DIRMAINT : THIS IS A FAKE FATAL MESSAGE

10:36:39 DIRMAINT : DMSXXXXXXXE HERE IS A MADE-UP CMS ERROR MSG

OPERS (Scroll)

31/001
[i=3" [Connected to remate serverfhaost 9,39, 68. 141 using part 23 | S
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B3 o B @ 5l 2 @ @l
B &

lotsmsqgs_

RUNNING DEM1ZVHM

MA b 317009
[i=97 [Cormected to remote server/host 9,39.68, 141 using port 23 | £
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File Edit Wiew Communication Actions ‘Window Help

11:54:03 A FAKE ABEND HAS OCCURRED

14:13:50 A fake abend has occurred

17:40:26 DIRMAINT : TEST MESSAGE WITH ABEND TEXT
10:36:23 DIRMAINT : THIS IS A TEST ABEND MESSAGE
10:46:16 A fake abend has occurred

10:46:23 This is standard non scary message 8
10:46:25 This is standard non scary message 9
T T T I e T S LaTUaT U T T BT O Me e oy T
10:46:26 This is standard non scary message 11
10:46:27 This is standard non scary message 12
10:46:28 This is standard non scary message 13
10:46:29 This is standard non scary message 14
10:46:30 This is standard non scary message 15
10:46:31 This is standard non scary message 16
10:46:32 This is standard non scary message 17
10:46:33 This is standard non scary message 18
10:46:34 This is standard non scary message 19
10:46:35 This is standard non scary message 20
10:46:36 This is standard non scary message 21
10:46:37 This is standard non scary message 22
M-QB Th. . F-EPENrE 2 s | o= I 2 P r--_; FEIW=w ==y :—: o e ]
10:46:39 This is standard nen scary message 24
10:46:40 This is standard non scary message 25
10:46:41 A fake fatal message

10:46:42 This is standard non scary message 1
10:46:43 This is standard non scary message 2
e T e terreer e =g e e—ege—————
10:46:45 This is standard non scary message 4
10:46:47 This is standard non scary message D
10:46:48 This is standard non scary message b6

OPERS {Scroll)

X cp:
@ [Connected to remote serverfhost 9.39,68,141 using port 23 | v

—
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= i Session A - TSTADMNI - [32 x 80]

File Edit Wiew Communication Actions Window Help

=101 |

11:54:03
14:13:50
17:40: 26
10:36:23
10:46:16
10:46:52

A fake abend has occurred

DIRMAINT TEST MESSAGE WITH ABEND TEXT
DIRMAINT THIS IS5 A TEST ABEND MESSAGE
A fake abend has occurred

This is standard non scary message 11

10

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

46

46
46
46
46
46
47
47
47
47
47
47
47
47
47
47
47
47
47
47
47
147
147

55
56
57T
58
59
00
O
02
03
04
05
06
Q7
Q09
10
10
11
12
13
14
15
16

This is standard non scary message 12

110:46:54 This is standard non scary messaqe 13

This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This
This

is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard
is standard

non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non
non

scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary
scary

messadge
messadge
messadge
messade
messade
messade
messaqge
messaqge
messaqge
messaqge
message
message
messadge
messadge
message
messadge
messadge
messadge
messadge
messadge
messadge
messadge

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

OPER&

{(Scroll)
31/001

|=4" [Connected to remate serverfhaost 9.39,68, 141 using port 23

&
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Scenario 10: How Do You Do That?

Console rules in Operations Manager: Action in Operations Manager:
* *
DEFRULE NAME(ABEND),+ DEFACTN NAME(MSGOPERS), +
* *
MATCH(*abend"), + COMMAND(CP MSGNOH OPERS &U : &T),+
EXUSER(OPERS), +

OUTPUT(LOG),+

ACTION(MSGOPERS) ENV(LVM)

"

DEFRULE NAME(FATAL),+
MATCH(*fatal*), +
EXUSER(OPERS), +
ACTION(MSGOPERS)

"

DEFRULE NAME(EMSGS),+
MATCH(DMS*E), +
MCOL(001:011),+
EXUSER(OPERS), +
ACTION(MSGOPERS)
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Scenario 10: How Do You Do That?

Console rules in Operations Manager

x

DEFRULE NAME(ABENDHLT),+
MATCH(*abend*),+
USER(OPERS),+
ACTION(HLTHOLD)

x

DEFRULE NAME(FATALRED),+
MATCH(*fatal*),+
USER(OPERS),+
ACTION(RED)

Actions in Operations Managetr:
*
DEFACTN NAME(HLTHOLD),+
INPUT(AHI,HLD)
*
DEFACTN NAME(HILITE),+
INPUT(AHI)
*
DEFACTN NAME(RED),+
INPUT(CRE)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Scenario 11a: Create a Central Operations Console a  cross

multiple z/VM systems in an SSI cluster — Includes r  elocation of
Linux and CMS guests

» Use Operations Manager to watch for error, warning, fatal messages
on service machine consoles on one or more systems in an SSI
cluster

- OPERATOR, DIRMAINT, TCPIP, RACEF, etc.
- Linux guests
- Linux syslog

> Route these messages to a central operations console on one of the
z/VM systems

» Operations staff watches one operations console for signs of trouble
across multiple z/VM systems

- View individual service machine consoles for more details when
needed

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Creating a Central Console Across Multiple Members

of SSI Cluster

OP Message 1b
OP Message 2b
OP Mount Message 3b

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

ZIVM A

Operations Mgr
(OPMGRM1)

Operational Monitoring and Automation of z/\VM and Linux on z Systems

CP MSGNO}

CP MSGNOH

OPERSSI

Urgent Message 1a

Mount Message 3a
Urgent Message 1b

Mount Message 3b

DEMOADMN

.

%
‘e

L7
.
5
e

z/VM B

OP Message 1b
OP Message 2b

CP SECUSER OP Mount Message 3b

Operations Mgr
(OPMGRM1)

DIR Message 1b

DIR Message 3b

LX2 Urgent Msg 1b
LX2 Message 2b
LX2 Message 3b

v
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Scenario 11a: Detalled Steps

> On System B (TEST7SSI), view the “Operations Console” (user ID
OPERSSI)

gomcmd opmgrml viewcon user(operssi)

» On System A (TEST7SSI), find a Linux guest running disconnected
locally and relocate it

g names

VMRELOCATE MOVE USER RHEL5G TO TESTCSSI

» On System B (TEST/SSI), prepare for planned shutdown by
relocating the central operations console (OPERSSI)

VMRELOCATE MOVE USER OPERSSI TO TESTCSSI

> Note the messages received on OPERSSI on TEST7SSI from
OPERATOR on both TESTCSSI and TEST7SSI indicating RHEL5G

was relocated

> Note the message received on OPERSSI on TESTCSSI indicating
OPERSSI has been relocated

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation
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Z{] B - DEMOADMN 5517 - [24 x 80]

File Edit View Communication Actions Window Help

DR S BE = s e el
Host: | 9.60.86.71 Port: | 23 LU Name:|
id

DEMOADMN AT TEST?SSI VIA RSCS 08/07/12 15:20:24 EDT TUESDRY
Ready; T=0.01/0.01 15:20:24

GOMCMD OPMGRM1 VIEWCON USER (OPERSSI)
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2] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help

B AR = e s 2 el

Host: |':'|-'3'J-56-7l Port: | 23 LU Name: |

:32 User OPERSSI has been relocated from TESTCSSI to TESTPSSI

:32 From OPERATOR on TESTCSSI : User OPERS5I has been relocated from TESTC
:32 From OPEEATOR on TESTISSI : User OPERS35I has been relocated from TESTC
08 From TESTPYSSI : Inbound relocation for RHELS5G on TESTCSSI started

08 From TESTCSSI : Outbhound relocation for RHELSG on TEST?SSI started

09 From OPERATOR on TESTPSSI : User ERHELSG has been relocated from TESTCS
09 From OPERATOR on TESTCSSI : User RHELSG has been relocated from TESTCS

PFB1= SCROLL PFB2= PFO3= END PFB4= PFO%5= HOLD PFO6= FORHMAT
PFO7= UP PFO8= DOWN PFO9= PF18= LEFT PF11= RIGHT PF12= RECALL

OPERSSI {Scroll)
J1/001

" |Connected to remote server/host 3.60.86.71 using port 23
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=] B - MAINT SSI7 - [24 x 80]

File: Edit View Communication Actions Window Help
R 2% B = k% & &
Host: |'§-'6':I 856,71 Port: | 23 LU Mame:

q hames
DIRMS 663, DATAMOV2 - SSI

RHEL56 - DSC|, OPERSSI - DSC , DEMORDMN -L0GG4, MAINT  -L0065
OPRGRSA - DSC . OPMGRS3 - DSC , OPMGRS2 - DSC . OPMGRS1 - DSC

OPMGRM1 - DSC , RHEL6D DSC . BKRBKUP - DSC ., BKRCATLG - DSC

BKRSVSFS - DSC , SLES11C - DSC , SLES11D - DSC , DATAMOVE - DSC

DIRMAINT - DSC . TOOLS DSC . MONGRID - DSC ., LOGS DSC

RSCS DSC . LINUXSRV - DSC , PUM DSC ., IPGATE DSC

PERFSYH - DSC . GCS DSC , FTPSERVE - DSC , SMTP DSC

TCPIP DSC . DTCVSW2 - DSC , DTCYSW1 - DSC ., OPERATNS - DSC

ATSSERV - DSC , VMSERVR - DSC , VHMSERVU - DSC , VMSERVP - DSC

VMSERVS - DSC ., RACFVM DSC . OPERSYMP - DSC . DISKACNT - DSC

EREP - DSC . OPERATOR - DSC , MAINT620 -L0OO7

VSH - TCPIP

VHRELOCATE MOVE USER RHELS5G TO TESTCSSI
Kelocation oT RH rom 0 STCSSI started
User RHEL5G has been relocated from TESTYSSI to TESTCSSI
Ready; T=0.01/0.01 085:57:32

Running TEST?7SSI
MAR B 23/001

(ﬂ;'] |Connected to remote server/host 9,60 ,86.71 using port 23
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2] B - MAINT 5517 - [24 x 80] =B &
File: Edit View Communication Actions Window Help
s PR B = 5k o @
Host: | 9.60.86.71 LU Name:
q hames
DIRMSATZ2 - SSI .
RHEL5G - DSC . , DEMOADMN -LB004. MAINT -LBOB5
OPMGRS4 - DSC . . OPMGRS2 - DSC . OPMGRS1 - DSC
OPMGRM1 - DSC ., RHEL6D - DSC . BKRBKUP - DSC . BKRCATLG - DSC
BKRSVSFS - DSC . SLES11C - DSC . SLES11D - DSC . DATAMOVE - DSC
DIRMAINT - DSC ., TOOLS - DSC ., MONGRID - DSC . LOGS - DSC
RSCS - DSC . LINUXSRVY - DSC . PVH - DSC . IPGATE - DSC
PERFSYM - DSC . GCS - DSC . FTPSERVE - DSC . SHTP - DSC
TCPIP - DSC . DTCVSW2 - DSC . DTCYSW1 - DSC . OPERATNS - DSC
ATSSERY - DSC . VMSERVR - DSC . VMSERVU - DSC . VMSERVP - DSC
VMSERYS - DSC ., RACFYM - DSC . OPERSYMP - DSC . DISKACNT - DSC
EREP - DSC . OPERATOR - DSC . MAINT620 -LBOOY
VSH - TCPIP
Ready; T7=0.01/0.01 05:55:05
VHRELOCATE MOVE USER RHEL5G TO TESTCSSI
Relocation of RHEL5G from TEST7SSI to TESTCSSI started
User RHEL5G has been relocated from TEST7SSI to TESTCSSI
Reaehyemfen Gl el i i
VMRELOCATE HMOVE USER operssi TO TESTCSSI
elocation O rom 0 TCSSI started
User OPERSSI has been relocated from TEST7SSI to TESTCSSI
Holdin TEST7SSI

! G 1)
-_ﬂ-t'. [Connected to remote server/host 9.60.86.71 using port 23
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Z{] A - DEMOADMN SSI7 - [32 x 80]

File Edit View Communication Actions Window Help
Bl B =@ b % & @
Hast; I.-J- Port: |22 LU Mame: J

:50:32 User OPERSSI has been relocated from TESTCSSI to TEST?SSI
From OPERATOR on TESTCSSI : User OPERSSI has been relocated from TESTC
From OPERATOR on TEST?SSI : User OPERSSI has been relocated from TESTC
From TEST?S55I : Inbound relocation for RHELS5G on TESTCSSI started
From TESTCSSI : Outbhound relocation for RHELS5G on TESTYSSI started
From OPERATOR on TESTFSSI : User RHELS5G has been relocated from TESTCS
From OPERATOR on TESTCSSI : User RHELS5G has been relocated from TESTCS
From TEST?S55I : Outbhound relocation for RHELS5G on TESTCSSI started
From TEQICool | 1Inbound retocation Tor RHNELDG on TERIrool started —09
From OPERATOR on TESTF?SSI : User RHELS5G has been relocated from TESTTYS
From OPERATOR on TESTCSSI : User RHELS5G has been relocated from TESTTS

e
L

From TESTCS5I : Inbound relocation for OPERSSI on TESTT7SSI started

PFB1= SCROLL PFO2= PF@3= END PFO4= PFO5= HOLD PFe6= FORHMAT
PFar= UP PFO8= DOWN PF@9= PF1G= LEFT PF11= RIGHT PF12= RECALL

OPERSSI  (Scroll) |
31;@@1'

[Connected to remote server/host 9.60.86.71 using port 23
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={] C - DEMOADM2 SSIC - [24 x 80]

File E-.:lit '-a'i-:-w.C-:n'lmun:-:alit-n Actions  Window Help
DD 2% BE = %% 2 @2

:09:12 OPMGRSZ - DSC OFPMGRS1 OFMGRM1 D3C BKRCATLG

:09:12 BKREKUFP - DSC DIRMSATZ - RHELSG DSC VMSERVR

109:12 DATAMOYZ - DSC RSCS P¥M D3C FPERF3SVM

:09:12 GCS - DSC FTPSERVE - SMTP DSC TCPIP

:09:12 DTCY3WZ - DSC DTCY¥SK1 OPERATNS DSC YMSERVU

109:12 ¥YMSERVYS - DSC RACFYM - OPERSYMP D3C DISKACNT -

:09:12 EREP - DSC , OPERATOR - OPERSS1 DSC

109:12 VYSM — TCPIF

109:12 Ready; T=0.01/0.01 14:09:12

109:15 % —— Operations Manager VYIEWCON session from DEMOADMN entered the foll
109:15 id

:09:15 ORPERSSI AT TESTCSSI VIA RSCS 10/13/12 14:09:15 EDT SATURDAY
109:15 Ready; T=0.01/0.01 14:09:15

00 :00 HCPMIDBOO1I TIME IS 00:00:00 EDT SUNDAY 10/14/12

100 :00

00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT MONDAY 10/15/12

10000

:00:00 HCPMIDBOO1I TIME IS 00:00:00 EDT TUESDAY 10/16/12

(0000
'59:34LUser OPERSSI has been relocated from TESTTYSSI to TESTCSSI

PFO1= sSkbioll PEQAZ= PEA3I=_ENDO PEQO4= PEAS=_HOl O DFIE]E,: FORMAT
PFOT7T= UP PFE8= DOIN PFE9= PF1E= LEFT PF11= RIGHT PFElZ2= ‘BRECALLE

| OPERSSI

|Connected to remote server/host 9.60.86.170 using port 23
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Scenario 11a: How Do You Do That?

Event monitor in Operations Manager:

*

*** Notify OPERSSI console when relocations started
DEFEMON NAME(RELOC),+

TYPE(9,10),+

ACTION(RELOC)

Action in Operations Manager:

*

DEFACTN NAME(RELOC),+
COMMAND(EXEC MSG20PER &u &3 &4 &5 junk),+
ENV(LVM)

Operational Monitoring and Automation of z/\VM and Linux on z Systems © 2013, 2015 IBM Corporation




Scenario 11a: How Do You Do That?

MSG20PER EXEC (excerpts):

[* Send a message to a central console OPERSSI for SSI cluster  */
I* */

trace r

Address Command

Parse arg userid euser event sourcesys msgtext

[* Get local TCP/IP hostname */
parse value Search_TCPIP_Data("hostname") with getrc tcphostname .
if getrc > 4 then tcphostname = "unknown_host_name"

if userid ='_GOMEMON' then
do
if event = 9 then
msgtext = 'Outbound relocation for' euser 'on' sourcesys 'started’
else
msgtext = 'Inbound relocation for' euser 'on' sourcesys 'started’
'CP MSGNOH OPERSSI AT TEST7SSI From' tcphostname ':' msgtext
end
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Scenario 11b:

Create a Central Operations Console across multiple zIVM
systems that are not in an SSI cluster

> Use Operations Manager to watch for error, warning, fatal messages
on service machine consoles on one or more systems

- OPERATOR, DIRMAINT, TCP/IP, RACEF, etc.
- Linux guests
- Linux syslog

> Route these messages to a central operations console on one of the
z/VM systems

» Operations staff watches one operations console for signs of trouble
across multiple z/VM systems

- View individual service machine consoles for more details when
needed
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Creating a Central Console Across Multiple LPARS

OP Message 1b
OP Message 2b
OP Mount Message 3b

OP Message 1b
OP Message 2b

CP SECUSER CP SECUSER

OP Mount Message 3b

Operations Mgr |} =R SAYLD) Operations Mgr
(OPMGRML1) CP MSGNOH (OPMGRM1)

OPMGRC1

Urgent Message 1a

DIR Message 1b DIR Message 1b

Mount Message 3a

DIR Message 3b Urgent Message 1b

DIR Message 3b

Mount Message 3b

LX2 Urgent Msg 1b

LX2 Message 2b LX2 Urgent Msg 1b
PEMOADME

zIVM A z/VM B
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sghoh operator here is a test remote error message
eady; [=U.U1/0.01 21:58:52

|Pomcmd opmgrml viewcon user (operator)

Running TESTCSSI
237038

_'Lfl-j Connected to remate serverfhost 9.60.86. 170 using port 23
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2]

5| o 2% @) @ %% &l & &
LOGON xxx OPMGRS1 = 22 BY OPMGRM1
LOGON xxx OPMGRS2 = 23 BY OPMGRM1
LOGON xxx OPMGRS3 = 24 BY OPMGRM1
LOGON xxx OPMGRS4 = 25 BY OPMGRM1
LOO06 LOGOFF AS MAINT620 USERS = 24
LOOOS LOGON AS MAINT USERS = 25 FROM 9.65.151.67
ESTING A REMOTE ERROR
% -- Operations Manader Action MSG2SSI  scheduled for execution -- %
HERE IS A TEST REMOTE ERROR MESSAGE
¥ -- Operations Manager Action MSG2SSI scheduled for execution -- x

OPERATOR (Scrol1l)
237001

to remote server fhost 9.60.86, 170 using port 23
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Scenario 11b: Detalled Steps

» On System A (DEM1ZVM) put an “error’ message on the
OPERATOR console

- Must contain the text “remote error”
msgnoh operator here is a remote error message

> View the “Operations Console” (user ID OPMGRC1) on
System B (ZVMV5R40) to see the message

gomcmd opmgrm1 viewcon user(opmgrcl)

> Note the message received on OPMGRC1 on ZVMV5R40
from OPERATOR on DEM1ZVM
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= ¥ Sessjon C - TSTADMN1 - [32 x 80]

File Edit View Communication Actions Window Help

(| &t @ & &

TSTADMN1 AT DEM1ZVM] VIA RSCS 01/12/11 09:36:12 CST WEDNESDAY
Ready; T=0.01/0.01

msgnoh operator here is a remote error message
RUNNING DEM1 ZVHM

31/001

d}:'] Connected to remote server/host 9, 39.68. 141 using port 23
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= B - DEMOADMN ATS

File Edit View Communication Actions RULGEGIE Help

(% 2t @ @@

DEMOADMN AT ZVMVYDSR40

T — P A A | 4

(1516

gomcmd opmgrml viewc

on user (opmgrcl) __

RUNNING

YIAa RSCS 01712711 11:15:16 WEDNESDAY

ZVMVOR40

MA b

@ Connected to remote server/host 9,82, 24, 129 using paort 23

Operational Monitoring and Automation of z/\VM and Linux on z Systems
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=¥ B - DEMOADMN ATS

Edit View Communication Actions Window Help

--m@wmmqmm 2| 8| @
: 00 HCPMIDGBOO1I TIME IS 00:00:00 EDT TUESDAY 01/04/711
:00:00
:00:00 HCPMIDGOO1I TIME IS5 00:00:00 EDT WEDHNESDAY 01/05/11
:00:00
:00:00 HCPMIDEBOO1I TIME I3 00: ;00 EDT THURSDAY 01/06/7/11
(00 ;00
:00:00 HCPMIDBOOI1I TIME IS 00: :00 EDT FRIDAY 01/07/711
0000
:00:00 HCPMIDBOO1I TIME IS 00: ;00 EDT SATURDAY 01/087/11
0000
:00:00 HCPMIDGOO1I TIME IS 00: 00 EDT SUNDAY 01/09/711
0000
:00;:00 HCPMIDGBOO1I TIME IS5 00: ;00 EDT MONDAY 01/10/11
0000
:00:00 HCPMIDEOO1I TIME IS 00:00:00 EDT TUESDAY 01/11/11
0000
:56:42 hello there from remote system input
:56:42 % ——- Operations Manager Action TESTEX2 scheduled for execution —- X
:56:42 hello there from remote system input
:56:42 % —- Operations Manager Action TESTEX scheduled for execution —-— X
!56:42 here is another critical system message
:56:42 warning message to test
156:42 junk
:B56:42 noise
:00:00 HCPMIDEBOO1I TIME IS 00:00:00 EDT WEDNESDAY 01/12/11
00 ;00
:36:13 FROM DEM1Z2ZVM: * MSG FROM TSTADMN1: error message on demlzvm
:23:21 FROM DEM1ZVM: ERROR MESSAGE ON DEM1ZVM
PR U B S e o R e 3 o R PR e Y A LU 0 i ot e A R T R A EﬂR MESSA

132:55 FROM OPERATOR ON DEM1ZVM: HERE IS A REMOTE ERROR MESSAGE

OPMGRC1 (Scroll)

4" (Connected to remote serverfhost 9.82, 24,129 using port 23
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Scenario 11b: How Do You Do That?

Console rule in Operations Manager on System A:
*
DEFRULE NAME(OPERMSGS),+
MATCH((*remote error*),+
USER(OPERATOR),+
ACTION(MSG2GBRG)

Action in Operations Manager on System A:

*

YV V V V V V

DEFACTN NAME(MSG2GBRG),+
COMMAND(EXEC MSG20PS OPMGRC1 From &u on DEM1ZVM: &+
OUTPUT(LOG),+
ENV(LVM)
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Scenario 11b: How Do You Do That?

MSG20PS EXEC on System A:

[* Send a message to a console in Ops Mgr on anothe r system */

I* */

t

racet Central Console (OPMGRC1)

Address Command

Parse arg cons_user msgtext

'PIPE var msgtext | > TEMP NOTE A’
'EXEC GOMRSIF TEMP NOTE A P.82.24.129 63000' cons_u ser

Exit

IP address of System B
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Scenario 11b: How Do You Do That?

TCPI/IP listener definition in Operations Manager on System B:
DEFTCPA NAME(TESTDATA),+

TCPUSER(TCPIP),+

TCPAPPL(GOMRSIF),+

TCPADDR(000.000.000.000), +

TCPPORT(63000)

> May also need to update TCP/IP on System B to allow Operations Manager
to listen on port 63000

> Can alternatively use TELL (instead of GOMRSIF) to send messages from
System A to System B, but requires RSCS
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Scenario 12
Integration with OMEGAMON XE on z/VM and Linux

» Use Operations Manager to take action based on a triggered
situation in OMEGAMON XE on z/VM and Linux

> Virtual CPU consumption is high for a Linux guest

»> OMEGAMON detects the situation, creates an event, and sends
message to Operations Manager

» Action is triggered by a rule in Operations Manager

» Operations Manager checks SHARE status of guest and issues CP
commands to tune the guest

- SET QUICKDSP
- SET SHARE

» Eventis resolved in OMEGAMON when virtual CPU consumption of
guest is back down
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OMEGAMON XE and Operations Manager for z/VM

Process Flow
N
Web brows}@\

z System \‘

Database
Web Server e
e :
- \
Operations Perf 9 W
. VM Agent
Manager TOOlk't Eanm
VM Cmd Proc
Linux Guest Linux Guest Linux Guest

e ° *MONITOR
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Scenario 12: Detalled Steps

» Create and start an application on a Linux guest that uses more than 20%
of virtual CPU

- HOG command on our demo system
» Updates to Tivoli Enterprise Portal
- z/VM CPU graph shows guest CPU % as it runs the application
- Event pops up on situation event console to say higher than 20%

> Use Operations Manager to watch z/VM user console used by
OMEGAMON

- Message receive from OMEGAMON to address high CPU on the guest
- Message from Operations Manager indicating action is triggered
» Updates on Tivoli Enterprise Portal
- CPU used by that guest decreases below 20%
- Event closed (removed from the event console)
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Scenario 12: How Do You Do That?

Rules in Operations Manager:

*

* Adjust SHARE of Linux guest if CPU usage is too h igh
* Watch for message from OMEGAMON
DEFRULE NAME(GUSTCPU),+

MATCH(*NEEDS CPU PRIORITY?*),+

ACTION(GUESTCPU)

*

* Highlight message from OMEGAMON and call EXEC to check and adjust
* SHARE of Linux guest
DEFACTN NAME(GUESTCPU),+
INPUT(AHI),+
NEXTACTN(GUSTCPUB)
DEFACTN NAME(GUSTCPUB),+
COMMAND(EXEC VCPU &4),+
ENV(LVM),+
OUTPUT(LOG)
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Scenario 12: Detailed Steps, OMEGAMON Configuration

1 Situations for - Worklead

H$ % B &
:' “whorkload
gs 2z M Linux Spstemns
- & [CFU_GREATER_30|
b 2w _User CPU_Critical
- .@ M _Uzer CRPU_High
@ =W Wirtual CPU__Critical
a8 2 _Virtual_CPU_High

£ Formula | Diztribution | T# Expert &dvice | 577 Action Lirtil

Mame

|[CPU_GREATER_30

~Description

rFarmula-

~

CRL
Fercent
(1 J~-30.00
(=2
L3

alphanumeric text string with a maximurm of 8 characters.

|| User ID The identifier of the user or the group name of the workload. The value format is an

l Add conditions. .. ][ Advanced. .. I

Situation Formula Capacity _' 4%

~Sampling interal Sound-

ol ol szni‘

et [k s &3 l Flay ] [ Edit... ]

[] Enable critical. vaaw

| % critical _____ K4

Rur at startup

] [ Cancel ] [
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Scenario 12: Detailed Steps, OMEGAMON Configuration

@ Situations for - Workload

g B g #* Forrmula Distribution | T Expeit Advice | =77 Action | @ Until
[ wiorkload
—I@ 25 Linux Systermns Action Selection -
oy [CPU_GREATER. 30|
.@ M _Uzer_CPL_Critical
s 2vM_User CPI_High
s ZvM_Vitual_CPU_Critical eI R _
s Zvh_Wirtual CPU_High Wl:mzg opmgrel BKVLUser_wWorkload Uszer_ID} needs CPU priority

(&) Spstern Command () Univerzal Meszage

[ Attribute Substitution. .. ]

Ifthe condition is true for more than one monitored iterm:
(%) Only take action on first item

() Take action on each item

Where should the Action be executed (performed);-
(%) Execute the Action at the Managed System [Agent)
() Execute the Action at the M anaging System [TEMS)

Ifthe condition stays true over multiple intervals:
=) Dion't take action bwice in-a row [wait until situation goes falze then tue again)

() Take action in =ach interval
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Scenario 13: Monitor Service Machines for LOGOFF St atus — and
AUTOLOG them

» Monitor specific service machines to make sure they stay
logged on

- Demo will monitor TSTADMN2 user ID
- Could monitor a group of user IDs

- If it changes from logged on to logged off status, then restart it
» Dynamically pass the user ID to the action
- Re-use action for multiple monitors or user IDs
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o § Session A - TSTADMN1 - [32 x 80]

File Edit WView Communication Actions Window Help

B 2% BE @ %% & 8l &
Readg; T=0.01/0.01 15:5%9: 31

GOMCMD OPMGRM1 VIEWCON USER({(tstadmn2)__

RUNNING DEM1 ZVHM
31/038

@ Connected to remote server/fhost 9.39.68. 141 using port 23
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=¥ Session A - TSTADMN1 - [32 x 80]
Edit Vvie® e e e ndow Help

HIIIJ % &2 @ @@
:5?.5? ZfVM V5 .4.0 2009-09-23 15: 29
:57:57 DMSACPY231I C (198) R/O0
:57:57 Ready; T=0.01/0.01 11:57:57
:58:08 CONNECT= 00:00:10 VIRTCPU= (000:00.00 TOTCFRU= 000:00.00
:58:08 LOGOFF AT 11:58:08 CST TUESDAY 03/01/711 BY MAINT
5812 =2/VM V5. 4.0 2009-09-23 15: 29
:58:12 DMSACPY231I C (198) R/O0
:598:12 Ready; T=0.01/0.01 11:58:12
:59:35 ¥ —— Operations Manager VIEWCON session from TSTADMN1 entered the foll
:59:35 id
:59:35 TSTADMNZ AT DEM1Z2VHM vYIAa RSCS 03/01/11 11:59:35 CST TUESDAY
199:3% Ready; T=0.01/0.01 11:%9:3%
:00: 00 HCPMIDGOO1I TIME IS 00:00:00 CST WEDHNESDAY 03/02/11
0000
:00: 00 HCPMIDGOO1I TIME IS 00:00:00 CST THURSDAY 03/03/11
:00: 00

TSTADMNZ2 (Scroll)
317001

QT] Connected to remote server/host 9.39.68. 141 using port 23
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=10 Session B - MAINT on TEC1ZVM - [32 x 80]
File Edit Vie o . gl \\indow Help

o @ % 2 @ @

AT DEM1ZVM ViAa RSCS 03703711 16:02:56 CST THURSDAY
T=0.01/0.01 16:02:56
q tstadmn2
TSTADMNZ — DSC

— Lk Faic AT FATK | 1"-“‘-“5

force tstadmn?2

USER DSC LOGOFF AS TSTADMHNZ USERS = 32 FORCED BY MAINT
Iil-l | IO N 1.0 1 1b_u4_ ].U

q tstadmn2

TSTADMNZ — DSC

A= L LY I I!U.UJ.J'U.UJ.

RUNNIMNG DEM1 ZVHM
31/001

Connected to remats serverfﬁosf 9,39.68. 141 us-i'ng port 23
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= Session A - TSTADMN1 - [32 x 80]

ndow Help

s P @ = vt 2 8 @8
: 157 =/VM V5. 4.0 2009-09-23 15:29
:57 DMSACPTZ23I C (198) R/O
:57 Ready; T=0.01/0.01 11:57:57
08 CONNECT= 00:00:10 VIRTCPU= 000:00.00 TOTCPU= 000:00.00
08 LOGOFF AT 11:58:08 C3T TUESDAY 03/01/11 BY MAINT
112 =/VM VW5.4.0 2009-09-23 15:29
112 DMSACPTY23I C (198) R/O0
12 Ready; T=0.01/0.01 11:58:12
!35 ¥ —— Operations Manager VIEWCON session from TSTADMNLI entered the foll
135 id
:35 TSTADMNZ AT DEM1ZVM WVWIA RSCS 03/01/711 11:59:35 CS8T TUESDAY
35 Ready; T=0.01/0.01 11:59:35
:00 HCPMIDBOO1I TIME IS 00:00:00 CST WEDNESDAY 03/02/11
100
00 HCPMIDBOO1I TIME IS 00:00:00 CST THURSDAY 03/03/11
010}
10 CONNECT= 52:05:57 VIRTCPU= 000:00.00 TOTCPU= 000:00.00
10 LOGOFF AT 16:04:10 C3T THURSDAY 03/03/11 BY MAINT
113 =/VM WD . 4.0 2009-09-23 15:29
113 DMSACPT23I C (198) R/O0
13 Ready; T=0.01/0.01 16:04:13

317001

@ Connected to remote serverhost 9.39.68. 141 using port 23
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Scenario 13: How Do You Do That?

Console rule and action in Operations Manager:

*

DEFEMON NAME(ADMIN2),+
TYPE(1),+
USER(TSTADMN2),+
ACTION(AUTOLOG1)

x

DEFACTN NAME(AUTOLOG1),+
COMMAND(CP SLEEP 3 SEC),+
NEXTACTN(AUTOLOG2),+
OUTPUT(LOG),+
ENV(OPMGRS1)

*

DEFACTN NAME(AUTOLOG2),+
COMMAND(CP XAUTOLOG &3),+
OUTPUT(LOG),+
ENV(OPMGRS1)
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Scenario 14:
Monitor Page Space — Send Emaill if Full

» Operations Manager monitors the page space usage (percent full)

- For demo purposes, page space monitor is currently defined but
suspended (not active)

- We’'ll dynamically resume (re-activate) the page space monitor
- Demo monitor requires the page space be only 0% full
> Usage exceeds the specified limit

» Automatically send an e-mail to someone who can evaluate and
take action

» For demo purposes, suspend (de-activate) the page space monitor
when complete
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Scenario 14: Detalled Steps

» From an authorized VM user ID, see the page space usage:

g alloc page
> From a user ID with Operations Manager privileges:
gomcmd opmgrm1 resume page(pgfull)

> Check the Operations Manager log to see the spool monitor
triggered:

gomcmd opmgrm1 viewlog

> Check the inbox of the appropriate person to see the email

> From a user ID with Operations Manager privileges:
gomcmd opmgrm1 suspend page(pgfull)
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=] A - DEMOADMM ATS

Fite Edit Wiew Ct—ml'nur:i-_'_ancn Actions Window Help -
] &% @ @ =) % &Mt @

Host:]'; Port: | 23 Ly Name:]
id

DEMOADMM AT ZVMVY5SR40 VIAa RSCS 080712 15:10: 02 EST TUESDAY
Ready, |!u.u1:1.01 15:10: 02

q alloc page
EXTENT EXTENT TOTAL PAGES

RDEWV
S540PAG 6BO4
ZVYMPG1 &eBO%S
ZVMP G2 6BO0O6
ZYMPG32 6BOY
ZYMPG4 6B10O
ZVYMPGS> 6BOB
ZVYMPGE EGBOC
PGEBOA &6BOA

600840 106231

600840 107778

600840 107866

600840 1053872 143574

601020 109341 146486

601020 100116 135962

601020 107786 147454
1761K 111151 149402

[oNoRoNo N NN

SUMMARY S5860K 856141
USABLE 5860K 856141
Ready. O, 0100l 15 To

RUNNING ZVMVSR40
321/7001

d;i“?' |Connected to remote server/host 9.82.24.129 using port 23
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_12_@ 4 - DEMOADMM ATS

File Edit WView Communication Actions Window Help
B[] 2| E@| | w6 %] &P @@

gomcmd opmgrml resume page(pgfull)
S0, 01,0 01 15 14°- 21

gomecmd opmgrml wviewlog

RUMNNING ZVYMVYSR40
231/001

|Connected to remote server/host 9.82.24.129 using port 23
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-

=] A - DEMOADMN ATS

File Edit: View

Communication

B | (| | el

Ections

Window

Help

|| 2| @[]

Host: [9.82.24129

Port: |23

LU Mame:

Disconnect

08/07/2012
O8/07/2012
O8/07/2012
O8/07/2012
OB/OT7/F2012
Qa/07/2012
oa/07/2012
o8/07/2012
08/07/2012
08/07/2012
08072012
08/07/2012
O8/07/2012
O8/07/2012
OB/07/2012
08/07/2012
Qa/O07/2012
oa/O0r7r/2012
oa/s0r7/2012
08/07/2012
08/07/2012
08072012
OB/07/2012
O8/07/2012
OB/0T7/2012
OB/07/2012
O8/07/2012
oa/07/2012

PFO1=

PFO7= UP

15:
15:
15:

A
150
15:

27
27
27

8 L
15
i B
15
e L
pir
i B3
16
L6 i S
116
16
16
16
16
16
16
L8 i %
16
i S
16
L
5 L
e
17
17

SCROLL

PFO2=
PFO8=

GOMPMOO451 1
GOMPMOO4521
GOMACTO2601I
GOMACTO2621
GOMACTOZ2E69L
GOMACTO27OL
GOMACTO270OL
GOMACTO267I1
GOMCMDOZ216L
GOMCMDO216L
GOMCHMDOZ216L
GOMCHMDOZ216L
GOMPMOQO4531
GOMPMOO451 1
GOMPMOO4521
GOMACTO2601
GOMACTO2621
GOMACTO2E69L
GOMACTO27YOL
GOMACTO270OL
GOMACTO2671
GOMCHMDOZ216L
GOMCHMDOZ216L

U Ch Do o o oM

GOMPMOO4531
GOMPMOO451 1
GOMPMOO452]T
GOMPMOO4551T

PAGE USE: MONITOR PGFULL SPACE 14 PERCENT
PAGE CHG: MOMITOR FGFULL SFACE © FPERCENT
PAGE FPGFULL ACTION FAGEMAIL TRIGGERED BY
ACTION PAGEMAIL BEGINWN FOR _ GOMFMOM SERVER OFPMG
COMMAND "EXEC SMTPPG TLD1 AT US.IBM.COM 14"
DMSXSUSE7TI XEDIT:

NOTE OPMGRM1 HMNOTE A1l sent to TLD1 at US.IEM.CO
ACTION PAGEMAIL END RC=0 SERVER OPMGRM1

SMTPR "% From SMTP: Receiwved Spool File 005
SMTP "#* From SMTP: Mail delivered to: <{TLD
USSYSLOG "<30>snmpd¥1425"”: Connection from UDP
LXSYSLOG "<30>snmpd¥Y1425"”: Connection from UDP
PAGE ALERT: MONITOR FGFULL USAGE CONDITIO
PAGE USE: MOMNITOR FPGFULL SPACE 14 PERCENT
PAGE CHG: MOMITOR PGFULL SPACE © PERCENT
PAGE PGFULL ACTION PAGEMAIL TRIGGERED BY
ACTION PAGEMAIL BEGIN FOR _ GOMPMON SERVER OPMG
COMMAND "EXEC SMTPPG TLD1 AT US.IBM.COM 14"
DMSXSUSS7I XEDIT:

NOTE OPMGRM1 HMNOTE A1l sent to TLD1 at US.IBM.CO
ACTION PAGEMAIL END RC=0 SERVER OPMGRMI1

SMTP "% From SMTP: Receiwved Spool File 005
SMTP "* From SMTP: HMail deliwvered to: <(TLD

_ GO

_ GO

b T e h b R e e e =
MONITOR PGFULL USAGE CONDITIO
USE: MONITOR PGFULL SPACE 14 PERCENT
CHG: MOMNITOR PGFULL SPACE © PERCENT
MONITOR "“"PGFULL " EXECUTION LIMIT EXCEED

L e

PAGE ALERT:
PAGE
PAGE

PAGE

—
DOWN

w" |Connected to remote server/host 9.82.24.129 using port

I"- =

Operational Monitoring and Automation of z/\VM and Linux on z Systems

PFOO=

— i i = — L

PF10= LEFT PF11= Rl

_GOMALOG (Scroll)

© 2013, 2015 IBM Corporation



Scenario 14: How Do You Do That?

» Console rule and action in Operations Manager:
DEFPMON NAME(PGFULL),+

USAGE(010-100),+

INTERVAL(1),+

LIMIT(3,3600),+

ACTION(PAGEMAIL)

*

SUSPEND PAGE(PGFULL)

*

DEFACTN NAME(PAGEMAIL), +
COMMAND(EXEC SMTPPG tld1 at us.iom.com &4),+
OUTPUT(LOG),+
ENV(LVM)
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Scenario 14: How Do You Do That?

SMTPPG EXEC (excerpts)
I* *
Parse arg mail_user dummyat mail_node pgpct

errtext = ‘Page space is' pgpct'% full on z/VM syst em

/* Get local TCP/IP hostname */

parse value Search_TCPIP_Data("hostname") with getr ¢ tcphostname .
if getrc > 4 then tcphostname = "unknown_host_name"
parse value Search_TCPIP_Data("domainorigin") with getrc tcpdomain .

if getrc > 4 then tcpdomain = "unknown_domain_name"
fgdomain_name = tcphostname'.'tcpdomain

[* Construct the e-mail */

line.1 ='OPTIONS: NOACK LOG SHORT NONOTEBO OK ALL CLASS A
line.2 = 'Date: ' Date() ', Time()

line.3 = 'From: Operations Manager for z/VM'

line.4 = 'To: ' mail_user 'at' mail_node

line.5 = 'Subject: ' errtext 'on' fgdomain_name

line.6 = ‘DO NOT REPLY - This e-mail was generated b y an automated service machine’
Line.7 =*"

line.8 = msgtext

line.0=8

'PIPE stem line. | > TEMP NOTE A’

'EXEC SENDFILE TEMP NOTE A (NOTE SMTP"
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Scenario 15:
Monitor SSI Connectivity between Two Members of a C  luster

» Create a schedule to query ISLINKs between two members of
a cluster

> If less than 4 links up, send message to consolidated SSI
console (OPERSSI)

- For demo purposes, we’ll dynamically deactivate a link then
reactivate it when done
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Scenario 15: Detalled Steps

> From an authorized VM user ID, see the currently available
ISLINKS:

g islink node testcssi

» Deactivate one of the links:

deactivate islink 0d01

» Using Operations Manager, view the central operations console to
see the alert:

gomcmd opmgrm1 viewcon user(operssi)

» Schedule is triggered every 2 minutes, so wait 2 minutes and see
the messages again

> Reactivate the link:
activate islink 0d01
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Scenario 15: How Do You Do That?

» Schedule and action in Operations Manager:
*** Check every 10 minutes for any IS links being d own
DEFSCHD NAME(ISLINK1),+

EVERY(00:02),+

ACTION(QISLINK),+

PARM(TESTCSSI)
DEFACTN NAME(QISLINK),+

COMMAND(EXEC QISLINK TEST7SSI &p),+

ENV(SVM)
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Scenario 15: How Do You Do That?

» QISLINK EXEC:

/* Find the number of IS Links available to anothe r node */
/* If less than 4, then send message to OPERSSI */
trace o

Address command
Parse Arg thisnode othernode

'PIPE CP QUERY ISLINK NODE' othernode | find State: Up| COUNT LINES | VAR numlinks'
If numlinks < 4

Then 'CP MSGNOH OPERSSI AT TEST7SSI From' thisnode' : Number of ISLINKs to' othernode 'is' numlinks
Exit O
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Scenario 16: Suppress Passwords on Linux Consoles

» TN3270 login to Linux guest displays password
- Password on separate line from password prompt

- Password captured in console and viewable in Operations
Manager VIEWCON

» Use arule in Operations Manager to suppress the password
- l.e. the line following the “password:” prompt

» Can be expanded to suppress multiple lines following
matching text
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Scenario 16: Detalled Steps

» Use Operations Manager to view the console of a Linux
guest:

gomcmd opmgrm1 viewcon user(omeglnxl)

» Enter the login command:

login root
» Enter the password
- Note that it's not displayed
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Scenario 16: How Do You Do That?

» Rule and action in Operations Manager:

*

* Change password prompt to red.
* Suppress the password when logging onto OMEGLNX1.
* Have to suppress next 2 lines to include the line Ops Mgr adds
* indicating the user entered a "command"
*
DEFRULE NAME(OMEGPW),+
MATCH(Password:*),+
USER(OMEGLNX1),+
ACTION(SUPPW),+
SUPNEXT(2)
*
DEFACTN NAME(SUPPW),+
INPUT(CRE)
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Scenario 17: Autolog a Linux Guest and Send Message if Doesn’t
Start Successfully

» Define a schedule and action to start a Linux guest

» Define a rule looking for the application specific message indicating
up and ready for work

» Define an idle monitor for the above rule

- If “up and ready” message is not found within 1 minute, then send
message to central console

> ldle monitor is suspended until schedule is triggered

- Before autologging the Linux guest, automatically resume idle
monitor

> ldle monitor is automatically suspended again once it is triggered
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Scenario 17: Detalled Steps

> View the configuration file to see the action that will be
“scheduled”, plus the rules and monitors

X tracy config

» Run the action that starts the guest (and monitors)

gomcmd opmgrm1 run action(strtlnx1)

> View the console of LNXTEST to see that it gets autologged

gomcmd opmgrm1 viewcon user(Inxtest)

> View the central console of OPERSSI to see the message
that the guest did not start successfully

gomcmd opmgrm1 viewcon user(operssi)
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=] A - DEMOADMN SSI7 - [32 x 80]

File: Edit View Communication Actions Window Help
By (%] B0 | o|%a| &t @@

Haost: |9-5':|-3'3.71 Port; | 23 LU Mame: Disconnect |

Ready,; =@, 0 ). ) 3 4 b
|GOMCMD OPMGRM1 run action(strtlnxi)

—
ARSI Le LT I | il ™ L W I N L U I =N BESEES Ju R R

GOMCMD OPMGRM1 WVIEWCON USER{lnxtest)

Running TESTFSSI
31/036

" :Connected to rernote server/host 9.60.86.71 using port 23
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=] A - DEMOADMN SSI7 - [32 x 80]

File: Edit View Communication Actions Window Help
By (| @@ = % & @@

Host: |9-'6L'I 86,71 Port; | 23 LU Mame;

:24:45 DMSDCT104S5S Error 3 reading file SYSTEM SEGID 52
124:45 DMSINS327I The installation saved segment CHMSINST could not be loaded
124:45 DMSINS313W SYSPROF EXEC not found; notify system administrator
:24:45 DMSOPNOOZ2E File SCOMDIR NAMES % not found
:24:45 DMSSEC1286E Error loading SYSTEM Communications Directory, fileid = SC
:24:45 DMSSECE39E Error in MAMEFIND routine; return code was 28
:24:45 =/VM VB.2.0 2012-12-11 15:49
:24:45 DMSINS100W Shared Y-STAT not available
145 % MSG FROM LNXTEST : DMSINS2563T RTNLOAD failed for VMMTLIB
145 HCPGIR450W CP entered; disabled wait PSW 000A0000 B800214EE
:40 % —— Operations Manager VIEWCON session from DEMOADMN entered the foll
40 logoff
:40 CONMECT= 00:07:%3 VIRTCPU= 0Q00:00.00 TOTCPU= 000:00.00
40 LOGOFF AT 21:32:40 EDT TUESDAY 07/16/13
:42 % —— Operations Manager VIEWCON session from DEMOADMN entered the foll
42 cp logoff
115 DMSIND2015W Unable to access system disk. Filemode S (190) not accesse
15 DMSIND2015W Unable to access the Y—-disk. Filemode ¥ (19E) nhot accessed
15 DMSDCT1045 Error 3 reading file SYSTEM SEGID 52
115 DMSINS327TI The installation saved segment CHMSINST could not be loaded
:15 DMSINS313W SYSPROF EXEC not found; notify system administrator
115 DMSOPNOOZ2E File SCOMDIR NAMES ¥ not found
:15 DMSSEC1286E Error loading SYSTEM Communications Directory, fileid = SC
115 DMSSECEG39E Error in NAMEFIND routine] return code was 28
Zz/VM VE.2.0 2012-12-11 15:49
OMSINSdanL _Shared Y-_STAT oot ouodiloble
* MSG FROM LNXTEST : DMSINS2563T RTNLOAD failed for VMMTLIB
HCPGIR450W _CP entered; disabled wait PSW _000A0000 800214FEF
PFO3= END PFO4= PFO%= HOLD PFO&E= FORMAT
DOWN PFO9= FFie= LEFT EF11i= REGHT PFliz2:s RECALL

| LNXTEST

|Connected to remote server/host 9.60.86.71 using port 23
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=] A - DEMOADMN SSI7 - [32 x 80]

File Edit VYiew Cemmunication Actions Window Help
B P B = % 2 @

Host: |9-5':'-35-_-"1 Port: | 23 LU Mame:

Ready; T=0.01/0.01 21:37:25

GOMCMD OPMGRM1 VIEWCON USER(OPERSSI)

Running
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=] A - DEMOADMN SSI7 - [32 x 80]

File: Edit View Communication Actions Window Help

B B % B | ' &

Host: | 9.60.:86.71

00 HCPMIDBOOI1I
00
00
0]0]
00
00
00
0]0]
00
00
00
0]0]
00
00
00
00

LU Mame:
TUESDAY 0O7/09/513

Port; | 23

TIME IS 0Q0O:

Disconnect

00 :
00:
00:
00Q:
00:
00:
00:
00o:
00:
00:
00:
00Q:
00:
00:
00:
00Q:

Q0 :
00 :
Q0 :
Q0O :
Qo :
00 :
00 :
Q0O :
Q0 :
00 :
00 :
Q0O :
Q0 :
0O :
00 :
Q0 :

00:00 EDT

HCPMIDEBOO1I TIME IS 00:00:00 EDT WEDNESDAY 0O07/10/13

HCPMIDEOO1TI TIME I3 00:00:00 EDT THURSDAY 07/11/13

HCPMIDBOO1I TIME IS 00:00:00 EDT FRIDAY 0O7/12/13

HCPMIDBOO1I TIME IS 00:00:00 EDT SATURDAY 0OY7/13/13

HCPMIDBOO1I TIME IS 00:00:00 EDT SUNDAY O07/14/13

HCPMIDBOO1I TIME IS 00:00:00 EDT MONDAY O7/15/13

HCPMIDBOO1I TIME IS 00:00:00 EDT TUESDAY 07/16/13

20:
20:

21
21
21
21
21
21

58:
59
00
01
02
03
04
05

15
15
15
15
15
15
15
15

From
From
From
From
From
From
From
From

DEMOADM2
DEMOADM2
DEMOADMZ2
DEMOADMZ2
DEMOADM2
DEMOADM2
DEMOADMZ2
DEMOADMZ2

on

TESTrSSI
TESTT7SSI
TESTTVSSI
TESTTSSI
TESTrSSI
TESTrSS51I
TESTTVSSI
TESTTSSI

COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE
COMPLETE

STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP
STARTUP

21:07:
2123
21:33:
Proi-
PFO7=

15
15
15

E—
SCROLL Proz-
upP PFO8=

DEMOADMZ DID NOT SUCCESSFULLY COMFPLETE STARTUFP
LNXTEST DID NOT SUCCESSFULLY COMPLETE STARTUP
I_I‘HI | m. |
LNXTEST DID NOT SUCCESSFULLY COMPLETE STARTUP

FFO3= END FFO4= FPFOS=
PFO9= PF10= BEFil1=

S on e b R | UL 0 T L w2 0§ e e e e

HOLD
RIGHT

PFO6=
PF12=

FORMAT

DOWM | e [ RECALL

| OPERSSI (Scroll)

ek :tonnected to remote server/host 2.60.86.71 using port 23
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Scenario 17: How Do You Do That?

Schedule and action in Operations Manager:

*DEFSCHD NAME(STARTLNX),+

* WHEN(00:01),+

* ACTION(STRTLNX1)

*

DEFACTN NAME(STRTLNX1),+
COMMAND('RESUME IDLE(NOLOGON)'),+
NEXTACTN(STRTLNX2),+
ENV(GOM)

*

DEFACTN NAME(STRTLNX2),+
COMMAND(CP XAUTOLOG LNXTEST),+
ENV(SVM)
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Scenario 17: How Do You Do That?

» Watch for successful startup of Linux guest
> If successful take no action

DEFRULE NAME(LNXLOGON),+
MATCH(*LNXTEST successfully started*),+
USER(LNXTEST),+
ACTION(NOACT)

*

DEFACTN NAME(NOACT)
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Scenario 17: How Do You Do That?

> If Linux doesn’t start successfully send message to central console and
suspend monitor:
DEFIMON NAME(NOLOGON),+
RULE(LNXLOGON),+
OCCUR(1,1),+
ACTION(MSG2SSI2),+
PARM(LNXTEST)
SUSPEND IDLE(NOLOGON)
DEFACTN NAME(MSG2SSI2),+
COMMAND(CP MSGNOH OPERSSI &p did not successfully complete startup),+
NEXTACTN(SUSPIDLE),+
ENV(SVM)
DEFACTN NAME(SUSPIDLE),+
COMMAND('SUSPEND IDLE(NOLOGON)"),+
ENV(GOM)
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