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Trademarks S

Deutsche Region

The following are trademarks of the International Business Machines Corporation in the United States, other countries, or both.

Not all common law marks used by IBM are listed on this page. Failure of a mark to appear does not mean that IBM does not use the mark
nor does it mean that the product is not actively marketed or is not significant within its relevant market.

Those trademarks followed by ® are registered trademarks of IBM in the United States; all others are trademarks or common law marks of
IBM in the United States.

For a complete list of IBM Trademarks, see www.ibm.com/legal/copytrade.shtmi:

*BladeCenter®, DB2®, e business(logo)®, DataPower®, ESCON, eServer, FICON, IBM®, IBM (logo)®, MVS, 0S/390®, POWER6®,
POWERG6+, POWER7®, Power Architecture®, PowerVM®, S/390®, System p®, System p5, System x®, System z®, System z9®, System
z10®, WebSphere®, X-Architecture®, zEnterprise, z9®, z10, z/Architecture®, z/OS®, z/VM®, z/VSE®, zSeries®

The following are trademearks or registered trademarks of other companies.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States,
and/or other countries.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license therefrom.
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or
registered trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark
Office.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency, which is now part of the Office of Government
Commerce.

* All other products may be trademarks or registered trademarks of their respective companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that
any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and
the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may
have achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be
subject to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the
performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
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Notice Regarding Specialty Engines (e.g., zlIPs, zAAPs and I€§E

Deutsche Region

Any information contained in this document regarding Specialty Engines
("SEs") and SE eligible workloads provides only general descriptions of the
types and portions of workloads that are eligible for execution on Specialty
Engines (e.qg., zlIPs, zZAAPs, and |IFLs). |IBM authorizes customers to use
IBM SE only to execute the processing of Eligible Workloads of specific
Programs expressly authorized by IBM as specified in the “Authorized Use
Table for IBM Machines” provided at
www.ibm.com/systems/support/machine_warranties/machine_code/aut.html
(“AUT").

No other workload processing is authorized for execution on an SE.

IBM offers SEs at a lower price than General Processors/Central Processors
because customers are authorized to use SEs only to process certain types
and/or amounts of workloads as specified by IBM in the AUT.
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Abstract

Standards fur IT Sicherheit gewinnen immer mehr Bedeutung. Die
gangigen Standards, wie z.B. Payment Card Industry Data Security
Standard (PCI DSS), verlangen einen aul3erst sicheren Umgang mit
sensitiven Daten. Eine Moglichkeiten Daten zu schitzen ist die
konsequente Anwendung von kryptographischen Verfahren.

Zusatzlich zu einem Uberblick liber die aktuellen Méglichkeiten von
Kryptographie mit Hardware Unterstitzung auf Linux flr System z,
berichten wir Uber Erfahrungen, die wir bei der Implementierung
von Secure Key Verfahren gemacht haben.
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Security vs functionality vs reliability
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Ok

Security Standards

* Increasing importance of regulations and compliance of
security standards.
* Some standards:
— Comon Criteria with Operating System Protection Profile (OSPP)
— Payment Card Industry Data Security Standard (PCI-DSS)
— HIPAA
— BSI Bundesdatenschutzgesetz — Grundschutzkatalog - ZK
— SOX
— BASEL Il
— Solvency

* |dea: Even if PCI DSS is not mandatoy for all IT environments
it is a good orientation to think about security . . .
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System z evaluations and certifications

z/VNM

=. System Integrity Statement
Common Criteria

z/VM 5.3 is EAL 4+ for CAPP
and LSPP

z/VM 6.1 is EAL 4+ for OSPP
z/VM 6.3 will be EAL 4+ for
OSPP (under evaluation)

z/VVM 6.3 System SSL Crypto
Module validated for FIPS140-2

The Common Criteria
program establishes
an organizational and
technical framework
to evaluate the
trustworthiness of IT
Products and
protection profiles

Linux Linux Linux

z/0S . .y . . Linux on System z
Virtualization with partitions « Common Criteria
« Common Criteria EAL4+ (3 Cryptography S ~ SUSE SLES10 certified at

1 EAL4+ with CAPP
— Red Hat EL5 EAL4+ with

— with CAPP and LSPP
— z/0S 1.7 > 1.10 + RACF

— 2/0S 1.11 + RACF (OSPP) System z196 , z114, zEC12 and zBC12 - gﬁgz g’l‘é;ﬁﬁiALM
- Zgg Hg: xgi (8§EE) Common Criteria EAL5+ with specific target with OSPP
: ©OSFE"  of Evaluation -- LPAR ~ RedHat EL6 EAL 4+ with
* Common Criteria EALS + Crypto Expr.3 & Crypto Expr.4s Coprocessors o5
= SEBlUF ) - F.IPS 140-2 level 4 D-|ardware Evaluation * OpenSSL - FIPS 140-2 Level 1
+ 2I0S 1.10 IPV6 Certification by P Assist PPrOVed by German ZKA Validated
JiTC - FIPS 197 (AES) . .
*+ IdenTrust™ certification for - FIPS 46-3 (TDES) “ CP Assist - SHA-1 validated
z/0S PKI Services - FIPS 180-3 (Secure Hash) for FIPS 180-1 - DES & TDES
* FIPS 140-2 Notes: validated for FIPS 46-3
— System SSL z/0S 1.10 * Common Criteria Certification with Protection Profiles
>1.12 CAPP and LSPP or OSPP requires auditing
— z/OS ICSF PKCS#11 capabilities
S 114 -2/0S,zIVM:  via RACF
: * Linux: via Linux Audit Framework
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PCI DSS Overview

* The Payment Card Industry Data Security Standard (PCI DSS) was
developed to encourage and enhance cardholder data security and facilitate
the broad adoption of consistent data security measures globally. PCI DSS
provides a baseline of technical and operational requirements designed to
protect cardholder data. PCI DSS applies to all entities involved in payment
card processing—including merchants, processors, acquirers, issuers, and
service providers, as well as all other entities that store, process or transmit
cardholder data (CHD) and/or sensitive authentication data (SAD)

* VISA, MasterCard, American Express, ...

* PCI DSS comprises a minimum set of requirements for protecting cardholder
data, and may be enhanced by additional controls and practices to further
mitigate risks, as well as local, regional and sector laws and regulations

* Use of a Payment Application Data Security Standard (PA-DSS) compliant
application by itself does not make an entity PCI DSS compliant, since that
application must be implemented into a PCI DSS compliant environment

* Existing Assistance: Requirements — with Test Procedures — with Guidance

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 8
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PCI DSS requirements

PCI Data Security Standard - High Level Overview

Build and Maintain a Secure ; . :Slstall and malrgam aﬂrlejwsltljc?nﬂlgu;atlon to protect car;:lholdgr d;na
Network and Systems 0 nql use vendor-supplied defaults for system passwords and other
security parameters
Protect Cardholder Data 3. Protect stored t?arfjholderdata .
4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability 5. E;ﬁﬁ;:lealg)rsgfézrg?n asgamst malware and regularly update anti-virus
Management Program — -
9 9 6. Develop and maintain secure systems and applications
Implement Strong Access 7. Restr‘lct access to cgrdholder data by business need to know
8. Identify and authenticate access to system components
Control Measures . .
9. Restrict physical access to cardholder data
Regularly Monitor and Test  10. Track and monitor all access to network resources and cardholder data
Networks 11.  Regularly test security systems and processes
Maintain an Information . . . . .
12. Maintain a policy that addresses information security for all personnel

Security Policy

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 9
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Protect Cardholder Data

R3: Protect stored cardholder data

* Protection methods such as encryption, truncation, masking,
and hashing are critical components of cardholder data
protection.

* Crypto: If an intruder circumvents other security controls and
gains access to encrypted data, without the proper
cryptographic keys, the data is unreadable and unusable to
that person.

* Other effective methods of protecting stored data should also
be considered as potential risk mitigation opportunities. For
example, methods for minimizing risk include not storing
cardholder data unless absolutely necessary,

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 10



Protect Cardholder Data GS

R3: Protect stored cardholder data . . .
* PCI DSS requirements

— Keep cardholder data storage to a minimum by implementing data retention
and disposal policies, procedures and processes . . .

— Do not store sensitive authentication data after authorization (even if
encrypted)

— Mask PAN (Primary Account Number) when displayed (the first six and last
four digits are the maximum number of digits to be displayed) . . .

— Render PAN unreadable anywhere it is stored (including on portable digital
media, backup media, and in logs) . . .

— Document and implement procedures to protect keys used to secure stored
cardholder data against disclosure and misuse

— Fully document and implement all key-management processes and
procedures for cryptographic keys used for encryption of cardholder data

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 11
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Protect Cardholder Data

R3: Protect stored cardholder data . . .
* PCI DSS requirements

— Document and implement procedures to protect keys used to secure stored
cardholder data against disclosure and misuse
* Restrict access

» Store secret and private keys used to encrypt/decrypt cardholder data in one
(or more) of the following forms at all times:

— Encrypted with a key-encrypting key that is . . .
— Within a secure cryptographic device such as a host security module (HSM)

— As at least two full-length key components or key shares, in accordance with an
industry- accepted method

* Store cryptographic keys in the fewest possible locations.
— Fully document and implement all key-management processes and
procedures for cryptographic keys used for encryption of cardholder data
* Linux on z: Consider Secure Key methods (HSM) for encryption of
credit card data (access and management of keys)

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 12
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Protect Cardholder Data

R4: Encrypt transmission of cardholder data across open, public
networks

* Sensitive information must be encrypted during transmission
over networks that are easily accessed by malicious
individuals. Misconfigured wireless networks and vulnerabilities
in legacy encryption and authentication protocols continue to
be targets of malicious individuals

* Use strong cryptography and security protocols (for example,
SSL/TLS, IPSEC, SSH, etc.) to safeguard sensitive cardholder
data during transmission over open, public networks

* Security policies are defined and in use (use only trusted keys
and certificates, encryption strength, never send unprotected
PANs by “end-user messaging” technologies (eMail, chat,...)

* Linux for z: ok

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 13
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Regularly Monitor and Test Networks

R10: Tack and monitor all access to network resources and
cardholder data

* Logging and tracking user activities are critical in preventing,
detecting, or minimizing the impact of a data compromise.
Logs allow thorough tracking, alerting, and analysis when
something does go wrong. Determining the cause of a
compromise is very difficult, if not impossible, without system
activity logs

——— & Control flow
——» Data flow

— Anwedung

— Netzwerk

— System —
application

fl rewa | | [faudit subsystem ¢ autrace

kernel
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Schutz von Daten:
Kryptographie mit Hardware Unterstutzung
auf Linux for System z

Uberblick, Méglichkeiten und Erfahrungen

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 15
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Crypto in general: Why? GS

Deutsche Region

* Traditionally: to hide the meaning of transferred or stored data, but also used to establish:
— Data integrity (No alteration)
— Authentication (Identity Verification)
— Data confidentiality (Not disclosure)

* A required facility today for personal or industrial computing

*Hardware Cryptography
— Offload cryptographic computation workload
+ Some algorithms consumes huge amounts of CPU%
— Increased performance
+ Speed of computation by specialized coprocessors
— Security
* Always more secure than a software implementation
* Can implement very sophisticated protection of secrets, depending on device

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 16



Crypto in general: Algorithms and their usag

DES (56 bits)
T-DES (168 bits)
AES (128 bits)
AES (192, 256 bits)

Data transfer (VPN, SSL/TLS, ..)
Data storage (database, archives, ...)

Authentication, key distribution
(VPN, SSL/TLS handshake, ..)

— &
ECC RS T /\.
RSA (512, 1024, 2048, 4096 bits) R“‘\:‘: 4
DSA (512, 1024 bits) ~ i
&_le- = Symmetric a.lgont.hr!'ls (Shared Secret Key)
Confidentiality of data
= i
Thrusie)
= Asymmetric algorithms (Public Key Cryptography) i
Digital signature

Confidentiality of key

= Cryptographic "checksum" with one way algorithms
Integrity of data

S ERL )___'___/

MD5 (128-bit hash) Data transfer (VPN, SSL/TLS, .)

) MAC, MDC Data storage (database, archives. ...)
SHA-1(160-bit hash)

SHA-256 (256-bit hash)

SHA-384 , SHA-512

€
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Crypto in general: Clear Key implementation(7S

GUIDE SHARL CUROPY
Deutsche Region

“Clear Key — key may be in the clear, at least briefly, somewhere in the environment”

| CPACF, CEX4SA

i’

_ ‘ h .‘I:\Il‘:;[;lrications Keys In J ![{i

_ Data Blocks to encryth J J

—_—

CRYPTO
DEVICE

mmmmm)  Encrypted data WIS

@
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Crypto in general: Secure Key implementati

E

GUIDE SHARE EUROPE

tsche Region

* Secure Coprocessor - HSM

“Secure Key — key value does not exist in the clear outside of the HSM (secure, tamper-

resistant boundary of the card)”

23
%Se:u rity officers

CRYPTO
DEVICE

Certified enclosure

| CEX4SC, CEX4SEP11

FIPS 140-2 Certification (level 4)

Applications Keys
encrypted by the
vid = RE

+ Master Key zeroization in case of tampering attempt

Q

Power Supply
voltage

© IBM Corporation 2014

I wm 72

Very low b e Physical
temperature X-Ray tampering

8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z,

e

()
L

Fort Knox

/

—_—

(78

Dresden, 20.-22.october 2014
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Crypto in general: HW Crypto support in System z ..

Processor Books

MCM
- } _
CPACF
Crypto
Express4S Trusted Key Entry (TKE)
PCle l/O
drawers

Smart Card Smart Cards
Readers
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Crypto in general: System z HW Crypto GSE
implementation

P Book
CP Assist for Cryptographic Functions (CPACF) O

> A facility integrated in each PU
> Standard orderable feature

> Clear Key & Protected Key only
>Symmetric, hash, ...

PCle IO
drawers

Crypto Express 4S5 (CEX4S)
> Priced feature
>0-16 features in a system
> 1 secure 4765 coprocessors per feature
> Secure key symmetric (DES, T-DES)
and asymmetric (RSA)
>PR/SM sharable
>Manually configurable into an RSA accelerator (CEX3A)
> FIPS140-2 Certified (As Coprocessor only)

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 21



Crypto Express4S

1D

Deutsche Region

SEARRE EVROPE

® One PCle adapter per feature
— Initial order — two features

= FIPS 140-2 Level 4

= Installed in the PCle I/O drawer

= Up to 16 features per server

= Prerequisite;: CPACF (FC 3863) =

~

= Linux Unterstutzung fur alle 3 Modi (ICA,
CCA, EP11) ist “vorhanden”

= CCA: Klassischer IBM Standard

= PKCS11: Industrie Standard (distr.)

= Heute: Alle Linux Secure Key Nutzer: CCA
= Heute: Falls Kunde Vorgabe hat “private

ke}/ in HSM” — CCA
© IBM Corporation 2014

8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014

Three configuration options for the PCle adapter

Only one configuration option can be chosen at any
given time

Switching between configuration modes will erase all
card secrets

Exception: Switching from CCA to accelerator or vice versa

Accelerator

For SSL acceleration

Clear key RSA operations

Enhanced: Secure IBM CCA coprocessor (default)

Optional: TKE workstation (FC 0841) for security-rich,
flexible key entry or remote key management

New: IBM Enterprise PKCS #11 (EP11) coprocessor

Designed for extended evaluations to meet public
sector requirements

Both FIPS and Common Criteria certifications
Required: TKE workstation (FC 0841) for management

of the Crypto Express4S when defined as an EP11
coprocessor

22



Ok

3 levels of protection — 3 levels of speed

* Clear Key — key is in the clear, at least
briefly, somewhere in the environment
* Example use: SSL transaction security

* Protected Key — key value does not exist
outside of physical hardware, although the
hardware may not be tamper-resistant

* Unique to System z
* Example use: protection of data at rest

* Enable: CEX4S is needed and Linux
environment varialbe csu_hcpuaprt has
to be set

* Secure Key — key value does not exist in
the clear outside of the HSM (secure,
tamper-resistant boundary of the card)

* Example use: PIN handling and

verification

protection

secure
key

protected
key

clear
key

speecr
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Secure Key CPACF - Key Wrapping

[OpenCryptokife—>="

CPACF Wrapped Key Secure Key
Software
‘ l Hardware
Secure Key
System z

Millicode . Cleartext Key

+

CPACF Wrapped Key Cleartext Key

C PAC F CPACF Wrapping key resides in protected HSA storage

and is not visible for operating system.

[cPACF wrapping Key|




OF

On Features, Adapters, APs, Domains, Queues. . .. R
* CEX3 feature has 2 adapters (aka APs). E
Up to 8 CEX3 features per CEC CEX CEX
* CEX4 feature has 1 adapter (aka AP).
Up to 16 CEX4 features per CEC
CEX CEX
* Each adapter has an AP Id — 1 — 1
* Each adapter has a mode Crypto Adapter
— coprocessor or CEX CEX
— accelerator -
* Each adapter can be divided in upto 16 CEX CEX @ @%ﬁ@ @
domains (HW virtualization)
* each domain in an AP is represented in
SW by an AP queue CEX CEX LGEE LGEE LGM LG@
* Configuration constraints - [ @ @
— each LPAR may be granted access to CEX CEX @ @
- alist(a, a, ..., a)of APsand
— alist(d,d,, ... dj) of domains CEX CEX
— resulting in access to AP queues 1 1 Crypto Domain
(ad, .., ad,ad, .. ad) (AP queue)
* The Linux on z device driver CEX CEX
— only uses one domain/AP queue per AP 1 1
© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 25



z/VM Crypto Guest Support

Ok

Deutsche Region

* A guest may have
— either dedicated adapters
* CRYPTO DOMAIN d APDED al a2
— or shared adapters
* CRYPTO APVIRT
* Shared adapters
— are of a single type
uses only highest priority type
priority:

— CEX4A > CEX3A > CEX2A >CEX4C> CEX3C >
CEX2C

— clear key operations

* Checking Crypto Configuration
— show status of crypto facilities
Q CRYPTO [ DOMAINs [Users] ]
— show status of crypto facilities of guest
Q V CRYPTO

Sorgfaltige Planung

© IBM Corporation 2014

zINM

Linux web server 1

Linux web server 2

Linux WS MQ server

Linux web seal server
Linux DB server

Linux bank application

CRYPTO APVIRT"

virtual
CEX4A 7 I
CRYPTO DOMAIN d APDEQ .o
c CEX4A
C CEX4C| |CEX4C| |CEX4C

8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 26



Crypto in general: Performance

Deutsche Region

* Nachteil von Secure key Verfahren: Performance

* Falls Regularien (intern, extern) es zulassen und hohe Performance bendtigt

wird: Protected key

Encryption with AES_CBC (128bit)

(measured with opencryptoki v3.1)

e E P11

CCA
== Software
=== | CA (CPACF)

used time

10kB 100kE 1ME 10MEB 100M 1GB
Throughput

Note: Above figure is not based on official benchmark results, it contains only a preliminary first impression

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 27



k.

Crypto in general: Linux on z Crypto Stack ... ...

Application égﬁnzzg Apache Apache
Layer sf’tp) ! (mod_ssl) (mod_nss)

NSS JCAICE
IcC

Standard 1
e ]

Interfaces \A
© openssi/liboypt (] oeehe e

D it i network
L ibmca :
o engine

ica token

Systemz ! v
HW Crypto ‘ ICA (libica) ‘
Libraries
Operating IPsec | |dm-crypt|
| R —
Y System z backend it
Hardware | < CPU v ' mm TV ; '
[ CPACF ccelerator
%(DES, 3DES, AES, SHA, PRNG) . (RSA) 5 .
protected key -‘r fmmmmmmmm s s s s !
" secure key |
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k.

Crypto in general: Linux on z Crypto Stack ... ...

Application e Apache Apache
Layer (ssls'lf,t:;:p, (mod_ssl) (mod_nss) s
NSS JCA/JCE
Standard

: v
Crypto SR A B ! ‘ | IBMPKCS11Im, ! |

Interfaces \A )
© openssi/liboypt (LI e

o il network
L ibmca :
o engine

. Kernel crypto frameworﬁ
System D System z backend

Systemz -
HVI\_’.EWPm ¥ ‘ ICA (iibica) ‘
ibraries 4‘
Operating ¥ IPsec | [dm-crypt|

oy | ]
Hardware | CPU + ' N Tr Crypto Wu‘w :
1y CPACF ' ccelerator CA Co-F
%(DES, 3DES, AES, SHA, PRNG) . (RSA) (RSA ““‘ "
protected key T ' !
| secure key |

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 29



Ok

Linux auf z und CCA

* CCA:
* Direkt auf CCA library
« Uber PKCS11 Schnittstelle (openCryptoki)

* Existierende CCA Anwendungen auf Linux for System z
portieren

* Gut dokumentiertes Interface

* CCA Wechsel der Version: token in neuem Format
abgespeichert — Migrationstool ist vorhanden

* Import von Schlussel: Ein paar Einschrankungen (nur TDES,
RSA in CRT Format

* Neue Anwendungen auf PKCS11 Schnitttstelle

* Existierende PKCS11 Anwendungen (distr. Umfeld) portieren
(falls notige Unterstutzung vorhanden ist)
— Bsp.: Java Crypto Provider nutzt OpenCryptoki (clear und secure key maoglich)

© IBM Corporation 2014 8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014
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k.

Crypto in general: Linux on z Crypto Stack ... ...

Application gzsnzzg Apache Apache WAS
Layer sf’tp) : (mod_ssl) (mod_nss)

JCA/JCE

S?r;zzd T @ lbti 3 ‘ IBMPKCS11Impl
Interfaces + |‘:rb : SIS L via
- openssl/lbaypt ~_ OpenCrypio network
::“f:e ica token ! /
System z v - ’
HW Crypto ‘ ICA (iibica) ‘
Libraries

Operating D IPsec | [dm-crypt]

. Kernel crypto frameworﬁ
System D System z backend

L ' 1
Hardware ! | CPU ' N TV Crypto WNW :
1y CPACF ' ccelerator CA Co-F
%(DES, 3DES, AES, SHA, PRNG) . (RSA) (RSA ““‘ "
protected key T ' !
| secure key |
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Ok

What is the PKCS#11 Standard?

* Published by RSA

— formerly hosted by RSA now being moved to OASIS
* cryptoki - name of C/C++ API

* current version: 2.2 (+ 3 amendments)

* draft version: 2.4
* widely recognized

— but interpretation of some details in the standard varies, allows for
HW specific feature

— conservative interpretation is recommended to be on the safe side
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1D
PKCS#11 Concepts GS

— slots and tokens

— roles and session i i

— functions and mechanisms
— objects and keys (certificates)
— miscellaneous
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PKCS#11 Concepts: Slots and Tokens

Deutsche Region

* Model: smart cards and readers
— reader: slot
— crypto processor: token to be inserted in slot

* slots and tokens may be HW specific

* slot and token functions
— C_GetSlotList(), C_GetSlotInfo(),
— C_WaitForSlotEvent()
— C_InitToken(), C_GetTokenlInfo()
— C_initPIN(), C_SetPIN()
* slot info
— token present
— device removable
* token info
— login required,
— too many wrong pins entered
— has RNG

4

e

ign application | decrypt
cryptoki
gl 0 sl
3 B & slot
3 > >
g 2 5
o o S
= s s
= crypto lib
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Ok

PKCS#11 Concepts: Roles and Session

Roles
* Security Officer (SO) - one per token
— has SO pin
— initializes tokens
— grants token to the normal user
* can set user pin
* (Normal) User - one per token
— has user PIN
— can login to sessions
— can create and access private objects
— can perform cryptographic operations

Sessions

context for crypto operations
related to a token
maintains state of multi-part functions

“only one” operation per session at a time

session types
— read-only / read write
— public / user session
user session - after login
Session functions
— C_OpenSession() / C_CloseSession()
— C_GetSessionlInfo()

— C_GetOperationState() /
C_SetOperationState()

C_Login() / C_Logout()
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PKCS#11 Concepts: Cryptographic Functions and C'SE

Mechanisms

Deutsche Region

plain
text

cryptographic function
* a generic cryptographic function
— e.g. C_Encrypt(), C_Sign()
* runs ins the context of a session
* must be instanciated by a mechanism
e C_lInitFkt(session, mechanism, key,...)
* “single part” functions
— C_Fktinit(); C_Fkt()

* multi part functions (to process long
messages)

— C_Fktinit(), C_FktUpdate(), ...,
C_FktUpdate(); C_FktFinal()

* itis token specific which functions are
supported

— C_GetFunctionList()

mechanism

set of specific cryptographic processes (e.g.
CKM_AES_CBCQC)

used to implement cryptographic functions

mechanism attributes defined in
CK:MECHANISM_INFO structure
— min/max key sizes
— flags denoting supported functions
— HW support flag

mechanisms may have parameters, e.g. to specify
the IV for CKM_xyz_CBC

set of mechanism and their supported functions is
token specific

— C_GetMechanismList()

— C_GetMechanismInfo()
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PKCS#11 Cryptographic Functions

Deutsche Region

OF

Fkt Ic_Fktinit|c Fkt c FktUpdate |C_FktFinal Comment

Encrypt X X X X

Decrpt X X X X

Digest X X X X no key arg for DigestInit
DigestKey X used like DigestUpdate
Sign X X X X

SignRecover X X single part function
Verify X X X X

VerifyRecover X X single part function
DlgestEnt_:rypt X each subfunction must be
DecryptDigest X individually initialized and
SignEncrypt X finalized

DecryptVerify X

GenerateKey X symmetric key
GenerateKeyPair X pair of asymmetric keys
WrapKey X

UnwrapKey X implicit initialization
DeriveKey X

SeedRandom X does not use mechanism
GenerateRandom X

C_VerifyUpdate()
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PKCS#11 Mechanisms (Examples)

Ok

VA SEATE EUROPY
Deutsche Region

Mechanism

supported functions

Encrypt
Decrypt

Sign
Verify

SR
VR

Digest

Gen Key/
Key Pair

Wrap
Unwrap

Derive

CKM_RSA PKCS_KEY PAIR_GEN

X

CKM_RSA_PKCS

CKM_SHA256_RSA_PKCS

CKM_EC_KEY_PAIR_GEN

CKM_ECDSA

CKM_ECDSA_SHAT

CKM_ECDH1_DERIVE

CKM_AES_KEY GEN

CKM_AES_ECB

CKM_AES_CBC

CKM_AES_CBC_PAD

CKM_AES_CTR

X | X X | X

X X | X |X

CKM_AES_MAC

CKM_SHA256

CKM_SHA256_HMAC_GENERAL

CKM_SHA256_HMAC

CKM_SHA256_KEY_DERIVATION

X

This table has ca 300 rows in version 2.2 of the PKCS#11 standard.
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Ok

PKCS#11 Concepts: Objects and Keys (Certificates) ... ...

Objects Key Objects
* object classes — private keys
— session objects (volatile) vs token objects — public keys

* private objects

* objects attributes

* object management functions

(persistent) — secret keys (i.e. symmetric)

private vs public * some key object attributes:
— CKA_WRAP
— CKA_SENSITIVE (not for public keys)
— CKA_MODULUS (RSA only)

* key management functions

read-only vs read-write

a user session (login!) is required to access
private objects

type, value, value length — C_GenerateKey()
— C_GenerateKeyPair()

C_CreateObject(), * toimport a key

C_CopyObject()
C_DestroyObject()
C_GetObjectSize()
C_{Get|Set}AttributeValue()
C_FindObjects]Init|Final]()

— use C_UnwrapKey() or C_CreateObject() setting
all key attributes

Certificate objects
- X.509
- WTLS

— no functions on certificates
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OF

PKCS#11 Concepts: Miscellaneous

* supporting parallel access to tokens (e.g. multi threading)

— C_lInitialize() has an agrument that describes
* threading capabilities
* synchronization functions (Mutex)

* slot management
— C_WaitForSlotEvent()

* e.g. token insertion / removal

* token PIN entry at physical token
— CKF_PROTECTED_AUTHENTICATION_PATH flag must be set in token info
- C_Logjg() is then called with NULL_PTR as PIN

C_Login(session,
CKU_USER,NULL_PTR, 0) ;
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A Typical PKCS#11 Flow

(Simplified C Code, no Error Handling, ...)

OF

Deutsche Region

#include <pkcslltypes.h>

rc

rc

rc

rc

rc

c = C Initialize(...);

C _GetslotList(...);

C GetSlotInfo(slot,...):;
C GetTokeInfo(slot,...);
C OpenSession(slot, ...,

&session) ;

rc

rc

rc

rc

C _Login(session, ...)

C Logout (session)
C CloseSession(session)

C Finalize(...)

Initialization / session handling

© IBM Corporation 2014

ﬂ rc = C _EncryptInit (session, mechanism, key);

while (/*there are still pieces of the message*/)

rc = C EncryptUpdate (session, message part, ..

);

}

rc = C _EncryptFinal (session, last part, ...);

cryptographic operation(s)
inside a session

8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014
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OpenCryptoki

* open source implementation of PKCS#11 version 2.2 (C API)
— maintained by IBM (LTC)
— source: http://sourceforge.net/projects/opencryptoki/

— latest versions
* 2.x branch (available with most distributions): 2.4.3.1
* 3.xbranch: 3.1

* comes with support for different tokens
* shipped with
— RHEL 6.5: version 2.4.3.1
— RHEL 7.0: version 3.0
— SLES 11 SP3 (incl. maintenance): version 2.4.3.1
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OpenCryptoki Components

* libopencryptoki.so: a library for the generic part of opencryptoki — PKCS#11 APls
* one slot token dynamic /ink fibrary (stdll) per token
* pkcsconft: a configuration tool

* pkcsslotd: slot manager daemon,maintains a shared memory region to arbitrate access to shared
token resources by multiple processes

* pkesll startup (v 2.x): script for initial configuration
— creates non-customizable configuration file /var/lib/opencryptoki/pk config data

* /etc/opencryptoki/opencryptoki.conf (v 3.x): a customizable configuration file

* /var/lib/opencryptoki: a directory containing
— configuration file pk_config data generated by pkcsll startup (only pre v 3.0)
— token specific directories containing
NVTOK.DAT: configuration data and state
* MK _SO: an encrypted master key to encrypt SO's private objects
MK_USER: an encrypted master key to encrypt the user's private objects

TOK_OBJ: a directory for token objects

~  each private object is represented by an encrypted file
® man pages
— v 2.4.3.1: pkcsconf(1), pkes_startup(1), pkes_slot(1), pkesicfs(1), pk_config_data(5), opnecryptoki(7), pkcsslotd(8)
— v 3.x: pkesconf(1), pkcsicsf(1), opencryptoki.conf(5), opnecryptoki(7), pkcsslotd(8),
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SE,

Installing OpenCryptoki & Token Configuratigﬁ' --

che Region

base configuration
— install openCryptoki via anaconda/yum (Red Hat), yast/zypper (SUSE) or RPM
— make sure token prerequisites are installed (see token specific info)
— v24.xrunpkecsll startup
— v 3.x: edit /etc/opencryptoki/opencryptoki.conf if needed
— start pkcsslotd
— processes calling openCryptoki must be members of the group pkcs11, add Unix group pkcs11 if needed

* initialize each token:

1) SO initializes token (sets token label): pkcsconf -i -c <slotid>
2) SO changes SO PIN (from default 87654321): pkcsconf -P -c <slotid>
3) SO sets user pin: pkcsconf -u -c <slotid>
4) user changes user pin: pkcsconf -p -c <slotid>

e useful commands

— list all tokens: pkcsconf -t
— show mechanism list of a token: pkcsconf -m -c <slotid>
— more info on pkcsconf: pkcsconf -hor man pkcsconf
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Limits and Restrictions of OpenCryptoki G

* processes calling the openCryptoki library must be members of the Unix group pkcs11

* tokens
— maximal number of slots/tokens: 32
— there is only one instance of each token
— only static (non-removable) tokens are supported
* no support for C_WaitForSlotEvent()
* multi threading:
— only supported with locking from native operating system

Token Objekte sind in FS abgespeichert, alle user aus pkcs11 Gruppe haben gleiche Rechte:
Ggf. mehrere unterschiedliche Linux Server nutzen
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Ok

OpenCryptoki tokens for Linux on z

*ica token
* provides clear key cryptographic functions
* exploits CPACF, CryptoExpress accelerators and CCA co-processors
* System z specific
* cca token
* provides secure key cryptographic functions
* exploits CryptoExpress CCA co-processors
* System z specific
* soft token
* provides clear key cryptographic functions
*  pure software implementation, relies on libcrypt (openssl)
* platform independent
* icsf token (since openCryptoki 3.0)
* remote access to cryptographic functions on a z/OS based ICFS crypto server
* uses LDAP protocol
* platform independent
* ep11 token (since openCryptoki 3.1)
* provides secure key cryptographic functions
* exploits CryptoExpress EP11 co-processors

* System z specific
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Ok

ICA Token

* prerequisites
— CPACEF feature installed on system,

— libica library installed,
— z90crypt kernel module loaded to exploit CryptoExpress adapters

* pkcsconf -t shows attribute Model1l: IBM ICA forica token

* token directory: /var/1lib/opencryptoki/lite
— token objects are stored in /var/lib/opencryptoki/lite/TOK_OBJ
* hardware exploitation:
SHA-1, SHA-256/386/512 via CPACF
DES, 3DES, AES128/192/256 using ECB, CBC, CTR modes of operation via CPACF

starting with version 3.0: 3DES, AES128/192/256 using OFB, CFB, CBC-MAC modes of
operation via CPACF

RSA with1024-4096 bit keys using Crypto Express adapters or software fall back
(openssl)

— (pseudo) random numbers: CPACF and Crypto Express CCA coprocessor if available
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ICA Token Mechanisms (openCryptoki 3.1) GSE

Deutsche Rr‘glun

supported functions

supported functions

Mechanism E/D |S/IV|SR|Dig |Gen|W/U |Der||Mechanism E/D |S/V|SR| Dig |Gen|W/U |Der
CKM_DES_KEY_GEN X
CKM_RSA PKCS_KEY_PAIR_GEN X CKM_DES_ECB X X
CKM_RSA _PKCS X | x| x X CKM_DES_CBC X X
CKM_PKCS_X 509 X | x | x CKM_DES_CBC_PAD X X
CKM_MD5_RSA _PKCS X CKM_DES_CBC_MAC X
CKM_SHA1_RSA_PKCS X CKM_DES_CBC_MAC_GENERAL X
CKM_SHA256_RSA _PKCS X CKM_DES_OFB64 X
CKM_SHA384_RSA PKCS X CKM_DES_CFB8 X
CKM_SHA512_RSA _PKCS X CKM_DES_CFB64 X
CKM_DES3_KEY_GEN X
CKM_SSL3_PRE_MASTER_KEY_GEN X CKM_DES3_ECB X X
CKM_SSL3_MASTER_KEY_DERIVE x ||CKM_DES3 CBC X X
CKM_SSL3_KEY_AND_MAC_DERIVE x ||CKM_DES3_CBC_PAD X X
CKM SSL3 MD5 MAC X CKM_DES3 CBC_MAC X
CKM SSL3 SHAT MAC X CKM_DES3 CBC_MAC_GENERAL X
S CKM_DES3_OFB64 X
CKM_SHA256 X CKM_DES3_CFB8 X
CKM_SHA256_HMAC X CKM_DES3_CFB64 X
CKM_SHA256_HMAC_GENERAL X
CKM SHA384 = « CKM_AES_KEY_GEN X
CKM_SHA384_HMAC X g%—ﬁgg—ggg X X
CKM_SHA384_HMAC_GENERAL X Sas X X
= = = CKM_AES_CBC_PAD X X
CKM_SHA512 X
= CKM_AES_CTR X X
CKM_SHA512_HMAC X KM AES CBC WIAC -
CKM_SHA512_HMAC_GENERAL X CKM_AES  GBCMAG_GENERAL >
CKM_MD5 X
CKM_AES_OFB X
CKM_MD5_HMAC X CKM AES CFBS .
CKM_MD5_HMAC_GENERAL X CRM AES CFB6A b
CKM_SHA1 X CKM_AES_CFB128 X

CKM_SHAT_HMAC

X

CKM_SHA1_HMAC_GENERAL

X

blue: since version 2.4.3, green since 3.0
8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014

48



Example:

Configure openCryptoki 2.4.x with ICA Token

OF

Deutsche Region

load crypto adapter
# modprobe z90crypt

install libica (if needed)
check: rpm -ga | grep -i libica

install for RHEL: yum install libica
install for SLES: zypper install libica

initialize openCryptoki
# pkcsll startup
# pkcsslotd

check which tokens are available

# pkcsconf -t

Token #0 Info:
Label:
Manufalturer: IBM Cyrp.
Model:\ IBM ICA

Token #1 Info:
Label:
Manufacturer: IBM Corp.
Model: IBM CCA Token

Token #2 Info:
Label:
Manufacturer: IBM Corp.
Model: IBM SoftTok

Set label of ica token

# pkcsconf -I -c0
Enter the SO PIN: ***kxkkx

Enter a unique token label: icatoken

change SO pin of ica token:
# pkcsconf -P -c0
Enter the SO PIN: ***¥kxxxk
Enter the new SO PIN: ***xxxxx
Re-enter the new SO PIN: *#***xxxx
set user pin of ica token:

# pkcsconf -u -cO

Enter the SO PIN: *x*kkxxxk

Enter the new user PIN: ***kxksix

Re-enter the new user PIN: ***kkxxx%

change user pin of ica token:
# pkcsconf -p -c0

Enter the user PIN: **xxkkikx
Enter the new user PIN: ***kxksix

Re-enter the new user PIN: ***kkxxx%

verify configuration of ica token
# pkcsconf -t -c0

Token #0 Info:

Label: icatoken

Flags: 0x44D (RNG|LOGIN_ REQUIRED]|

USER=PRIN TNITIALIZED|CLOCK AM=TUKEN
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E
CCA Token GS o

Deutsche Region

* prerequisites
— libcsulcca library installed
* http://www-03.ibm.com/security/cryptocards/pciecc/ordersoftware.shtmi
— z90crypt kernel module loaded to exploit CryptoExpress CCA co-procssor
— master key(s) must be set in CCA co-processor
* pkcsconf -t shows attribute Model1l: IBM CCA TOKEN for cca token

* token directory: /var/lib/opencryptoki/ccatok
— token objects are stored in /var/lib/opencryptoki/ccatok/TOK_OBJ

* hardware exploitation:
— DES, DES3, AES128/192/256 using ECB, CBC via Crypto Express CCA coprocessor
— RSA with1024-4096 bit keys via Crypto Express CCA coprocessor
— ECDSA via Crypto Express 3 (or later) CCA coprocessor

* all keys generated are CCA secure keys

* importing keys some restrictions apply, e.g.:
— RSA key pairs can be imported with a call to C_CerateObject() for each key component
— the imported private RSA key will be wrapped with the CCA master key

— only private RSA keys in CRT format can be imported
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CCA Token Mechanisms (openCryptoki 2.4.3.1) (;SE

Deutsche Rf.glun

supported functions
Mechanism E/D S/V|SR|Dig|GenW/u Per|
CKM_RSA_PKCS_KEY PAIR_GEN X
CKM_RSA PKCS X | x
CKM_PKCS_X_509
CKM_MD5_RSA_PKCS X
CKM_SHA1 RSA_PKCS X
CKM_SHA256 RSA_PKCS X
CKM_ECDSA KEY_PAIR_GEN X
CKM_ECDSA X
CKM_ECDSA_SHA1 X
CKM_SHA256 X
CKM_SHA256_HMAC X
CKM_SHA256 HMAC_GENERAL X
CKM_MD5 X
CKM_MD5_HMAC X
CKM_MD5_HMAC_GENERAL X
CKM_SHA1 X
CKM_SHA1_HMAC X
CKM_SHA1_HMAC_GENERAL X
CKM_DES_KEY_GEN X
CKM_DES_CBC X
CKM_DES_CBC_PAD X
CKM_DES3_KEY_GEN X
CKM_DES3_CBC X
CKM_DES3_CBC_PAD X
CKM_AES_KEY_GEN X . o} ;
KM AES ECB . blue: since version 2.4.1
CKM_AES_CBC X
CKM_AES_CBC_PAD X

8" European GSE/IBM TU for z/VSE, z/VM and Linux on System z, Dresden, 20.-22.october 2014 51



k.

ICSF Token Overview AT v

* Linux client part of z/OS Crypto as a Service
* available with z/OS 2.1 and RHEL 7.0
* icsf token forwards crypto requests to ICSF on z/OS server

— using LDAP protocol
— Simple and SASL authentication
* key objects are stored on z/OS server

* requires LDAP client set up on Linux

* pkcsicsft utility

— sets up icsf token configuration in opencryptoki.conf ‘

— can provide LDAP bind information to openCryptoki C”’ \

— may prompt for RACF password for simple authentication C netWO rk 5 7

* token directory /var/lib/opencryptoki/icsf o “
* token configration file to be refered to in opencryptoki.conf \‘
|
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k.

Crypto in general: Linux on z Crypto Stack ... ...

Application e Apache Apache IBM
(ssh, scp, C/C++ WAS
Layer sftp) (mod_ssl) (mod_nss) & ‘ k
T
B S B By pont 1 gl
uss GSKIT JCAIJCE
ICC
Standard : T
Crypto I S U i ‘ ‘ IBMPKCS11Impl
Interfaces | Y

~ opensel/oenpt _ Ovencopu e

L i network
L ibmca :
o engine

ica token

Systemz 4
HWCrypto | ICA (iibica) |
Libraries

Operating D IPsec | [dm-crypt]

. Kernel crypto frameworﬁ
System D System z backend

[ S iy el [
Hardware || CPU + ' mm T '
1y CPACF ' ccelerator
%(DES, 3DES, AES, SHA, PRNG) . (RSA) SA, RN .
protected key 2 e L L L e T LT '
| secure key | L
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PKCS#11 und Java GSE
The Java Cryptographic Architecture (JCA) .7 ...

* Java Cryptographic Architecture (JCA)
— provider architecture for security APls

Java program using crypto

JCA

— supports multiple providers with different
priorities and capabilities
— providers that implement the JCE API:
, , IBMPKCS11
* IBMJCE (software implementation by IBM lorie] IBMJCE
equivalent to SunJCE)
* IBMPKCS11Impl calls openCryptoki which can
be configured to use a specific token to exploit
crypto HW support opencryptoki
— clear key crypto via libica
— secure key crypto via CCA library
Java Cryptographic Extension (JCE) icatoken ccatoken
— API for basic cryptographic functions BN
ryplograp libica libcsulcca
System z System z
clear key sec. key
crypto HW crypto HW
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Implicit Selection of the IBMPKCS11Iimpl Provider G
AES — provider 2

the Java Cryptographic Architecture (JCA) RSA — provider 1
* provides plug-in mechanism for providers DH not supported
of cryptographic functions by any provider

* XXXgetlnstance() function selects JCA

provider for class XXX
* implicit provider selection:
— no provider defined in XXXgetInstance() call

— for each crypto functions selects provider
based on provider capability and priority |
— provider priority is defined by provider N CE °2 j
sequence in java.security file (0} O | (@) [}
S S S S
> > > >
o) o) @) o)
— — — —
o a [} a
__ (e
(rsa) ®sx (Ecc) AEs

decreasing priority>
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IBMPKCS11Impl: Supported Algorithms

Deutsche Region

The set of Java crypto algorithms (objects)
supported by crypto HW is the
intersection of

— the capabilities of the IBMPKCS11Impl
provider

— and the mechanisms supported by
opencryptoki token.

* The list of Java crypto algorithms that the
IBMPKCS11Impl provider can support in
theory as described in

— http://pic.dhe.ibm.com/infocenter/java7sdk/v7
rO/topic/com.ibm.java.security.component.do
c/security-
component/pkcs11implDocs/supportedalgorit
hms.html
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Appendix A: Supported Algorithms

The following table lists the Java™ algorithms supported by the IBMPKCSimpl provider | =
and corresponding PKCS#11 mechanisms needed to support them. When mutiple
mechanisms are listed. they are given in the order of preference and any one of them is

Java Algorithm

PKCS#11 Mechanisms

Signature MD2withRSA

CKM_MD2_RSA_PKCS

B IBMPKCS11Impl Pro
& Cryptographic Hard)
Bl Key Generation and
B Signature and Verifiy

Signature MD5withRSA

CKM_MDS_RSA PKCS

Signature. SHATwithRSA

CKIM_SHAT_RSA PKCS

Signature SHA224withRSA

CKM_SHA224_RSA_PKCS

Signature. SHA2E6withRSA

CKM_SHA56 RSA_PKCS

B Hashing Algorithm:
B Random Number Ge
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Configuring Java for HW Crypto Usage

The java.security file maintains a list of available JCA providers
standard location:
/usr/lib/jvm/java-<version>-ibm-<ext. version>.s390x/jre/lib/security/java.security

Example extract from java.security

# List of providers and their preference orders (see above):

#

security.provider.l=com.ibm.crypto.pkcsllimpl.provider.IBMPKCS11Impl /root/zpkecs.cfg
security.provider.2=com.ibm.crypto.provider.IBMJCE ’

#security.provider.3=com.ibm.security.jgss.IBMJGSSProvider

The IBMPKCS11Impl has a configuration file as argument

Example configuration file for IBMPKCS11Impl:
name = Sample

description = Sample config for z/linux
library = /usr/lib64/pkcsl1l/PKCS11l_API.so
# the following references the icatoken ’
slot = 0
# the following references the ccatoken /\ChtL”Tg:

#slot =1 Syntax ist sehr “empfindlich”
# the following references the softtoken E;f{/\1 in E;VV!

#slot = 2

disabledmechanisms = { CKM SHA 1 }
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Explicitly Selecting the IBMPKCS11Impl Provider G s e

Deutsche Region

Without explicit argument JCA uses the first provider in java.security that provides an object.

* aesCipher = Cipher.getInstance ("AES/ECB/NoPadding") ;

optional provider
When generating an object instance the provider can argument

be explicitly specified: ) \
¢ aesCipher = Cipher.getInstance ("AES/ECB/NoPadding", "IBMPKCS11lImpl-Sample") ;

/

provider base name
as in java.security

provider suffix derived value
of attribute from
provider configuration file
specified in java.security

.../java.security:

security.provider.l=com.ibm.crypto.pkcsllimpl.provider.IBMPKCS11Impl /root/zpkcs.cfg [ —

/root/zpkes.cfg:
= Sample
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Ok

PKCS#11 and Standard SW

standard middleware often provides for a plug-in option for
PKCS#11 libraries

— IBM WebSphere Application Server (WAS) via Java
— Also other Application Server via Java

— IBM HTTP Server (IHS) via GSKIT

— NSS

configuration files of such software may allow to specify

— library path of opencryptoki
— slot or token id
— user PIN
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Administration of Master Keys

* Bordmittel fur Test — panel.exe (nur CCA)

* Trusted Key Entry Station (TKE) fur Produktion
- z/0S
— Linux for System z:
* Fur CCA: TKE spricht mit catcher.exe

* Fir EP11:TKE spricht mit ep11TKEd S & \®
p p 33.:/.\ 3-/.:/-\ \/
— Rollen, 4-Augen-Prinzip I \

— Mit TKE alle CEC4S eines CECs managen!

R
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Ok

Administration of User / Application Keys ... ...

* Moglicherweise grolde Zahl von Benutzer- oder Anwendungs-
Schlussel und Zertifikaten
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Ok

Zusammenfassung

* Linux for System z:
— Requirements are known
— Methods and tools are available

— Clear key crypto (SW) is easy. If supported using HW crypto features
of z for clear key is easy

— HSM is required for secure key crypto. Crypto Express can be used
as HSM

— Setup and configuration for secure key requires planning and “some”
effort r also Secure-Key methods

— If CCA and EP11 (PKCS11) is required, you need separate cards
— TKE for handling Masterkeys (for EP11 TKE is required)
— Handling of user keys is extra topic

* If handling with sensitive data, sooner of later you will need to
use cryptographic methods
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Appendix
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More Information

* PCI Security Standards Council (PCl SCC) website
www.pcisecuritystandards.org

* PKCS#11 Artikel:
http://enterprisesystemsmedia.com/article/using-linux-on-
system-z-hardware-cryptography-with-the-pkcs11-
cryoptography#sr=g&m=o0&cp=or&ct=-tmc&st=%28opu
%20qgspwjefe%29&ts=1411391472

* CCA RPM download from
http://www-03.ibm.com/security/
cryptocards/pciecc/ordersoftware.shtml

* Redbooks
* CCA documentation
* IBM PKCS#11 (EP11 token) documentation
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Deutsche Region

Crypto Driver + Bibliotheken in Linux Distro

CCA und EP11 Bibliothek von IBM (also nicht Open
Source)

- Heute: Anwendung soll nicht direkt EP11 Bibliothek
nutzen, sondern PKCS11 Interface (openCryptoki)
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