Gefahren in der IT -

Ist Ihre Produktion
sicher vor Angriffen?

VM/VSE GSE-Friihjahrstagung
2011 - Dusseldorf




Rundum sorglos ?
Sind Ihre Daten sicher ?
Gefahren bei System z Umgebungen

Machen Sie alles dicht - wie kann IBM hier helfen
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heute.de computer

heute-Machrichten

ZDFmediathek

Sendung verpasst?
Jeizt ansehen

ZDF heute
ZDF heute journal
ZDF heute nacht

| Sendungen von A-Z

Service

» Podcast-Angebot
» heute-Telegramm
* Bildschirmschoner
» Mobil-Angebote

» WAP-Dienste

* Hewsletter

» RSS-Angebot

* Hachrichtenbanner
» Sidebar

PlayStation.
. Network

zum Ausfall des P

PlayStation Network: Hacker klauen 77 M
Kundendaten

Sony sperrt Online-Dienste - Racheakt aus der Szene?
Gigantischer Datenklau: Hacker haben Passwarier. Adressen und
maoglicherweise auch Kreditkarten-Nummern von 77 Millionen Sony-Kunden

gestohlen. Betroffen ist vor allem das PlayStation Network. Ist der Angriff eine
Racheaktion aus der Hacker-Szene?

= Drucken [EVersenden 27.04.2011

Daten-Klau bei Sony: Hacker haben Informationen

von Millionen Nutzem der Online-Dienste

SR PlayStation Network und des Video- und

Kurs Musikservices Qriocity erbeutet. Der japanische
19,91 3 Elektronik-Riese hatte nach dem Hacker-Angriff vor
Datun/Zeit einer Woche den Stecker gezogen und die Dienste

abgeschaltet.

27.0d. D9:30:06
Vortag Hnderung
20,35

Passworter ausgespaht

=2 5 i :
15 Eine unbekannte Person habe sich Zugang zu

persénlichen Daten wie Name, Adresse. E-Mail
oder Geburisdatum verschafft. schrieb Sony in
Firmenblogs weltweit und informierte die
Betroffenen. Auch Logins und Passwaorter seien
nach derzeitigem Kenntnisstand ausgespaht
worden, maglicherweise auch die Liste der Kaufe.

- warzEgart
Indices: realtim

» Charts und weitere
Informationen

Quelle” Teledsts
Innovative Software

ZDFmediathek

» Thema Daten in
Gefahr

* K ten: P beim
Waschekauf
VWas wir beim Einkaufen per Kundenkarte dber uns
verraten

» Der Spion, der in der Kleidung steckt
MNeue Technologien bringen neue Probleme fur den
Datenschutz

» Wo Datenjager im Alitag lauern
Gewinnspiele, Onne-Shops und weitere Fallen - ein
Uberblick

Interaktiver Krimi

* Sendung Wer rettet
Dina Foxx?
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E-Mail

PGP

Herkommliche E-Mails sind mit einer Postkarte
vergleichbar.

Der Inhalt liegt offen und kann von jedem
mitgelesen werden.

Auch beim Mail Dienstleister lassen sich die E-
Mail Daten sogar einfach und automatisch per
Programm auswerten oder als Kopie
aufbewahren zur spateren Analyse.
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E-Mail

PGP

E-Mail ersetzt heute immer haufiger den Brief,
Telegramm, Fernschreiben und Teletex.

1. E-Mail in Deutschland — wurde am 24. 8. 1984
von Michael Rotert an der TH Karlsruhe
empfangen.

2010 wurde 107 Mrd. E-Mails versendet (90 %
SPAM).

Das heute verwendete Protokoll ist SMTP zum
senden und POP3 oder IMAP zum empfangen.
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E-Mail

PGP

Beim Versand werden die Daten meist Uber
SMTPS verschllsselt zum Mailserver lGbertragen.

Auch das Abholen der Mails erfolgt meistens
uber POP3S oder IMAPS Protokolle.

Jedoch auf den Servern liegen die Mails — wenn
nicht verschlisselt — lesbar.

Das gilt nicht nur fur den Body der Mails, sondern
auch fir die Anhange.
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E-Mail

PGP

Die meisten Angriffe gegen Unternehmen
erfolgen von Innen.

Welchen Weg eine Mail liber das Internet geht
und auf welchen dieser Server Mails gespeichert
und mitgelesen werden ist nicht bekannt.

Auf dem Weg zum Empfanger kann eine Mail
auch verandert und deren Inhalt verfalscht
werden.
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Alles gute Grunde E-Mails zu verschlisseln.

Aber -

Warum macht das
niemand ?
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Alle heutigen E-Mail Programme unterstitzen die
Verschlisselung von Mails

Man muss sich nur einen Public/Private Key
generieren —und entsprechende Programme zur
Verschlisselung nutzen

Aber je nach Mail Programm werden
verschiedene Methoden verwendet.
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Initiator: Martin
>

Mal sehen ob es
noch mehr CICS

Websites gibt

| Geschichte | Profil | Freeware | Produkte | Shrink

fora
version in
english
click here

Pi-Systemprogrammierungs-GmbH

Teichstrale 35E
€3225 Langen
tel: 06103-71254
tagsiiber: 0171-850 7132

Email: info@pi-sysprog.de

~What can happen when you put your CICS on

the web*

Martin Trubner
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Nur einige der 106000 Treffer bei CWBA oder 3660 Treffer
auf DFHWBTTA

http://webapps.nyc.gov:8084/cics/cwba/dfhwbtta/abhg

http://xmarks.com/site/www4.qgcard.queensu.ca/QCD3/CIC
S/CSMI/DFHWBTTA/CWO01

https://www.state.ms.gov/taxtitle/cics/dfhwbtta/TNIQ

https://accounts.swbno.org:8084/cics/cwba/dfhwbtta/wa00

https://techmvs.technion.ac.il/cics/CWBA/WGRNSE1?SUB=1
34065
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http://webapps.nyc.gov:8084/cics/cwba/dfhwbtta/abhq
http://xmarks.com/site/www4.qcard.queensu.ca/QCD3/CIC
https://www.state.ms.gov/taxtitle/cics/dfhwbtta/TNIQ
https://accounts.swbno.org:8084/cics/cwba/dfhwbtta/wa00
https://techmvs.technion.ac.il/cics/CWBA/WGRNSE1?SUB=1

b T . o
Zurick Vor Neuwladen Stopo
@ startseite  ELesezeichen % SeaMorkey deutsch % morila.org % mozilaZine % mozdev.org % hitp:/fservice.gmx.ne... % Lattwein Menl
‘a|\mm-wm I\Jsxmmwm

F HOME

J-51 Benefit History Req

PROPERTY }_1-51 Explanats Disclaimer
PARKING & VEHICLES Flease enter all fields:
BUSINESS TAXES Borough:

OTHER SERVICES
FORMS & PUBLICATIONS

| Reset | Tax Year Summary

¥ SEARCH

13-51 Explanation

IThe 1-51 benefit program of the City of New York is a tax incentive for the renovation of multiple unit residential buildings.
iand handles all i forit. The O of Finance applies the HPD approved benefits to real property

IThe program includes two benefits, both baced on the certified cost of building alteration. (1) The 1-51 Exemption reduces the taxabl
labatement reduces the actual tax that has been charged against a property.

wvalue

* J-51 Program Information
Disclaimer

1. The 1-51 Benefit History is for i P only. It ins il ion that may be currently under review. The infos #
idays. Recent changes shown may not yet have affected billing.

2. The Department of Finance records are updated regularly.  If you believe there are any i ies as to the inf ien contai
Department of Finance.

3. You may not be entitied to the credits appearing on these pages.  To verify entitlement please contact the Department of Finance.

4. To reach the Department of Finance 151 Abatement Unit write to:

Exemptions Section - 151
P.0.Box 3120

Church Street Station
MNew York, NY 10007-3120

© =20 8w
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"wds e e = LR Iﬁ i 0
" firstartseite | Ellesezeichen % SeaMorkey deutsch % mocla.org % mosiaZine % mozdev.org % http:ffservice.gmcne.. % Lattwein Mend
@ Ism-wm i\:ﬁlmmmm immmmnmqmm] %, Mississippi Portal e-business Logn | 5
&\ Mississippi Vehicle Title Information Search
Disclai Must Be Authorized Under Federal Driver's Privacy Protection Act
NOTICE: Title fees increase effective July 1, 2010,
Click on this link for more information: http://www.dor.ms.gov/title/itlefe esincrease.html
User ID |
Password )
[~ toan]
Copyright © 2002-2011 Mississippi D of Info ion Technology Services
[R=t T N #“ﬂj
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h\:s: Abatement History Menu

| B8 v acarc. ceensu.calQED3(C . | % Mssisim Portal e-usiness Logn H\ YC Property Search NYC

]I\asq-w:mw

Il =

Qggferrs

Signoff O

ASQ Sign-On
** PLEASE ENTER YOUR REFERENCE NUMBER OR STUDENT NUMBER =

For OUAC Applicants
Please enter your QUAC reference number. This number can be found on your
copy of your application or on the OUAC acknowledgement/amendment form.

QUAC Reference Number:
_| Please enter the full 2010 at the beginning of your QUAC
Reference number. (2010°"*"**0) Please enter the final digit (11th) as a zero,

Enter your date of birth, following the format below. If you have not included
your date of birth on your QUAC application, you should amend your

pplication using the ification Form that was sent to you.
Otherwise you will not be able te access ASQ. After entering your Reference
Number and date of birth please click the PROCEED button to continue.

Date of Birth: | (yyyy mm dd)
For Current Queen's Students
Student Number: | Enter your student number and date of birth

; above). Click PROCEED 1o enter,

(following the inst

asq

a Your PSE
The PSE is required by all
firstoyear, full-time under-
graduate programs and
Education programs.

March Break
Open House

Experience Queen's!
March 18, 19.2010

O
Requirements
The language of instruction
at Queen's is English. Click
to learn more about our
requiremants,

£2007 Quesn's University
Admission Services - OF

- Office of the University Registrar

Gaordon Hall
Quasn's Univarsicy

wingstan, Onearig, Canada

KIL 3N

CECE
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Board of Hew Orleans - Seall

o =visa

— 7
fewbadfmittal lQ.suduniés-@
; i A — — S
D startseite | DLesezeichen % SeaMonkey deutsch % mozlia.org % mozliaZne % mozdev.org % httpr/fservice.gmc.ne... % Lattwein Mend
@ | % dfwibtta - Google-Suche i!\:slmmmmm m‘md‘m.m. || % Mississippi Portal e-business Login I:\MQ-Qulmsuwurshr WOMWmlS”M-S!M&-- | x
£5
1CC
| — ] '
Sewerage and Water [TGUsTOMER DOING BUSINESS ~ DOCUMENTS &  HISTORY&  HEWSE
Board of New Orleans | E PROGRESS WITH S8 £ 5 FAC EVE
HOME > Customer Service >> View & Pay Your Bill Online >>> Find Account Number >>>>
Find Account Number
In an effort to make your information more Secure, we have disabled the online Fing Account Number
feature. To find your account number, please retrieve a recent water bill and lacate your account number in
ane of the two locations outlined on the sample bill below.
Contact Us ]
What do you want to
o A4
What do you want to 2
know? H
Search the Site Q
bl
el |
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Al B startseite  ElLesezeichen % SeaMorkey deutsch % mozla.org % mozilaZne % mozdev.org % https/jservice.gmxne... % Lattwein Mend

<l :\ dftvabitta - Google-Sudhe |' % 351 Abatement History Menu | B evond. acard. queensu.cafQ... i % Mississippi Portal &b

MUNICIPALITY OF

ANCHORAGE

Home R B et Visitors  Departments  Public Safety

Repanmants > Finance = Propery Taces = Maw Search = rasulls

Account Key: 076-021-21.000 Tax Year: \_

Name: WEAVER SHELBY C

Transaction Effective Thru
Type Drate Dare

FULL YEAR TAX
SRAET EXEMPTION
RESID EXEMPTION
TAXN CREDIT
TAN PAYMENT
TAX PAYMENT
BALANCE 2511

Interest

5,456.75
- 1,7245%
- 230.00

- 173.56

- 1,664.10
- 1,664.10
0

2/2|8|8|8|8|8

© =0 2 == ol®
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Zurlick \'ur' MNeu laden  “looo
B startseite  [Elesezeichen % SeaMonkey deutsch % mozfla.org % mozilaZine % mozdev.org % http:/jservice.gmx.ne... % Lattwein Mend

8] | % dfmbtta - Goo.. | % 351 Abstement..| T s acard.q.. | S Missizsomi Port .| % ASQ -Queenis . | % sccounts.swtn..| % hitpr/f 702009 | () Ask e queston .| % 12300 O G, | @ Ces 8 41414 | % UlIntemeta. | x

' Q gﬁtata of Navada@

Department of Employment, Training & Rehabilitation
Nevada Internet Claims

Ul Login

Social Security Number:

Porsanat Namber (P (5 )
Security Verification:

Flanse anter the code a3 you seen in the Image

[Back ] [(Prnt] [[Login ]
PR 77— 1|

© =0 8w @
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WikiPedia

@

Auch Inhouse Anwendungen sind nicht sicher!

@

Sei es CICS Sign-ON Uber Telnet
FTP von oder zum z/VSE

Email im zVSE versendet

Diese Folien sollen nicht dazu auffordern VSE Systeme auszuspionieren.
Sie wollen auf die Gefahren hinweisen, die vorhanden sind.

Obwohl die Verwendung von Traces sowie Wireshark normaler-

weise verboten sind- richtet sich auch derjenige sich nicht daran, der
ein System ausspionieren will!

Wireshark (engl. ,wire”: Draht, Kabel; ,shark”: Hai; alte Bezeichnung: Ethereal) ist ein
freies Programm zur Analyse von Netzwerk-Kommunikationsverbindungen (,,Sniffer).
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LOGIN uber

Benutzer

Programm

Und anschlieRend

CESN

(Untitled) - Wireshark
Fle Edit View Go Capture

Seoee BE

Follow TCP Stream

T.MThpm. N3geheim. B .....

Filter: |(ip.addr eq 192.16

| Time: o Sourg
25 10. 224016 192
26 10.328425 192
27 10. 346667 192

No. -

31 10.984393 192
32 11.015104 192

Il ]

>

#

[Save gs]i Entire conversation (217 bytes) v |O ascu ® EBCIC O HexDump O C Arrays O Raw

E Frame 25 (79 bytes on

[ Qo

] [Fiher Qut This Stream ]

# Ethernet II, src: 00

%.107.40), DSt: 102.168.3.1 (192.168.3.1)

# Internet Protocol = 1892.168.19/.40 (1

- Protocol, src Port: 3

5% ea OO0 22 1023 05 53 cul¥oy w¥eZizE
40 00 40 06 bl Bd cO a8 A7, @@ ..... s
13 of 8d a9 de 60 30 33 sERus LRRgTp
00 00 00 00 00 00 22 7d Bl SR T TS
11 d5 £3 87 B85 88 B5 89 94 T cfd ... .....

IME~ 1 Maasle:| O ALE ~11Temp'etherXiXXa05432 Packets: 48 Displayed: 8 Marked: 0 Dropped: 0

VYM/VSE GSE-T




Auswahlen C:A\WINDOWS\system32\cmd.exe

=\>Pt£ 122_168_3 .1
erbindung mit 192 _168_.3_.1 wurde hergestellt .
280—TCP-IP fox» USE Intexrnal FTPDAEMN 81 .65 F 28968245 82 .33

280 Ready for» new user
enut=zex» <19 68-3-1=(none))4'nzanp
- nmneed pass =
in. proceed

Command okawvw

gguFile status okavy; about to open data connection

26 Closing data connection

TP:= 64d Butes empfangen in 2_52Sekunden 8.60G3KB.-=s

tp> cd power.lst._. 1

58 Reqguested file action okavy., completed

tg) get cgg vsamcat . txt

28 Comman okawvy

158—About to open active data connection

FilezPOWER.LST .L.CPG

Tgpe:ﬂscll Recfm:U L»ecl:=: 256

CC=0N UNIX=0FF RECLF=0FF TRCC=0FF CRLF=0N HNAT=NO CONT=0FF
Translate with US_ENG_8&83

MODE=St»eam STRU=File

158 File status okays; about to open data connection
Z226—Bytes sent: 15479

Recoyx»ds sent: 184

Transfer Seconds: -22 < 62K per» second>
File I-0 Seconds: -81 < 1512K pex» second>

226

TP; 64d Butes empfangen in 1.63Sekunden 2_.53KB-s
Tt

of

Closing data connection

byue

Copuyright <c> 1995_.2086 Connectivity Systems Incorporated
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Im Wireshark
sieht man die
Konversation vom

z/VSE zum Client

¥ Ewpression... Clear Apply

Protocol Info

Source Destination

M1 4.531205 192.168.3.1 192.168.197.40 TCP htuilsrv > 16603 [PSH, ACK] Seg=1 Ack=1 Win=65534 Len=106

M | 558183 @ 192.168.3.1 192.168.197.40 Response: Copyright (c) 1995,2006 Connectivity systems Inco

g2 168 3 072 168 107,40 esponse: 220 Ready

10 4,521980  192.168.3.1 192.168.197.40 FTP Response: 220-TCP/IP for VSE Internal FTPDAEMN 01,03 F 200902035

153

|«

Fr Fr Frame 16 (78 bytes on wire, 78 bytes captured)

Etm Ethernet II, Src: Broadcom_3d:41:5d (00:10:18:3d:41:5d), Dst: 00:22:19:23:05:5a (00:22:19:23:05:5a)
Int Internet protocol, src: 192.168.3.1 (192.168.3.1), Dst: 192.168.197.40 (192.168.197.40)

Tral @ Tr Transmission Control Protocol, Src Port: ftp (21), Dst Port: 17566 (17566), Seq: 125, Ack: 1, Len: 24
= Fil = File Transfer Protocol (FTP)

=2 = 220 Ready for new user'rin

Response code: Service ready for new user (220)

Response arg: Ready for new user

0000 ||0000 0000 00 22 19 23 05 53 00 10 18 3d 41 5d 08 00 45 00 .".#.Z.. .=A]..E.
0010 |0010 f00L0 00 40 73 cc 00 00 fd 06 00 71 c0 a8 03 01 c0 a8
0020 ||0020 §0020 c3 28 00 15 44 9e 60 2f 11 b2 22 ea 05 e2 50 18

0030 |0030 Jj0030 ff fe 51 98 00 00 32 32 30 20

(T 2R (WETVRGE 6T 72 20 be 65 77 20 75 73 0a

0030 J0050

0060 | 0060

0070 J0070

|Response||Respon*|Response arg (ftp.response.arg), 18 bytes Packets: 106 Displayed: 106 Marked: 0 Dropped: 0
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Userid und
Passwort im

Klartext !

(Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics

Seee BEXZSE

“e+972 EE QAN DB X B

ﬁha1|(1p.addr eq 192.168.3.1 and ip.addr eq 192.168 ~ Expression... Clear Apply

No. - Time Source
Y 3.9035Y1 197.108. 3.1

15 8.839620 192.168.3.1
16 8.840910 192.168.3.1

39 12.874149 192.168.3.1
40 12.875098 192.168.3.1

19Z2.10b8.1Y/.4U

.168.197.40
.168.197.40

.168.197.40
.168.197.40

Protocol | Info

ftp > 16693 [ACK] Seq=149 Ack=12 win=€
Response: 331 User name okay, need pas

‘@ Frame 40 (83 bytes on wire, 83 bytes captured)
'@ Ethernet II, Src: Broadcom_3d:41:5d (00:10:18:3d:41:5d), Dst: 00:22:19:23:05:5a (00:22:19:23:05:5a)
| ® Internet Protocol, Src: 192.168.3.1 (192.168.3.1), Dst: 192.168.197.40 (192.168.197.40)

:5'Tran5mission control Protocol, Src port: ftp (21), Dst Port: 16693 (16693), Seq: 184, Ack:

= File Transfer Protocol (FTP)

0000 00 22 19 23 05 5a 00 10 18
(0010 00 45 d9 b9 00 00 fd 06 9a
(0020 c5 28 00 15 41 35 40 43 dd
10030 ff fe 29 08 00 00 32 33 30
0040 6f 67 67 65 64 20 69 6e 2c
10050 64 0d Oa

3d 41 5d 08 00 45 00
7e c0 a8 03 01 cO a8
7b cb ac 51 0e 50 18
20 55 73 65 72 20 6¢
20 70 72 6f 63 65 65

BN T Fm—r Y R
Eovvnns e
SEABEE R
Y23 0user )
ggged in , procee

'File: "C:\DOKUME ~1\Maassen2\LOKALE ~1\Temp'etherXXXXa05488" 40 KB 00:01:29

| Packets: 247 Displayed: 63 Marked: 0 Dropped: 0
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s Response:. ZZ2U Keady TOr new user

ftp > 16693 [ACK] Seq=184 Ack=25 win=€
Response: 230 User logged 7n, proceed J

25, Len: 29

1<




Follow TCP Stream

-Stream Content

220-TCP/IP for VSE Internal FTPDAEMN 01.05 F 20090205 02.33
copyr'ight (c) 1995,2006 connectivity Systems Incorporated

220 Ready fTor new user

USER masn

331 user name okay, need password

PASS geheim

230 user logged in, proceed

PORT 192,168,197,40,65, 55

200 command okay

NLST

150 File status okay; about to open data connection

226 closi data connection

CwD power. Ist.1

250 Requested file action okay, completed

PORT 192,168,197,40,65, 58

200 command okay

RETR cpg

150-About to open active data connection
File:POWER.LST.L.CPG
Type:ASCII Recfm:V Lrecl: 256
CC=ON_UNIX=OFF RECLF=OFF TRCC=0FF CRLF=ON NAT=NO CONT=OFF
Translate with US_ENG_03
MODE=Stream STRU=File

150 File status okay; about to open data connection

226-Bytes sent: 15,479
Records sent: 184

Transfer Seconds: s E 69K per second;
File I/0 Seconds: .01 1512K per second
226 Cclosing data connection

QUIT
221 FTPDaemn closing control connection

[Eind|[save &s][grnt]l Entire conversation (1001 bytes) l_'.‘ﬂl@ ascit O eBeoic O Hex bump (O C Arrays (O Raw

i Close I[FlterQJtTﬁssu'ean]
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Was ein sicheres Passwort ist:
Wa$ 31n 51ch3r3S Pa5Sw0r7 157

Was 31nw 51ch3r3$ Pas$SwOr? 157

Wad 31n s1ch3r3d %5‘51‘/‘07‘7 157

Passworter sind im z/VSE normalerweise nur 8 Stellen lang, es sei
Denn man verwendet LDAP Anmeldung- dann bis zu 64 Stellen.

Passworter sind normalerweise in Uppercase und bestehen aus
Buchstaben, Ziffern und Sonderzeichen.

Sind diese denn sicher ?
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25 CESN DATA

r?-'ﬂ Sitzung B - [24 x 80] - JJ1

Datei Bearbeiten Anzeige Kommunikation Aktionen Fenster Hilfe

|| (% E(E) @ ‘(| &P & @
Signon to CICS APPLID CICSTEST

CESN: VSEZESA CICS2

SignOn to CICS
Type your userid and password, then press ENTER:
Alles geheim -da Userid
Password
keine Anzeige im Groupid
Language
3270 erfolgt ?

New Password

117032

=3 |Verbindung zum fernen Server Host 192. 1568, 3. 1 aufgebaut iiber LU/Pool LATNT202 und Anschluss 5023, WWPSERVER \Lexmark Optra Lxi EIM LPT1:
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Follow TCP Stream

Stream Content
..... Ceeeee.. ARCESN..... (@ "<"..ZMASN.<9GEHEIM. .. < 1= R L T .
Nicht falls man
EBCDIC Hex lesen Hier steht die Userld und das Passwort !
kann !
et Enh |Eind || save ESJ[Erint” 182, 168.197.40:6303 —> 192,168, 3. Lhtuilsrv (91 bytes)  w |C} ASCII (3) EBCDIC () Hex Dump () C Arrays () Raw

im Klartext. .. l Close J [ Filter Out This Stream ]

® Internet Protocol, src: 192.168.197.40 (192.168.197.40), Dst: 192.168.3.1 (192.168.3.1)

=]
= Data (26 bytes)

Data: 000000001E7DAC7F114BEODACIEZDS114CFICTCSCBCHCODS. ..

0000 00 a0 f9 10 - E.
abs C [ [ T .
0L 18 of 13 of 7f 11 05 be 60 c9 7c 9f 50 18 TR N

0030 fc c3 49 af 00 00 m
d4 cle2d5=‘MASN’ | ¢7c5c8c5c9 d4=‘GEHEIM’

Data {data.data), 26 bytes | Packets: 83 Displayed: 29 Marked: 0 Dropped: 0
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Dieser Text stammt aus
der HTML Dokumentation:
~/doc/ipTraceTool.html

Wie bei IPTRACE dokumentiert, kann Email Trafic
im VSE aufgezeichnet und anschlieRend von
Wireshark ausgewertet werden.

How to take a trace
Enter the following commands on your VSE console:

MSG xx (xx = partition ID of target TCP/IP partition)
DEFINE TRACE,ID=xxxx, IPADDR=ipaddr-of-target-system
--> recreate the problem
DUMP TRACES SEGMENT NEW
DELETE TRACE,ID=xxxx
Download the SYSLST output containing the trace data to your PC in ASCII format.
Now you can use the IP Trace Tool to convert and view this trace in Wireshark.

Note: The trace data is taken in the TCP/IP partition GETVIS.
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' Follow TCP Stream

Stream Content-
UCAT220 C KSDS 2003.065 0 91% 1% 0% 0% 0% ** INDEX LEVELS > 2 98 &
TXTVSM, DATA D 170 170 2048 64 0 21 R 23
VSAM. CATALOG. BASE. INDEX. RECORD I 0 64 3 26592 1174405122 945 980 33
UMSATZ. ZWIBER. K2101 C ESDS 2001.061 2001.068 99% 0% 0% 0% 59% ** ZU GROSS > 50 %
TA1040D0. VSAMDSET. DFD01061. TB579439. TA104000 D 4080 4080 8192 0 90 1 13
VORLAUF . KARTE . UMSATZ C ESDS 2001.059 2001.066 99% 0% 0% 0% O6% ** ZU GROSS > 50 %
X TO59E863, VSAMDSET. DFD01059. TB576DB0. T959E863 D 4080 4080 4096 0 24 1 13
Email von VSE
VSE260. CPGWKL . TEMP C KSDS 2007.222 0 98% ®% NO. EXTENTS > 3
VSE260. CPGWKL . DATA. TEMP D 100 2040 2048 40 0 126 19636 10 23
VSE260, CPGWKL . INDEX, TEMP I 0 2553 2560 40 17 M E B3
mit Anhang
XXX. ZENTRAL . ARTIKEL . STAMM. KSDS C KSDS 2006.072 1999.366 99% 0% 0% 0% 75% ** ZU GROSS > 50 %
XOXX. ZENTRAL . ARTIKEL . STAMM, KSDS. . D. D 406 406 4096 7 0 12 100 1 23
XXX. ZENTRAL . ARTIKEL . STAMM. KSDS. . I. i 0 505 512 7 49 3 s
ZSART € KsDS 1998.114 0 98% 0% 0% 0% B80% ** ZU GROSS > 50 %
ZSART. DATA D 200 200 2048 7 0 126 94 1 23
ZSART. INDEX I 0 1529 1536 7 26 11 4323
COES ST E R =ST05T 93.
EOJ CPG DATE 03/01,/2011, CLOCK 12/34/22, DURATION 00,/00/01
=2 _C73CFO6A4CDOS000==_--
250 2.6.0 <C73CFO6A4CDO9000BLWSERVERO3> Queued mail for delivery =
QUIT
221 2.0.0 lattwein.de Service closing transmission channel| L
(End] (seve as) [print] Entire conversation (16763 bytes) v |® asc O esepic O HexDump O C Arrays O Raw

[ Close ] l Filter Out This Stream
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Auch im CICS Transaction DUMP konnen
Userld‘s und Passworter im Klartext stehen.

Name/

Deshalb Vorsicht, wenn man Dumps weiterreicht oder

ausgedruckt jemandem zur Ansicht gibt.

i TRANSACTION STORAGE-USER24 ADDRESS 00681770 TO 0068276F LENGTH
im CICS DUMP 00000000 C2FOFOF2 FOF7F9F2 85000000 00000000 OO0OF5DD2 11D4E3C8 D7D411D5 F3C7
00000020 C5C9D400 00000000 00000000 00000000 00000000 00000000 00000000 0000
00000040 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000
00000060 LINES TO 00000B20 SAME AS ABOVE

Password

/

DD2 11D4E3C8 D7D411D5 F3C7C5CS8 *B0O020792E......... ) K.MTHPM.N3GEH* 00681770
000 00000000 00000000 00000000 FEIM. ..o it * 00681790
000 00000000 00000000 00000000 K e e e e * 006817BO

e
( 1770 TO 0068276F LENGTH 00001000

Das sind Terminal Input Daten — das kann auch in der Common Area
oder in Temporary Storage Records stehen.
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Positiv:

Bei CEDF wird das
Password

unterdriickt!

Nur bei CEDF wird das Passwort beim EXEC CICS
SIGNON unterdruckt.

When processing an EXEC CICS SIGNON
command, CEDF suppresses display of the
password value to reduce the risk of accidental

disclosure.

Fortsetzung: Ingo Franzki, IBM — Security Franzki
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GO05
Gefahren in der IT — Ist Ihre Produktion sicher
vor Angriffen?

© 2011 IBM Corporation
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* In general TCP/IP uses its own user id definitions

—Readable in initialization member (IPINITxXx.L)
« DEFINE USER, ID=user, PASSWORD=pwd

—Duplicate user definitions

L ]

» Security Exit available from IBM to check the user ids and resource

access via Security Manager
—Issues RACROUTE calls for

» User identification and
verification

» Resource access control

» VSE files, libraries, members
* POWER entries

* SITE commands

TCP/IP
for
VSE

BSSTISX

Pre-
processing
exit

Security

RACROUTE Manager

)

Post-
processing
exit

(BSM/ESM)
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Main areas of cryptography:

* Encryption of data transmitted over network
connections

—SSL, HTTPS
—SecureFTP, Secure Telnet

* Encryption of data stored on disk or tape
—Encryption of backups or archives

—Exchange of encrypted and/or signed data with
customers or business partners

—TS1120 Encrypting Tape Drive
—Encryption Facility for z/VSE

© 2011 IBM Corporation
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Cryprography uses and

» Key Management is not trivial
— Key must often be kept secure for a very long time

— You must be able to associate the encrypted data with the
corresponding key(s)

— Encrypted data and the corresponding
key(s) must be strictly separated

Keyman;/¥5SE - D;\ ¥secon’,samp ;|g|5|
- Ke m an/VSE File Opkions Ackions Help
y : w@E ameal =]
- Creatlon Of RSA keyS and I Certificate Ikem I Lengthl Tvpe I WSE I_lserI Valiﬁ
digital certificates 53 User Certificate 1024 User - os
B z/VSE Development C& ROOT 1024 Rook - Yes
—_ Upload Of keyS and =1 WSE Server Certificate 1024 User - Yes
certificates to VSE
| |l YSEFRANZ : vs...

— Creation of PKCS#12 keyring
files (use with Java-based
connector or import into a Web browser)

— Download from VSE Homepage

D
@ © 2011 IBM Corporation


http://www.ibm.com/systems/z/os/zvse/downloads/#vkeyman
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= SSL provides a communication channel with message integrity,
authentication, and confidentiality

» SSL is awidely used protocol
— Secure HTTP (HTTPS) is used very often in the Internet

» SSL uses a TCP connection to transfer encrypted messages
— Uses asymmetric cryptography for
— Uses symmetric cryptography for

= As the name implies, SSL is a layer on top of TCP

= Cipher suites defines the algorithms used: HTTP App
— For key exchange TCP
— For encryption
— For hash algorithm IP
HTTP App
SSL RSA WITH DES CBC . SSL
[ I ‘\ TCP
Hash algorithm IP
Key exchange Encryption

D
@ © 2011 IBM Corporation
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» The FTP protocol provides a easy and straight
forward protocol for transferring files between
systems on different platforms

— Many installations rely on it to efficiently transmit critical files
that can contain vital information such as customer names,

credit card account numbers, social security numbers,
corporate secrets and other sensitive information

?ms

/3]

e

&

= SecureFTP provides user authentication, privacy and integrity by using
RSA digitally signed certificates, DES encryption and SHA-1 secure
hash functions
— SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 or later
(at no additional charge) or offered as separately priced product by CSI

» How to setup Secure FTP with VSE:

@ © 2011 IBM Corporation


ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_SecureFTP_with_VSE.pdf
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» Define a TELNETD:
DEFINE TELNETD, ID=LU, TERMNAME=TELNLU, TARGET=DBDCCICS,PORT=992,COUNT=4,

LOGMODE=S3270, LOGMODE3=D4B32783, LOGMODE4=D4B32784, -
LOGMODE5=D4B32785, POOL=YES

= Define TLSD:

DEFINE TLSD, ID=TLSDTELNET, Id of this SSL/TLS daemon
PORT=992, Secure telnet port
PASSPORT=992, Port data is passed to
CIPHER=2F350A0962, Allowed cipher suites
CERTLIB=CRYPTO, Library name
CERTSUB=KEYRING, Sublibrary name
CERTMEM=SECTELN, Member name
TYPE=1, SSL server authentication
MINVERS=0300, Minimum version required
DRIVER=SSLD Driver phase name

With the above definition the TELNETD will natively support SSL, but pick up the necessary
SSL configuration information from the DEFINE TLSD keywords.

» How to setup Telnet with VSE:

@ © 2011 IBM Corporation
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ftp://public.dhe.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_Secure_Telnet_with_VSE.pdf
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z/VSE 4.3 z/IVSE 4.2 z/IVSE 4.1 zIVSE 3.1 | VSE/ESA 2.7 VSE/ESA 2.6

PCICA

CEX2C
by release [ cpace

CEX2A
PCIXCC
prior z800 | z800 z900 z890 z990 z9 z10 z196

PCICA |- - - - by server
PCIXCC
CEX2C
CPACF
CEX2A

CEX2C = Crypto Express2/3 in coprocessor mode
CEX2A = Crypto Express2/3 in accelerator mode

See:
@ © 2011 IBM Corporation



http://www.ibm.com/systems/z/security/cryptography.html
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» VSE hardware configuration not necessary for

crypto hardware ‘
No IOCDS definition in VSE =
No device type
No ADD statement

You may have to define the devices in the HMC (LPAR) or z/VM directory

= Use of crypto hardware is transparent to end users and TCP/IP applications
— But use of crypto hardware can be disabled via TCP/IP SOCKOPT phase

= How to setup cryptographic hardware for VSE:

FB
FB
FB
FB
FB
FB
FB

0095
0095
0095
0095
0095
0095
0095

1J0231I
1J0231I
1J014r1
1J014r1
1J0051I
1J006I
1J0221

FOUND A CARD AT DEVICE INDEX O

FOUND A CARD AT DEVICE INDEX 1

FOUND A AT DEVICE INDEX 6

FOUND A AT DEVICE INDEX 7

HARDWARE CRYPTO ENVIRONMENT INITIALIZED SUCCESSFULLY.

USING CRYPTO DOMAIN O
FEATURE AVAILABLE.
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System z

JCL..Labesy [ 11O

Tape Controller

TS1120 Tape Drive

zINSE

»)
al

any Java Platform

Encryption Key
Manager (EKM)

Labell & KEK1,
Label2 & KEK2, ...

» FICON/ESCON

Data Path

Hardware-based

Secure IP Port |«

encryption

Y.

4 R

// JOB ENCRYPT
// ASSGN SYS005,480,

Transfer Data Encryption
Key ‘wrapped’ using
Key Encryption Key(s)

Read / Write Read / Write

Encrypted
Text

// KEKL UNIT=480,KEKL1='MYKEKL1’  KEMl=L,6 KEKL2='MYKEKL2’ , KEM2=L

// EXEC LIBR

BACKUP LIB=PRD2 TAPE=SYS005

/*
/&

key labell

encoding mechanism
(L=Label, H=Hash)

(name of the 1. KEK-key in EKM)

@ © 2011 IBM Corporation
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= Secure business and customer data
= Address regulatory requirements

= Protect data from loss and inadvertent
or deliberate compromise

= Enable sharing of sensitive information
across platforms with partners, vendors,
and customers

= Enable
to be exchanged between z/VSE and
non-z/VSE platforms

Central Functions V8.1 (5686-CF8-40).

= The

= The

The Encryption Facility for z/VSE is packaged as an

uses the standard

Encryption Facility for zZ/VSE

“c
5‘-;‘0“ % s
no®_~

A
Comgt\d\’?- 3

Partners, branch
offices with 2/OS or 2/VSE
mainframe

- . = Heterogeneo s
Mainframe encryption services Partners, systems 3
leverages: brf?nch

- Encryption hardware oces
- Client / Server based
key management
of VSE

uses System z data format

data format

— PGP stands for ,Pretty Good Privacy®, invented by Phil Zimmermann in 1991
— Open Standard, decribed in RFCs 2440 and 4880
— Compatible with Encryption Facility for z/OS V1.2 and many other OpenPGP

implementations

@ © 2011 IBM Corporation
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New technical articles on VSE homepage

http://www.ibm.com/systems/z/os/zvse/documentation/security. html#howto

How to setup hardware crypto with VSE

fl How to setup SSL with the VSE Script Connector (PDF, S00KB)

LUpdated: January 2010
loerg Schmidbauer, IBM

i How to setup WebSphere MO for z/VSE V3.0 and WebSphere MQ for

Windows V7.0 with secured connections using S5L (PDF, 3.0MB)

Lipdated: March 2009
Joerg Schmidbauer, IBM
fi How to use Encryption Facility for z/\V'SE (PDF, 380KB)
Updated: June 2010
lJoerg Schmidbauer, IBM

i How to setup SSL with CICS Web Support (PDF, 1.5MB)

Updated: May 2009
Joerg Schmidbauer, IBM
ffi How to setup Secure Telnet with VSE (PDF, 1.7MB)
LUpdated: January 2010
loerg Schmidbauer, IBM
fi How to setup Secure FTP with VSE (PDF, 1.2MB)
Updated: August 2009
lJoerg Schmidbauer, IBM
ffl How to setup SSL with WSE (PDF, 810KB)
Mew: August 2009
Joerg Schmidbauer, IBM

fi How to setup cryptographic hardware for WSE (PDF, 1.4MB)

Lipdated: December 2008
lJoerg Schmidbauer, IBM
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Red

Available since October 20, 2009

Explains security concepts as well as
step by step setup

It covers:

= Basic Security Manager

= L DAP Authentication

= Cryptography & SSL

= TCP/IP Security

» SecureFTP & Secure telnet
» CICS Web Support Security
= Connector Security

= Security APIs

Z/VSE in the enterprise security
Z/VSE security features, BSM,

Cryptography on z/VSE

SG24-7691-00

Security on IBM z/VSE

solution

LDAP

Helmut Hellner
Joerg Schmidbauer

Ingo Franzki
Antoinette Kaschner
Heiko Schnell

Redhooks

ibm.com/redbooks

@ © 2011 IBM Corporation
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Dr. Manfred Gnirss, IBM Security zVM
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Sicherheit: Sand im
Getriebe?




Philosophie
Open Source ? Closed Source ?

® Algorithmen und Verfahren bekannt

® Implementierung
Vertrauen und Garantie
Kontrolle (Auditfahigkeit, 4 Augen)

Und eine “Security Policy” gehort zwingend dazu



Als Server per se nicht besser oder schlechter,
nur weil es auf System z lauft.

Muss gehartet werden
® Standardvorgehen

®  SELinux, AppArmor, . ..

Kann HW Crypto von System z nutzen



Fir Anwendungen oder als Hypervisor fiir z/VSE, Linux oder z/0S

Muss abgesichtert werden

®  Zugang (Netz, Passworter)

®  Vermeide z.B. maint/maint !!!

®  Rechte und Privilege classes: sparsamer Umgang

Unterschiedliche Security Zones innerhalb eines z/VM sind
sicher realisierbar

®  Beachte Admin- und Organisationsaspekte

RACF?









Define Security Policy

Implement Secure Solution to meet policy

Ensure Secure Configuration

Patch Management Strategy/Execution

Secure Administration

Client Policy Enforcement

User Training

Ensure adequate physical security

Disaster preparedness & recovery plans

Personnel recruitment and separation strategies

Automated tools to help user community



Patch/upgrade strategy

Set UID/Set GID programs

Limit privileged accounts — superuser

Password policy

Unused services/ports — turn them off

Insecure services — use secure version

Intelligent and secure logging — “over-applied/under-utilized”

Secure configuration

Applications security — vulnerable CGI programs, buffer overflows

Kernel security — patches, specialized kernels, LSMs,.....

[0} Industry (LIDS, SELinux, Owl,.....)

0] Commercial (Pitbull, HPLX, Immunix, Engarde, Trustix,......... )

Use of tools — 100s of tools available

® Nmap, ethereal, snort, port sentry, nessus, saint, sara, tripwire,




z/VM Security resources
http://www.VM.ibm.com/security

IBM Redbook “Security on z/VM”
http://www.redbooks.ibm.com/abstracts/sg247471.htmI?Open

System z Security
http://www.ibm.com/systems/z/advantages/security/

z/VM Home Page
http://www.vm.ibm.com

IBM Redbook “Security for Linux on System z”
http://www.redbooks.ibm.com/abstracts/sg247728.htmI?Open

Using Hardware Cryptographic Support With OpenSSH in Linux on System z
http://www.mainframezone.com/it-management/using-hardware-cryptographic-support-with-

openssh-in-linux-on-system-z

First experiences with hardware cryptographic support for OpenSSH with Linux for System z
http://www-03.ibm.com/support/techdocs/atsmastr.nsf/Webindex/WP101690



http://www.VM.ibm.com/security
http://www.redbooks.ibm.com/abstracts/sg247471.html?Open
http://www.ibm.com/systems/z/advantages/security/
http://www.vm.ibm.com
http://www.redbooks.ibm.com/abstracts/sg247728.html?Open
http://www.mainframezone.com/it-management/using-hardware-cryptographic-support-with
http://www-03.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP101690

Rob van der Heij, Running Linux Guest in less than CP Privilege Class G
http://www.redbooks.ibm.com/abstracts/redp3870.htmI?Open

BSI IT-Grundschutz-Kataloge (friiher bis 2005: Grundschutzhandbuch)

©® Kap M4.212 Absicherung von Linux fir zSeries, B3.102 Server unter Unix, B3.204
Client unter Unix
https://www.bsi.bund.de/ContentBSI/grundschutz/kataloge/kataloge.html
Mit Suchmaschine suche im web
® nach “securing” oder “hardening” und “Linux” liefert genligend Material, z.B.:
http://www.puschitz.com/SecuringLinux.shtml
® oder nach “Linux” und “Security” und “HOWTO”

liefert ebenfalls genligend Material, z.B.:
http://www.linuxsecurity.com/component/option,com howto/doc,Security-HOWTO/



http://www.redbooks.ibm.com/abstracts/redp3870.html?Open
https://www.bsi.bund.de/ContentBSI/grundschutz/kataloge/kataloge.html
http://www.puschitz.com/SecuringLinux.shtml
http://www.linuxsecurity.com/component/option,com_howto/doc,Security-HOWTO/

