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considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput
improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual environmental costs and performance
characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your local IBM business
contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other claims related to non-
IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
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= 2/0S PKI Services at Banco do Brasil
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Overview on z/0S PKI
Services
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Introduction to PKI Services

« A component on z/OS since V1R3

« Closely tied to RACF

»>The CA cert must be installed in RACF’s key ring

» Authority checking goes through RACF’s callable service
« Supports more functions than RACDCERT

»Full certificate life cycle management: request, create, renew,
revoke

»Generation and administration of certificates via customizable
web pages

»Support automatic or administrator approval process

»Support multiple revocation checking mechanisms

»>Certificates and Certificate Revocation Lists (CRLs) can be
posted to LDAP

»Provides email notification for completed certificate request and
expiration warnings
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z/0OS PKI Services Structure
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z/0S PKI Services Process Flow — a
S|mpI|f|ed sample view

User contacts PKI Services to request for certificate

2.  CGil constructs a web page for user to input information
3.  CGl packages all the info and send to the callable service
4.  Callable service calls the daemon to generate the request

object and put it in the Request objects DB
5.  Administrator approves the request through the
administrator web page
6. CGil calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB
7.  Certificate is placed in the Issued Cert List DB
8.  User retrieves the certificate
9.  Certificate is posted to LDAP
z/0S PKI Services —

*CGls _ RACF
*Callable service DB

1 *Daemon ) _ PKI
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z/0S PKI Services at
Banco do Brasil
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Banco do Brasil

Owned by the Brazilian government
The largest bank in Brazil

-
197 years old
It maintains 4,000 banking locations throughout the '6

country and more than a hundred international branches
in 23 countries

It has more than 40,000 ATM machines - the largest
number of ATM machines in the financial market

87,000 Employees
More than 30,000,000 customers

www.bb.com.br

Currently, Banco do Brasil is among the 3 largest IBM
zSeries customers worldwide — 120,000 MIPs
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,‘(Z Banco do Brasil IT Evolution
1995 2006
Online Branches 83% 100%
Online Transactions 93.6 millions 620 millions
Availability 75% 99.80%
Self Service Rooms 2 3,700
Self Service Terminals 11,600 40,000
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Banco do Brasil Problem

About 3 years ago, following a market trend,
Banco do Brasil outsourced its network to two
telephone companies in Brazil

Banco do Brasil lost the control over the path
security where their critical data are flowing

In order to enhance the network security, the
telephone companies had to establish a VPN
tunnel for each router pair in the network
providing privacy and authentication

&

www.bb.com.br

© 2006 IBM Corporation



IBM eServer™

e E Router Authentication

Encrypted Communication

Phone company
TELEMAR

Phone company?
EMBRATEL
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Number of Certificates needed at Banco do Brasil

For Equipments and Applications — routers, internet
banking

Today 7,500 digital certificates
Near Future: 13,000 digital certificates
For People — employees, bank lawyers
Today : 1,300 digital certificates
Near Future: 80,000 digital certificates
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Let’s look at the YEARLY cost

Cost of certs for Equipment and Applications

First Year Projected
Qty Price per Cert Total Qty. Price per Cert Total
7,500 995.00 7,462,500.00 13,000 995.00 12,935,000.00
Cost of certs for People
First Year Projected
Qty Price per Cert Total Qty. Price per Cert Total
1,300 * 13.00 16,900.00 80,000 * 13.00 1,040,000.00

* Special Price from Brazilian Government Agency CA
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Solutions considered

OpenCA
Pros : Free

Cons: No support
Windows Server Certificate Services

Pros : Support available
Cons: Scalabity issue
z/0S PKI Services
Pros : Free, scalable, support available

Cons: Some required certificate fields and protocol not
supported yet
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Banco do Brasil Solution

Banco do Brasil submitted requirements to IBM to enhance PKI
Services

After knowing that the requirements were in plan, Banco do Brasil
decided to start exploiting z/OS PKI Services to issue its VPN

digital certificates

© 2006 IBM Corporation
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Banco do Brasil Solution

VPN Tunnel

In Brazil, there are 2 ways to be a certified CA

get a certification from the PKI Brazil government department which
requires the PKI application runs alone on a separate machine (the
bank is working on getting the acceptance that LPAR isolation is as
good as a stand alone machine)

the issuer and the requester sigh an agreement
Banco do Brasil sighed an agreement with the telephone companies
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Banco do Brasil Solution

VPN Tunnel

Banco do Brasil network had its security dramatically improved with
almost no additional cost (z/OS is their prime operating system and RACF
was already deployed)

In a week’s time, PKI Services was set up and running in the test system
Low consumption of MIPs to run PKI Services
There are no extra head counts to run PKI Services

The customer cost was only related to customize z/OS PKI Services
pages to meet their requirements
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PKI Services Certificate Generation Application

Install ouwr CA certficate mto vour browser Shlpped Sample

Choose one of the following:

+ Request a new certificate using a model

Select the certificate termplate to use as a model | 1-Year PII SSL Browser Certificate |

FHeguest Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Centificate x|

Fick up Cerificate |

+ Renew or revoke a previously issued browser certificate

Renew or Fevoke Cerificate

o Administrators click here

o to Administration Page

emall webmaster@your- comp any. com
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A ICP-BB INTERMEDIARIA 02 - Microsoft Internet Explorer fornecido por Banco do Brasil

frquiva  Edtsr Exbir  Favortos  Ferramentas  Ajuda &

O-© HWEABL L@ 3-5 W = 3

rvderec | ) hitps:JacintD2lab. bb. com. br [PKIServjpublc-cgijcamain. rex? o B Lk ™
-~

Z Autoridade Certificadora Intermediaria 02 LAB
PKI Services - GERACAO DE CERTIFICADOS

Baiar ¢ certificado de possa AC RAIZ . .
Batar o certficads de nossa AC INTERMEDIARIA 01 After cuStoml zat ion
otar o 1 i H O

Baar "Terme de Clomprommsso para Acesso BEemoto”

Escolha uma opc¢éo:

« Solicitar um nove certificado utilizando um modelo

Selecione o tipo de certificado dessjado | 1-AND CONTINGENCHA SSL BROWSER -

Saliciter Certificado |

« Receber certificado solicitado

Informe o ID da transagéic

Selecione o tipo de certificado; | CERTIFICADO PKCS10 -

Receber Cerificado | r

.y Iniciar © M =l 2 Interm.,, - #™ Fo440982, . & Apresent.,, W 3 Micros...
L ) Ao
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Shipped sample
Retrieve Your 1-Year PKI SSL. Browser Certificate
Please hookmark this page

snce your certificate may not have been 1ssued yet, we recommend that you create a bookmark to this location so that when you retum to this bookmark, the
browser will chsplay your transaction ID. This 15 the easiest way to check your status.

Enter the assigned transaction ID
[1TQJsORCpKISHY ++++++++

[ you specfied a pass phrase when submitting the certficate request, type it here, exactly as you typed 1t on the request form

I

Retrigve and Install Certificate |

To check that your certificate installed properly, follow the procedure below:

Netscape V6 - Click Edit->Preferences, then Privacy and Security-» Certificates. Click the Manage Certificates button to start the Certificate Manager. Your
new certficate should appear in the Your Certificates st Select 1t then chick View to see more information

Netscape V4 - Click the Security button, then Certificates-> Tours. Your certificate should appear in the lst. Select it then click Verify.

Internet Explorer V3 - Click Tools->Internet Options, then Content, Certificates. Your certificate should appear in the Personal bst. Click Advanced to see
additional information.

Home page |

emall: webmaster{@your-company. com
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A ICP-BB INTERMEDIARIA 02 - Microsoft Internet Explorer fornecido por Banco do Brasil
frquivo  Editar  Ewibir  Favoritos  Ferramentas  Ajuda >

C-0 BEAG LP%O3-BE Us

Endersgo |ﬂ hittps: fjacirk0zlab. bb. corn br [PKISery Jssl-coi-bindcarstrieve rexs P Transactionld= 1j4qglsGIrVare sUE % 28% 2B% 26 % 2B% 28 % 2BaT ernplate=1 -ANO-+CONTINGENCIA+S ;| B | Links
-~
Z Autoridade Certificadora Intermediaria 02 LAB
Receber Certificado do tipo: Aft : :
: er customization
1-ANO CONTINGENCIA SSL. BROWSER
Sugestdo: Caso seu Certificado ainda nfe esteja disponivel, acrescente esta pagna aos seus "Faveritos”. Com
1sto, na prémma verficagdo, o browser ré mostrar automaticamente o ID da transacdio, faclitando venficar o
status e a recepgio de seu certificade.
Informe o ID da transagéc =
|1id0glsGIrvarBlalE+++ +++
Digite a senha informada quando da solbcitagdo do Certificado
|-.4
[ Clique aqui para receber e instalar o cedificado l
Atendo wikince dos navegpdores Frebop, Mozdla ¢ Netscape Apds choar no botho acuma, estes navegadores
néo retornam mensagem informando que o certificade fod mstalade com sucesso.
Para verificar se seu certificado esta corretamente instalado siga os
procedimentos abaixo:
Firefox 1.5- Clique Ferramentas -> Opgdes -> Avancade -= Seguranca -> Certificados -> Seus certificados
-= D um duplo clique em seu certificado para para obter informac&es mais detathadas sobre o mesmo.
Internet Explorer VS- Clique em Ferramentas -> OpiSes da Internet -> Conteddo -> Certificados
L7218 e Al chonie oo cen carbfiead s eovs sbtar wfriena s Ean enaie detalbadan cobes o macen s n

&) conchide 5 & riranet koeal

& -'- .lln ,c]ar [ [ / =B 2 Inkern.. - M Foq4nogz,,, ﬁ Apresent. .. ’i—“’t 3 Micros. ..
L ) Rt
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2

4

LPAR 1
Root CA
CA INTO02

LPAR 2
CAINT01

=

=
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PKI Implementation at Banco do Brasil

\ LPAR 3

} Contingency
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Banco do Brasil Solution

Both telephone companies that outsourced Banco do Brasil network
request and receive the VPN digital certificates through PKI Services web

interface

The phone companies send the serial numbers of the routers that need
certificates to a manager

They then use the RACF IDs in the Bank’s system to request certificates
for the routers

The administrator checks if there’s an email from the manager on the
routers before the requests are approved

The certificates are issued with 1 to 2 years’ validity period

© 2006 IBM Corporation
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Enhancements on PKI
Services that Banco do
Brasil can take the
advantage of
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Enhancements on z/OS V1R7

Creation of Authority Revocation List (ARL)

The PKI-Brazil CA certificate was added to the list of default
CERTAUTH certificates in RACF

Creation of the otherName format in Subject Alternate Name
Extension

This allows any kinds of information about the subject, eg. Birth date,
social security number, driver’s license number, voting ID, voting zone,
user principal name (for Windows logon application)...

© 2006 IBM Corporation
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Digital Certificate Enhanced Extension
Single Request

Requestor: For altother Created: 2005/01/05
Status: Pending Approval Modified: 2005/01/05
Transaction Id: 1iVEqyve9Zgl/ 2SHV+H+++++++ Passphrase: a
Template: n-Year PKI Certificate for Extensions Demonstration NotifyEmail:

Previous Action Comment:

Subject: CIN=Wal, OU=bm_C=us
Issuer: CN=new_ CA%2 O=ibm_ C—us
WValidity: 2005/01/05 00:00-00 - 2006/01/04 23:59:59
Usage: handshake(digital Signature, keyEncipherment)
Extended Usage: clientauth
[ | AltTPAddr: 95653111
AIURI- http//plpsc_pok.ibm com
All these are AEat bt o com
different forms |  AltDomaim:  pipscpokibm com
AltOther: Other Name for alternate name:

in the Subject

Customer's account number (11 digits)

Alternate [ERRRRRREREN

Name AltOther: Other Name for alternate name:
extension

Customer's driver license number (9 digits)

Customer's driver license expiration date (yyyymmdd)

20051231
HostldMap: wai@polovmtld pokibm com

£4 © 2006 IBM Corporation
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Enhancements on z/0OS V1R8

z/0S PKI Services is deploying Simple Certificate Enroliment
Protocol (SCEP) permitting the router to talk directly to the
Certification Authority in a secure fashion.

Allow multiple instances of PKI Services to be run in one
LPAR

Provide additional distinguished name qualifiers in the
subject name for the routers and firewall machines
Creation of Windows Smart Card Logon certificate with
extended key usage ‘Microsoft Smart Card Logon’

— The Bank is planning to issue certificates on smart cards for the
employees to access the office buildings, logon to the machines,
access network from home through the dialer...

Lorrirtg Soonrsd
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Other benefits of using PKI
Services
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Very Scalable Solution

LPAR | LPAR

PKI PKI

Services | Services

PKI

Datasets

One PKI Server per LPAR
LPAR Isolation (EAL5 Certification)
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High Avallable Infrastruture — the next step Banco do
Brasil will take

Contingency
Connection

LDAP Replication Implementation

ESCON |,
/ FICON

ISC-3 Links ESCON
— I / FICON

ISC-3 Links

/ FICON

Remote Copy

Contingency
Secondary

Connection

Remote Copy

Primary Remote Copy Implementation
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Performance

Measured in a zZ900 model 2064-104 with
hardware encryption and VSAM buffering

19.2 certificates created per second

With 1+ million certificates created, queries
with a requestor value specified as criteria
returned in less than 1 second.

With 1+ million certificates created and 5%
revoked, CRL refreshing in LDAP (using
3055 CRL distribution points) took on
average 3 minutes.

© 2006 IBM Corporation
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Very Secure Solution

Cryptographic coprocessor available
on zSeries
Designed to meet FIPS 140-2 Level 4
specification

Keep the Certification Authority
Private Key In a very secure
boundary

Cryptographic hardware access
controlled by RACF
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Session Summary

z/OS PKI Services is a complete Certification
Authority package running under z/OS.

It provides full certificate life cycle management
No cost per issued digital certificate

It is a very Secure, Scalable and Available PKI
solution

Banco do Brasil is an IBM customer reference

© 2006 IBM Corporation
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<} Reference for: Banco do Brasil - Microsoft Internet Explorer

Arquivo  Editar  Exibir  Favoritos  Ferramentas  Ajuda #
p o B e | ey BN —

O -© HMRER®G LP#O =S

Endereco @] http:/wa.nes. ibm.com/ermd . nsfallbydocid f0GL OS-6HKMSLIPORenDoc Lment i Ir Links

i 5 IBEM Customer Reference Materials Database

References Home
and Search

B Custarmer
By.__Géogr'aphy

By Industry

By Hardware

By Software

By Industry Solutions
By Services
By._'SDiut_ibns

By Focus Area

wrhat's Mew

Related Links:

& Order a Customer
Reference Book

w3 Home | BluePages | HelpMow | Feedback

Fublished 17 Jan 2008

Last updated/reviewed 17 Jan 2006

Banco do Brasil

IBM Customer Reference

s Solution synopsis s Benefit of the solution

» Customer information e Contact information

e Special handling instructions e Custorner printable version
Business need e additional reference details

Solution implementation

Solution synopsis

A large banking cormpany in Brazil establishes a miore secure network environment and avoids paying US$16 million a vear in costs

when it implements an IBM eServer zSeries server and leverages its Public Key Infrastructure (PKI) capabilities

Back to top

Customer information

Customer name: Location: Annual revenue: Employees/Students:
Banco do Brasil Brasilia Brazil $1-108 10000 or more

Industry: Banking, Financial Markets, Government
Focus area: Security

Geography: Arericas

Customer background:

Headquartered in Brasilia, Banca do Brasil maintains 4,000 banking locations throughout Brazil and more than a hundred international

£3

http:/w3.ncs.ibm.com/crmd.nsf/allbydocid/0GLOS-6HKMSU?OpenDocument
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