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What i1s PKI?

Public Key Infrastructure based on the
public key cryptography to create, manage,
store, distribute, verify digital certificates

*Not like the secret key cryptography which
encrypts and decrypts with the same key

eInvolves a public-private key pair, encrypts
with one key and decrypts with its partner
key

*To facilitate 2 main goals of secure
communication — confidentiality and
Integrity
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Encryption (for confidentiality)
Under Public Key Cryptography

Encrypting a message:

Encrypt with Recipient’s
Public key
Sender: >

Decrypting a message:

L Decrypt with Recipient’s
Recipient: ‘ Private key .

‘ Encrypted text
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Signing (for integrity)
Under Public Key Cryptography

Encrypt with
Sender’s

Hash . Private key

P

Signing a message:

Sender:

»
»

Signature
Verifying a message:
o Decrypt With Sender’s
—Recipient: Public key to recover the
hash

Keys: Do they match? If

. Plain text yes, the message is
unaltered.

1 Message digest . Hash

@Signature
5

»
>
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Public key and Certificate

*Public key alone can not tell who the key
owner is

Need a trusted third party, Certificate
Authority (CA), to bind a public key to a
subject through a certificate

*The Certificate Authority signs the
certificate with its private key to prove its
authenticity

© Copyright IBM Corporation, 1999, 2004
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What's inside a Certificate?

Certificate Signature

This is the hash/encrypt algorithm used in the

signature

—

The certificate binds a public key to a subject

—

CA signs the above cert info by encrypting the
hash with its private key

—
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Certificate Life Cycle —
This Is why you need PKI

»User Requests Sertificate

»User Renews Certificate

ator
the

F
. es and
» Certificate Ex
Or

» Administrator o

User Revokes
Certificate
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A cCOmmOon use or ceruricate -
handshake

1. Client sends a ‘hello’ msg to server
2. Server sends its certificate to client
3. Client validates the server’s certificate

4. Client encrypts a secret key with server’s public key and
sends it to server

5. Server decrypts the secret key with its private key

6. Server encrypts a ‘handshake OK’ msg with the secret key
and sends it to client

7. Client trusts server, business can be conducted

* Note the above steps illustrate server authentication.
For client authentication, server needs to validate

/ \ client’s certificate too.
Is CA

cert of Client Hello msg > Server
server . < Certificate

cert Secret key s
here? Server Cert

— 1 < OK msg
Jo— Client Cert Encrypted Transactions
store
eg, RACF DB
eg, RACF DB
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Two Basic PKI Operations

Certificate generation (In response to a user

request)

Both RACF and PKI Services can be used as a Certificate
Authority

Certificate validation

Involves the questions of:

*Whether you trust the issuer of the certificate —is it in your
certificate store, key ring...

*Whether the certificate has a valid signature of the issuer
*Whether the certificate is expired

*Whether the certificate has been revoked (see slide 45)

—PKI Services supports Certificate Revocation Lists (CRLs), RACF doesn'’t
*Whether the certificate contains information that is specific to
your application that uses that certificate. This includes specific
extensions that your application is looking for.
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RACF support for Certificates

1. Certificate generation — RACDCERT GENCERT,
GENREQ (see slide 46)

® RACDCERT GENCERT:

« GENerates a CERTificate, and optionally public-private key

« Can utilize z/OS hardware crypto for private key generation,
storage and operation

e Certificate can be self signed or signed by another
certificate's corresponding private key

« May create certificates for other servers, includes those on
non-z/OS platform
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RACF support for Certificates...

® RACDCERT GENREQ:

 GENerates a REQuest by copying information, including the
public key, from a previously created certificate

« Usually issued after GENCERT a self signed certificate

 The request is signed with the private key associated with the
specified certificate

 The request is saved to a data set in the Base64 format which
can be used in cut and paste (see slide 49)

 The created certificate request can be submitted (e.g. e-mail
It, paste it into a web page, etc) to a CA for issuance

* Note there is no key generation in GENREQ
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RACF support for Certificates...

). Certificate installation — RACDCERT ADD, ADDRING,
CONNECT (see slides 47, 48)

PRACDCERT ADD:
* Install a certificate to RACF with or without private key

PRACDCERT ADDRING

» Create a key ring (for handshake process)

 Certificate must be placed in a key ring before it can be used by
other middleware, eg. SSL

PRACDCERT CONNECT

* Place a certificate in a key ring

* You may place your own certificates and other’s certificate in
your key ring

» A certificate can be placed in more than one key ring, even with
different usages — PERSONAL, CERTAUTH and SITE

« The TRUST status of the connected certificate in the ring tells if
the certificate can be used

© Copyright IBM Corporation, 1999, 2004 IBM eServer
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RACF support for Certificates...

3. Certificate administration — RACDCERT LIST, ALTER,
DELETE, REMOVE, ...

O®RACDCERT LIST:
 Display certificate information for a userid
ORACDCERT ALTER
« Change the TRUST/NOTRUST status or the label of a certificate
®eRACDCERT DELETE
« Remove a certificate from RACF
eRACDCERT REMOVE
« Remove a certificate from a key ring
®eAnd more...
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Another common use ot Certificate
— Log In a system without
userid/password

Handshake process requires one’s own certificate
and the issuer’s certificate of the communicating
party in each other’s certificate store/key ring in the
system.

*The system in which the user logs in needs to have
the user’s certificate installed.

It will be a huge administrative burden to add and
manage thousands of user certificates for all the
users who use certificate to log In.
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More Sophisticated Support from
RACF

*Solution 1: Certificate Name Filtering
—Supported by RACF

*Solution 2: HostldMapping
—Supported by RACF and PKI Services

*No user certificate needs to be installed.

16 © Copyright IBM Corporation, 1999, 2004
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More Sophisticated Support from
RACF...

eCertificate Name Filtering — RACDCERT MAP (see

slide 48)
» Create the definition of a set of rules (‘filters’) based on the

subject’s or issuer’s distinguished names (or both)
« Can map one or more certificates to a filter

eHostldMapping
*A client can present a certificate containing a
HostldMapping extension to the server
*This extension contains a host name and a subject id
*RACF will honor this extension if
» the issuing CA cert is marked HIGHTRUST
» the host name in the extension matches a profile
IRR.HOST.<host name> in the SERVAUTH class

*PKI| Services can create this extension
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Introduction to PKI| Services

* New component on z/OS since V1R3

e Closely tied to RACF, but supports more functions
than RACDCERT

« Complete Certificate Authority /Registration Authority

(CA/RA) package

—Full certificate life cycle management: request,
create, renew, revoke

e Generation and administration of certificates via
customizable web pages

e Support automatic or administrator approval process
« Create Certificate Revocation Lists (CRLS)
« Certificates and CRLs can be posted to LDAP

* Provides email notification for completed certificate
request and expiration warnings
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Introduction to PKI Services...

* Provides Trust Policy Plug-in for certificate validation
 Manual - "PKI Services Guide and Reference"
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Benefits of using PKI Services on
Z/OS

No additional cost with z/OS, no need to pay a third
party CA for certificates

Relatively low mips to drive thousands of certificates
Leverage existing z/OS skills and resources

Ability to host Digital Certificate management for the
banks, government agencies...

Run independently of other workloads

Run in separate z/OS partitions (integrity of zSeries
LPARS)

Scalable (Sysplex exploitation)
Secure with zSeries cryptography
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z/OS PKI Services Process Flow — a
simplified sample view

1. User contacts PKI Services to request for certificate

2 CGil constructs a web page for user to input information
3.  CGI packages all the info and send to the callable service
4

Callable service calls the daemon to generate the request
object and put it in the Request objects DB

5.  Administrator approves the request through the administrator
web page

6. CGl calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB

7.  Certificate is placed in the Issued Cert List DB
8.  Certificate is sent to the user
9.  Certificate is posted to LDAP

z/OS PKI Services —

"CGls , RACF
*Callable service

*Daemon

PKI
Administrator

Request
~—— 0bjects

Issued
LDAP Cert List
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z/OS PKI Services Architecture

Install/Config:

HTTP server for z/OS
[ e e e e e e e e ————— i SMP/E Install

RA Admin| /

Browser
Post Apply
Script/Job
RACF Set up

End Exec -

User | Teeees IKYSETUP

Browser

PKI| Exit z/OS PKI Services Daemon
RACF Glue Rtn Combined RA/CA process
P Sevice and background
C threads
~
SAF R_PKIServ ‘\
RACF Callabl
Services \/ SystemssL | OCSF
Request
LDA ;
Objects
ICSF DL
CA Certificate
PKI TP

29

>
SMF {..
.......k SMF
Audit Unload 4
Records

@ [ - Free with z/0S
/

[ - Requires Security Server license

[ - Customer provided / other
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z/OS PKI Services Architecture...

Install/Config:

. I KYSETU P SMP/E Install

— A REXX exec shipped in /
SYS1.SAMPLIB to perform RACF Seriptae
administration tasks for setting up RACF Set up
PKI Services: e TUP

= Add administration groups,
daemon user IDs, client surrogate
IDs

= Set up access control profiles

= Create or install PKI Services CA
certificate and Web Server
certificate for the PKI web pages
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z/OS PKI Services Architecture...

eBrowser/CGl interface

HTTP server for z/OS

1
. 1
RA Admin ———
| : -1 Pages
1
]

Browser \ - —
~ -

1

1

1

1

H i

T i

1 T 1

/i/ K / :

D 1

1 - 1

End y | LCGI Scripts| ;

User e e 71 _____________ i
Browser

PKI Exit

— Web page contents are defined in a certificate template
file, pkiserv.tmpl (see slide 50)

— The CGl tasks include:
* read the template file to form the web pages

= package up all the input values from the web page and
constant values from the template file as parameters to
call the R_PKIServ callable service

= provide hooks to call installation-provided exit routine for

customization
24 © Copyright IBM Corporation, 1999, 2004 IBM eServer




z/OS PKI Services Architecture...

®Browser/CGl interface...

— You may request a browser certificate or a server cert
»Browser certificate

*The public-private key pair is generated by the
browser

*The browser will then create a certificate request
signed with the private key

*The returned certificate can be installed directly
Into the browser

» Server certificate

=Similar process as in browser certificate
generation except that the public-private key pair
IS generated on the server side

— Note PKI Services is not involved in generating key pairs
In browser nor server certificate generation.
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z/OS PKI Services Architecture...
®SAF callable service — R_PKIServ

RACF Glue Rtn
/ " cai Scripts
SAF R PKIServ
RACF Callable -— PKI Services
Servi,ces Daemon

.
...
‘e
e

—Interface between CGIls and the PKI Services Daemon
(through the glue routine)

—Performs authorization checking and parameter
validation

—Provides functions for end user and administrator
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z/OS PKI Services Architecture...

O®SAF callable service — R_PKlIServ...

—End user functions are acting on certificates:
sRequest
=Export
=Verify
"Renew
=Suspend
="Revoke
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z/OS PKI Services Architecture...

O®SAF callable service — R_PKIServ...

—Administrator functions are acting on certificate requests
and certificates:

=Query (request, certificate)
=Approve (request)

*Modify (request)

*Reject (request)

=Suspend (certificate)
*Resume (certificate)
*Revoke (certificate)
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z/OS PKI Services Architecture...

O®PKI| Services Daemon

z/OS PKI Services Daemon

SAF R PKIServ Combined RA/CA process
RACE Sevice and background
Callable e threads

)
Services
\ VSAM
—
System SSL I OCSF

[~ Request

LDAR objects
DL

ICSF

Issued
Cert List

z/OS
LDAP
Director

—Invoked by the R_PKIServ callable service
—Perform the real work

—Read the configuration file, pkiserv.conf, to determine
the set up values (see slide 51)

—VSAM datasets are used to store request objects
(object store) and Issued Certificates List (ICL)
20 © Copyright IBM Corporation, 1999, 2004 IBM eServer




Ready, Set, Go — Be your own CA
Issuing Certificates for your
customers

1. Generate a self signed PKI Services CA certificate

» RACDCERT CERTAUTH GENCERT SUBJECT( ..)
W THLABEL(‘ PKI CA cert’) ...

2. Create a key ring called pki_ca_ring for PKI Services,
under ID PKISERVD

» RACDCERT | D( PKI SRVD) ADDRI NG pki ca ring)

3. Connect the CA cert to the ring

» RACDCERT | D( PKI SRVD) CONNECT( CERTAUTH LABEL(‘ PKI
CA cert’) RINGE pki ca ring) USAGE(PERSONAL)
DEFAULT)

4. Specify the key ring in the PKI Services configuration file,
pkiserv.conf
» KeyR ng=PKI SRVD/ pki ca ring
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Ready, Set, Go — Be your own CA
Issuing Certificates for your
customers...

Customize other values in the configuration file and in
the template file, pkiserv.tmpl

Set up the web server --create certificate, key ring...
Start PKI Services and web server

. Ready for a customer to request a browser certificate
through the PKI Services web page

21 © Copyright IBM Corporation, 1999, 2004 IBM eServer



PKI Services Certificate Generation Application

Tnstall our CTA certificate mto your browser

This is the PKI Services home
Choose one of the following: page

+ Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PII SSL Browser Certificate |

Feguest Certificate

Pull-down for requesting a
certificate of a certain type
Enter the assigned tranzaction ID (tem plate)

Select the certificate return type | PKI Browser Certificate x|

« Pick up a previously requested certificate

Pick up Cerificate |

+ Renew or revoke a previously issued browser certificate

Renew or Revoke Cedificate |

s Administrators click here .
Link for renew/revoke forces SSL

Go to Administration Page | client authentication

email webtmaster @V our- oo any. ot

Admin link is either userid/pw protected or forces
SSL client authentication

- © Copyright IBM Corporation, 1999, 2004 IBM eServer



1-Year SSI. Browser Certificate

Choose one of the following:
» Request a New Certificate
Enter values for the following feld(s)

Tour name for tracking this recquest {optional)

Email address for distinguished name {optional)

Commen Mame

Email address for notification purposes (optional)

This is the certificate request
page. The input boxes that
appear on this page
depends on the
<CONTENT?> section of the

certificate template chosen
(See slide 50)

Pass phrase for securing this request. You will need to supply this value when retriewing your certificate

Eeenter your pass phrase to confinm

Select the followang key mformation

Cryptographic Service Prowider | Microsoft Base Cryptographic Provider w1.0

Enable strong private key protection? INU 'l

Submit certificate request | Clear |

» Pick Up a Previously Issued Certificate

Retrieve your cerificate |

emal: webmaster @y our-company. com

33

[

When the submit button is
pressed, the data entered
by the user and the data
hardcoded for this
certificate template under
the <CONSTANT> section
Is sent to PKI Services for
processing. (See slide 50)

© Copyright IBM Corporation, 1999, 2004
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Request submitted successfully

Here's vour transaction ID. You will need it to retrieve vour certificate. Press "Contmue' to retneve the certificate.

1§5uReRBY2VS2SH A+ ‘

Continue |

ernall webmaster@your-company. com The requeSt IS queued to PKI
Services request database for
approval. The result is the
return of a transaction ID

o © Copyright IBM Corporation, 1999, 2004




PKI Services Administration

Choose one of the following; This is the administrator’s

« Work with a single certificate request main page.

Enter the Transaction ID:
I Provess Request |

« Work with a single issued certificate

Enter the Serial Number:
I Provess Cerificate |

+ Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates
' Show all requests ' Show all issued certificates
# Show requests pending approval Show revoked certificates

Show approved requests Show suspended certificates

O 0 D

Show rejected requests

-
-

Show completed requests " Show expired certificates
' Show active certificates (not expired, not revoked, not suspendad)
P

' Show rejections in which the client has been notified Show dizabled certificates (suspended or revoked, not expired)

Additional search criteria {COptional)

Eecuestor's name |

Show recent activity only |':N°t Select=d) =l

Find Cetificates cr Certificate
Requests

Home Page I
email: webmaster @vour-company.com
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Single Request

Requestor: 29 Created: 20040071259
Status: Pending Approval MModified: 200400729
Transaction Id: L1SuEeEBVAVE2SHYVHHHHH Passphrase: a
Template: 1-Tear PEI 351 Browser Certtficate NotifyEmail:

Previous Action Comment:

Subject: CH=wa?, OTT=Class 1 Internet Certificate CA O=The Firm
Issuer: OTI=HE Cert Auth, O=IBM C=1J=

Validity: 200407029 00:00:00 - 2005/07/28 23:59:59

Usage: handshalke(digital Signature, kevEncipherment)

Extended Usage: clientauth

Action to take:

Action Comment (Optional)

Approve Reguest As It is |

Approve Reguest with Modifications

The administrator chooses

Feject Reguest | .
the action on the request

Delete Reguest |

Administration Home Fage |

Haome Page

email webimaster{@Vour-comp any. c ot

26 © Copyright IBM Corporation, 1999, 2004
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Internet Explorer certificate install

Click "Install Certificate” to store yvour new certificate into yvour browser

Install Certificate

After the request is approved, a certificate will be
Hame page Created.

If the certificate has been issued, it may be
installed.

This page shows how it would look for Microsoft's
IE browser

¥BScript: Certificate Installation x|

@ Your new cerkificate installed successfully,

.................................

................................
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What's new In PKI| Services on z/OS
Release 5

o Support Multiple Application Domains

> To subset administration users and end users into
different domains, providing different templates,

functions
 Support Certificate Suspension and
Resumption

» Certificates may be suspended for a period of time
(grace period) and may be resumed later

e New certificate extensions

» Certificate Revocation List (CRL) Distribution Points
»Extended Key Usage
» Authority Information Access

289 © Copyright IBM Corporation, 1999, 2004 IBM eServer



What's new In PKI| Services on z/OS
Release 5...

« Enhanced certificate extension
» Certificate Policies
=*may be created on a per template basis
»Key Usage

=create a 1-1 correspondence between key usage name and key
usage bit (cf HANDSHAKE = digitalSignature + keyEncipherment)

 Performance/Scaling Enhancements

»Improve the performance of queries on the object store
and ICL through

=Addition of VSAM Alternate Indexes

=Setting up VSAM buffering in the PKI Services started
procedure JCL

—Use AMP= on the DD cards
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What's new In PKI| Services on z/OS
Release 5...

»Remove certificates from Issued Certificate List (ICL)
after they expired

»Replace Open Cryptographic Services (OCSF) crypto
with System SSL functions

—A transparent change
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Prerequisite Products

»RACF (or equivalent)

>IBM z/OS HTTP Server
—get working in at least non-SSL mode
»LDAP Directory

—z/OS recommended - TDBM back-end required

—Requires PKIX schema (V1R2 or higher schema)

—Suffix must match suffix of subject DN in certificates created - This
iIncludes the CA certificate

»QOpen Cryptographic Services OCSF

»QOpen Cryptographic Enhanced Plug-ins OCEP (used
prior to R5)

»|CSF (optional)

»7/0OS Communications Server (optional, used after
R3)
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Questions???
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Appendices

How to determine if a certificate is revoked
‘RACDCERT examples

*A Base64 encoded certificate request example
*PKI Services template file

*PKI Services configuration file

*PKI Services key ring

*PKI Services utilities -- vosview and iclview
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How to determine If a certificate
IS revoked

»The application contacts the CA every time when the
certificate is used. The contact information is specified in the
certificate’s Authority Information Access (AlA) extension.

»The CA publishes CRL to a public place, eg. LDAP server,
periodically. The application checks if the certificate is on the
Certificate Revocation List (CRL) published by the CA.

»As time goes, the CRL may be very large, publishing and
retrieving CRL may be time consuming. Creating CRL
Distribution Points to publish partial CRLs is a way to solve
this problem. Again CRL Distribution Point is a certificate
extension.

A5 © Copyright IBM Corporation, 1999, 2004 IBM eServer



RACDCERT Examples
O®RACDCERT GENCERT:

»Create a self signed certificate and public-private key pair using
ICSF for a CA -- CERTAUTH represents the ‘ID’ of a CA, no
‘SIGNWITH’ needed for self signed cert

—RACDCERT CERTAUTH GENCERT SUBJECT(...) | CSF...

»Create a certificate and public-private key pair using PCICC for ID
WEBSRYV, signed with a CA certificate named ‘theCA cert’

—RACDCERT | D{ WEBSRV) GENCERT SUBJECT(.) PClI CC
SI GNW TH( CERTAUTH LABEL(‘t heCA cert’) ...

»Create a certificate based on a certificate request specified in the
dataset ‘CERTREQ.B64’ for ID MYID — you get the request from
other system and you want your local CA to sign it. This generates
certificate only, no key pair is created.

—RACDCERT | D( MYl D) GENCERT( ‘ CERTREQ. B64’ )
SI GNW TH( CERTAUTH LABEL(‘t heCA cert’) ...

ORACDCERT GENREQ:

»Generate a request based on an existing certificate named ‘My Self
Signed Cert’ in RACF for ID OUTSRV and put the request in the data
set ‘CERTREQ.B64’

—RACDCERT | D{ OUTSRV) GENREQ( LABEL(‘ M/ Sel f Si gned
Cert')) DSN( CERTREQ B64) ...

© Copyright IBM Corporation, 1999, 2004 IBM eServer
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RACDCERT Examples...

O®RACDCERT ADD:

»Add a trusted CA certificate under ID CERTAUTH

—RACDCERT CERTAUTH ADD( ‘ dat aset containing CA cert’)
TRUST...

»Add atrusted peer certificate under ID SITE

—RACDCERT SI TE ADIX ‘ dataset containing site cert’)
TRUST...

»Add a certificate package that contains the private key under ID myid

—RACDCERT | D(nyi d) ADD(‘ dat aset containing ny cert’)
password(‘secret’)...

»Replace a previous self signed certificate under ID OUTSRV

—RACDCERT | D{ OQUTSRV) ADD( ‘ dat aset containing a CA
signed cert issued for the request based on the self
signed cert’) TRUST

*GENCERT a sel f signed cert

"GENREQ based on the self signed cert

=Send request to CA and get back a new cert

"ADD t he new cert back under the sane ID
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RACDCERT Examples...

O®RACDCERT ADDRING:

»Create a key ring called ‘SSLring’ for ID WEBSRV
—RACDCERT | D{ WEBSRV) ADDRI NE SSLri ng)

ORACDCERT CONNECT:

»Connect WEBSRV'’s own certificate called ‘SSL cert’ to WEBSRV’s key
ring called SSLring

—RACDCERT | D{ WEBSRV) CONNECT( LABEL(‘ SSL cert’)
RI NG( SSLri ng) DEFAULT.)

ORACDCERT MAP:

»Create a filter to associate ID VUSER to any user presenting a
certificate issued by Verisign Class 1 Individual Subscriber

—RACDCERT MAP | D(VUSER) | DNFI LTER(® OU=Verisign Class 1
| ndi vi dual Subscri ber. O=Verisign, Inc.L=Internet’)...

»Create a filter to associate ID RACFGP to any user presenting a
certificate with subject’s distinguished name OU=RACF.O=IBM

—RACDCERT MAP | D{ RACFGP) SDNFI LTER (‘ OU=RACF. O=I BM ) ...
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An example of a Base64 encoded
certificate request

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | Bf zCB6Q BADAQVIAWDAYDVQRDEWWOZXNOYTCBnz ANBgk ghki GOwWOBAQEFAACB
| QAug YKCgYEA3qy4qFTh97+kef bgMysxI XpaRQWqTOI 2XeDm OWnXF6GkvK+i 4k
7w/ pt o+cG qCzHsQ nbaRKi JF6pdi z Yk 4xewODgdeVAr Oydr / 4HESVN JRgxJ/
| qY41 JOuphnsbKKyf I 7ny77u4NMb0YZBXRGH9VDAFpCaQbNWBx VK1 UPECAWEAAa AW
MCA GCSqGSI b3DQEJ D) EnMAAWHQYDVROOBBYEFFX5Qcy Xy CL6g+NFFG QooCnPInB
MAOGCSqGSI b3 DQEBBQUAAA GBAMYy KoRZv GJ Ay VPunmvM RIgMXAKMeYrral 79r z7L
SWAg5/ | Ppbkue9ennlxaS3eJZONXGaVk4RenBr GWIF40/ PpQ F/ gMN1pJZf OEzyL
r Yxl a0er i EXMBQRYBOn6C+X+Vk69eRC LTvc8I 51 Suz+EMCTd5x5PaGuzhXgj xKE

bt
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PKI Services template file,
pkiserv.tmpl|

Each template is divided into sections using HTML-like tags, eg.
<CONTENT>...</CONTENT>, <CONSTANT>...</CONSTANT>

»Use the CONTENT section to ask for user input, eg. to input the
common name and the organization unit for the certificate

<CONTENT>

%% CommonName%%
%%O0rguUnit%%
</CONTENT>

»Use the CONSTANT section to hard code predetermined values,
eg. the validity period and the key usage for the certificate

<CONSTANT>
%%NotBefore=0%%
%%NotAfter=365%%
%%KeyUsage=handshake%%
</CONSTANT>
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PKI1 Services configuration file,
pkiserv.conf

Content of the configuration file includes

iInformation about:
»the name of the VSAM datasets
»Wwhether the above datasets are shared in a sysplex
»how often a certificate and a CRL should be created

»whether email notification is requested and the
Information needed

»whether posting to LDAP is requested and the
Information needed

»whether to created the CRL Distribution Point
extension and the Certificate Policies extension

» The name of the PKI Services key ring installed in
RACF
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PKI Services key ring

= The ring contains the CA certificate which is used to sign
all the certificates generated by PKI Services

= The CA certificate can be generated by RACF or other
CAs, in either case, it must be connected to a RACF key
ring with usage PERSONAL and as the DEFAULT
certificate

= Example:

RACDCERT | D PKI SRVD) CONNECT( CERTAUTH LABEL(‘ pki ca cert’)
RI N& pki _ca ring) USAGE(PERSONAL) DEFAULT)
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PKI Services Utlilities

e\Vosview

—displays the records contained in the Certificate
Request VSAM dataset (Objectstore)

—Sample record:

Object key = 105

name = "John Q. Public"

longkey = 1FA5AEF2D3729FA35156BC47

appldata = "PKIB1YR "

comment =™

data len = 570

flags = 1020111 - Type = Cert State = RA CertRegActive [State Flag]
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PKI Services Utllities...

eiclview

—displays the records contained in the Issued Certificate
List VSAM dataset (ICL)

—Sample record:

Cert 10: John Q. Public
ISSUED (Issued certificate)
Issued at 2004-05-18 14:07:05
Last changed 2004-05-18 14:07:05
Subject: CN=John Q. Public,OU=Tools Dept,0=IBM,C=US
Issuer: CN=pkica,OU=z0S Security Server,0=IBM,C=US
Requestor: John Q. Public
Appldata: "PKIB1YR "
Serial Number: OA

Email flag: Off

Revoked at 2004-08-18 10:31:02
Revocation Reason: Temporarily suspended
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End of slides
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