VEARS

— =
—— P 1
e ] H
- o o omm F
S *
L] SHARE
- s o sy G s
—— 7 s>

z/0S® CS - SHARE in Anaheim, CA - February/March 2005

Session 3925 - Networking - TCP/IP
Secure Communications with
FTP and TN3270 on z/OS CS:

Implementation Scenarios

© Copyright International Business Machines Corporation 2005. All rights reserved.

Thursday 3-Mar-2005 - 11:00 AM

Enterprise Networking Solutions, Raleigh
Alfred B Christensen - alfredch@us.ibm.com

(@server

Secure Business-to-Business Communication with FTP :_E
and TN3270 on z/OS CS - Implementation Scenarios

““““

SHARE

Session Number: 3925

Date: Thursday, 3-Mar-2005

Time: 11:00 AM

Location: Hilton Anaheim - Fourth floor - San Clemente

Speaker: Alfred B Christensen, IBM

Chair: Alfred B Christensen, IBM

Abstract: In this part session, the speaker will provide practical examples on how to

configure and use the security technologies discussed in session 3924 to
implement secure communication for terminal access and file transfer functions.
The scenarios in this session will show how to implement secure FTP and
TN3270 using keyrings to hold keys and digital certificates in both a gskkyman
key database and a RACF keyring. The scenarios will include server and client
authentication for both TN3270 and FTP, and Express Logon for TN3270.
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> The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United
States or other countries or both:

> AIX®

» AnyNet®

= AS/400®
~Candle®
»CICS®

» CICSPlex®

~ CICS/ESA®
»DB2®

~ DB2 Connect™
~DPI®

~ DRDA®

= e business(logo)®
» ESCON®
~eServer™

» ECKD™

> FFST™

> Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
> Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other

countries, or both.

> Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.
>UNIX is a registered trademark of The Open Group in the United States and other countries.

> Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

> Other company, product, or service names may be trademarks or service marks of others.

> This information is for planning purposes only. The information herein is subject to change before the products described

become generally available.

> All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represents

goals and objectives only.
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» GDDM®

» GDPS®

» HiperSockets
> IBM®

> Infoprint®

= IMS™

~ IP Printway™
> iSeries™

» Language Environment®
» MQSeries®

= Mvs™

» MVS/ESA™

> NetView®

»0S/2®

» 0S/390®

> Parallel Sysplex®

T

> Printway™ > z/Architecture™
» PR/SM™ »z/OS®

» pSeries® > zZIVM®

» RACF® > zSeries®

» Redbooks™

» Redbooks (logo)™
» S/390®

» System/390®
» ThinkPad®

> Tivoli®

» Tivoli (logo)®
» VM/ESA®

» VSE/ESA™

» VTAM®

» WebSphere®
> xSeries®
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Topics

1. Use of self-signed server certificates with

gskkyman

RACDCERT

2. Use of CA signed server certificates with RACF

3. Use of CA signed server and client certificates
with RACDCERT

4. Use of TN3270E express logon

This session will
not discuss
Kerberos-based
security.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Self-signed Scenario

Self-signed Server Certificate
using gskkyman

Copyright International Business Machines Corporation 2005. All rights reserved.
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Objective and task outline L
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> Scenario objective:

e Allow intranet clients to authenticate servers and to establish secure connections where data
flows are encrypted.

e Selfsigned certificates should in general only be used for testing purposes or in controlled
environments
» There is no 3rd party trust relationship present for selfsigned certificates
> Task outline:
1. Create server key database using gskkyman
2. Create self-signed server certificate
3. Update TN3270 and FTP server for server authentication only
4. Download self-signed server certificate to client workstation

5. Install self-signed server certificate as trusted root in PCOMM's keyring

6. Install self-signed server certificate as trusted root in WS_FTP Pro's keyring

© Copyright International Business Machines Corporation 2005. All rights reserved.
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gskkyman selfsigned server certificate E
Scenario overview suans
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1. Create key database

2. Create keypair and selfsigned
server certificate

X ' » Please note that the private key
Public key never leaves z/OS - it is used by

Certificate

Private key

system SSL when cryptographic
key functions are done on behalf of the
database servers

3. Transfer certificate to workstation

4. Import certificate into workstation
gskkyman product key databases
» PCOMM
Export certificate »WS_FTP Pro
) > Others ?? - such as |E
i [ 5. Establish TCP connection to server
ifi { gz TCP connection setup and 6. During SSL/TLS handshake, the
Transfer certificate i 63 . v ! KRS,
; Q SSL/TLS handshake certificate is sent to the client and
LY the client searches in its key
: database to see if it recognizes the
Match? e
5 certificate
Certificate ‘ » Some products require that the
%‘. Ej certificate is in the key database
PCOMM — y WS_FTP Pro before a new connection can use it
Public key ﬂ_ = = > If the certificate does not match any
. database in the key database, other products
RIAEES A7 will prompt asking if you want to

import the new certificate on-the-fly
at this point in time

Import certificate

© Copyright International Business Machines Corporation 2005. All rights reserved.

T

Create gskkyman key database ¢ ool
USER1:/u/ user1: >nkdir SSLcasel | usually create a separate
USER1:/u/userl: >cd SSLcasel directory in the HFS for each
USERL: / u/ user 1/ SSLcasel: >gskkyman test case.

Dat abase Menu

- Create new database

- Open dat abase

Change dat abase password

- Change dat abase record | ength
- Del ete database

a s wN P
'

0 - Exit program
Assign a file name to your
Enter option nunber: 1 '/ key database.

Enter key database nane (press ENTER to return to menu): abckey. kdb .
Enter database password (press ENTER to return to menu): xxxxxx=<—  Ihe key database is

Re-enter dat abase password: XXXXXX password protected since it

Enter password expiration in days (press ENTER for no expiration): will contain private keys. Do

Enter database record | ength (press ENTER to use 2500): not loose the password -
there is no way to access the

Key dat abase /u/user 1/ SSLcasel/ abckey. kdb creat ed. key database if you loose the
password.

Press ENTER to conti nue.

gskkyman is documented in "System SSL Programming, Chapter 9", SC24-5901

© Copyright International Business Machines Corporation 2005. All rights reserved.
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gskkyman key database primary menu
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Key Managenent Menu

Dat abase: /u/user1/SSLcasel/ abckey. kdb
- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive certificate issued for your request
Create a self-signed certificate

- Inport a certificate

- Inmport a certificate and a private key
- Show the default key

- Store database password

- Show dat abase record | ength

PO OWWO~NOUBDWNLEPER
'

o

0 - Exit program

6~ |

Enter option nunmber (press ENTER to return to previous menu):

© Copyright International Business Machines Corporation 2005. All rights reserved.

These are the functions that
can be performed against a
key database.

We will start by creating a
selfsigned certificate.

Create selfsigned 2048-bit RSA key server certificate
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Certificate Type

1 - CAcertificate with 1024-bit RSA key
2 - CAcertificate with 2048-bit RSA key
3 - CAcertificate with 1024-bit DSA key
4 - End user certificate with 1024-bit RSA key
5 - End user certificate with 2048-bit RSA key
6 - End user certificate with 1024-bit DSA key
Sel ect certificate type (press ENTER to return to nenu): 5

Enter |abel (press ENTER to return to nenu): nwvs098_ sel f_gi gned
Enter subject name for certificate
Common nane (required): MVS098 self signed server certificate
Organi zational unit (optional): z/0OS CS devel opnent
Organi zation (required): |BM
City/Locality (optional): Raleigh

/

End user certificates are
used for server and
personal certificates. We
are creating a server
certificate in this case and
choose a 2048 bit RSA key
certificate.

L -The label name is the name
in the key database by
which we will refer to this
certificate.

<— Subject name is entered as
required/needed.

State/ Province (optional): NC

Country/Region (2 characters - required): US
Enter nunber of days certificate will be valid (default 365): 1000 o |

Pl ease wait .....

Certificate created.

Press ENTER to conti nue.

— The validity period of this
certificate. The certificate
will no longer be valid after
this many days from today.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Manage keys and certificates in the gskkkyman database *_% ...
Key Managenent Menu - Back to the key

database main
Dat abase: /u/user1/SSLcasel/ abckey. kdb menu.

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive certificate issued for your request
Create a self-signed certificate

- Import a certificate

- Inport a certificate and a private key
- Show the default key

- Store database password

- Show dat abase record | ength

P OOWO~NOOUAWNLEPR
'

PP

L We want to do some

0 - Exit program / more with the new
certificate, so we

Enter option nunber (press ENTER to return to previous nenu): 1 choose to manage

keys and certificate.
Key and Certificate List

Dat abase: /u/user1/SSLcasel/ abckey. kdb
They key and

1 - nvs098_sel f _si gned certificates are
listed and we
0 - Return to selection nenu choose the one we

just created.

Enter |abel nunber (ENTER to return to selection menu, p for previous list): 1|

© Copyright International Business Machines Corporation 2005. All rights reserved.

Set selfsigned certificate as the default key and TER
certificate in the gskkyman database suans

Key and Certificate Menu

Label : nvs098_sel f _si gned

1 - Show certificate infornmation

2 - Show key information

3 - Set key as default

4 - Set certificate trust status

5 - Copy certificate and key to another database

6 - Export certificate to a file

7 - Export certificate and key to a file In order for our server

8 - Delete certificate and key configurations to be able to only
ORaacnangelilave I refer to the key database name
11 - Create a certificate renewal request to choose a certificate to work
0 - Exit program with, we neeldl to indicate which

/ key and certificate is the default

Enter option number (press ENTER to return to previous nenu): 3 in the key database.

Default key set.

Press ENTER to conti nue.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Export selfsigned certificate to flat file ready for TER
download to workstation suans

Key and Certificate Menu

Label : nvs098_sel f _si gned

1 - Show certificate information The server
2 - Show key information certificate (not the
3 - Set key as default private key) has
4 - Set certificate trust status to be exported to
5 - Copy certificate and key to another database a flat file for later
6 - Export certificate to a file download to our
7 - Export certificate and key to a file workstation.
8 - Delete certificate and key
9 - Change | abel
11 - Create a certificate renewal request | have had most
luck with DER
0 - Exit program encoded

certificates. Binary
and Base64 seem
to work both. In
this example, we

Enter option nunmber (press ENTER to return to previous nenu): 6

Export File Format

1 - Binary ASN.1 DER choose DER
2 - Base64 ASN.1 DER base64.
i i ;naéﬁ iig Z; We assign a file
C e name to the
exported

Sel ect export format (press ENTER to return to menu): 2 certificate (this is
Enter export file name (press ENTER to return to nenu): nvs098 sel f si gned. crt/ . .
the file we wil later

download).

Certificate exported.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Selfsigned certificate and key are ready

Key and Certificate Menu

Label : nvs098_sel f _si gned We're done
working with our
- Show certificate information key.

- Show key information

- Set key as default

- Set certificate trust status

- Copy certificate and key to another database
Export certificate to a file

- Export certificate and key to a file

- Delete certificate and key

- Change | abel

- COreate a certificate renewal request

0 - Exit program - Here we just
/ press ENTER to
Enter option nunber (press ENTER to return to previous nenu): get back to the list

P OO ~NO OB WNPR
'

[y

of keys and
Key and Certificate List certificates.
Dat abase: /u/user1/ SSLcasel/ abckey. kdb
1 - nvs098_sel f _signed And here we
choose 0 to get
0 - Return to selection nmenu back to the key
/ database main
Enter |abel nunber (ENTER to return to selection menu, p for previous list): O menu.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Store gskkyman key database password in a stash file
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Key Managenent Menu
Dat abase: /u/user1/ SSLcasel/ abckey. kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive certificate issued for your request
Create a self-signed certificate

- Inport a certificate

- Inport a certificate and a private key
- Show the default key

- Store database password

- Show dat abase record | ength

P OOWWO~NOUBWNERE
'

PP

0 - Exit program
Enter option nunmber (press ENTER to return to previous nenu): 10
Dat abase password stored in /u/userl/ SSLcasel/ abckey. sth.

Press ENTER to conti nue.

© Copyright International Business Machines Corporation 2005. All rights reserved.

Last thing we
have to do is to
store the
database
password in a
stash file allowing
servers to access
the database for
key and certificate
use (not
modification)
without coding the
password in the
clear in their
configuration files.

And we are done with gskkyman

an
-
SHARE

ita

Key Managenent Menu
Dat abase: /u/user1/SSLcasel/ abckey. kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive certificate issued for your request
Create a self-signed certificate

- Inport a certificate

- Inmport a certificate and a private key
- Show the default key

- Store database password

- Show dat abase record | ength

PO OWWO~NOOUBR~WNLER
'

P

0 - Exit program

Enter option nunmber (press ENTER to return to previous nenu): 0
USER1:/u/ user 1/ SSLcasel: >ls -al

total 184

dr wxr - Xr - X 2 ADSERVE SYS1 8192 Feb 3 12:01

drwx------ 40 ADSERVE SYS1 32768 Feb 3 11:51 ..

STW-- - 1 ADSERVE SYS1 37580 Feb 3 11:56 abckey. kdb

SrW-- - 1 ADSERVE SYS1 80 Feb 3 11:52 abckey.rdb

SrWe--- - 1 ADSERVE SYS1 129 Feb 3 12:01 abckey. sth

STWr--r-- 1 ADSERVE SYS1 1411 Feb 3 11:57 nvs098_sel f _si gned.crt

USER1:/ u/ user 1/ SSLcasel: >

© Copyright International Business Machines Corporation 2005. All rights reserved.

The .kdb and .rdb
files comprise the
gskkyman key and
certificate database
itself.

The .sth file is the
database password
stash file.

The .crt file is the
exported version of
our selfsigned
certificate - we need
for download to our
workstation.
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Download certificate to work station

----- BEG N CERTI FI CATE- - - - -

M | D5j CCAs6gAW BAgl | QB/ SWWAKSTKWDQYJKoZI hve NAQEFBQAWG Ygx Cz AJBgNV
BAKTAI VTMEWCQYDVQQ Ew OQz EQVA4 GAL UEBX MHUNFs ZW naDEMVA0 GALUEChMD
SUINMRWGG YDVQQLEXNGLO9TI ENTI GRI dmVsb3Bt ZWs0MS4wWL_ AYDVQQDEY VNVI Mv
OTggc2VsZi BzaWwluZzwgc2Vydmvyl GNl cnRpZni j YXRI MB4XDTAONDI wivz E2NTQL
MVoXDTA2MT Az MDE2NT QL MVowg Ygx Cz AJBgNVBAYTAI VTMBWCQYDVQQ EwJ Oz EQ
MA4GALUEBX MHUNFs ZW na DEMVIA0 GA1UEChx DSUJ NVRwwGg YDVQQLEXNGLO9TI ENT
1 GRI dnVsb3Bt ZWs0MS4WL AYDVQQDEY VNVI MMOTggce2VsZi BzaWluZWige 2Vy dmvy
1 GNl cnRpZm j YXRI M | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEATr 7Lt
K2CJ5/ MBvcAj XNV1I f xgg24yMor / | d1BNgT/ XhMD9OZKH7 1s HAf TUt wZHf WLr t PK
doAMFk Yy 7Hp7aAx QI ZUMADARXt i 75Pnilt Fhxb7/ d6kGud 1mYe7hCTwz 1VPk V+QdF
NWHSVEt woCN/ x| 21AwWAr t i j MMHCQ710Pvt 07j / / sTX328w | dgdvXdGa8zVbYN N+
zY2m i f gd9EHKS6J9WWTNI Pt 12hh2wWMKKt x 183ARasnr YEwgM.PuQCui do3aMizs
sssj LmBAENRQIzOmVe1D291 A2D2B0qZy OMZ/ r Tp34YCOw 3UW EqaPvDXLXNU76RL
E1Cf Oga66SINvR1pj Wi DAQABo 11 WUDAdBgNVHQU EFgQUI Dasul4nwbWF046f oevd
E5FLGQAWHWYDVROj BBgwFoAUI Daqul4nwbhWF046f oevdESFLGQAWDY YDVROPAQH
BAQDAC TWMAOGCS( GSI b3DQEBBQUAA4 I BAQAOPRUB33wknWFK531 BV5+| 4nt 0eZDx
1j EpGBkAc TvChwSo9BEl wqSI BWLOKCFbkj AXTN5gt esc6LAhr ooF+k/ qcDsl gzi /
FATaKTIJWi Ov6aKO60®1 nOD16Q3r yExLzZTs! Vf KnFf df +dMzn79eVHYyRO: TM_a
pl RacOWvcMBzvgpN6ZOSMTuOl SLDOvbPRj CL6dnUOf | NNaC63n3ho2e3YqsEJypC
y/ pG | Kqgi Kk2vf X1JUs5Tdemaseu/ 1kBl SqKt 2VVBPw+0V5nz YhagqL3Vywal t +CL
BbLgz CXJEEMRWU9IXCNI 7i ZC8gr w3BwdgyOM NGLJK8Hj nr | 501f wud8G

————— END CERTI FI CATE- - - - -

© Copyright International Business Machines Corporation 2005. All rights reserved.

The certificate was
stored in base64
encoding (a text
file), so we must
download using an
ASCII transfer.

You can use FTP or
whatever file
transfer method you
prefer as long as
you translate from
EBCDIC to ASCII
during the transfer.

Import certificate into PCOMM - Step 1

1. Choose IBM Personal Communications in Start Programs
2. Choose Utilities
3. Choose Certificate Wizard

E2 Certificate Wizard

Welcome to the Personal Communications Certificate

Thig wizard guides you through the steps needed to enable encrypted
communications. You can use this wizard to import certificates 1o your warkstation,
create selfsigned cerificates or change your key database password

i\mpnnanamﬁcata Se|eCt nlmport a
Create a selFsigned certificate e n

g Certificate” - and
press Next.

(1 Change the password to your key database

Description

Innport & certifiate o your warkstation. Use this option if your adrinistratar has
given you a personal cerificate to use with Personal Communications. You can
also use this option to import root from CAs or self-signed far
telnet servers with which you will be cormmunicating

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Import certificate into PCOMM - Step 2

I
|
I

EZ Certificate Wizard

Q Select "Import a
i) server or Certificate
T Authority (CA)
Certificate” - and

press Next.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Import certificate into PCOMM - Step 3

I
|
I

E3 Certificate Wizard

Enter your PCOMM
key database
password - and
press Next.

If you didn't change
it, it is pcomm (you
really should
change it to
something else!)

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Import certificate into PCOMM - Step 4

I
|
I

E2 Certificate Wizard |:”§”X\

anibdy Do _Worki35L_ ws098_self_signed.cr] ’7 1' gg\ll\?rglt()oa.g]eed

00_selt_signed certificate file

2. Enter a local
label to be used
in PCOMM's key
database so you
know what this
certificate is

3. and press Next

© Copyright International Business Machines Corporation 2005. All rights reserved.

anT

Import certificate into PCOMM - Step 5

I
|
I

E3 Certificate Wizard

This is just a
confirmation that
the certificate was
imported and that
PCOMM now is
ready to accept a
connection with a
TN3270 server that
presents this
certificate.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Configure PCOMM session to be secure

Telnet3270 3]
Hest Defiizn | Automatic Host Lacation | Advanced Securty Setup | L CS:?)E% H;]?C ation
e Bt Rt pulldown
Frimary [ 5098 tep. raleigh.ibm. com [ [202¢ \ 2 Choose Conﬁgure
Backue 1 [ [ ] 3. Choose "link
Backup 2 [ [ [ Parameters"
S 4. Point 1o your secure
: < o TN3270 server port
- number (in this
5 example 2024)
=P —— 5. Check the "enable
¥ Enable Securty  <a— SeCUI’ity" bOX
[ ok | concel Aoply Help

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Updating TN3270 server definitions

We use a separate port
number for this telnet
server instance - port
2024.

Conntype secure means that the connections must be secured
and that we first try a traditional SSL handshake, if it times out
we try a negotiable SSL handshake. If handshake fails, the
connection is closed.

We do not require client
authentication (client
certificate is not
needed).

; Set TN3270(E) server secur/e port/2024 options

Tel net Par ms
SecurePort 2024
Connt ype secure ; Al connections nust be secure
Cientauth none ; No client authentication

Port 2024

We use the key
database we just created

Keyring HFS /u/userl/SSLcasel/ abckey. kdb

CodePage | SO8859-1 | BM 1047 ; Linenode ASCI |, EBCDI C code pages

I nactive 0 ; Let connections stay around

Prtlnactive 0 ; Let connections stay around

Ti meMar k 600

Debug detail console ;

Scanl nterval 120

SMFinit Typell9 i

SMFt er m Typel19 ;
EndTel net Par s

Just for testing purposes

SMF119 records
SMF119 records

© Copyright International Business Machines Corporation 2005. All rights reserved.

with gskkyman. The self
signed certificate is set
as the default for that
key database.
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Start secure PCOMM session

=i Session C - [24 x 80]

USSHMSG1 Ente LOGON APPLID() LOGHMODE() DATA()

Port: 01230 Date: 03/02/04 LU: TCPABC&1
IPADDR: 9.65.251.6 Time: 13:50:43 Sense:
USSABC - This is the TCPCS Stack on HMVS098

Welcome to MVS098 - Enter either full LOGON command or:
one of the following short commands:

TSOABC - TS0 as USER1
TS012-TS018 - TS0 as USER12 to USER18
CICS - DBDCCICS on mvs098

The lock

indicates

that this is

a secure

connection.

18 |conmactsd to rermats server/host trws038, top.raleigh. bm.com using lufpool TCPABCEL and

© Copyright International Business Machines Corporation 2005. All rights reserved.

Verify which server certificate is in use by PCOMM it

1. Select the Communication pulldown
2. Select Security
3. Select Server

Session Security Information

Certificats lssust :';\éss_uggEﬂzﬁ\g,ﬁﬁﬁf"(;&cemhcate ThIS |S the Self
ol NE. L8 signed server
certificate we

< >

Certficate Subject

MVS098 self signed server cerificats

2/05 C5 development, IBM Created i n

Raleigh, NC, U5

gskkyman many

< > .
Clcatn Sl Nurber T pages earlier...
Secuiy Encivption Level [55L_RSA_WITH_RCA_128_5HA

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Eile Edit Yiew Sites Options ols  Help

& # % || B 1. Start WS_FTP Pro

+ || UselD Passpord Pat 21 I~ Anergmeus [Go
B -||u=e Clll il : from Start
(C1C:PROGRAM FILESWS_FTP PRO L] a (] _'J a Programs
| Size [ Type | Modiie: A Marne | Size | Type | Modiied 3
Sl Fie 277201 2. Select Options
= cObak 1KB BAK.. 24/20
& c0cdb 1KE CDB. 21720 pulldown
= client.ct 1KB Sec. 9714721
&) client key 1KB KEY.. 9472 3. Sel(_aCt Program
&) COMPLETE wav 12KE Wav.. 11401 OpthI’lS
&) CONNECT wav 15KE Wav. 1A/
[ELEERE 58KB ISU.. 220
G):lEF\F(EIF! waw T0KR Wav 11414
EJ EULA BKE Text.. B/26/21 P .
2 fipfind exe 29KB Appi. %2720 Program Options a3
%] FTPinatUtis.dil 48K Appii. T2 -
Sionra 57k appt 9210 Cener
=] pprozk.dil OKE Applh. 120205 | :;'E""‘*t Connection ]
2 fppiod2.chm 293KE Com.. &4/20 - ‘pr?c.nm. EMail addhess i@ b con|
S tippeccz 45KE Appl. 107172 o B Tetener e &
£1 fipsched.cve 49KE Appi. 3220 = T
(& tipscrpt ave 01KB Appli. /27201 Edensions fuloreconnect | Open Last Local and Remole Folders _+ | am using the
B lipwnc.ere STKE Appi. /220
ASCH Filenames
(@] twsced exe B3KB Appli.. 3/2/20 o550 Sound configuration: |'/ave 2 WS FTP Pro
2] gelplus.di 1EETKE Appli.. 4722021 Client Certicates .= .
5 IB4KE Appli. 35200 Trusted Authariies | | Allow deletion of non-smpty folders client Version
2 lpsThunt. 4l TR o, (R ESH ™ Allow fles and folders to be moved 8.02
< | 5 °aang
= = Fiswal 2003.09.02 b
£5 obiecs] [9873KE ] Ative Edi . y
Connest. o Hep Biowser ntegration Ipswitch Inc.
i3 Cancel Help
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Import certificate into WS_FTP Pro client - Step 2

Program Options §|

General
Intemet Connection

= Dsgiay —— B e 1. Select the "Trusted Authorities" tab and
Lok press the "Import" buttom

Command Bar

D Tardler 2. Point to your downloaded cetrtificate file

Extensions

501 Flenames 3. Click OK

=SS0

Client Certificates

SSH
Logging
Fireswall
Active Edit
Browse ntagration Cer!

| =
- Are you sure you wish to add the following cerlificate as a
‘ | [ | wusted authority?

Issuer:

0K Cancel | Help ‘ Bigatz=Tan BM

Unit 2/0S £S5 development
Cormman Name: MWS098 self signed server certificate

Country: us

ate

[~

Subject
Orgarization IBM
Lockin: | £ 55L_setificates £k B Unit 2/05 C5 development
Cormman Name: MWS098 self signed server certificate
Country: us

Time Yalid: Mar 2 2004 16:54:51 GMT Through Oct 30 2006 16:54:51

File pame: rvs038_self_signed.ort Open
Files of type: | Cerlificate Fies [".cr) =] Cancel

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Configure WS_FTP Pro client for secure connection

Site Options - mys098-2021-secure
I o= - B

1. In the normal connection

Starlup

~ Session Hast name: [vsB81cp g com definition panel, you select
v the Advanced tab
UselD: [usert [ Aporgmows
oot 7 % Save s 2. You then select server type
ot [ s as FTP/SSL (AUTH SSL)
) : ) 3. In our case the secure FTP
Comment

server listens on port 2021

Site Options - mys098-2021-secure

0k | Cancel | Hep |

X Site Options - m 8-2021-secure

- Host Infa - Host Infa

~ Statup - Statlup

 Session Server type: |FTP/SSL[AUTH S5L) hd  Session Server type: |FTP/SSL (AUTH S5L) -
(= Adwvanced

= 1 Advanced
sSL Hosttwpe! | FTRimplcit SSL sSL Hogt type:

TH 551

E L
Firemwalk SFTP/SSH Firewalk NONE hd

[V Use Passive mode for data connections [¥ Use Passive mode for data connections

Connection efries (0 - 40 attempts) o Connection refriss (0 - 40 attempts): o
Connection rety delay (5 - 00 seconds):~ [30 Connection retry delay (5 - 300 seconds):  [30
Metwork timeout (5-3500 seconds) G Metwork timeout (5-3600 seconds) B
Remote port (usually 21} w Remate port (usually 211 IW

. Keep alive [10-3500 seconds) o ‘ Keep alive (10-3500 seconds} 0

0K | Concel | Help | 0K | Concel | Hep |

© Copyright International Business Machines Corporation 2005. All rights reserved.

Configure the FTP server for secure sessions

— AUTH_TLS enables use of SSL/TLS.
EXTENSI ONS AUTH_TLS ; Enable TLS authentication
Default is disabled.

SECURE_FTP REQUI RED Aut hent i cati on indi cator —a———— ThiS server instance requires use of SSL/TLS.
ALLOVED )
REQUI RED . . o . . .
SECURE_ LOG N NO_CLI ENT_AUTH Authori zation | evel indicator a—f— DO NOtrequire client certificates in this test scenario.

NO_CLI ENT_AUTH (D) .

REQUI RED SECURE_CTRLCONN is really not used by SSL/TLS - the

WERI A7 UEER / control connection will always be secured when SSL/TLS is
of security for

M ni num | evel : i
b GEiee] GEE: ] 6 in use. (Has meaning for Kerberos support)

SECURE_CTRLCONN PRI VATE

CLEAR (D)
SAFE This server instance requires that the data connection be
3 [FRIVAE secured too
SECURE_DATACONN PRI VATE ; Mninumlevel of security for / .
; the data connection - - -
NEVER ; Nane of a ciphersuite that can be passed to the partner during
| CLEAR (D) ; the TLS handshake. None, sone, or all of the follow ng may be
| SAFE ; specified. The nunber to the far right is the cipherspec id
PRI VATE that corresponds to the ci phersuite'. s nane.
SECURE_PBSZ 16384 ; Kerberos maxinum size of the i G PHERSUI TE SSL_NULL_MDS ;o1
" encoded data bl ocks ; Ol PHERSUI TE SSL_NULL_SHA ;02
; Default value is 16384 G PHERSUI TE SSL_RCOA_M%5_EX ;03
; Valid range is 512 through 32768 Cl PHERSUI TE SSL_RCA_M% ;04
Cl PHERSUI TE SSL_RC4_SHA ; 05
Cl PHERSUI TE SSL_RC2_MXB_EX ; 06
Cl PHERSUI TE SSL_DES_SHA ; 09
Cl PHERSUI TE SSL_3DES_SHA ; OA

KEYRI NG / u/ user 1/ SSLcasel/ abckey. kdb
; It can be the name of an hfs
Use our self | — ; file (nane starts with /) or

signed certificate™ | ; a resource name in the security
. product (e.g., RACF)

as S.e.rver TLSTI MEQUT 100 ; Maximumtine linit between full

certificate.

TLS handshakes to protect data
connections

Default value is 100 seconds.
Valid range is 0 through 86400

FTPLOGG NG TRUE

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Testing secure FTP connection

W5 P
Eile Edit Yiew Sites Options Tools Help
T B & %% =
Address |ftp-authssl-/mwsC v v || UsedD [userl Password  [== Pot  [2021 = 6o
& [0 Progism FilestiwiS_FTP Pro ~la | wiusent ~|la
| Size | Type | Modiies & Mame | Size | Type | Modfied A
File.. 23200 _l alfred Folder 11/4/2000°
1KE BAK.. 271/201 Clawm Folder  4/21/2003"
1KE CDB.. 21720 Clee Folder 3/27/2001°
1KB Sec. 914721 Clestt Folder 1/22/2003"
= client.key 1KE KEY.. 914721 lcitigioup Folder  8/1/20031:
COMPLETE wav 12K8 Wav. 117171 _firewallstulf Folder  2/20/2000°
&) CONNECT wav 15KB Wav.. 117171 ifipnat Folder  7/24/2003°
GIERROR waw 0KE Wav.. 1AM _litptest Folder 8/6/20021:
[ EULa ot 8KB Ted.. 8/26/2 Cltwcert Folder 2/3/20031:
13 fipfind eve 29KB Appii. 92720 || oes Folder  7/10/2001 -
%] FTPInstUtile.dil 4BKE Appii.. 7/18/21 Clidap Folder 2/2/2004 7:
4] ftpmgr.dll I5TKB Apph. 9220 im4 Folder  9/21/1993°
%] fpproz di MOKE Appli.. 12/207 Imqueue Folder 9/20/1393°
2 ftppio32.chm 293KB Com.. 8/5/201 _lmt Folder  4/15/2000°
2] fipprod2.di 495KB Appli. 1071721 Clmyueb Falder 1/30/2003°
£ ftpsched eve 49KB Appii. 92201 _Inetstat_vi Folder 1/30/2000°
[8] ftpscipt.eve 101KB Appli.. 92720 Clnotes Folder 5/3/20021:
& iipsync.exe STEE Appii. 92201 _INov2001_cert Folder 11/12/2001
[ [ 89KE Appii.. /2720 oct2001_certs Folder 11/5/2001
4] odiplus.di 1BETKE Appli. 4422021 _Is55Lselimdi Folder  2/3/2004 1- The lock
[ins.d B4KE Appl. 3E/20 Clserver_mot Folder 3/16/2003° : .
2] IpsThumb.di 132KB Apph. 92120 _lsmipries Folder 11/7/2001 - indicates a
| Eipsuitch.crt 1KB Sec.. 9714721 _Jsource Folder  5/7/2007 12
= B N e secure
56 obiectis] 9g13Ke (@ 177 abiects] 1,508 KB connection.
Disgonnect Help AN Options... Aot Exit
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Testing secure FTP connection

Finding Hest mvs038 tep raleigh ibm. com
Connesting to 542103 112021

Cannected to 9.42.102.11:2021 in 0078125 seconds, Waiting for Server Respanse
Iritalizing S5L Session.

220FTPSECT IBM FTF 5 VIR4 at MYS 038 top raleigh.ibm com, 14:34:11 on 2004-0203
220

220" Welcome to the FTP server on MYS098 tepralsigh.bm. com
220 This system s used by Alfied for testing puposes.

230 iy issues should be reported to aledchi@us ibm.com

220 Your hst name is sig-3-43-153-77. mts ibm.com

220

220 Canneetion il nat timeout.

AUTH 551

234 Security envvitonment sstabiished - ready for negatiation

550 Session Started

Hast type (1): Automatic detect

USER user!

331 Send password please

PASS [hidden)

230

230-* USER - welcome to the FTP server on MS (S8 top.raleigh ibm com
230 Login time and date is Tue Feb 3 14:3415 2004

230-* The cunent working diectory is Awuser!

230

230 USERT is logged on. Working diectoy is “/uduser”

SYST

215 UNIX s the operating system of this server. FTP Server is tunning on 2/05
Hast type (2): UNIX [stardard)
FESZ 0

200 Protection buifer size accepted
ROT P

200 Data connection protection set ta private
Sending "FEAT" command ta determine what features this server supports.
FEAT

211- Extensions suppotted
SIZE

MDTM
REST STREAM

Finished interpreting *"FEAT" responss
S ending the FEAT cammand is optianal. You can disable it in the site optians of the prafile.

FwD
257 “ufuser is the HFS working diectory:
TYPE &

200 Representation type is Asci NarPint
RASY

237 Enteting Passive Mode (9,42,103,11.4,108)
connecting dats channs to 9

© Copyright International Business Machines Corporation 2005. All rights reserved.

In the lower pane,
you can see the
AUTH SSL
command being
sent to the server
and the positive 234
reply message.
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FTP server activity log example S A

ita

EZYFS501 | D=FTPSEC100001 CONN starts Client |Paddr=::ffff:9.49.159.77 hostnane=si g-9-49-159-77.nts.i bm com

EZYFS541 | D=FTPSEC100001 SECURE OK Mechani sn¥TLS- P

EZYFS561 | D=FTPSEC100001 ACCESS OK USERI D=USER1

EZYFS671 | D=FTPSEC100001 ALLOC K Use HFS fil enane=/u/userl/testftp/filed2.txt
EZYFS771 | D=FTPSEC100001 DEALL OK Rel ease HFS fil enane=/u/userl/testftp/filed2.txt

EZYFS82| | D=FTPSEC100001 TRANS HFS filename=/u/userl/testftp/filed2.txt
EZYFS84| | D=FTPSEC100001 TRANS Stru=F Mbde=S Type=A CQut put =15 bytes
EZYFS80I | D=FTPSEC100001 TRANS Repl y=250 Transfer conpleted successfully.
EZYFS521 | D=FTPSEC100001 CONN  ends I nput =0 bytes CQutput=1911 bytes

The activity log will include a SECURE entry that indicates the session is secured using TLS.

© Copyright International Business Machines Corporation 2005. All rights reserved.

CA and RACF Key database scenario

CA Sample Scenario Based on
use of RACF keyrings managed
by RACDCERT - server certificate
only

Copyright International Business Machines Corporation 2005. All rights reserved.
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Task outline .

> Create selfsigned CA certificate and keys in RACF (‘ABC CA") as a CERTAUTH
certificate

>Create a server certificate (ABC TCPSERV') and keys signed with '"ABC CA'
> Create a keyring (TCPRING") for the server started task user ID (TCPCS)

> Connect the CA certificate to that keyring as a CERTAUTH certificate

> Connect the server certificate to keyring as the default certificate in that ring
> Export the CA certificate to a base64-encoded text file

> Download the CA certificate to the client workstation

>Import the CA certificate into the PCOM key database as a certificate authority and do
the same into the WS FTP pro key database

>Change the TN3270 and FTP server configuration to point to the SAF keyring

> Test secure connections from PCOMM and WS FTP Pro

© Copyright International Business Machines Corporation 2005. All rights reserved.

RACDCERT CA and server certificates JTER
Scenario overview snaRE
ABCCA . ABC TCPSERV . 1. Create the CA certificate (ABC CA)

CA Certificate =® Server Certificate % as a selfsigned certificate
EARIEBLEY Server Private key 2. Create the server certificate (ABC

TCPSERV) signed by the CA
CA Public key Server Public key certificate

3. Export and transfer the CA

RACF certificate to the workstation
Chtiese 4. Install the CA certificate as trusted
root (aka signer) certificate into the

workstation product key databases
RACDCERT 5. Establish a connection to the server
6. During the SSL/TLS handshake the
Export ABC | e server certificate is sent to the
CA certificate Z client.

7. The client looks into its key
database to see if it knows the
certificate, or if it knows the signing

Signed certificate
?y? > In this case it will find the certificate
CA Certificate H that signed the server certificate

Transfer ABC i saickey  TCP connection setup and
CA certificate . f A SSL/TLS handshake

8 . and it can verify the authenticity of

PCOMM Y WS_FTP Pro the server certificate
- CA Certificate - CA Certificate
key key | &2
database database| "3
CA Public key CA Public key

Import ABC CA certificate

CA Public key

© Copyright International Business Machines Corporation 2005. All rights reserved.
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RACF hints and tips

> The server started task user ID (TCPCS) must have READ access to
» IRR.DIGTCERT.LIST
» IRR.DIGTCERT.LISTRING

> Individual users who execute the z/OS FTP client and transmit user certificates must
also have READ access to the above two profiles.

> Diagnosing system SSL problems can be done by passing an environment variable to
the server:

» GSK_TRACE_FILE=/dir/rawtracefile

>The system SSL trace file can be formatted with
» gsktrace /dir/rawtracefile > /dir/formattedtracefile

> All certificate-related tasks can be performed using the RACF command interface
(RACDCERT) or using the RACF ISPF interface.

>With FTP APAR PQ80574, users who log on to the FTP server when the server uses a
private key managed by ICSF, no longer need access to SAF resource CSFSERV

| refer to RACF throughout this section. Where similar functions are supported
by other security products, such products can be used instead of RACF.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Create certificates and key rings in RACF

// ALFREDCI JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOT| FY=USER1
/1*
/11 EFPROC EXEC PGVEI KJEFTO1, REG ON=4M DYNAMNBR=10
// SYSTSPRT DD SYSOUT=* BATCH TSO SESSI ON LOG
//SYSTSIN DD * )
RACDCERT CERTAUTH GENCERT + — Create our selfsigned CA
SUBJECTSDN( CN(' ABC CA') + 4// certificate by which all our other
O)'CS Z/Cs CA') + certificates will be signed.
Q'1BM) +
qrus)) +
NOTBEFORE( DATE( 2004- 01- 01)) +
NOTAFTER( DATE( 2010- 12-31)) +
W THLABEL (' ABC CA')
RACDCERT | D( TCPCS) GENCERT + — Create our server certificate and
SUBJECTSDN( CN(' ABC TCPSERV' ) + 4/ sign it with our CA certificate.
OY(' CS 7/ OS TCPSERV' ) +
Q'1BM) +
qrus)) +
NOTBEFORE( DATE( 2004- 01-01) ) +
NOTAFTER( DATE( 2010- 12- 31)) +
W THLABEL (' ABC TCPSERV' ) +
S| GNW TH( CERTAUTH LABEL(' ABC CA'))
RACDCERT CERTAUTH EXPORT(LABEL(' ABC CA')) DSN(' USERL. ABCCA. B64')
RACDCERT | D( TCPCS) ADDRI NG( TCPRING) = Create our server keyring
RACDCERT | D( TCPCS) CONNECT( CERTAUTH LABEL(' ABC CA') +

Export our CA certificate so we
can download and install as
trusted root in PCOMM's and
WS_FTP Pro's key databases

‘\
RI NG TCPRI NG — Connect both our CA and our
RACDCERT | D( TCPCS) CONNECT( LABEL(' ABC TCPSERV' ) + / server certificate to that keyring
RI NG TCPRI NG) DEFAULT) and set the server certificate as
RACDCERT | D{ TCPCS) LI STRI NG TCPRI NG) the default key and certificate in
| * that ring.

© Copyright International Business Machines Corporation 2005. All rights reserved.
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Import RACF CA (signer) certificate into PCOMM's key : %

database

SHARE

[l IBM Key Management - [C:\Documents and Settings\Alfred Christensen\Application Data\lBM...

KeyDatabase File Create View Help

L} You can use the

mEEEIRIS

same certificate
wizard we used for

the selfsigned

Hey

certificate, or you

DB-Type:  CMS key database file
File Name:  [C:D and 0 Chr D onal Car ammClizntikeyDb. kib ‘jcan choose to use
Token Label: | the PCOMM key
Key content management
signer Certiicates [ . Compoélentth(both
ormation for [AB A are unader the
ABC CA Delet L
mvs098_sell_signed ABC CA | # PCOMM Utilities
Thawte Personal Premiurm CA || option In start
Thawte Persanal Freemail CA ‘M pIPOgI‘amS)
Thawle Personal Basic CA Key Size: 1024 .
Thawte Premium Server CA Certificate Property: ‘%
Thawde Serer CA Version X509 V3
RSA Secure Server Certification Authority Serial Number: 0 You open your
‘VeriSign Class 1 CA Individual Subscriber-Persona Mo Issued to:
Verisign Class 1 Public Primary Certification Authority cn=ABC CA PCOMM
‘erisign Class 2 Public Primary Certification Authority ou=C8 Z/08 keydatabase
Verisign Glass 3 PuBlic Primary Cerification ALthory o =1BM
(remember the
" ey password!), choose
pusss zios to work with signer
[Fme T | certificates, push
Validity: Valid from February 3, 2004 to 31,2010
Fingerprint (MDS Digesty: Add, select the
D8:5B:06:44:58:B6:C0:DA:AE:64:F1:E3:7B:2C:81:8D downloaded CA
Signature Algorithm: SHA1withRSA(1.2.840.113549.1.1.5) Certiﬁcate from
RACF, and install
that as a trusted
Jv| Set the certificate as a trusted root root.
oK

© Copyright International Business Machines Corporation 2005. All rights reserved.

Change the TN3270 server to point to the RACF keyring %

T -

SHARE

The only change to
our TN3270 server

a RACF (SAF)
keyring instead of a
gskkyman key
database file name.

/.
; Set TN3270(E) server secure port 2024 options
Tel net Par s
SecurePort 2024 ; Port 2024
Conntype secure ; All connections nust be secure
Clientauth none ; No client authentication Nz €
Keyring SAF TCPRI NG . RACF key ring «—— | definition is to point to
CodePage | SO8859-1 | BM 1047 ; Linenmode ASCI|, EBCDIC code pages
I nactive 0 ; Let connections stay around
Prtlnactive 0 ; Let connections stay around
Ti meMark 600
Debug detail console ; Just for testing purposes
Scanl nterval 120
SMFinit Typell9 ; SMF119 records
SMFt er m Typell9 ; SMF119 records
EndTel net Par ms
o

© Copyright International Business Machi
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Test TN3270 server

=1 Session C - [32 x 80]

The time is 4:83 P.HM.

BROWSE
OBROWSE
EDIT
OEDIT
UTILITIES
COMMAND
SMP/E
DB2

ISHF

0OE Shell
RACF

ISPF SCROLLABLE PRIMARY OPT
SCROLL =

on February 3, 2004 (04.034)

Display source data or output listing
OpenMV¥S Browse Files (0BROWSE)

Create or change source data

OpenMVS Edit Files (OEDIT)

Perform utility functions

Enter TSO command or CLIST

SHMP/E Dialogs

Perform DATABASE 2 Interactive Functions
Interactive Storage Management Facility
OpenM¥S ISPF Shell

Resource Access Control Facility

We are no longer using
a selfsigned server
certificate now.

The server certificate
(subject) is now
different from the

SDSF
SANDBOX
SANDBOX2
Supp Tools
IPCS

ICSF
SLD/MVSS
ISPF PARMS
FOREGROUND
BATCH
DIALOG TEST
APPC
CHANGES
DITTO -

Spool Display and Search Facility
PRIMARY menu for SANDBOX Support
SECONDARY menu for SANDBOX Support
Local Tools and Utilities { ASIS )
Interactive Problem Control System
Integrated Cryptogrz
M¥S Debugger

issuer. The issuer is
our CA certificate.

S;ssion Security Information

Invoke foreground 1¢
Submit job for lang
Perform dialog test:
APPC/MVYS Administra
Summary of changes

DATA INTERFILE TRAMNZ

Certificate lssuer ABC Ca
C52Z/08, IBM

Certificate Subject

Use UP and DOWN PF keys or

commands to s¢

Certificate Serial Number

[0z

Secuity Enciyption Level [SSL_RiSA_WITH_RC4_128_5HA

Help

© Copyright International Business Machines Corporation 2005. All rights reserved.

Add CA certificate to WS_FTP Pro's key database

_ogram Options |

o Same process as before:
Intemet Comnecton add the CA certificate to
=/ Display Issued To Jssied By Eupires WS ETP Pro'
; ro's trusted
E“’”“’a' " EiBM, 05 2/05 Ca BM.CSZMOSTA  Jan 1 —
H Tlaﬂ;;;“a” a E1IBM, 2405 CF development  1BM, 2/08 CS develo..  Mar 3 authorities.
Etersions
ASCH Fileranes
=550
Clert Centiicates
Trusted Authritiss
55H
Longing
Firewall
Aotive Ecit
Browse Integration
< >
‘ Import ‘ _
Cer ate
oK | Eareel \ Help |
Certificate Information
Jssuer
Ouganiaatiorr B
Unit Cszms A
Common Mame: ABCCA
Countr: us
Subject
Organizatir M
Uit 575 04
Common Mame: ABCCA
Courny us

Time Walid: Jan 12004 05:00:00 GMT Through Jan 12011 04:59:59
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Modify the FTP server's configuration and test secure : E®

FTP transfers suamns

ita

KEYRING t cpri ng The only change

that is needed to our
; ) FTP server's

, aresource nane I n the securi ty FTPDATA iS to now
» product (e.g., RACF) point to a RACF

; It can be the name of an hfs
; file (name starts with /) or

keyring.
= |
=~ WS_FTP Pro M=E3]  Please note you
File Ed:{ Yiew Sites ;pnnns Tonls  Help don't SpeCIfy the
58 E -
I S keyword SAF (as
Addiess |ftp-authssl:/fmvsl - v || UsedD [userl Password [+ Port  [2021 = Go, you did for the
‘ |E3 4D ocuments and Settingstalied ChistensertMy Documentst ™ | 3 e ~la TN3270 server).
| Size | Type | Modiied Hame | Sice| Type | Modiied A H
1KB Sec.. 2/3/20043 alhed Folder  11/4/2000° You just en_ter the
=) mws138, sel_signed.cit 2KE Sec.. 2/3/20041 Clawm Folder  4/21/2003° RACF keyrlng
e Folder  3/27/2001
Cleatt Folder  1422/2003 name.
leitigioup Folder  B/1/20031:
| firesslistuff Folder  2/20/2000°
_Itprat Folder  7/24/2003"
Clitptest Folder  8/6/2002 12
= | | itwcen Folder  2/3/20031:
| = Folder  7/10/2001
_IHap Folder  2/2/2004 7:
| e Folder  9/21/1999°
_Imaueue Folder  8/20/1939°
Cmt Folder  4/13/2000°
_Imyweb Folder  1/30/2003
Inelsiat_vk Folder  1/30/2000°
_lnotes Folder  5/3/2002 1:
INov2001_cart Folder  11/12/2001
_Joct2001_certs Folder  11/5/2001 -
1s55Leelimdn Folder  2/3/20041°
_lserver_root Folder 346/2003° %
< I > < | >
2 chiectls] 2KB (EB 177 obiectls] 1,608 KB
Disconnect | ricel | Help I Dptions. | About Exit
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Extend CA scenario with client
certificate
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Task outline i ool

> Create a personal certificate and keys for USER1 in RACF

>Create a keyring owned by USERL1 - the 'USER1RING' keyring

>Connect the CA certificate (ABC CA') to USER1RING

>Connect USER1's personal certificate to USERLRING as the default certificate

>| use two different methods for providing PCOMM and WS_FTP Pro with client certificates - both methods can be
used with any of the two products (just illustrating both):

>PCOMM:
e Use PCOMM's key management utilities to generate a new key pair (private and public) and a certificate request file
e Upload the certificate request file z/OS
e Use RACDCERT to generate a certificate based on the request, sign it with our CA certificate, and add it to USERL1's keyring
e Export the certificate, download to the workstation, and receive it into PCOMM's key database associated with the keypair that
was generated earlier

>WS_FTP Pro
e Export USER1's personal certificate from and private key from RACF into a password protected PKCS#12 data set in DER
format
e Download PKCS#12 data set in binary to the workstation
e Import USER1's personal certificate and private key as a client certificate into WS FTP Pro's key databases
>Configure the FTP server and the TN3270 server to require client authentication

> Configure PCOMM and WS FTP Pro to send client certificates

© Copyright International Business Machines Corporation 2005. All rights reserved.

Adding client certificates TER
Scenario overview SEane

USER1 CERT USER1 PCOMM CERT

ABC CA ABC TCPSERV

CA Certificate Server Certificate User1 PCOMM Certificate

Userl Certificate

CA Private key Server Private key User1 Private key
»
CA Public key Server Public key L User1 Public key L UserI PCOMM Public key

RACF
database

RACDCERT

|

Cert.Request @ @ Certificate @ Certificate and keys in PKCS#12 format
4

\ Userl PCOMM ﬂ@ E_

Certificate '
WS_FTP Pro
- ) cacenica

lUser1 Private key K
ey

database

(same pri-:\_/ate key!)

USER1 CERT
PCOMM PCOMM

Privatekey () cacerificate
key
Userl PCOMM AR
Public key CA PUblic key
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Userl Certificate|

User;Pubhc key,

S3925 Secure_Comm_Scenarios.PRZ - 12/05/05 - 9:18 AM - Page 45-46



Create personal certificate and keys for USER1

T

ita

—
SHARE

/I ALFREDCI JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOTI FY=USER1

I1*

/11 EFPROC EXEC PGMEI KJIEFTO1, REG ON=4M DYNAMNBR=10

// SYSTSPRT DD SYSOUT=* BATCH TSO SESSI ON LOG
//SYSTSIN DD *

RACDCERT | D( USER1) GENCERT +

oy'Cs zZics) +
o' IBM) +

q'us)) +

NOTBEFORE( DATE( 2004- 01- 01)) +
NOTAFTER( DATE( 2010- 12- 31)) +
W THLABEL (' USERL CERT') +

RACDCERT | D( USER1) CONNECT( CERTAUTH LABEL(' ABC CA') +
R NG( USERLRI NG)

RACDCERT | D( USER1) CONNECT(LABEL(' USERL CERT') +
RI NG( USERLRI NG) DEFAULT)

RACDCERT | D( USER1) LI STRI NG( USERLRI NG)

/ *

SI GNW TH( CERTAUTH LABEL (' ABC EM)/
RACDCERT | D( USER1) ADDRI NG( USERIRI NG)

Digital ring information for user USERL:

Ri ng:

>USERLRI NG<
Certificate Label Nane Cert Onner USAGE DEFAULT
ABC CA CERTAUTH CERTAUTH NO
USER1 CERT | D( USERL1) PERSONAL YES
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: . 4/’— Create personal certificate
SUBJECTSDN( CN(* USERL CERT") + and keys for user USER1

| Create keyring for USER1

|____Connect both our CA

<— 1 —certificate and USER1's

personal certificate to the
keyring and set USER1's
personal certificate as the
default.

Export personal certificate and keys to
password-protected data set (PKCS#12 format)

T

ita

—
SHARE

/1 ALFREDCI JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOT| FY=USERL
I1*
/11 EFPROC EXEC PGMWEI KJEFTO1, REG ON=4M DYNAMNBR=10
/1 SYSTSPRT DD SYSOUT=* BATCH TSO SESSI ON LOG
/1 SYSTSIN DD *
RACDCERT EXPORT (LABEL(' USERL CERT')) +
DSN(' USER1. CERT. DER. P12') +
FORMAT( PKCS12DER) +
PASSWORD( ' XXXXXX' )

> A PKCS#12 file does not just hold the certificate - it also holds the matching private key. That's why the file

itself needs password protection.

> A DER encoded file is a binary file and must be downloaded to the workstation in binary form.

> The certificate and keys could also be exported into a Base64 encoded format (that must be downloaded as
a text file), but | had problems getting WS_FTP Pro to import such a file. The DER encoded file worked fine

with both PCOM and WS_FTP Pro.

>The password is case sensitive - make sure you enter it in upper-case when you are prompted for the

password at the workstation.
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Import personal certificate and key into
WS_FTP Pro

Program Options

General
Internet Conmection
=I- Display = client Lreate.
;Dnlbav " EE1WS_FTP Pra Default Cetificate
ommand Bar
Import...
= Transters S
Evtensions
ASCI Filenames I:l
550

Client Certficates
Trusted Authorties

S5H

Logaing

Firewal

Active Edit

Browser Integration

Enter the certificate pass phrase

Enter the pass phiase o unlack this cericate,

Open

My Documents

My Computer

Look i [I53 551 _cerlficates

cf B~

[Eabccacrt
! EAped.F12
My Fiecent | ER{RERYCNEY
Documents

u Emvs0o8_self_signed.crt
@ FAusert.cartplz

Desktap

o3

®

‘g File pame; [oERP12 ~] Open
My Network  Files of type: | Certficates [cn. pem.der. p7b. pe p12) v | Cancel
Places

I™ Dpen as iead-only

Certificate File:

[E:\Dacuments and Setingssalfied ChiistenseriMy Documents'

Pass Phrase:

< Back Mext >

Cancel ‘ Help |

1.WS_FTP Pro - program options -
Client certificates - import

2. Point to your downloaded PKCS#12
file

3. Type in the password (remember:
upper-case)
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Import personal certificate and key into
WS_FTP Pro

Enter the name you would lie to uss to identiy this cerifiate by
after tis imported into the WS_FTP Pio cetificate store.

Certificate: File:

[E\Documents and Settingshalfied Christensentiy Documentshs

Certficate Name:
|usER1 CERT

Click the: Finish button below if the following information is conmect:

Import Information

Irngort Hame: USERT CERT
Certficate Fler  C\Documents and Seftings'led Chistensenthy.
Fiivate Kep Fle:  C\Documents and Setfings'led Chiistersery.

Cerlificate Information

Subiect US. IBM, CS Z/05, USERT CERT
Issuer: US, IBM, C5 Z/05 CA, ABC CA
Time:alid (GMT): ~ Jan_1 2004 05:00:00 GMT Through Jan 12011 04:53:53

Thumbprint (md5}:
Thumbpint (shat :

0338E980 SERCEORF 55403478 8796DC20
17084428 B4BCABSE 01DETFCE AFDGCOES FOSSEEDS

<Back Cancel ‘ Help

Program

General
Internet Conmection
= Display
Toolbar
Command Bar
= Transters

=] client LCreate.
= USERT CERT

[E1w/S_FTP Pro Default Certificate

Extensions
A5CI Filenames

-850
Client Certificates

Trusted Authorlies
55H
Legaing

Firewal
Active Edit
Browser Integration

oK. Cancel Help

4. Assign a label for it in WS_FTP Pro's key
database

5. Verify it is the correct thing
6. And you're done
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. . . . _: —
Configure WS FTP Pro for client authentication B
Site Options - mvs098-2021-secure E|
— 1. For the FTP server
Sterup connection in
~ Rranes B o e e ot vt o question, select the
S5E Cient eerificate: [IE 3 SSL tab and select
- the client certificate
: you want to use (the
[~ Useunenciypt/S_FTF Fro Default Cerlificate .
one we installed
I Use unencrypted data channel earli er)
0K Cancel Help
© Copyright International Business Machines Corporation 2005. All rights reserved.
. . . . . :
FTP server configuration for client authentication B

EXTENSI ONS AUTH_TLS ; Enable TLS authentication ; Name of a ciphersuite that can be passed to the partner during
; Default is disabled. ; the TLS handshake. None, some, or all of the followi ng may be
SECURE_FTP REQUI RED ; Aut hentication indicator ; specified. The nunber to the far right is the cipherspec id
; ALLONED (D) ; that corresponds to the ciphersuite' s nane.
; REQUI RED ; O PHERSUI TE SSL_NULL_MD5 ; 01
SECURE_LOG N VERI FY_USER ; Authorization level indicator ; Cl PHERSUI TE SSL_NULL_SHA ;02
; NO_CLI ENT_AUTH (D) Cl PHERSUI TE SSL_RCA_MD5_EX ; 03
; REQUI RED Cl PHERSUI TE SSL_RC4_MD5 ; 04
i VERI FY_USER Cl PHERSUI TE SSL_RCA_SHA FOC]
SECURE_CTRLCONN PRI VATE ; Mnimumlevel of security for Cl PHERSUI TE SSL_RC2_MD5_EX ; 06
; the control connection Cl PHERSU TE SSL_DES_SHA ; 09
i CLEAR (D Cl PHERSUI TE SSL_3DES_SHA ; O0A
;. SAFE KEYRI NG TCPRI NG
i PRIVATE ; It can be the name of an hfs
SECURE_DATACONN PRI VATE ; Mnimumlevel of security for ; file (nane starts with /) or
; the data connection ; aresource nane in the security
; NEVER ; product (e.g., RACF)
; CLEAR (D TLSTI MEQUT 100 ; Maximumtine linmt between full
. SAFE ; TLS handshakes to protect data
. PRI VATE ; connections
SECURE_PBSZ 16384 ; Kerberos maxi num size of the
; encoded data bl ocks
; Default value is 16384
; Valid range is 512 through 32768

1. The only thing we need to change in the FTP server's
FTP.DATA is the SECURE_LOGIN option to REQUIRED
or VERIFY_USER
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Testing WS FTP Pro with client authentication

= WS_FTP Pro =S
File Edit Wiew Sites Options
BB & Es -
Addiess [ftp-authsst/mvsC v || UseiD [usert Password | Pot [2021 = ar Gol
I:I\enls and Settings Allred Chistenseri\My Documents\ABC_Work\SSL_certficates ¥ | 3 fususen
| Size | Type | Modified ] Name | Size | Type  ~
1KB Sec.. 2/3/2004 551 PM __alfied Folder
4KB Pers.. 2/3/2004517PM Clamm Folder
IKB Pers.. 2/3/2004 7.27 PM des Folder
s mvs098_self_signed.cit 2KB Sec.. 2/3/2004 1157 .. et Folder
R user! cert pl2 4KB Pers.. 2/3/20045:12FM _ciligroup Folder
Cfirewallstuft Folder
_litpnat Folder
I ftpest Folder
Cfweert Folder
Llgen Folder
“idap Falder
Cimd Folder
Cimaueve Folder
Cime Folder
LI myweb Folder
_Inetstat_vd Folder
Cnates Folder
I Nov2001_cert Folder
_J 0ct200T_certs Folder
555 Lselimdi Folder
T server_raat Folder
5 | &
5 obiect/s] ke ] %j?? abiect(s] 108 KE |
[ Disgonnect | nce | Help | Dptiars... | About | Exit |

WS FTP Pro doesn't have any displays that show which certificates are in use. The only way I've found to verify that client certiificate
was requested by the server is by enabling FTP server debug mode and searching for the following debug lines in SyslogD:

FR1799 ftpAuth: entered

FR1842 ftpAuth: environnent_open()

FR1932 ftpAuth: connect as a server requesting client certificate

FR1975 ftpAuth: environment_init()

FR1984 ftpAuth: environnment initialization conplete

© Copyright International Business Machines Corporation 2005. All rights reserved.

Configure z/OS FTP client FTP.DATA for client
authentication

SECURE_MECHANI SM  TLS ; Nane of the security mechanism ; O PHERSUI TE SSL_NULL_MDS ; 01
; that the client uses when it ; I PHERSUI TE SSL_NULL_SHA ; 02
; sends an AUTH command to the Cl PHERSUI TE SSL_RC4_MD5_EX ; 03
i server. Cl PHERSUI TE SSL_RC4_MD5 ; 04
; GSSAPI = Kerberos support Cl PHERSUI TE SSL_RCA_SHA ; 05
i TLS = TLS Cl PHERSUI TE SSL_RC2_MD5_EX 06
SECURE_FTP REQUI RED ; Authentication indicator Cl PHERSUI TE SSL_DES_SHA 09
; ALLONED (D Cl PHERSUI TE SSL_3DES_SHA 0A
; REQUI RED KEYRI NG USERLRI NG ; Nanme of the keyring for TLS
SECURE_CTRLCONN PRI VATE ; Mninumlevel of security for ; It can be the nanme of an hfs
; the control connection ; file (name starts with /) or
; CLEAR (D ; aresource nane in the security
; SAFE ; product (e.g., RACF)
; PRI VATE TLSTI MEQUT 100 ; Maximumtine limt between ful |
SECURE_DATACONN PRI VATE ; Mninumlevel of security for ; TLS handshakes to protect data
; the data connection ; connections
7 NEVER ; Default value is 100 seconds.
. CLEAR (D ; Valid range is 0 through 86400
;. SAFE
. PRIVATE
; SECURE_PBSZ 16384 . Kerberos maxi num size of the
; encoded data bl ocks
; Default value is 16384
; Valid range is 512 through 32768

>The client FTP user's FTP.DATA must be configured to point to that user's keyring - the keyring in which that
user's personal certificate is defined as the default certificate.

> Also in that keyring is the certificate issuer's root certificate:

Ri ng:

>USERLRI NG<
Certificate Label Nane Cert Oaner USAGE DEFAULT
ABC CA CERTAUTH CERTAUTH NO
USERL CERT | D( USERL) PERSONAL YES
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Sample batch FTP client job for a secure session

T

ita

~
SHARE

/1 ALFREDA JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOTI FY=USER1

/1= USER=USER2, PASSWORD=TCPSUP
/1=

/1* test of client authentication

11+

/1 FTP  EXEC PGVEFTP, PARME' -a TLS — |
/1 SYSTCPD DD DSN=USERL. TCPCS. TCPPARMS( TCPDATA) , DI SP=SHR
/1 SYSFTPD DD DSN=USERL. TCPCS. TCPPARMS( FTPUSERL) , DI SP=SHR
/1 SYSPRINT DD SYSOUT=*

/11 NPUT DD *

; Test of client authentication

nvs098. tcp. ral ei gh.i bm com 2021 (exit

userl XxXXXXX
cd "userl.alfred.cntl"’
dir
qui t
/1 QUTPUT

DD SYSQUT=*
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Start option -a TLS' instructs
the FTP client to try and
establish a TLS connection
with the FTP server.

By encoding the password on
the same line as the userlID,
we prepare for a z/0OS V1R5
enhancement where the server
may be configured to not
require a password when client
certificates are used. If the
password was on its own line
in the INPUT file, it would be
interpreted by the FTP client as
a command (unknown) and
generate an error.

Batch FTP client log from secure session

T

~
SHARE

ita

EZA17361 FTP -a TLS

EZA14501 | BM FTP CS V1R4

EZA14661 FTP: using TCPCS

EZA14561 Connect to ?

EZA17361 nvs098.tcp.ral ei gh.ibmcom 2021 (exit

220-*

220-* Welcome to the FTP server on MVS098.tcp.ral eigh.ibmcom
220-* This systemis used by Alfred for testing purposes.
220-* Any issues should be reported to al fredch@s.ibmcom
220-* Your host nane is nvs098cs6.tcp.raleigh.ibmcom

220-*

220 Connection will not timeout.

EZA17011 >>> AUTH TLS

234 Security environnent established - ready for negotiation
EZA2895! Aut henti cation negotiation succeeded

EZA17011 >>> PBSZ 0O

200 Protection buffer size accepted

EZA17011 >>> PROT P

200 Data connection protection set to private

EZA29061 Data connection protection is private

EZA14591 NAME (nvs098.tcp.ral eigh.i bm com USER1):

EZA17011 >>> USER user1l

331 Send password pl ease.

EZA17011 >>> PASS

230-*

230-* USERL - wel come to the FTP server on MVS098.tcp.ral eigh.ibmcom
230-* Login tinme and date is Tue Feb 3 20:17:49 2004

230-* The current working directory is /u/userl

230-*

230 USERL is logged on. Wrking directory is "/u/userl".
EZA14601 Command:

EZA15541 Connecting to: nvs098.tcp.raleigh.ibmcom9.42.103.11 port: 2021.
220- FTPSEC1 | BM FTP CS V1R4 at MvS098.tcp.ral eigh.ibmcom 20:17:45 on 2004-02- 03.

Output log from
batch FTP client
shows the security
setup commands
and responses that
flow between the
client and the
server
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Login to z/OS V1R5 FTP server without a password

T

~
SHARE

ita

Verify User is required.

111 NPUT DD *

; Test of client authentication

nvs098. tcp. ral ei gh. i bm com 2021 (exit
user1
cd "userl.alfred.cntl"
dir

quit

11 QUTPUT

DD sysouT=*

\
No password in batch FTP input stream -
only the user ID.

No prompt for a password from the server.—

SECURE_LOG N VERI FY_USER ; Authorization |evel indicator
B - . New SECURE_PASSWORD
; NO_CLI ENT_AUTH ( D) . - —. .
© REQUI RED option instructs if a password is
. VERI FY_USER required o.rlnot'.
SECURE_PASSWORD ~ CPTI ONAL © W clientuath is PWrequired? If user verification based on
- OPTI ONAL certificate doesn't succeed, user
. REQUI RED (D) will be prompted for a password.
/1 ALFREDA JOB 1, ALFRED, CLASS=A, MBGCLASS=X, NOTI FY=USERL 220- FTPSECL | BM FTP CS VIRS at MvS098.tcp.ral ei gh.i bmcom 11:35:39 on 2004-02- 04.
= 220-*
I1* test of client authentication 220-* W%l come to the FTP server on MS098.tcp.ralei gh.i bmcom
1= 220-* This systemis used by Alfred for testing purposes.
11 FTP EXEC PGWFTP, PARM=' -a TLS' 220-* Any issues should be reported to al fredch@s.ibm com
/1SYSTCPD DD DSN=USERL. TCPCS. TCPPARVS( TCPDATA) , DI SP=SHR 220-* Your host nane is nvs098cs6. tcp. ral ei gh. i bm com
/1 SYSFTPD DD DSN=USERL. TCPCS. TCPPARMS( FTPUSER1) , DI SP=SHR 220-*
/1 SYSPRINT DD SYSOUT=* 220 Connection will not timeout.

EZA17011 >>> AUTH TLS

234 Security environnent established - ready for negotiation
EZA28951 Aut hentication negotiation succeeded

EZA17011 >>> PBSZ 0

200 Protection buffer size accepted

EZA17011 >>> PROT P

200 Data connection protection set to private

EZA29061 Data connection protection is private

EZA14591 NAME (nvs098.tcp.ral ei gh. i bm com USER1) :

EZA17011 >>> USER userl

230-*

230-* USERL - wel cone to the FTP server on MVS098.tcp.raleigh.ibmcom
230-* Login tine and date is Wed Feb 4 11:35:41 2004

230-* The current working directory is /u/userl

230-*

230-User USERL is an authorized user

230 USERL is | ogged on.
EZA1460! Conmand:
EZA17361 cd 'userl.alfred.cntl’

Working directory is "/u/userl".
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Generate local keys in PCOMM's key database and
request for a certificate

T -

5
H
SHARE

i IBM Key Management - [C:\Documents and Settings\Alfred Christensen\Application DatallBM... \:"E\E\

> Private/public

KeyDatabase File Create View Help keys are
Cial® 8l Soredm
PCOMM's key

{#] Create New Key and Certificate Request

DE-Tyne:  |[CMS key database file database (the
File Hame: [CADocuments and GetingsWired G DatallBMiPersonal Communicalions\PGommClient<eyDb.kdb | private key never
Token Label: | leaves this
Hey content workstation).
Personal Certificate Requests = | | > A certificate
[ peete | request is

generated and
stored as text file

Please provide the following: on the
Key Label [PCOMM persanal certificate | workstation
sy [102s ~| (does not inlcude
Common Name: [Alfred PCOMM | the private key)
Organization (1Bt
[© unit Zos development Information &
Locality {optional) |Raleigh
. . Ne | Anew cerlificate request has been successfully created in the file:
@ CADocurments and Settingstalfred Christensenivy DocumentstABC WorklSSL_cedificatesicertren.arm

Zipcode {optional) You must send the file 10 a certification authority to request a cerificate.
Country or region us w

| jox] | | More Information...

Enter the name of afile in which to store the certificate request:

snts and Seftingsialfred Christensenidy DocurmentstABC_WorklSSL cedificatesicertran. armH Browse... |

[ on || meset |[ cancer |

A certificate request is used to request a l:ert'-lﬁcate froma cenﬁnate authori(CA).
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Transfer certificate request as an ASCll transferto an /&
MVS data set swane

WEFEENCIIE
=1 23 clear - [43 x 80]
> Transfer the

BROWSE USER1 .CERTREQ.ARM Line 00000000 Col 001 ©80 Certfeq.arm file to an

Command ===> Scroll ===> CSR
ok ok R KKK K K KK K KKK R SR K KRR R K KKK R R K KK TOR OF Data ok kR R ok KK R oK ok ok K ok ok ok o ok oK K Kok o K MVS data set as an
fffff BEGIN MEW CERTIFICATE REQUEST-----
MIIBrDCCARUCAQAWbDELMAKGALUEBhMCYYMxCzAJBgNYBAgTAKSDMRAWDOYDYQQHEwdSYWx LalWwdo ASC” transfer
MQWwuwCgYDYQQKEWNIQKOXGTAXBEgNYBASTEHOVbIMQZGY2ZWXve Gl LbnQxFTATBgNYBAMTDEFsZnJ 1l
ZCBQQOINTTCBnzANBgkghk i G9w0@BAQEFAAOB] QAWgYkCgYEAiI39gHTjGT6WFNLEE6RXZXx06h LN0O > MVS data set
okMfBUQIGXxOOQF+q54W=zpQpBOumlULIPa+iJil/30HHOgNGQsY6B5Th16iC2pmdA3Ft3ivVmYyZoF
CGEmQMKI511gSSK|_.|DE9|J|‘GPFFkawSOvSkZl1S?DKdXﬁUZZHSXVnS?SegSQP4pSBQHUCﬁwEﬁﬁaﬁH attrlbutes
MAOGCSGGS Ib3DQEBBAVARAGBAFGECGOCBFKibPtrihsLLBH7 TBAabQSUXUZB8S2W2F3qTGXLIZIW] .
IJUG3aGr JTBYNMIE+ tr WPqRGAuU3Gj ]ukaKF‘lgB] ViucKGAOFNe9DQmSZOXRZEHsFKKDRLO/ YbM+
0V|1?K2LwC4ux?4TMIqEHxNVcwltlk/quElh iWpEB1HZ » LRECL=84
***** CERTIFICATE REQUE
******x*****x*****x************x Bottom of Data %%% %% KKK KKK KKK KKK KKK K KK KR KK KK KK » RECFM=VB

o' CDnnected to remote server/host mvs098. tep.raleigh.ibm.com using lu/pool TCPABCEN and por
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Ask RACF to issue the new certificate and sign it with our :"E &
CA certificate ‘smane

WEFEENCIIE

// ALFREDCI JOB 1, ALFRED, CLASS=A, MSGCLASS=X, NOT| FY=USERL
fh
/11 EFPROC EXEC PGVEI KJEFTO1, REG ON=4M DYNAMNBR=10 -
// SYSTSPRT DD SYSOUT=* BATCH TSO SESSI ON LOG __L— Generate a certificate from
oo o et / the certificate request we
RACDCERT | D( USERL) GENCERT(' USERL. CERTREQ ARM ) + uploaded from PCOMM - and

NOTBEFORE( DATE( 2004- 01-01) ) + sign it with our CA certificate

NOTAFTER( DATE( 2010- 12-31)) +
W THLABEL(' USERL PCOWM CERT') +
S| GNW TH( CERTAUTH LABEL ("' ABC CA')) PR Connect the certificate to
RACDCERT | D{ USERL) CONNECT( LABEL(' USERL PCOWM CERT') + USER1's keyring
RI NG({ USERLRI NG)
RACDCERT | D{ USERL) LI STRI NG( USERLRI NG)
RACDCERT | D( USERL) EXPORT(LABEL(' USERL PCOWM CERT')) +

' w T 1 ' \
DSN(* USERL. P B64) [~ Export the certificate into a

base64 encoded file for
download to PCOMM

And download as an ASCII
file to your workstation.
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T

Receive newly issued certificate from RACF into PCOMM : 5 |
{& IBM Key Management - [C:\Documents and Settings\Alfred Christensen\Application Data\BM... [: 1. PCOMM key .
KeyDatabase File Create View Help management utility

— - work with
@@@@@@ personal
R certificates.
DVEVType:. |CMS key database file 2. Receive a
File Name: ‘C D and Ci ppl DatalBMPersonal CommunicationsiPCammClientkKeyDb kdb | e
_ certificate (that
Token Label: | .
was issued based
S ona previous
Personal Certificates . - | e certificate
"+ userl cen \ Delate request).
[ vowrs. | 3. Select the
downloaded
[ i | base64 encoded
Recreate Reguest... certificate file.

Receive Certificate from a File

Baseti4-encoded ASCIl data

Data tyne

Certificate file name: [~arm

[EiReceive Certificate from a File

ox || coneer |

Location: ‘ 1Documents and SettingsiAlfred ChristenseniMy Documents\ABC _WorkiSSL_certificates))

[ rvsnss_sei_sighad.crt

[ usert .certpiz

00K In: 1 SSL_certificates - @ @ @ -
| 864 P12 =
[ certren.arm
[ bER P12

[ usert pcom certhbd

Filename:  [userl.prom.certhfid Open
Files of ype: | Al Flles ) - ‘ cancel |
A personal certificate has its associated private key in the database, |i
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Configure PCOMM session for client authentication %

Telnet3270 X | Telnetazzo X
Host Defiition | Automatic Host Location | Advanced Secury Setup | Host Defiition | Autamatic Host Location  Advanced Secury Setup |
Key Database Password

Hast Name or Wor Bort

IF Addiess Fool Name Humber (v Use Password Stash [STH) File
Primary 2024

(" Prompt for Password Once
Backup 1 [ [ 23
Personal Client Cartifcate from Key databass
Backup 2 [ [ [22
¥ Send Personal Certficate to Server if Requested
Printer &ssaciation [onl valid for TH3Z70E Display sessions]
Assaciated Printer 5
ssclaled Hinter aession (~ Send Personal Certiicate Trusted by Server
I 5| Bromse
= ¥ Select or Prampt far Persanal Client Cetiicate
-
I™" Autoreconnect [~ Ciyptographic Support PKCS#11)
¥ Enable Securty
0K Cancel | \ Help | ok \ el \ Apply | Help

1. Choose TN3270 server port number, enable
security

2. Select advanced security setup, enable send
personal certificate, and select which one now

3. Enter your PCOMM key database password and
select the personal certificate to use

Password required to open the Key Database and relrievs the Personal Cettificats list

Fey Database Password

Select Personal Certificate Label Name:

Cancel
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|

Configure the TN3270 server for client authentication

SH“B_E
WEFEENCIIE
; Set TN3270(E) server secure port 2024 options
Tel net Par ns We need to

SecurePort 2024 ; Port 2024

) change
Conntype secure ; Al connections nust be secure Clientauth to
Clientauth SAFCert ; Ensure valid client cert SSLCert or
Keyring SAF TCPRI NG ; RACF key ring SAFCert
CodePage | SC8859-1 | BM 1047 ; Linenode ASCI|, EBCDI C code pages
I nactive 0O ; Let connections stay around

Prtlnactive O
Ti meMar k 600

; Let connections stay around

Debug detail console ; Just for testing purposes
Scanl nterval 120

SMFinit Typell9 ; SMF119 records

SMFterm Typell9 ; SMF119 records

EndTel net Par ns
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T

Configure PCOMM to use new personal certificate and f
test SHARE

s

1. Start your emulator

=1 2024 client auth - [24 x 80] 2. Xg{'sfé’ngi :rrt(iafiz:tgg the new

USSMSG10: Enter: LOGON APPLID() LOGMODE() DATA()
Port: 01203 Date: 04/02/04 LU: TCPABCBZ

IPADDR: 9.65.235.163 Time: 11:10:41 Sense:
USSABC - This is the TCPCS Stack on MYS098

lelcome to MYSO98 - Enter either full LOGON command or:
one of the following short commands:

TsS0ABC - TS0 as USER1
TS012-TS018 - TS0 as USER1Z to USER18

CICs - DBDCCICS on mvs098

Session Security Information

Cerlificate Issuer ABC LA
CS Z/05 Ch, IeM
us

Cetificate Subject Alfred PCOMM
zt0s development, [BM
5128 Connected to remote server/host mvs098.tep.raleigh. bm.com using lu/pool 1 Raleigh, NC. S
Certificate Serial Number ‘Ug
Client Certificate Sent ko Server ‘pmMM personal certificate
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Express Logon Scenario

Express Logon

Copyright International Business Machines Corporation 2005. All rights reserved.

Express Logon [1'
Task Outline suane

1. Configure a PCOM session for client authentication
2. Record or use a pre-recorded logon macro
3. Define RACF passticket resource for TSO

4. Configure the telnet server for express logon
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Configure for express logon

Adding express logon function to the telnet server is quite simple when client authentication
already is in place:

1. Add the EXPRESSLOGON option to your TelnetParms block for your secure telnet port

2. Activate the RACF Passticket class: 16 hexadecimal digits

of your choice!
SETROPTS CLASSACT( PTKTDATA)

SETROPTS RACLI ST( PTKTDATA)
RDEFI NE PTKTDATA TSOxxxX SSI GNON( KEYMASKED( XXXXXXXXXXXXXXXX) ) UACC( NONE)

SETROPTS RACLI ST( PTKTDATA) REFRESH

Both PCOMM and HOD support express logon. To configure the PCOMM client you need to
perform the following steps:

1. Create a new personal certificate or use your existing PCOMM personal certificate

2. Record a logon macro for the application in question - specifying an application ID that
matches the PTKTDATA profile name you created in RACF earlier

3. Play the macro!

© Copyright International Business Machines Corporation 2005. All rights reserved.

PCOMM logon macro recording

Record Macro/Script as 3] > To enable express logon, the administrator records a
Fi Hae D logon sequence to the application in question - in this
- Record Famat Cacel example, to TSO
" WBScript File

. T > We give the macro a name and select the Express
emresskgnTS0 | & Aciud Logon Feature.

" Naone
List Fles of Type

[MasorsemptFies P =] | © Fieed |
o  Evpres Logon for Macta > The userID and password entered during macro

¥ Enatle  papcalon D recording are not stored in the macro - pre-defined
TS03090 .
tokens are used in the macro. The macro can be
shared/used by different users.

The application ID we enter here must match the passticket
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PCOMM playing the logon macro

Session D - Express logon - [24 x 80]

Port: 01401 Dat 03/02/04 LU: TCPABC83
IPADD 9.49.159.77 Tim 20:57:13 Sense:
USSABC - This is the TCPCS Stack on MVYS093

Welcome to MVS098 - Enter either full LOGON command or:
one of the following short commands:

TSOABC - TS0 as USER1
TS012- - TS0 as USER12 to USER1S
Play Macro/Script

CICS - DBDCCICS on mvs098
Select Macra/Script

epress Iogon ta T50
oK Cancel \ Help \

Macra/Seipt
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>When the session
has been
established, the
user selects the
express logon
macro to play.

> The macro does
not include the
user's actual user
ID and password,
but placeholders
that are passed to
the TN3270
server.

First user panel after logon macro played

i

SHARE

W Cornmunication  Actions  Window  Help

2% 2| 3| @2
-- - ISPF SCROLLABLE PRIMARY OPTION MENU - - -
OPTION SCROLL
The time is 8:58 P.M. on February 3, 2004 {(04.034)

BROWSE Display source data or output listing
0OBROWSE OpenM¥S Browse Files (0OBROWSE)

EDIT Create or change source data

OEDIT OpenMV¥S Edit Files (OEDIT)

UTILITIES Perform utility functions

COMMAND Enter TS0 command or CLIST

SMP/E SMP/E Dialogs

DB2 Perform DATABASE 2 Interactive Functions
ISMF Interactive Storage Management Facility
0OE Shell OpenM¥S ISPF Shell

RACF Resource Access Control Facility

SDSF Spool Display and Search Facility

SANDBOX PRIMARY menu for SANDBOX Support
SANDBOX2 SECONDARY menu for SANDBOX Support

Supp Tools Local Tools and Utilities { ASIS )

IPCS Interactive Problem Control System

ICSF Integrated Cryptographic Service Facility
SLD/MVYSS MV¥S Debugger

ISPF PARMS Specify terminal and user parameters
FOREGROUND Invoke foreground language processors
BATCH Submit job for language processing

DIALOG TEST Perform dialog testing

APPC APPC/MVYS Administration Dialog

CHANGES Summary of changes for this release of ISPF/PDF
DITTO DATA INTERFILE TRANSFER,TESTING AND OPERATION

Use UP and DOWN PF keys or commands to scroll MENU
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For More Information....

URL

Content

http://www.ibm.com/servers/eserver/zseries

IBM eServer zSeries Mainframe
Servers

http:/iwww.ibm.com/servers/eserver/zseries/networking

Networking: IBM zSeries Servers

http://www.ibm.com/servers/eserver/zseries/networking/technology.html

IBM Enterprise Servers:
Networking Technologies

http://www.ibm.com/software/network/commserver

Communications Server product
overview

http://www.ibm.com/software/network/commserver/zos/

z/OS Communications Server

http://www.ibm.com/software/network/commserver/z_lin/

Communications Server for Linux
on zSeries

http:/iwww.ibm.com/software/network/ccl

Communication Controller for
Linux on zSeries

http://www.ibm.com/software/network/commserver/library

Communications Server products
- white papers, product
documentation, etc.

http://www.redbooks.ibm.com

ITSO redbooks

http://www.ibm.com/software/network/commserver/support

Communications Server technical
Support

http://www.ibm.com/support/techdocs/

Technical support documentation
(techdocs, flashes, presentations,
white papers, etc.)

http://www.rfc-editor.org/rfcsearch.html

Request For Comments (RFC)
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