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What Is security?

Security Is relevant in a variety of scenarios.
Two main areas are

» Physical security

e prevents access to hardware, rooms, buildings
e protects communication channels, wired and wireless

» Logical security

e protects communication when connected to untrusted networks
e defends applications in order to secure access to resources

Security policies are organisation definitions that focus
on security-related issues.



Seven-step guide to security

» Authentication/ldentification validates communication
» Access control prevents unauthorised use of resource
» Privacy ensures that information is not disclosed to
Inauthorised clients

» Integrity confirms the correctness of the information

» Accountabllity/non-repudiation ensures that all actions
nay be traced to the originator

» Administration are methods in which the security
olicies are implemented

» Monitoring ensures that the system has met its
security objectives



Security fundamentals

WebSphere supports three types of security service
e Authentication

e Authorisation

e Delegation



What is authentication?

Authentication is the process of establishing if a
client is valid in a given context.

The authentication process involves gathering
unigue information about the client.



Some types of authentication

knowledge-based

user name/password

digital certificates

key-based 0g o
hardware key authentication

symmetric cryptography mechanisms
asymmetric cryptography

voice password

biometric

retinal images
finger print scan



Some types of authentication

e User name and password pairs iIs most common
method of gathering client credentials

e Physical keys are objects that prove identity of
the holder

e Biometrics compare the physical characteristics
of a client against a stored representation

e Digital certificates are based on asymmetric

cryptography



User name and password

e Probably the simplest form of authentication

e Software support readily available

e Easily copied and distributed (by owner and
eavesdoppers alike)

e Sent In plain-text over network

e Policy required to enforce "secure" passwords



Digital signatures

e Created by applying private key to some information

e Only an owner of a private key may "sign" the
iInformation

e Signatory can be acknowledged by applying
appropriate public key (identity of person not
guaranteed)



Digital certificates

» Based on asymmetric cryptography (covered later)

» Issued by Certification Authorities who will vouch for
client's identity

» The certificate Is digitally signed by the CA and
Issued to the owner of the key pair

» The client may present this certificate during
authentication, thus automating this process

» Certificate can be safely sent over an unsecured
network, unlike user name and password



Symmetric cryptography

» Uses a shared key that is held by all recipients

» Often referred to as secret-key cryptography

» Information Is encrypted and decrypted with same key
» One-time pads are a good source of random data

» If the key Is compromised, then communication must
)e halted until a new key has been generated

» Key distribution Is, potentially, a big problem

» Faster than asymmetric cryptography

» Popular algorithms are DES, 3-DES...

Flain text Encryption  Cipher text Decryption  Plain text



Asymmetric cryptography

» Uses a key pair that contains a public key and a
Jrivate key

» Often referred to as public-key cryptography

» Information encrypted with the public key may only

e decrypted using the private key and

/ice versa

» Public key Is common knowledge; private key is know
only by owner of key pair

o If private key Is compromised, then the public key
nust be revoked Koy 1 Koy 2

Flaintext Encryption  Ciphertext Decryption  FPlaintext



Public-key crypto in action: SSL

scure Sockets Layer (SSL) uses a public-key algorithm
Web browsers to establish a secret key.
hy should SSL establish a secret key?

"Hello"
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1. Communication request from browse
2. Response from web server

3. Server sends public key Y

4. Browser generates session key KS
5. KS encrypted with Y and sent to senv
6. Both browser and server use sessior
key to communicate

This is not enough to authenticate the server.



Public-key crypto in action: SSL

Ne need a digital certificate to authenticate...

. Communication request from browser

. Response from web server

. Server sends certificate

)a. Browser authenticates certificate

. If certificate I1s authentic, browser generates session
ey KS

. KS encrypted with Y and sent to server

. Both browser and server use session

ey to communicate

ow can the web browser be sure of server's identity?



What is authorisation?

Authorisation Is the process of verifying that a client
has access to a requested resource.

Two basic forms of authorisation:
e Access control lists
e Capalbillity lists



Access Control lists

laps resources to roles and defines their access rights.

resources bank teller role manager role

getBalance method yes yes

setBalance method no yes




Capalbillity lists

laps roles to resources and defines their access rights.

roles getBalance method setBalance method
bank teller role yes no
manager role yes yes

'he same information but indexed differently.
mproves access depending on lookup criteria.
l'ypically, the Application Server will make use of
Access Control lists due to the nature of the requests.



Delegation

)elegation allows an intermediary to perform a task
tiated by a client under an identity according to the
elegation policy.

.an delegate as client id, system id or specified id.

lot defined in EJB 1.1 specification; WebSphere
rovides extensions for delegation.

-ully addressed, however, in EJB 2.0.

Veb resources cannot delegate tasks.

Server B
authorizes

—in = e client's
authenticates |—~
sl'equeﬁt the G“ent re.:lu.;gt I'EQLIESI Elr‘ld

: performs the
client operation




Hashing

Ised to protect information in an insecure environment.

lash algorithm takes an arbitrary-length input and
enerates a fixed-length output.

Igorithm Is such that output cannot be reverse-
ngineered.

opular algorithms are MD5 and SHAL.

.an be used to protect private data stored on a filesyste
nd to provide message digests.



WebSphere security model

The security components of the App Server are:
e Security server
e Security collaborators
e Web collaborator
e EJB collaborator
e Security policies
e Secure Association Service (SAS)
e Secure Sockets Layer (SSL)




WebSphere security model

WebsphBsappllcation SErer
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Security server

>ecurity server resides in the Admin Server and provide
\uthentication services for Web and EJB containers.

\uthentication may involve communication with an LDA|
,erver, the local OS registry or a local repository.



Security collaborators

security collaborators reside in each application server
iInd enforce the security constraints defined in the
leployment descriptors of Web and EJB components.

Veb collaborator authenticates and authorises request.

-JB collaborator authorises but does not authenticate -
elies on SAS to authenticate.



Security policies

acurity attributes are specified in deployment
3scriptors.

tributes are

Role and method permissions

Run-as mode or delegation policy
_ogin configuration and challenge type
Data protection settings

’EE uses the concept of security roles to encapsulate
e grouping of method permissions.

1e role and method permission mappings are

—_— aroups —_— Roles —_— Wethods

llser




Secure Association Service (SAS)

ecure Assoclation Service Is a service provided by the
RB.

JB's require SAS In order to authenticate clients.
lenty of detall in Info Center.

AS effectively intercepts requests on the [IOP client an
athers credentials.

hese credentials are attached to the request and sent t
e server.

AS Intercepts requests on the server and extracts
‘edentials, performs authentication and forwards to EJE
ontainer.



Global system security

Global security applies to all applications

Must be enabled for security services to be available
Define the type of registry to be used

Define SSL configuration

Admin can set a Security server user name and
pPassworc

Define administrative role
Accessible from Admin client




Securing the Admin Server

Ve can protect access to the Admin server by requestin
ser credentials before granting access.

Iser name and password are entered into the Security
.enter settings, accessible from the Admin client.

Authentication Mechanism: & | geal Gperating System

" Lightweight Third Party Authentication (LTPA)
Local Dperating System Settings
* Security Server D hASAD MmN

* Becurity Server Passwoard: fﬁrﬂ*ﬁ*

he user must exist in the selected registry.



Securing the Admin Server

The changes will take effect after the Admin server
has been restarted.

The administrator will be presented with a dialog box
when attempting to connect to the Admin server.

Login at the Target Server

Enter login infarmation for HURFPERDO —

Realm/Cell Mame |[-RFE

[BM W

User Password |

8154 ‘ Zancel ‘

Administrative

Console




Securing an application

Jseful reference for storage locations of application
2lements.

Application level:

Security information Storage location Tool
Define business roles (whole | application.xml Application Assembly Tool
application) (AAT)
Web resources WAR Deployment Descriptor | AAT
(DD) web.xml
EJB resources EJB DD ejb-jar.xml AAT




Securing an application

Web resource level:

Security information Storage location Tool
Define Web Component WAR DD web.xml AAT
Authentication

Define security constraints WAR DD web.xml AAT

and assign to roles

Optionally, define role
reference

WAR DD web.xml

AAT | Admin Client (AC)

Secure static resources
delivered by the Web server

N/A

N/A




Securing an application

EJB resource level:

Security information Storage location Tool
For each EJB, assign each EJB DD ejb-jar.xml AAT
method to one or more roles
Optionally, set up Security EJB DD ejb-jar.xml AAT | AC
Role references
Configure the delegation EJB DD ibm-ejb-jar-ext.xmi AAT
policy - Run As
Run-As mapping Repository DB AC
Associate principles EAR DD AAT | AC
Ibm-application-bnd.xmi:
Repository DB
Configure global security Repository DB AC

authentication




Securing an application

\ simple example.

» Firstly, add users and groups to the local OS registry

» Use the AAT to create security roles

=% Application Assembly Tool
File  Edit Wiew ‘Window Help

=

=171 MyBank Application
+-£f- EJB Modules
g5 Weh Maodules
+-gi- Application Clients
a
' Files

@ @ 8 N

% Application Assembler - C:\WehSphere\&ppServerdDinstallableApps'Secured_MyBankApp.ear

Mame

| Description

=10] x|

te DenvAllRole
Be hanker_role
Be customer_role

Ceny all access role
The hanker role
The custamer rale

General ] Bindings |

A security role describes a group of actions that a principal is permitted to perform.

Marne: [DeryalRole

Description:  Deny all access role




Securing an application

secure EJB's.

» Create a method permission and add roles
» Select relevant methods to apply permissions

% Application Assembler - C:\WehSphere\&ppServerdiinstallablefpps'Secured MyBankApp.ear

=1-C1 MyBank Application Mame | Description |
=-g3© EJB Modules +% =name not specified=
g% MyBank EJB Module +2 Barker
-l Session Beans +% Customer
+- (@) Transfar
=l Entity Beans
+-- @, Account
0 Security Roles General
(1 Method Permissions mMethod permissions map security roles to the methods that a member ofthat rale can
1 Container Transactions imoke.
{1 Files Method permission name: [Customer
+-gy= Weh Modules o
g5 Application Clients Description:
(1 Security Roles
I Files
Methods:
Mlarme Enterprise ... Type Farameters | Add .
* Transfer Home meth... -
* Transfer Femaote met...
findByPrimarnyiey Account Home meth... WehbSphere...
subtract Account Femuote met... float
fetBalance Account Femote met... j




Securing an application

secure Web applications.
» Set login authentication method

% Application Assembler - C:WehSphere'ppServerdiinstallablefpps'Secured_MyBank&pp.ear

=11 MyBank Application Marme |
+-£5- EJB Modules (3 Assembly Property Extensions i‘
=gy Web Modules (3 Context Parameters
= &% MyBank Weh Module (1 EJB References
-0 Web Components ™ Erwiranment Entries f
=l Security Constraints 1 b

=g CreateAccount
5.1 Wieh Resource colll | General Advanced l Icnns] |BM Extensions | Bindings
‘@ CreateAccount
+g TransferFunds
£ Context Parameters [ |
(9 EJB References
0 Enwironment Entries

[ Session configurstion

1 Error Pages [+ Login configuration

& MIME Mappings Authentication method: | -]
0 Resource References

(3 Security Roles Realm narme: |Skills Transfer

= Cordat Manninn

» Define a web constraint to protect web content
» Add a resource collection to the constraint



Securing an application

VAS security must now be enabled (from the Security
.enter)

- Select registry and enter user credentials
'Restart Admin server

Inally, install secured application.

'Ensure that access is denied to all unprotected
methods

“Map groups and users to roles (if not already done In
AAT)

\«ccess application and enter credentials when required.



Security differences between 4.0 and 3.5

'‘ersion 4

Version 3.X

vhen global security is enabled, only the
asources of the administrative application are
rotected. All other resources are unprotected.

When global security is enabled, enterprise
beans are protected by default.

VebSphere no longer secures or protects

IRIs, for example, HTML files and CGl scripts,
1at are served by an external Web server, for

xample, Apache or IHS. WebSphere secures

r protects only URIs served by WebSphere.

WebSphere can protect URIs served by an
external Web server.

)eployment descriptors are provided in XML.
he web.xml, ejb-jar.xml, and application.xml
eployment-descriptor files are used to declare
ecurity contraints. Security constraints include
1e identification of the methods belonging to
Jles, the login configuration or challenge
1echanism, whether HTTPS is required.

Most of application-specific security attributes
are defined by using the administrative console
during the application's deployment phase.

he login configuration and challenge type
pply to individual Web applications, not to
dividual enterprise applications.

The challenge type applies to an entire
enterprise application.




Security differences between 4.0 and 3.5

'‘ersion 4

Version 3.X

he local operating-system user registry now
upports J2EE form-based login configuration.
his means that AEs can now supports the
yrm-based login configuration.

AbstractLoginServlet, CustomLoginServlet,
and SSOAuthenticator are features used to
create custom or form based login mechanisms
for web applications.

'asswords are encoded with a simple masking
logorithm in various ASCIl WebSphere
onfiguration files to deter casual observation.

Passwords are in plain text.




What have we learnt?

e Seven-step guide to security principles
e Symmetric crypto provides secret key

e Asymmetric crypto provides public/private keypair -
basis of SSL

e Digital certificates used to identify sender and/or
recipient

e Access control lists and capabillity lists used for
authorisation

e WAS security model - collaborators
e How to secure the Admin server and an application



What haven't we covered?

e Authenticaton mechanisms: basic, digest, client and
form-based

e SSL configuration between nodes
e Creation of keys using iIKeyMan

e Client-side certificates

¢ Single-sign on mechanisms

e Web trust association (delegate authentication to a
trusted reverse proxy)

e LDAP configuration
e Programmatic security



