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Jverview - Description

@

» A web based Certificate Authority application that e-business
utilizes RACF to generate and deliver certificates to end
users.

» Provided as an SPE on OS/390 V2R10
» RACF APAR OW45211, PTF UW74164
» SAF APAR OW45212, PTF UW74113 TAL

» Roughly Equivalent to the IBM HTTP Server’s CaServlet °
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verview - PKI Services SPE Contents

» New SAF Callable Service R_PKIServ (IRRSPX00)
» Affects BCP component which requires a co-requisite SAF APAR/PTF @

» RACF Glue Routine for IRRRPX00 (IRRRPXGL) e-business
» Allows REXX program to call new SAF callable service

» SMF Unload - Support two new record types for GENCERT and EXPORT

» Sample materials

» Downloadable from RACF webpage -
http://www.s390.ibm.com/products/racf/webca.html

—HTML pages and certificate templates contained in a conf file TALL
— Connector REXX execs (CGIs) to process the above Ee

» Documentation

» PTF documentation shipped as a samplib part, IRR45211
— Has RACF pub updates only (SAG, Callables Services, etc)

» Downloadable from RACF webpage -
http://www.s390.ibm.com/products/racf/webca.html

—Install and use information including pointers to Web Server admin/doc for
setup considerations supplied by ITSO security redbook.
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Jverview - Setup / Usage Concepts

@ System Programmer installs PTF @
® RACF Administrator creates RACF profiles to protect the callable service and RACDCERT functions ™

- - . . e-business
® RACF Administrator also creates a CA certificate and private key to use for signing

@ Web Administrator configures the IBM HTTP webserver and customizes the web pages for the
PKISERYV application

® \Web users point their browsers to the main URL either directly or via a link from elsewhere
» May request certificates for their browsers or other servers
» Always prompted for userid/password before request is submitted

® REXX CGils process the request info and invoke the new R_PKIServ Callable Service For GENCERT

s L1 a
"!.|l:|'
1] |

@ Callable Service invokes RACF's RACDCERT GENCERT functionality
» |f successful, certificate is created on the spot and a transaction ID is returned

@ User follows revtrieval web pages to pickup certificate
® REXX CGils process the transaction ID and invoke the new R_PKIServ Callable Service For EXPORT

® Returned web page either install certificate into the user’s browser or allows the user to save the
certificate elsewhere.

@ Certificate remains in RACF mapped to the user’s userid
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Overview - Structure

IBM HTTP Server for OS/390

Static Web
S — Pages
H —
ENG USEI | ooooocrrrerermmmesesersss 7 > I = | —
Browser SSL = /
n M n D
Session
CGl Scripts
\\\
REXX glue rc\)utine
SAF Service‘
® Audit: A
» Audit successful and unsuccessful
fulliment of cert requests.. RACE Service
» RACF SMF unload extensions to N
process audit records in a fashion
consistent with other OS/390 RACF \
generated records
RACDCERT components
/
>
SME m
Unload )
Audit
Records
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® "Sample" Web Pages & Scripts:

» Shipped as part of RACF’s
sample materials -- down
loadable from RACF product
related web site.

— Manual install -- Doc provides
guidance and install/planning
info.

» Allows for customer tailoring to
Suite needs.

» Same model being followed as
was introduced with the cert auto
- registration SPE

® SAF Service: PKIServ SAF callable
service

» RACF provides support for this new
service. Limited number of function
code(s) which are directly related to
the fulfillment of a given cert request.

» Implementation of this service will
re-use RACDCERT "primitives”

0S/390 and/or OS/390
Security Server
Component

as samples

New Function -- Shipped
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Webserver Directory Structure

PKIServ

— cacert.der
— pki.conf

public-cgi

- Root directory

- Local Certificate Authority signing certificate

- Public (non-SSL) directory

L camain.rexx

ssl-cgi-bin

- SSL protected

— catmpl.rexx

L caretrieve.rexx

auth - SSL with userid/password protected

___________________

—_—— e e e e e e e e e e — —a

careg.rexx
E q Call SA|%> IRRRPXGL
cagetcert.rexx
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The Conf File - Certificate Templates

® pki.conf - The conf file contains a mixture of true HTML and HTML like
tags. The main tags divide the file into sections, APPLICATION,
TEMPLATE, and INSERT, where APPLICATION and TEMPLATE may
contain various subsections, named fields, and substitution
variables:

» <APPLICATION> ... </APPLICATION> - Lists the certificate templates to be supported
by a given application
— <CONTENT> ... </CONTENT> - Contains HTML for the main page. The certificate
templates supported are identified by named fields

» <TEMPLATE> ... </[TEMPLATE> - Describes the fields that make up one certificate
template

—<CONTENT> ... </[CONTENT> - Contains the HTML for the second page. Lists the
fields modifiable by the user

- <APPL> ... </APPL> - Lists the fields to be supplied by the application. For
PKISERYV, Userld is the only supported field

— <CONSTANT> ... </[CONSTANT> - Lists the hardcoded certificate field values

= <SUCCESSCONTENT> ... </SUCCESSCONTENT> - Contains the HTML to be
presented if the request was successful

—<FAILURECONTENT> ... </[FAILURECONTENT> - Contains the HTML to be
presented if the request was not successful

—<RETRIEVECONTENT> ... </RETRIEVECONTENT> - Contains the HTML to be
presented to enable retrieving the certificate

= <RETURNCERT> ... </RETURNCERT> - Contains the HTML to be presented once the
certificate has been retrieved.

© Copyright IBM Corporation, 2001
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Jefine Your CA Certificate in RACF

RACDCERT GENCERT CERTAUTH WITHLABEL(Local SAF CA)
SUBJECTSDN(OU('Jim”’s RACF CA’) O(IBM’) C('US)
NOTBEFORE(DATE(2000/01/01)) NOTAFTER(DATE(2011/04/30))

RACDCERT LIST(LABEL('Local SAF CA’)) CERTAUTH
Digital certificate information for CERTAUTH

Label : Local SAF CA
Certificate ID: 2Q JnZnDhZn gdOAN4GTQOLBx k DDWMUBA
Status: TRUST
Start Date: 2000/01/01 00:00: 00
End Dat e: 2011/ 04/ 30 23:59: 59
Serial Nunber:

>00A8<
| ssuer’ s Nane:

>0=Jims RACF CA O=I BM C=US<
Subj ect’ s Narne:

>0=Jims RACF CA. C=I BM C=US<
Key Usage: CERTSI GN
Private Key Type: Non-I| CSF
Private Key Size: 1024
Ri ng Associ ati ons:
*** No rings associated ***

© Copyright IBM Corporation, 2001
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Demo - Stooges and The White House

; Web Bazed Certificate Generation Application - Microzoft Internet Explorer

J File  Edt “iew Fawvortes Toolz  Help |
j«h,-»,@ ﬁ‘@ £y @‘%v B 5 7
Back Fanwand Stop Fiefresh Haome Search  Fawortes  Histom b ail Size Frirt
J-"—"-erESS @ http: A/ deeimgui. endicatt ibrn, cormAPELS ere/public-coild cannain, ress j E'Jv'\’GD J Links **
=
L L L] L]
PKISERY Certificate Generation Application
Install our CA certfficate nto vour browser
Choose one of the following:
+ Request a new certificate
welect the certificate template to use
| Stooges Browser Certificate =} Fiequest a certificate
______ veer Cerificate :
YWhite House Browser Cerdificate
/ w o
: ‘.' Try wour Stooges cerificate |
- ' Try wour White House cedificate |
Emal: webmaster@ compaty. cotm
[~
|@ Done l_ I_ E‘g Local intraret o
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Sample Application

<APPLI CATI ON NAME=PKI SERV>
<CONTENT>
<HTM_><HEAD>
<TI TLE> Wb Based Certificate Generation Application </ Tl TLE>
%% copyri ght %86
</ HEAD>
<BODY>
<HL>PKI SERV Certificate Generation Application</HL>
<A HREF="/PKI Serv/cacert.der">Install our CA certificate into your browser </A>
<p>
<t abl e border =0><tr><t d>
<I M5 SRC="/ PKI Ser v/ chess. gi f" BORDER=0 W DIrH=250 HEl GHT=250><BR><BR>
</ td><t d></ t d><t d><H2>Choose one of the follow ng: </ H2>
<l i ><h3>Request a new certificate</ h3>
<FORM nane=nmi nf orm METHCD=CGET ACTI ON="/ PKI Ser v/ ssl -cgi / cat npl . rexx">
Sel ect the certificate tenplate to use<br>
<SELECT NAME="Tenpl at e" >
%96t ooges Browser Certificat e%®nb

<OPTI ON>St ooges Browser Certificate
%9ai te House Browser Certificate%hb

<OPTI ON>Whi t e House Browser Certificate
</ SELECT>
<I NPUT TYPE="submt" VALUE=" Request a certificate ">
</ FORW>
<li ><h3>Try out your certificate</h3>
<FORM nane=adnf or m METHOD=GET ACTI ON="/ PKI Ser v/ cl i ent aut h- cgi / aut h/ st ooge. r exx" >
<I NPUT TYPE="submt" VALUE=" Try your Stooges certificate ">
</ FORW>
<FORM nane=adnf or m METHOD=GET ACTI ON="/ PKI Ser v/ cl i ent aut h- cgi / aut h/ whi t ehouse. r exx" >
<I NPUT TYPE="submt" VALUE="Try your Wiffe House certirficate™>

</ FCRW> Trying the certificate invokes SSL client

</td></tr></tabl e> ) ]

<p> 9% pagef oot er %86 authentication through 2nd webserver
</ BODY>
</ HTM.>

</ CONTENT> : :
</ APPL| CATI ON> © Copyright IBM Corporation, 2001

The SELECT creates the
template choice dropdown
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Sample Template - Stooges

TEMPLATE NAMVE=St ooges Browser Certificate>

CONTENT>

ATML><HEAD><TI TLE> Web Based SAF Certificate Generation Application Pg 2</TI TLE></ HEAD>
30DY>

1> [t npl nanme] </ HL>

+2>Choose one of the follow ng: </ H2>

><ul ><h3><l i >Request a New Certificate</h3>

=ORM NAME="Cert Req" METHOD=POST ACTI ON="/ PKI Ser v/ ssl - cgi - bi n/ aut h/ careq. r exx" >

'NPUT NAME="Tenpl ate" TYPE="hi dden" VALUE="[t npl nane]">

WAubl i cK b %81 .
U v e carts ‘ Public key created by the browser '
' FORW>

3><H3><|i>Pick Up a Previously Issued Certificate</H3>

=ORM NAME="PUCert" METHCOD=CGET ACTI ON="/ PKI Serv/ ssl-cgi-bin/caretrieve.rexx">
'NPUT NAME="Tenpl ate" TYPE="hi dden" VALUE="[t npl nane] ">

'NPUT TYPE="subm t" VALUE="Retrieve your certificate">

' FORM>

"ul ><p><A HREF="nmmi | t 0: webrast er @onpany. cont >Enai | : webnast er @onpany. conx/ A>
' BODY></ HTM.>

" CONTENT> .
APPL> ‘ CGl provides the User ID '
Whalser | d%%0

" APPL>
CONSTANT>
WiKeyUsage=handshake%%
MNot Af t er =365%8%0
WE gni t =St ooge tenplate certificate%b
W g=St ooge Certs I nc%ho
Whocal i t y=Poughkeepsi e%b
W&t at ePr ov=New Yor k%%
wW&ount r y=US%%
W& gnW t h=SAF: CERTAUTH Local SAF CA%%
WEomonNane=%%
" CONSTANT>
nore sections ...

' TEMPLATE> © Copyright IBM Corporation, 2001

Remaining info hardcoded
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Sample Template - White House

<TEMPLATE NAME=Wite House Browser Certificate>

<CONTENT>

<HTM_><HEAD><TI TLE> Wb Based SAF Certificate Generation Application Pg 2</ Tl TLE></ HEAD>
<BODY>

<H1> [t npl nane] </ H1l>

<H2>Choose one of the follow ng: </ H2>

<p><ul ><h3><| i >Request a New Certificate</h3>

<FORM NAME="Cert Req" METHOD=POST ACTI ON="/ PKI Ser v/ ssl -cgi - bi n/ aut h/ car eq. r exx" >

<I NPUT NAME="Tenpl ate" TYPE="hi dden" VALUE="[t nplnanel">

%84°ubl i cKey[ br owsertype] %% i
< NPUT TYPEL 1 oset  VALUE=" O ear > ‘ Public key created by the browser '

</ FORW>

<p><H3><li>Pick Up a Previously Issued Certificate</H3>

<FORM NAME="PUCert" METHOD=CGET ACTI ON="/ PKI Serv/ ssl -cgi -bin/caretrieve.rexx">
<I NPUT NAME="Tenpl at e” TYPE="hi dden” VALUE="[t npl nane] ">

<I NPUT TYPE="submt" VALUE="Retrieve your certificate">

</ FORW>

</ ul ><p><A HREF="nmai | t 0: webmast er @onpany. con >Emai | : webnast er @onpany. conx/ A>
</ BODY></ HTM.>

</ CONTENT> .
<APPL> ‘ CGl provides the User ID '
Wakser | d%n

</ APPL>

<CONSTANT>
%iKeyUsage=handshake%%
98/MNot Af t er =365%%
%4€x g=Federal Gover nnent %0
%4 ocal i t y=Washi ngt on%%
%W/t at ePr ov=DC%%
%8 Count r y=US%%
%9/& gnW t h=SAF. CERTAUTH Local SAF CA%%
%WEommonNanme=%%

</ CONSTANT>

nore sections ...
</ TEMPLATE>

Remaining info hardcoded.
OrgUnit not specified
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Add EXIT logic to careq.rexx

csrc=0
if env. PKISERV EXIT A= "" then do
/* There is an installation exit. Build the pre-exit command string */
ecnd= """ || env. PKISERV EXIT ||_"' "
doi=17t0 eps.0 o ‘ Build EXIT command string from input parms .
ecnd= ecnd || eps.’” || i
end
address syscall ’pipe p.’ /* make a pipe_to catch the exit's output */
ecnd= ecnd "’ >/dev/fd || p.2" : :
interpret ecnd /* Make the exit call */ Invoke EXIT. Catch OUtpUt In plpe
csrc=rc
address syscall ’close p.2 /* close wite end of pipe */
address nvs 'execio * diskr’ p.1 '(stemnep.’
/* read data in pipe */
address syscall ’'close’ p.1 /* close read side too */
end

if csrc = 0 then do
/[* Exit is allowing the request. Add nodifications if any */
doi=1to nmep.0
cmd=cnd || ' nep.’ || |
end
end

if csrc = 8 then do . . .
/* Exit has denied the request */ ‘ Fail if EXIT says "bad '
errorinfo.0= nep.0

errorinfo.0= 1

Success. Add EXIT provided parms

errorinfo.1= "Request denied by installation exit. RC =" csrc
csrc= 99
end

/* Now i nvoke the command if we should */

ifi ﬁf;fpr:e? f;:'rﬁn @ ‘ Invoke SAF if the EXIT says "good" .
cSrc=rcC

end

© Copyright IBM Corporation, 2001

14



The EXIT - A UNIX Executable

#i ncl ude <stdio. h>

t#i ncl ude <stdlib. h>

#i ncl ude <uni std. h>

mai n(int argc, char * argv[]) {
int i, rc, needs_protection = 0;
char user[9];

user[0]= "\0;
for (i=1;i<argc;i++) {

Parms input through argv in
name=value form

if (strncnp(argv[i], " Tenplate=",9) == 0)
if (strcnp(argv[i]+9,"Wite House Browser Certificate”) == 0)

needs_protection = 1;

I f (strncnp(argv[i], "Userld="

strcpy(user,argv[i]+7);

}

if (needs_protection) {

,7) == 0) The "White House Browser Certificate"

Is the only template protected

/* Is client a former or current President*/
if (0 == (rc= _ check resource_auth np(NULL, NULL,
user, "FACI LI TY", "USPRESI DENT",  READ RESOURCE))) {
/* Is client the current president */
if (0 == check resource auth np(NULL, NULL

user, " FAC LI TY"

" USPRESI DENT", _ UPDATE_RESOURCE) )

printf("Oglnit=Wite House Staff\in");

el se
printf("OgUnit=Wite House Al umi\n");
}
else /* Not a president */
exit(8);

User’s access is checked via a UNIX syscall.
Current President has UPDATE access
while former Presidents have only READ.
Organizational Unit is set accordingly

© Copyright IBM Corporation, 2001
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Directives - Webserver 1

ssl node on
ssl port 443
nor nal node on

Protection PublicUser {

Serverld Publ i cUser
User | D PUBLI C
Mask Anyone

}
Protect /PKI Serv/public-cgi/* PublicUser

Protect /PKI Serv/ssl-cgi-bin/* PublicUser
Protect /PKI Serv/* PublicUser

Protection AuthenticatedUser {
Serverld Aut hent i cat edUser
Aut hType Basi c

PasswdFi | e Y/BAF%. _
ﬁelil D Z/f/fll ENTO/%‘ EXPORT runs under client’s User ID I
S
}

Protect /PKI Serv/ssl-cgi-bin/auth/* AuthenticatedUser

Protection SurrogateUser ({

Serverld Sur r ogat eUser

Aut hType Basi c

PasswdFi | e VBSAFIR ‘ GENCERT runs under PKISERV User ID I
User| D PKI SERV

Mask Al l

}

Protect /PKI Serv/ SS" Redirect to 2nd webserver for SSL client Authentication '

Redirect /PKIServ/ssl-cgi/* https://<server-donai n-nanme>/ PKI Serv/ssl-cgi-bin/*
Redirect /PKlIServ/clientauth-cgi/* https://<server-donai n-name>: 1443/ PKI Serv/ cl i ent aut h-cgi - bi n/*

© Copyright IBM Corporation, 2001




Directives - Webserver 2

sl nmode on
sl port 1443
ior mal node of f

rotection Authenticateddient {

Serverld Aut henti cat edd i ent

Aut hType Basi c . )

User| D OWCERTI F®6 These CGls runs under client’s User ID as
SSL_CLIENTAUTH G ient determined by certificate

Mask Anyone

rotect /PKIServ/clientauth-cgi-bin/auth/* Authenticatedd ient

rotection WiteHoused ient {

Serverld Wi t eHoused i ent

Aut hType Basi c . . , . .
Userl D YCERTI F9%6 Ditto except SUbjeCt S organlzatlon
SSL_CLIENTAUTH i ent must be "Federal Government"
Organi zati on "Federal Governnent"

Mask Anyone

rotect /PKIServ/clientauth-cgi-bin/auth/whitehouse* WhiteHoused i ent

© Copyright IBM Corporation, 2001

17



Test login CGI - stooge.rexx

* REXX */

cgiutils -ct text/htm’

nv.="" ‘e . . .

joi=1to environment.O0 Certificate info contained in
parse var __environnent.i varname '= data environment vars
env.varname = data

and

* Put these details into stemprintabl ecert */
yintablecert.0 =7
yintablecert.1= "<b>Serial #:" env.HITTPS CLI ENT_CERT_SERI AL_NUM </ b>"

yintablecert.2= "<b>CN=" env. HTTPS_CLI ENT_CERT_COVMON_NAME' </ b>"
yintablecert.3= "<b>0U=" env.HTTPS CLI ENT_CERT_CORG UNI T" </ b>"
yintablecert. 4= "<b>0=" env. HTTPS CLI ENT_CERT_ORGAN ZATI ON' </ b>"
yintablecert.5= "<b>L=" env.HITPS_CLI ENT_CERT_LQOCALI TY" </ b>"
yintablecert. 6= "<b>SP=" env.HTTPS CLI ENT_CERT_STATE OR PROVI NCE" </ b>"
yintablecert.7= "<b>C=" env. HTTPS _CLI ENT_CERT_COUNTRY" </ b>"

say "<hl>Stooge I nformation: </ hl>"
say "<tabl e border>"say "<tr><td>" printablecert.l "</td><td rowsnan=7>"

f env. _BPX USERI D = "MOE" Then _BPX_USER'D contains

say '<ing src="/PKl Serv/clientauth-cgi-bin/test/noe.jpg"> ' o
2lse if env. BPX_USERI D = "LARRY" Then userid that certificate maps to

say '<ing src="/PKl Serv/clientauth-cgi-bin/test/larry.jpg">
2lse if env. BPX USERI D = "CURLY" Then

say '<inmg src="/PKl Serv/clientauth-cgi-bin/test/curly.jpg">
2l se do

say ' <FORM name=adnf or m METHOD=CGET ',
ACTI ON="htt p: // dcei ngun. endi cott.ibm con /PKI Serv/clientaut h-cgi/aut h/ whi t ehouse. rexx">’

say "<b>----- dient is not a stooge ----- </ b><p>"
say '<INPUT TYPE="subnmt" VALUE="Coto the Wite House">’
and

say "</td></tr><tr><td>" printablecert.2 "</td></tr>"

say "<tr><td>" printablecert.3 "</td></tr>"

say "<tr><td>" printablecert.4 "</td></tr>"

say "<tr><td>" printablecert.5 "</td></tr>"

say "<tr><td>" printablecert.6 "</td></tr>"

say "<tr><td>" printablecert.7 "</td></tr></tabl e>"

‘eturn 0 © Copyright IBM Corporation, 2001 18



Test login CGI - whitehouse.rexx

* REXX */

cgiutils -ct text/htm’

Jo i=1 to _environment.0 Certificate info contained in
parse var __environnment.i varname '= data environment vars
env.varnane = data

2nd

Put these details into stemprintablecert */
yintablecert.0 =7
yintabl ecert.1= "<b>Serial #: " env.HITPS_CLI ENT_CERT_SERI AL_NUM </ b>"

yintabl ecert.2= "<b>CN=" env. HTTPS_CLI ENT_CERT_COVMON_NAME" </ b>"
yintablecert.3= "<b>QkE" env. HTTPS CLI ENT_CERT _ORG UN T"</ b>"

wintabl ecert. 4= "<b>0=" env. HTTPS CLI ENT_CERT_CRGANI ZATI ON' </ b>"
yintablecert.5= "<b>L=" env.HTTPS _CLI ENT_CERT_LOCALI TY"</ b>"
yintablecert. 6= "<b>SP=" env. HTTPS_CLI ENT_CERT_STATE_OR_PROVI NCE" </ b>"
yintablecert. 7= "<b>C=" env. HTTPS_CLI ENT_CERT_COUNTRY" </ b>"

say "<hl>Wiite House | nformation: </ hl>"

say "<tabl e border>"

say "<tr><td>" printablecert.1 "</td><td rowspan=7>"

say '<ing src="/PKI Serv/clientauth-cgi-bin/test/whitehouse.jpg">
say "</td></tr>"

say "<tr><td>" printabl ecert.
say "<tr><td>" printabl ecert.
say "<tr><td>" printabl ecert.
say "<tr><td>" printabl ecert.
say "<tr><td>" printabl ecert.
say "<tr><td>" printabl ecert.
say "</tabl e>"

eturn O

"<ftd></tr>"
"<ftd></tr>"
"<ftd></tr>"
"<ftd></tr>"
"<ftd></tr>"
"<ftd></tr>"

_BPX_USERID not used

~NOoO O~ WN
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