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IBM HTTP Server (IHS) 5.3 Support for RACF Keyrings

» Use of System SSL - Change in Key Management

RACF SPE - Digital Certificate Enhancements

» Replacement of CA Servilet (GO CA)
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Every product had/has his own keyring !

LDAP IHS TN3270 FW CICS TS
KEYRING KEYRING KEYRING KEYRING KEYRING

Managed by MKKF, IKEYMAN or GSKKYMAN !

Release 8 added keyring support to RACF

CICS TS
KEYRING

Technology = Connections = Results

TN3270

R10

l RACF
Database
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RACDCERT GENCERT
« create public/private key pair and digital certificates

RACDCERT ADDRING or CONNECT
» create keyring and add certificates
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Exploits System SSL

» Changes in key Management

~uses GSKKYMAN instead of IKEYMAN to manage your digital
certificate and keyring (USS File)

—support for RACF keyrings - generated using RACDCERT ADDRING
~server certificate generated ussing RACDCERT GENCERT or imported
using RADCERT ADD

Note: The ICSF is not (yet) supported for digital certificatesin RACF
Keyrings
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0S/390
LDAP
Server System SSL o
FW/CFG —
Server L/ RACF
IRRSDLO00 T
TN3270
Server
HTTP Previously Keyrings were USS Files

Server

Technology = Connections = Results
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Generate digital certificate for the Server

- RACDCERT GENCERT | D( WEBSRV) SUBJECTSDN( CN(’ WISC57. | TSO. | BM COV)
OU(ITSO)O(IBM’) L(POUGHKEEPSIE') SP(NEW YORK') C('US"))
SIZE(1024) WITHLABEL(‘SC57W’) SIGNWITH(CERTAUTH LABEL(ITSO CA")
KEYUSAGE(HANDSHAKE)

Create RACF Keyring

- RACDCERT ID(WEBSRV) ADDRING(SC57WEB)

Associate the digital certificate of server and any CA’s with the
RACF keyring

- RACDCERT ID(WEBSRV) CONNECT(ID(WEBSRV)LABEL('SC57W') RING(SC57WEB)
DEFAULT USAGE(PERSONAL))
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racdcert id(websrv) listring(sc57web)

Digital ring information for user WEBSRV:

Ri ng:

>sc57web<
Certificate Label Nanme Cert Omner USAGE DEFAULT
sch7w | D( VEBSRV) PERSONAL YES

racdcert id(tcpipu) listring(*)

Digital ring information for user TCPI PU:

Ri ng:

>t el net server<
Certificate Label Nane Cert Owner USAGE DEFAULT
| TSO CA CERTAUTH CERTAUTH NO
t el net server | D( TCPI PU) PERSONAL YES
peggys test cert | D( TCPI PU) PERSONAL NO
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RACDCERT ID(WEBSRV) LIST(LABEL(SC57W)

Label: sc57w

Certificate ID: 2QbmxcLi2eWig/X3pkBA

Status: TRUST

Start Date: 2000/10/02 23:00:00 End Date: 2001/10/03 22:59:59

Serial Number:
>00<

Issuer’'s Name:
>CN=wtsc57.itso.ibom.com.OU=ITSO.0O=IBM.C=US<

Subject’'s Name:
>CN=wtsc57.itso.ibm.com.OU=ITSO.O=IBM.C=US<

Key Usage: HANDSHAKE

Private Key Type: Non-ICSF

Private Key Size: 1024

Ring Associations:

Ring Owner: WEBSRV

Rini: >sch7web<
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The KEYFILE directive now pointsto the L ABEL of the RACF
keyring,
The owner of the keyring and the (default) digital certificate has

to be the User ID associated with the HT TP Server's Started Task
(websrv in our case!)

The changestothe KEY FILE directiveis as follows:
» keyfile label SAF

The Started Task User ID needs READ accessto :

* IRR.DIGTCERT.LIST inthe FACILITY class

* IRR.DIGTCERT.LISTRING inthe FACILITY class




.

PKISERYV - Release 10
Digital Certificate Enhancement
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The GO CA function was introduced in DGW 5.0 and was |later

renamed to the CA Serviet inthe IBM HTTP Server rename
timeframe.

It provided PKI capabilities to the OS/390 platform
It was able to generate digital certificatesfor :

» Personal Digital Certificates (Browser)

« Server Digital Certificates
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Release 10 Introduces a Web based application to generate:
» Personal (Browser) Digital Certificates

» Sign Digital Certificates for non-390 based Server

The following APARS are required:

» RACF APAR OW45211

» SAF APAR OW45212

It iIsareplacement for the CA Servlet shipped previously with
IBM HTTP Server for OS/390 Release 5.2 and prior.
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Documentation is available from the RACF Homepage

Soon redbook SG24-5675 will have the documentation as well,
plus examples.
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PKISERYV is basically aweb based interface to some of the
RADCERT capabilities available in Release 10:

Release 8 supported generation of digital certificates

» no export function of the certificate in PK CS#12
o wastargeted at OS390 Servers

Release 10 will no longer support the CA Servlet function

» RACF will now allow export of certificates in PKCS#12
format
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You can also generate Digital Certificates using

» RACDCERT GENCERT

To export the certificate you will need to take the following steps:
RACDCERT EXPORT

Download to your PC

mport it to your Browser (IE, Netscape)

The Web based interface eliminates these cumbersome steps !!
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RACDCERT
[ ID(userid) | CERTAUTH | SITE ]
GENCERT[('request-data-set-name’)]
[SUBJECTSDN([C('country’)]
SP(’state-or-province’)]
L('locality’)]
‘O('organization-name’)]
‘OU(organization-unit-namel’
[,;’organization-unit-name2’,...]
)]
[T(title’)]
[CN(Ccommon-name’)] )]
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SIZE(key-size)]
[NOTBEFORE([DATE(yyyy-mm-dd)]
[ TIME(hh:mm:ss)])]

NOTAFTER([DATE(yyyy-mm-dd)]
[ TIME(hh:mm:ss)])]

'WITHLABEL ('label-name’)]

[ SIGNWITH([CERTAUTHI|SITE]
LABEL (label-name’))]

[ICSF]
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[KEYUSAGE(HANDSHAKE DATAENCRYPT
DOCSIGN CERTSIGN)]

[ALTNAME(

IP(numeric-ip-address)
DOMAIN(internet-domain-name’)
EMAIL(email-address’)
URI(Cuniversal-resource-identifier’))]
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RACDCERT

[
| EXPORT ( LABEL('Label Name’) )

DSN('Output Dataset Name’)
| FORMAT(CERTDER | CERTB64 |

PKCS12DER | PKCS12B64) |
| PASSWORD('PKCS12 Password’) |
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Configuration File (PK|.CONF) allows for flexible configuration

Differences with the CA Servlet:

» Provides no administration approval process (auto-approved)

« Digital Certificate requests are based on RACF permissions to
FACILITY class profiles!
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The structure of the configuration File (PK1.CONF) Is:

» Templates define the type of certificates you want to generate and/or
approve
~ SAF Browser Certificate 1 Year (provided)

~ SAF Server Certificate 1 Year (provided)
» CONTENT Section - What HTML to display

* APPL Section - Identifies certificate fields the
application should provide (User ID)

o CONSTANT Section - cetificate fieds that have a hardcoded
vaue
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The structure of the configuration File (PK1.CONF) Is:

o SUCCESSCONTENT Section - display HTML when cert request is
successful

» FAILURECONTENT Section - display HTML when cert request fails
» RETRIEVECONTENT Section- display HTML to enable cert retrieval

» RETURNCERT Section - display HTML when cert retrieval
successfull
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The configuration File (PK1.CONF) requires at least changes to
the CONTENT section, for example

<APPL>

%%Userld%% ==> User ID of the User requesting cert
</APPL>

<CONSTANT>

%%O0rg=I1BM%% ==> Hardcoded Value for Organization
%%OrgUnit=ITSO%% ==> Hardcoded Value for Organizational Unit
%%KeyUsage=handshake%% ==> Hardcoded Value = Indicates SSL Usage
%%NotAfter=365%% ==> Hardcoded Value = Validity Period 365 Days
%% Country=US%% ==> Hardcoded Value for Country
%%SignWith=SAF.CERTAUTH/ITSO CA%%  ==> Hardcoded Value for signing CA cert
</CONSTANT>

%%CommonName=%% ==> CommonName provided by End User
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WebSphere for OS/390

Static Web

SSL
"Session"

CGil Scripts

Rexx/Saf Interface

SAF Service

RACF Service

RACDCERT components

Audit
Records
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— cacert.der
- pki.conf

L camain.rexx

— catmpl.rexx

- caretrieve.rexx

— auth

careq.rexx

cagetcert.rexx
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PKISERYV Certificate Generation Application

Ingtall our CA certficate o your browser

Select the certificate template to use |E.AF Erowszer Cerificata 1 Year (Auta Appmmd}:l

Cantinua |
ematl: graaf{@us ibm com
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=} web Based SAF Certificate Generation Application Pg 2 - Microsoft Internet Explorer
| Fle Edt View Favorites Tods  Help
| wBak » =+ - @[] A Doewch Efavorkes Prstory | By S D IA“ E
| ddvess [] hitps:iwtscS7. kso. b, comfPISerssh-ogbinjcatmpd. e Tempiatem1 + Vaar+ 5AF-+Brosser-+ Certficate x| e “Lliu »
I'ﬂhﬂ|mﬁ| Guotes ~ Chartzs ~ News ~ Rsrch + v AddTo | E0-My Portfolos o Marksts ~ (1=t Bookmarks: [ Sign out

SAF Browser Certificate 1 Year (Auto Approved)
Choose one of the lollowing:

« Request a New Certificate
Entes wahaes for the followng field(s)

Lakel mm’ﬁnad 1o certficale In'nﬁ reguested

Orgaruzation

ICljan.iﬂﬁnMi Ut

Solect the following key information

Cryptogrephic Servics Pml Schlumberger Cryptographic Serace Provider _ﬂ

Use Smart Card for prvate key protection? | Mo j""

Submit canificata raquest | Clear |

» Pick Up a Previously Issued Certificate

Retrieve yvour carificale | b

— . ]

& bone [ 15 [ iernet




nter Metwork Passwor
? Flease type your user name and pazsword.
i whzch? . iteo. b, com

Site:

Realm PrISPEZ

Uszer Hame I

Pazzwarn d I

[T Save thiz password in pour password list

SHARE

urYou need to be authorized to generate a

dlgltal certificate !
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| Fle Edt Vew Favortes Toos  Help

| ek + = - @ D) A Psearch [EFavorkes Prsmary | Dy S D
| ndevess [#] betps: fwescs?. ks bm.comiPrISeryjssh-cgrbinfauthjcareq rescx =] P [[unks ®
I"!}:ﬁﬂ|mﬁ[ Guotes ~ Charts ~ News ~ Rerch + v AddTo | (E0=My Portfoioe 2 Merksts = (1= 1 Bookmarks: [T Sign oue
=
Request Submitted Successfully
Here's your ransaction 1D Yo will need it to retrieve your certificate. Press 'Contmue’ to retneve the certificate.
2QbH2cHBasb X gaSTQMnF QMOFmaOlhomDgaCOF ]
Continue I
email graaffifins bm com
El

2] Dene I8 @ rntemet
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| Fle Edt View Favortes Toos Help
| wBack » & - @ [0 A Dsearch [EgFavarkes PHstary | By Sh D

I-'-IH'IIHIE :m?.m.m.mmwmmmmmm-|+vm+mmmtfm-mmmwmmmﬁEl {*‘Gﬂ “LHH L
Iwha|mﬁ| Guotes - Cherts =~ News = Rsrch ~ = AddTo | (@-My Portiolos s Marksts = [ Bookmarks [ Sign Out
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Retrieve Your 1 Year SAF Browser Certificate

Enter the assignnd transacthon 1D
IEMEW&WW@BETWHFWUFMJMDQ&UF

Retrieve and Install Certicate |

To check that your certificate installed properly, follow the, procedure below:

Netscape - Click the Security button, then Certificates-=>, Yours, Your cemnficate should appear in the st Select it then click Venfy,

Imternet Explorer - Chele Tools->Internet Ophons, then, Content, Cerbficates, Your certficateshould appear m the Personal hst. Clek Advanced to, see
additional information

Home page I

emal grasffi@us bm com

ARE




‘Z3 MSIE Certificate Install - Microsoft Internet Explorer

J File Edit Mjew Faworites Tools  Help | “ A n E
J ‘= Back - =p - @ . i | QSEarch [Fe] Favoarites @Hlstnry |% =

J.ﬁ.ddress @ resccr Template=1+Year+34F+Br owser+CertificatedTransactionId=23bHzZ cHE xsbXgas TOMNFQMOFmatkl AdPwio0B S j ﬁGD JLinks »
J $t;, @l Ticker: E';.'I Guotes + Chatts ~ News + Rsrch +» = Add To | [l = Wiy Portfolios il Markets - ¥

Internet Explorer Certificate Install
Click "Tnstall Certificate” to store your new, cerbficate mto your browser

Install Cettificate |

Haorme page |

¥BScript: Certificate Installation

@ four new certificate installed successfully,

l_ E 4 Internet




Internet Options 2| x| Certificates

izeneral | Security  Content | Comnections I Programs | Advanced | Intended purpose: I{-':'-"}

—Content &dvisor

F.atings help wou control the Internet content that can be
@Z viewwed on this computer,

Personal |Other People I Intermediate Certification Authaorities I Trusted Rook Certificatior_ 4 | } |

Izsued To | Issued By | Expiratia, .. | Friendly Marme |
Enable... | Setbimas... | F‘F'.LIL DE GRAAFF IBM-ITSC POiG CA 10)7 /2001 <MNone =
i /' Edpaul de Graaff Werisign Class 1 CA ...  10/15/2000  <Mone:=
[ Certificates T E=dpaul de gfaaff Paul de Graaff Bf16/2100  <MNone:

% Use certificates to positively identify vourself, cerkificaki
@l authorities, and publishers.

CertiFicatEs. - Publishers. .. |

—Personal information

P AutoComplete stores previous entries AutoComplete. .. |
E’f and suggests matches Far yau,

/ Irnport. .. Expork, .. Remove

advanced..,

Microsaoft Profile Assistant stores wour

] ; My Prafile. ..
personal infarmation.

Certificate intended purposes

Wigw |

(0] .4 | Cepé | Apoply |
/

Close

Common Name retrieved from RACF Name

Technology = Connections = Results
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Label: Paul IE Certificate
Certificate ID: 2QbH2cHBxsbXgaSTOMnFQMOFmaOJhomDgaOF
Status: TRUST
Start Date: 2000/10/07 00:00:00
End Date: 2001/10/07 23:59:59
Serial Number:
>10<
Issuer's Name:
>CN=IBM-ITSO PDG CA.OU=ITSO.0O=IBM.C=US<
Subject’'s Name:
>CN=PAUL DE GRAAFF.OU=ITSO0.0=IBM.C=US<
Key Usage: HANDSHAKE
Private Key Type: None
Ring Associations:
*** No rings associated ***
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To be ableto generate adigital certificate, aUser ID will need to
be RACF SPECIAL or have accessto:

|RR.RPKISERV .<function> inthe FACILITY class

READ - access to subseguent RACDCERT functionsis
based on the client’s User ID

UPDATE - accessto subsequent RACDCERT functionsis
based on the daemon User ID (not used by
Websphere)

CONTROL - no subsequent checks are being made to
RACDCERT functions

Functions are GENCERT and EXPORT !







