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Abstract

This document describes the process of installing and customizing a RACF
Version 1 Release 9 starter system on MVS. It is intended to supplement the
documentation supplied in the CBIPO package.

This document is intended for systems engineers, system programmers, security
administrators and auditors who have to plan, install, implement, and audit
RACF. It contains recommendations and examples on how to use and
implement the functions as well as a short description of how they work.

A basic knowledge of RACF and MVS is assumed.
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Special Notices

This publication is intended to help IBM System Engineers and customers install
and implement RACF Version 1 Release 9 (RACF 1.9). The information in this
publication is not intended as the specification of any programming interfaces
that are provided by RACF 1.9 for use by customers in writing programs that
request or receive its services. See the Publications section of the IBM
Programming Announcement for RACF 1.9 for more information about what
publications are considered to be product documentation.

References in this publication to IBM products, programs or services do not
imply that IBM intends to make these available in all countries in which IBM
operates. Any reference to an IBM product, program, or service is not intended
to state or imply that only IBM's product, program, or service may be used. Any
functionally equivalent program that does not infringe any of IBM's intellectual
property rights may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Commercial Relations, IBM Corporation, Purchase, NY 10577.

The information contained in this document has not been submitted to any
formal IBM test and is distributed AS IS. The use of this information or the
implementation of any of these techniques is a customer responsibility and
depends on the customer's ability to evaluate and integrate them into the
customer's operational environment. While each item may have been reviewed
by IBM for accuracy in a specific situation, there is no guarantee that the same
or similar results will be obtained elsewhere. Customers attempting to adapt
these techniques to their own environments do so at their own risk.

Reference to PTF numbers that have not been released through the normal
distribution process does not imply general availability. The purpose of
including these reference numbers is to alert IBM customers to specific
information relative to the implementation of the PTF when it becomes available
to each customer according to the normal IBM PTF distribution process.

The following terms, which are denoted by an asterisk (*) in this publication, are
trademarks of the International Business Machines Corporation in the United
States and/or other countries:

CICS/ESA Hiperspace MVS/ESA OPC
DB2 IBM MVS/SP VTAM
DFSMS MVS/DFP MVS/XA RACF
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Preface

This document is intended to help systems engineers to plan, install, implement,
and audit RACF.

How This Document is Organized
The document is organized as follows:
Chapter 1, “Installation”

This chapter describes the installation steps that must be completed before
you IPL the system with RACF.

Chapter 2, “Starter Groups and Users Structure”

This chapter describes a group structure implementation and how to define
TSO users to RACF.

Chapter 3, “Data Sets”
This chapter discusses RACF protection of data sets.
Chapter 4, “General Resources”

This chapter discusses RACF protection of general resources, such as
terminals, programs, and other resources. It also contains information about
security in a JES environment.

Chapter 5, “Options”

This chapter discusses some of the system-wide options that the RACF
security administrator can specify.

Chapter 6, “Tables and Exits”
This chapter describes some of the RACF tables and installation exits.
Chapter 7, “Utilities”

This chapter describes the RACF utilities to list and perform maintenance
functions on the RACF database.

Chapter 8, “Reports”

This chapter describes the Data Security Monitor reports and the predefined
RACF reports using the RACF Report Writer.

Chapter 9, “RACF ISPF Panels”
This chapter describes how to maintain RACF profiles using ISPF panels.
Chapter 10, “MVS Integrity”

This chapter discusses the MVS integrity mechanisms to protect data
security.
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Chapter 1. Installation

This chapter describes the actions you must take after you install RACF* but
before you IPL your CBIPO system. Only the actions described in Section 1.7,
“Converting RACF Database to Restructured Format” on page 9, have to be
performed after the initial IPL. The Custom-Built Installation Process Offering
(CBIPO) methodology is used in this book.

Portions of this chapter are included in MVS CBIPO Dialog Install Guide.
Examples of all jobs referred in this chapter can be found in Appendix A,
“Starter System JCL” on page 133 and in IPO1.INSTLIB.

Installation process is different for new RACF installations and those who have
previous releases of RACF currently operating.

1.1 RACF Database

Whether you currently have RACF on your system or are ordering RACF for the
first time, you must allocate, format, and catalog a new RACF database on your
target system. You should also create a backup database that RACF will
maintain as a duplicate of the primary.

As indicated in RACF documentation, RACF 1.9.0 is the last release supporting
the non-restructured database (NRDS) format. Therefore, it is strongly
recommended that new users create a restructured RACF database. Also,
installations that have RACF installed are encouraged to convert to the
restructured database format (RDS) at this time.

Figure 1 on page 2 shows a comparison between the restructured database and
the non-restructured database. The new restructured RACF database provides
more efficient management of information and a flexible base for further
enhancements, as follows:

The block size is 4096 bytes, which will better utilize storage devices.

RACEF still allocates space with 256-byte segments, so there are 16 segments
in each 4-KB blocks (K=1024).

Profile names can now be up to 246 bytes in length. Longer names may be
needed for some profiles, such as JESSPOOL profiles.

In a non-restructured database, a profile must occupy contiguous space.
Profiles in a restructured database need not be contiguous. For example, in
a user profile, the TSO segment and the DFP segment can be separate from
the RACF base segment. Storage requirements are reduced because the
entire profile does not need to be accessed when only a few fields are
required.

There are no CONNECT profiles in an RDS. The information that is kept in a
CONNECT profile in a NRDS is kept in the USER profile in an RDS. This
results in increased processing efficiency because the CONNECT and USER
profile are commonly used together. Programs using ICHEINTY or
RACROUTE REQUEST=EXTRACT can continue to refer to CONNECT profiles,
even though the data has been moved.

0O Copyright IBM Corp. 1986, 1992 1



New utilities are provided for the new RDS. There is a utility that
corresponds to each of the ICHUTxxx utilities. Refer to Chapter 7, “Utilities”
on page 73 for more detail about the new RACF utilities and their functions.

NON-RDS RDS
RACF DATABASE RACF DATABASE

- 1024-byte blocks - 4096-byte blocks

- 4 segments per block - 16 segments per block

- 44-byte profile name - 246-byte profile name

- Contiguous - Can be non-contiguous
- No connect profiles
- New utilities

Figure 1. Restructured RACF Database

1.1.1 RACF Database Space Considerations

2
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For performance reasons you may wish to change the SPACE allocation of the
primary and backup databases in the SYSRACF DD statement in the allocation
and initialization jobs from:

SPACE=(1024(900), , GNTI § -- NGB
or
SPACE=(4096(900), , GONTI § -- RSB

to:
PAE( O, (xx),, NN G

Allocation in cylinders is better than allocation in block length, in terms of
performance, because the RACF manager uses EXCPVR to access the RACF
database.

There are two methods for estimating the number of cylinders required. The first
is a detailed formula described in the System Programming Library: RACF. The
second method is an approximation.

For both methods, the direct access space needed for a RACF database depends
on the number of users, groups, user-group connections, and resource profiles
defined to RACF, and the efficiency with which the space within the RACF
database is utilized.

The algorithm used to estimate the RACF database size assumes that an
installation uses only generic data set profiles. The algorithm uses the number
of data set high level qualifiers (HLQs) in your system to estimate the database
size. The number of HLQs is used because it includes the number of RACF



users and RACF groups defined in your system. This number is then multiplied
by an estimate of general resource profiles, user-group connections, and data
set profiles that exist for each high level qualifier. We have used the number 50
after examining current installations. The RACF database requires
approximately 320 bytes for each profile. The algorithm is:

No. of HLQs * 50 * 320 = Bytes required
Using Figure 2, which is derived from the formula above, an installation with a

total of 1200 HLQs will need approximately 30 cylinders on a 3380 device. (This
estimate includes some extra space for future expansion).

N O SPAEREQURED 3380 CYvLS 3390 COYLS

HGC (BYTEY (APPRXX)  (APPRX)
200 3, 200, 000 6 5
400 6, 400, 000 10 9
800 12, 800, 000 20 17

1200 19, 200, 000 30 25

1600 25, 600, 000 40 34

2000 32, 000, 000 50 42

2400 38, 400, 000 60 50

2800 44, 800, 000 70 59

3200 51, 200, 000 80 67

3600 57, 600, 000 90 75

4000 64, 000, 000 100 83

5000 80, 000, 000 125 105

Figure 2. RACF Database Size Table

The RACF database must be cataloged and should reside on a permanently
resident volume. Place the RACF database on the fastest available device for
performance, even though it can be allocated on any DASD device available in
your installation. If a cached auxiliary storage subsystem (such as IBM 3390 or
3380 devices attached to an IBM 3990 Storage Control Model 3) is available, use
it for the RACF database. If the device is generated as a shared device,
performance will be degraded, even though the RACF database is not actually
being shared with another system.
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1.1.2 RACF Database Allocation For New Installations

If this is the first time you have installed RACF on your MVS system, submit the
job RACRDSP to allocate and initialize a primary RDS. You should also submit
the job RACRDSB to allocate and initialize a backup RDS which RACF will
maintain as a duplicate of the primary.

You may want to consider changing the SPACE allocation of the SYS1.RACF and
SYS1.RACF.BKUP1 databases on the SYSRACF DD statement in jobs RACRDSP
and RACRDSB. Refer to Section 1.1.1, “RACF Database Space Considerations”
on page 2 for more information about space allocation.

1.1.3 RACF Database Allocation For Existing Installations

If you have previously installed RACF on your MVS system, submit jobs RACFINT
and RACINBK to allocate and initialize primary and backup RACF NRDS.

You should change the SPACE allocation of the SYS1.RACF and
SYS1.RACF.BKUP1 in jobs RACFINT and RACINBK. Refer to Section 1.1.1,
“RACF Database Space Considerations” on page 2.

After the initial IPL, when the new RACF is active on the target system, the
non-restructured databases can be converted to the restructured format.

1.1.4 Additional Consideration for Existing RACF Installations
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After you have allocated a new RACF database and, optionally, a backup
database, you can copy the SYS1.RACF database from the driving system to the
new RACF database on the target system in order to retain your RACF profiles.
Jobs RACFCPR and RACCPBK use RACF utility ICHUT200 to accomplish this
task.

The RACF database must have templates at the 1.9 level if RACF 1.9 is to
function properly. To upgrade the existing RACF database templates to the new
release, use the new RACF initialization program, ICHMINOO. If your installation
already uses restructured database, use program IRRMINOO.

Jobs RACUPGNP and RACUPGNB upgrade the target system's primary and
backup non-restructured databases, respectively.

Make sure you point to the RACF 1.9 libraries to pick up ICHMINOO. The RACF
1.8 copy of ICHMINOO will update the templates correctly, but will not update new
default values, and thus may cause problems after you IPL RACF 1.9. Also, in
previous releases, the RACF Template Data (ICHTEMPO) resides in
SYS1.MACLIB. In RACF 1.9, ICHTEMPO resides in SYS1.MODGEN. Be sure to
point to this library when running ICHMINOO.

You can run ICHMINOO against an active RACF database. A reserve is issued for
integrity purposes, but the elapsed time is short. A re-IPL is necessary for the
template changes to take effect on the system. Note that the updated RACF
databases can still be used by a RACF 1.8 or earlier system.

Note: After updating the database to RACF 1.9 templates, only the RACF 1.9
utilities may be used on the database, and they can only be run from a RACF 1.9
system. The only exceptions are ICHMINOO and ICHUT100, which can be run
from the RACF 1.8 system. Do not use RACF 1.8 or earlier utilities; otherwise,



unpredictable errors can occur. You should take RACF 1.8 and earlier utilities
out of the system load libraries.

Refer to Chapter 7, “Utilities” on page 73 for a list of the new RACF utilities and
their counterparts in previous RACF releases.

Initialization program ICHMINOO does not convert a non-restructured database
(NRDS) to the restructured database (RDS). The installation must initially install
RACF using the NRDS. After the initial IPL, when the new RACF is active on the
target system, the NRDS can be converted to the restructured format. Refer to
Section 1.7, “Converting RACF Database to Restructured Format” on page 9 for
more information on the conversion to the RDS.

Conversion of the RACF database to the RDS format is not required in order to
install RACF 1.9. However, RACF 1.9 is the only release in which the transition
to the new format can be made.

1.2 Defining the RACF Database Name

During IPL, the system must have the name of each RACF database. If
databases names are not defined prior to IPL, the operator is prompted for them.
The operator can respond with the correct name or 'none’. If 'none’ is the reply,
RACF will be inactive for this IPL and the operator will be prompted for all
resources accesses.

To define the RACF database name automatically to the system and to eliminate
operate intervention, either:

use the database name table, ICHRDSNT or

modify MSTRJCL.
The database name table is the recommended method. It provides the ability to
identify a backup database for RACF's use and specify what type of backup

information is to be copied from the primary database to the backup database. It
also provides better performance since you can specify resident data blocks.

1.2.1 Database Name Table

The Database Name table (ICHRDSNT) is an installation-written load module that
describes the RACF databases to RACF. In this table you can specify the:

Number of RACF databases

Names of RACF databases (primary and backup)

Number of resident data blocks

What kind of information you want to write to the backup database

Figure 3 shows a sample database name table for one primary and one backup
database.

Chapter 1. Installation 5



6

RACF Starter System

DC A1(1 Nunber of entries

DC Q44 SYsl. RAF Prinary database nane

DC Q44 SYSL. RACF. BKLP1'  Backup dat abase nane

DC  AL1(255) Nunfer of resident bl ocks
DC B10000001' H ags - dupl ex updat es

and resi dent bl ocks wi | |
i ncl ude dat a bl ocks

Figure 3. Database Name Table (ICHRDSNT)

The flag field has the following format:
Bit Setting Meaning
00.. .... No updates to backup database.

System problems may cause the backup database to become the
primary database. In this case, the backup database should be
reasonably accurate.

Use ICHUT200 or IRRUT200 utilities to make copies periodically of
your primary database. For a sample of the necessary JCL, refer to
jobs RACCOPY in Section A.9, “Copy Primary Non-restructured
Database to Backup” on page 141 and RACRCPY in Section A.10,
“Copy Primary Restructured Database to Backup” on page 142.

10.. ... Update backup database, except statistics.

The backup database changes only when the primary database
changes.

In this case, if the SETROPTS INITSTATS is active, a limited subset of
statistics is maintained on the backup database, such as the first time
each day that the user logs on and the time and date of password
changes during logon. Also, if SETROPTS PASSWORD(REVOKE)
option is active, the revoke counter is reset to zero.

11.. ... Update backup database, including statistics.

Duplicating updates and statistics would increase the level of activity
in the RACF backup database. You normally would not choose this
option.

....... 1 Use the resident data-block option for the primary database.
(Resident data blocks are always used on a restructured database.)

The resident index-block count field specifies the maximum number of index
blocks to be kept resident for the primary database while it is active. If you
select the resident data block option (setting bit 7 in the flag field), this field
specifies the maximum number of index, block-availability-mask (BAM), and
profiles blocks to be kept resident.

Resident data-blocks reduce the amount of 1/0O that is required to service the
RACF database. Their use is highly recommended with the non-restructured
database for best performance. With a restructured database, the resident data
block option is defaulted. It is therefore unnecessary to set bit 7.



1.2.2 Recommended Number of Resident Blocks

Resident data blocks reduce the amount of 1/O that is required to the RACF
database. An installation can specify from 0 to 255 resident blocks per primary
RACF database. For MVS, the default value is 10 resident blocks. For best
performance, specify a number as large as you can afford.

In a NRDS, each data block uses 1056 (1 KB + 32) bytes of storage. In a RDS,
each data block uses 4128 (4 KB + 32) bytes of storage. On MVS, the storage is
in the CSA (extended CSA for MVS/XA* and MVS/ESA*).

Since the blocking factor for restructured data sets is four times greater than for
non-restructured data sets, the CSA increase in like manner.

If you are in an MVS/370 environment, check the CSA size. If you have enough
CSA, you should specify between 40 and 50 resident blocks.

If you are in an MVS/XA or MVS/ESA environment, you should specify 255
resident blocks. You do not have to worry about CSA size, because, in those
systems the residents blocks are placed above the 16-MB line (M=1,048,576).

You can specify the number of resident blocks in ICHRDSNT or in ICHSECOP
(when you do not have a database name table). RACF establishes this value in
the following sequence:

1. Searches the database name table (ICHRDSNT)
2. Searches ICHSECOP
3. Uses the default value (10) from ICHSECOP

We recommend that you specify the number of resident blocks in ICHRDSNT.

For sample JCL to install the RACF Database Name table using SMP/E, refer to
job RACDSN in A.11, “Install RACF Database Name Table” on page 143.

1.2.3 Modifying MSTRJCL
Even though it is recommended you use the database name table to define the
database name to the system, you can also do this definition by modifying the
MSTRJCL.

Add the following assembler source to the MSTRJCL CSECT using a JCL DD
statement labeled SYSRACF:

DC A80'//SYSRXF [D D[ENSYSL R O SP=SR
Link-edit the MSTRJCL object code into SYS1.LINKLIB.

MSTRJCL cannot be used to allocate a backup data base. For more information
on updating MSTRJCL, see MVS/ESA System Modifications.
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1.3 Data Encryption Standard Modification

The Data Encryption Standard (DES) is an algorithm that RACF uses to encode
passwords and Operator Identification Card (OIDCARD) data before they are
stored in the RACF database. It is a one-way encryption; it does not provide the
reverse process (decryption). DES provides a higher level of security than the
masking algorithm offered with RACF releases earlier than RACF 1.6.

For compatibility with prior releases, RACF provides a dummy authentication
installation exit (ICHDEXO01). With this exit, RACF uses only the masking
algorithm. If you want to use an encrypted RACF password, you have to delete
ICHDEXO01 in SYS1.LPALIB to activate the DES algorithm.

If you previously installed RACF on shared systems and used DES, you must be
certain that ICHDEXOL1 is deleted before IPLing your system. Otherwise, RACF
will use the masking algorithm to read the passwords, and no user will be able
to log on to your system. Module ICHDEXO01 will be reinstalled and it must be
deleted again. Delete this module for each system that shares the database and
specify the CLPA option when you IPL your systems.

If you want to use DES for the first time, or you have previously used DES, run
job RACDES. This job does two things:

Deletes module ICHDEXO01 from SYS1.LPALIB

Changes the SMP/E owner of ICHDEXO01 from the RACF FMID to IPOSDXO.
With this job, you can avoid the reinstallation (and re-deletion) of this module at
each new RACF release and SYSGEN. It changes the owner of ICHDEXOL1 for a

dummy FMID. Refer to Section A.12, “DES Modification” on page 145 for an
example of job RACDES.

1.4 TSO/E APF-Authorized Command and Program Tables

The TSO/E APF-authorized command and program tables must contain the RACF
commands if RACF is to operate properly.

If you have TSO/E Release 1.4 or higher on your system, use the SYS1.PARMLIB
member IKIJITSOO0O0 to define the APF-authorized RACF commands and programs.

If you have installed RACF through CBIPO, IKJTSOO0O contains the appropriate
RACF commands and programs. You should verify that this member meets your
requirements. You may modify IKJTSOO0O at any time.

1.5 Placing Modules in LPA
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In an IMS or CICS environment, you can place some RACF load modules in the
fixed Link Pack Area (LPA) to ensure optimum performance. Put the modules in
LPA by creating or modifying your existing IEAFIXxx list member in
SYS1.PARMLIB.

If your installation wants to use RACF for IMS and CICS security functions,
update IEAFIXxx with the following information:

SYSL. LPALI B | GHRFQ0, | GHRROO, | G5R00



Users of IMS should also add the following to member IEAFIXxx:
IMS Release 2.1 or earlier:
SYSL. LINKLI B | GR3.00, | GR3.01, | GR3.03
IMS Release 2.2 or later:
SYSL LI NKLI B | GRA03, | G R304

Starting with CICS/ESA* Version 3 Release 2, security functions for a CICS
environment must be provided by a security program, such as RACF. Internal
security mechanisms to control the access to CICS resources are not provided
by CICS anymore.

An example of IEAFIXxx can be found in SYS1.SAMPLIB member RACINSTL.
See System Programming Library: RACF and MVS/ESA System Programming
Library: Initialization and Tuning for detailed information.

1.6 Utilizing VLF for Group Tree in Storage

On an MVS/SP 3.1.0 or later system, RACF can improve the performance of
group authority processing for RACF commands. This facility improves the
performance of group authorities such as Group-special, for users with a large
number of group connections.

RACF uses virtual lookaside facility (VLF) to create group information objects in
data spaces, thus reducing RACF database 1/O during group authority
processing.

Use member COFVLFxx in SYS1.PARMLIB to activate or deactivate this Group
Tree in Storage function, by including or omitting the IRRGTS class from
COFVLFxx.

Group Tree in Storage must not be activated unless all RACF system sharing the
RACF database are using RACF 1.9 or later. Refer to MVS/ESA System
Programming Library: Initialization and Tuning for more details on coding
member COFVLFxx.

1.7 Converting RACF Database to Restructured Format

1.7.1 Running a

This section is applicable only for installations migrating from a prior release of
RACF, or installations that have installed RACF initially with a non-restructured
database.

After RACF 1.9 with the NRDS is running on your system, you may decide to
convert your databases to the RDS format. The RACF database conversion
utility program (IRRDSCO00) converts your RACF databases to the new format.

Test Conversion

You can use utility IRRDSCO00 to convert an off-line copy of your NRDS database
to RDS format. Create the off-line copy using either utility ICHUT200 or utility
ICHUT400. This off-line copy of the RACF database should reside on a different
volume than your active RACF database to permit you to run your test
conversion without impacting the active system.
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This test will show whether all your profiles can be read and converted, and
whether your restructured databases should be larger than the non-restructured
databases. Run utility IRRUT200 to compare the database sizes. You can also
estimate how long the conversion will take.

Utility IRRDSCO0O0 reads and writes every profile in the entire database. If you
want the conversion to run faster and provide less contention with other work, it
is recommended that you run it during off-shift hours.

1.7.2 Converting the Active Database
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After you have run the test conversion, convert your active RACF NRDS to the
new RDS format.

One method is to install a RDS as the primary, and keep an NRDS as a backup.
This approach permits your installation to have the benefits of the RDS, while
retaining a NRDS in case of problems, until you feel your system is stable. At
that time, you can use RACF utility IRRUT200 or IRRUT400 to copy your primary
RDS to a backup RDS.

Note that once you have converted your database, you may not return that
database to the non-restructured format. Therefore, it is recommended that you
follow the method described above.

Remember that you must use utility IRRUTxxx for restructured databases and
ICHUTxxx for non-restructured databases. Be especially careful during mixed
mode operation, when your primary database is in a different format than your
backup database. Also, remember that RACF Release 9.0 is the last release that
will support the NRDS format.

For example, assuming that your system has a primary NRDS named
SYS1.RACF and a backup NRDS named SYS1.RACF.BACKUP, you can use the
following steps to convert the primary database to the RDS format:

1. Run utility IRRDSCOO to read the primary data set and construct a new RDS
(for example, SYS1.RACF.RDB). Use the parameter LOCKINPUT to prevent
updates while the job is running.

2. Use the RVARY INACT command to inactivate the backup data set
SYS1.RACF.BACKUP.

3. Create a backup copy of the backup data set, to be used in case of problems
during the conversion. If the conversion is successful, this data set can be
deleted. Use ICHUT200 or some other utility to make the copy.

4. Copy the primary data set SYS1.RACF to the backup data set
SYS1.RACF.BACKUP.

5. Use the RVARY ACTIVE command to activate SYS1.RACF.BACKUP.

6. Use the RVARY SWITCH command to make SYS1.RACF.BACKUP your
primary data set and SYS1.RACF the backup data set.

7. Rename data set SYS1.RACF (the current backup data set) to, for example,
SYS1.RACF.OLD.

8. Rename the output data set of IRRDSCO00, SYS1.RACF.RDB (step 1), to
SYS1.RACF.



At this time, your current backup data set is in the RDS format, and has the
same name (SYS1.RACF) that the primary data set had at the beginning of
the process.

9. Use the RVARY ACTIVE command to activate backup data set SYS1.RACF.

10. Use the RVARY SWITCH command to switch data sets SYS1.RACF and
SYS1.RACF.BACKUP.

Now SYS1.RACF is the restructured primary data set, and
SYS1.RACF.BACKUP is the non-restructured backup data set.

When you feel your system is stable, you can copy the primary RDS to a
backup RDS.

Refer to MVS/ESA and RACF Version 1 Release 9 Security Implementation Guide
for a complete discussion of the above method. System Programming Library:
RACF contains additional details and sample JCL to perform the conversion to
the RDS format.
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Chapter 2. Starter Groups and Users Structure

Every new installation has to create a RACF groups and users structure. This
structure, determined by the installation's security needs, influences RACF
administration. This chapter discusses ways to develop and administer a RACF
groups and users structure.

Examples of the jobs referred in this chapter can be found in Appendix A,
“Starter System JCL” on page 133 and in IPO.JCLLIB.

2.1 Group and User Concepts

A basic RACF concept is to distinguish between actual resources, such as data
sets and tape volumes, and the RACF profiles that protect these resources. The
RACF profiles are grouped into functional classes, called resource classes. For
example, data sets are grouped in the DATASET class, and user IDs are grouped
into the USER class. There is also a GROUP class that contains collections of
users.

A RACF user is identified by an alphanumeric user ID that RACF associates with
the user. Note, however, that a RACF user need not be an individual. For
example, a user ID can be associated with a started task.

Users with similar access requirements can be collected in a group. This is very
useful for users that work on the same project or in the same area and must
have access to the same resources. Instead of authorizing each user to access
the resource, you authorize the group. The group is easier to control, and the
size of the database decreases because the list of users that access profiles is
smaller.

2.1.1 Group Characteristics
The most important characteristics of groups are :

Groups are organized hierarchically. This means that every group has a
superior group (with the exception of the group SYS1, which is the major

group).
The high-level qualifier of a data set profile must always be a group (or a
user) defined to RACF.

Scopes of groups can be created. A user with the Group-special attribute in
a group controls the profiles in a subgroup, if the profile owner is the
subgroup and the superior group owns the subgroup profile.

RACF profiles are identified by a profile name and contain a list of all users
and groups that are authorized to access the resource related to these
profiles (the access list).

RACF can be administered at the system or group level.
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2.1.2 Group Benefits

The benefits of using RACF groups include:

Reducing the effort of maintaining access lists. Instead of adding and
deleting users to the access list of several profiles, consider creating a RACF
group and placing it on the access list instead of the user IDs.

Avoiding the need to refresh in-storage profiles. If your installation
maintains in-storage copies of resource profiles through the SETROPTS
RACLIST or GENLIST, changes to those profiles do not take effect on the
system until a SETROPTS RACLIST REFRESH or SETROPTS GENERIC
REFRESH command is issue. To avoid the need to refresh in-storage copies,
place the RACF group in the access list instead of a user ID. Refer to 5.6,
“Using SETROPTS RACLIST and SETROPTS GENLIST” on page 57 for more
information about RACLIST and GENLIST.

Providing a form of time-limited access. First you have to ensure that the
only access the user has to the resource is through a RACF group that has
the desired access to the resource. Then, connect the user to the group with
a resume or revoke date. To cause the user’'s access to start on a certain
date, issue the following command:

QONNECT user i d GROF(groupi d) RESUMH dat e)

To cause the user's access to stop on a certain date, issue the following
command:

QONNECT user i d GROR(groupi d) REVCKH dat e)

2.2 Skeleton Group Structure

This section describes how to create an initial RACF group structure.

2.2.1 General Considerations
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Computer resources are always changing; data sets are created and deleted,
and users are moved from one department to another. For this reason, the
group structure should be easily changeable.

Whenever possible, access should be given to groups rather than individuals.
This approach allows the system to be maintained more easily because the
access list entries in the resource profiles are more stable. When a user
changes groups, the resource access lists do not have to be changed. However,
when only one user needs access to another group’'s resources, only the one
user should be permitted access to the resource, not the entire group.

How many groups and subgroups an installation decides to implement depends
on the number of users and the complexity of the installation's organization. At
a smaller installation, one system programmer is sometimes responsible for
several subsystems, so it would not be necessary to divide the system
management group structure into groups for each separate subsystem. But
keep in mind that installations grow and the installation should plan its group
structure based on a reasonable growth plan.

Figure 4 shows the first level of the suggested starter group structure for all
installations. The upper part of the figure shows the groups defined in the
system when RACF was installed. The lower part of the figure describes the
highest functional levels in a computer center: system management (SYSMGT),



applications (APPLS), and end users (USERS). Logically the group SYSADM is
established above these groups. This group contains users with the
System-special and the System-auditor authority. In larger installations, it can
be convenient to define more than one user with System-special or
System-auditor authority.

S—rc>»Tmo

SYSCILG VSAMDEET

SYSMGT APPLS RS

Z0 -~ dA>»rrC>»H0NZ2"

Figure 4. First-level Group Structure

2.2.2 System Management Group Structure

Many system data sets need the high-level qualifier SYS1. Therefore, with SYS1
data sets it is advantageous to create separate groups for data sets and users.
For example, the group SYS1 would contain only data sets, and the groups
shown in Figure 5 would contain only users and data sets used within the group,
not data sets used system-wide. The main function of the defined groups is to
collect users with similar access requirements. These groups are called access
groups. Then, these access groups would be given access to the groups of
SYS1 data sets associated with their particular system management function. In
this figure, a functional structure is used. The group SWMGT contains the
system programmers. This group covers all software maintenance and is split
into subgroups responsible for the system software (SYSSW), such as JES,
RACF, and TSO; the network software (NETSW), such as VTAM*; and the
database software (DBSW), such as IMS, CICS, and DB2*. If the system
programmer’s responsibility is more restricted, then this structure can be
expanded to the product level.
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In Figure 5, started procedures are defined in the group STCGRP. These
procedures can access data sets in the group SYS1 only with explicit permission.
The group STGMGT is responsible for the maintenance of storage, such as tapes
and DASD volumes.

SYSSW NETSW DBSW TAPEMGT DASDMGT

Figure 5. Substructure of System Management Group

For the JCL to define the system management group structure, refer to job
RACGRP in Section A.13, “Skeleton Group Structure” on page 146. This job can
be changed to suit the installation’s group structure requirements. The
System-special attribute is required to execute this job.

Note: If Group Tree in Storage is not activated in your CBIPO system, MVS/XA
and MVS/ESA (including Version 4) installations will receive the following
message when RACGRP is run:

| RRB04I RACF ALASS “ I RRGTS' NOT DEFI NED | N GOPVLFEXX PARMLI B of WL,
This message will not affect your job. You may wish to refer to Section 1.6,

“Utilizing VLF for Group Tree in Storage” on page 9 and to the RACF Program
Directory for MVS Installations for information concerning Group Tree in Storage.

2.2.3 Applications Group Structure

16

RACF Starter System

Applications include dialogs, program products, and other programs used by
several users. Applications exist on the group or system level. Group
applications can be group-specific interfaces to subsystems, such as input
panels for a finance package. If more than one group has to use the application,
the application should be defined as a system application.

The structure of the applications groups should reflect the functional organization
of the application. For example, programmers working on the application would
be placed in one group and end users of the application would be placed in
another group.



Often, applications are the interface between the computer center and the users.
If the users believe that their daily work is restricted by RACF, the acceptance of
security activities is low. Therefore, it is suggested that all departments be
involved in the process of defining the RACF group structure.

2.2.4 User Group Structure

A RACF group structure should be based on the most stable part of an
installation's organization. For example, because department numbers are often
changed, we recommend a user-group structure based on the functional
organization of an installation. If temporary project groups are necessary, create
them on the bottom of the hierarchical structure so that when they are deleted
no other groups in the structure are affected.

2.2.5 Defining Groups

Use the ADDGROUP command to define one or more RACF groups. Be sure to
specify at least your installation's defined superior group and group owner, as
follows:

ADDAERAP gr oup SUPARAUP( supgr oup) OMER gr oup)

2.3 RACF Administration

RACF offers an installation a wide range of functions to help build and
administer a security system around the RACF group structure. This system can
be administered on the system level with centralized administration or on a
group level with decentralized administration.

The installation must decide which method of security administration best suits
its needs. For a new installation or a smaller installation, centralized
administration is beneficial because this approach requires only RACF skills
from one or two system administrators. Later, if the effort to administer RACF
increases, the installation can implement a decentralized administration. For
easy implementation of decentralized administration, the installation should
initially define the scope of groups with group-level administration in mind.

2.3.1 Centralized Administration

With centralized administration, the system is administered by one or more
system administrators defined with System-special authority. These
administrators are be connected to the group SYSADM, discussed previously in
Section 2.2.1, “General Considerations” on page 14. The system administrator
controls all RACF profiles, permits users and groups to access the resources
protected by these profiles, and defines or deletes users and groups as
necessary throughout the entire group structure. This administrator also
monitors the security requirements and implements protection measures for the
entire installation.

2.3.2 Decentralized Administration

With decentralized administration, the security system is administered by
delegates with Group-special authority at the group level and by a system
administrator who administers only system-wide authorities. The group-level
administrator controls all RACF profiles within the scope of his group, permits
users and groups to access the resources protected by these profiles, and
defines or deletes users and groups as necessary within the scope of his group.
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A group-level administrator understands the needs of a group much better than
a system administrator because he is closer in the organization to the group
members and is more aware of the group's specific security requirements. To
guarantee system integrity, the group-level administrators are controlled by the
system administrator. All administrators are monitored on the same level by
users with the Auditor or Group-auditor attribute.

2.4 Group Structure Implementation

This section describes steps to be taken to customize RACF on the system after
IPL. Consult the RACF Command Language Reference when defining the
parameters for the commands to be certain that they accurately reflect your
installation's desired RACF implementation.

Implement your group structure as follows:

1. Initially, you should be logged on as user ID IBMUSER. This user ID is the
only access to both RACF and TSO after installing RACF. Change the initial
password of “SYS1” to ensure that only authorized users can access this
user ID.

2. Define the SETROPTS options. See Chapter 5, “Options” on page 53.
3. Define your RACF group structure.

4. Define users with the Special attribute. The Special user who is the new
security administrator must have a SYS1.UADS entry with TSO ACCOUNT
authority and must have SYS1 as the default group. To create this Special
user ID, issue the following RACF command from TSO:

ACDEER useri d PASSWIRY passwor d) DALTGRA(SYSL) OMER SYSL) SPEA AL
5. Define users with Operations and Auditor attributes.

6. The security administrator then logs on to his new Special user ID created
above. He will be prompted for a new password. User ID IBMUSER should
be revoked to prevent its further use. From the security administrator's user
ID, issue the following RACF command from TSO:

ALTUSER | BMUEER REMOKE

All jobcards in the RACF sample jobs must be changed to reflect the user ID
of the person executing the jobs, such as the security administrator.

7. Define all TSO user IDs to RACF.

8. Define all exclusively batch users to RACF.

9. Define high-level qualifiers that do not match a RACF user ID as a RACF
group.

10. Protect all high-level qualifiers. To do so, create simple generic profiles
(such as HLQ.*) in the RACF DATASET class for each user and group with
the WARNING option. With the WARNING option, access requests are not

denied. A user attempting the access receives a message from RACF and
RACF SMF records are produced.

11. Customize Tables and Exits - Global Access Checking Table, Started
Procedures table, RACF Installation Exits, and others. See Chapter 6,
“Tables and Exits” on page 59.

12. Run the report writer to identify whether more permits are necessary. The
Report Writer shows all attempts to access profiles in Warning mode. When
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you turn off the warning mode the user cannot access the profile, so you
have to analyze these accesses to see whether users must be included in
the access list of the profile or whether it is necessary to create more
precise generic profiles to protect the data sets. Section 8.1, “Report Writer”
on page 81 contains the description of some RACFRW predefined reports.

13. Run DSMON to check the initial steps you took to establish system security.
See Section 8.2, “Data Security Monitor” on page 86 for information about
the use of DSMON.

14. When you are sure that your system is running with no problems, reset the
warning mode of the profiles.

2.5 Defining TSO Users to RACF

To log on to TSO/E, a user must have an entry in the SYS1.UADS data set or a
TSO segment defined in the RACF user profile.

On an MVS/XA or MVS/ESA system, you can move TSO/E user attribute
information from SYS1.UADS to the RACF database. When you move this TSO/E
information into the RACF database, it is stored in the TSO segment of the user's
profile. When a user logs on to TSO/E, TSO/E uses the information contained in
the RACF TSO segment to build a session for the user.

We strongly recommend that users be converted from SYS1.UADS to the RACF
database to improve the security of your systems and to simplify the
maintenance of user ID information.

To convert user information from the UADS to the RACF database, follow these
steps:

1. Convert user information using the TSO/E RACONVRT command.
2. Test the system using the TSO information in the RACF database.
3. Delete user information from the UADS.
4

. Synchronize the RACF database with the broadcast data set.

The following sections describes the above steps in detail.

2.5.1 Converting User Information from UADS

The TSO/E RACONVRT command allows you to convert user IDs from UADS to
the RACF database. You can convert some or all of your users by specifying the
appropriate operands on the command. See TSO/E Version 2 System
Programming Command Reference for more information on the RACONVRT
command.

RACONVRT generates the RACF commands needed to update or create RACF
user profiles and places these commands into members of a partitioned data
set. This data set is called “prefix.IKJ.RACONVRT.CLIST,” where “prefix” is the
user ID of the person executing the command. RACONVRT creates, but does not
execute, the RACF commands. This is to allow you to edit and change the clists
to customize the conversion process before you actually issue the RACF
commands.

Figure 6 lists the members created by the RACONVRT command, with a short
description of each member.
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Member Description

ADDUSER Defines users to RACF, defines a TSO segment, and creates a
data set generic profile.

ALTUSER Defines a TSO segment within existing RACF user profiles.

DEFAUTH Defines TSO/E authorities (OPER, ACCT, JCL, MOUNT, and

RECOVER) as RACF resources and gives users authority to
access these resources

DEFPROC Defines logon procedures as RACF resources and gives users
authority to access these resources.

DEFACCT Defines account numbers as RACF resources and gives users
authority to access these resources.

DEFPERF Defines performance groups as RACF resources and gives users
authority to access these resources.

RUN Invokes the other members in the proper order to complete the
conversion to the RACF data base.

Figure 6. Members Created by the RACONVRT Command

When you are ready to issue the RACF commands, do the following:
1. Issue the SETROPTS command to activate the TSO-related RACF resource
classes:
SETRIPTS ALASSACT( TSAPROC ACCTNUM PERFGRP TSOAUTH
2. Execute the RUN member of the clist data set to issue the RACF commands

generated by RACONVRT.

3. Issue the SETROPTS command with the RACLIST operand for the newly
activated TSO resource classes to bring the resource profiles into storage:

SETROPTS RACLI ST( TSAPRAC ACCTNUM PERFGRP TSOAUTH

When you change any user information in any of these resource classes, you
must issue the SETROPTS RACLIST command with the REFRESH option to
make the changes active.

2.5.2 Testing the Conversion

To test the conversion from the UADS to the RACF database, log off TSO/E and
log back on TSO/E.

2.5.3 Deleting User Information from UADS
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After you have tested the conversion and are sure that it was successful, you
can delete information from SYS1.UADS for user IDs converted to the RACF
database. To delete the user information from the UADS, use the DELETE
subcommand of ACCOUNT.

Do not delete any information from the UADS until each user logs on TSO/E for
the first time after the conversion. User information stored in the UADS must be
available to obtain a user's current User Profile table (UPT), because the
conversion does not migrate the UPT to the RACF database.

Note: Moving the TSO/E user information to the RACF database eliminates the
need to maintain an entry in SYS1.UADS for each TSO/E user. However, you

MUST maintain entries in SYS1.UADS for certain users (such as IBMUSER and
system programmers). For example, if you have to deactivate RACF to perform

RACF Starter System



maintenance on the RACF database, users authorized to perform this
maintenance must be able to log on the system. With RACF inactive, TSO/E
checks entries in SYS1.UADS to authorize access to system.

2.5.4 Synchronizing RACF Database with Broadcast Data Set

To synchronize the RACF database with the broadcast data set
(SYS1.BRODCAST), user either the SYNC command or the SYNC subcommand of
the ACCOUNT command.

If you have not converted all user information to the RACF database (as
recommended), specify the BOTH operand when you issue the SYNC command.
The BOTH operand causes the broadcast data set to be synchronized with both
the UADS and the RACF database; that is, for every user ID defined in either the
UADS or the RACF database, a corresponding entry is made in the broadcast
data set.

Figure 7 shows an example of a job that synchronizes the broadcast data set
with the UADS and the RACF database.

[/jobnane JB jobcard parangters
/] STEPL BXEC PG KIE-TO1
[/ SYSTSFRT [D SYSQJT=A
/1 SYSRXF DD DeN=dsnane of RACF dat abase, O SP=SHR
[/ SYSUADS DD DENESYSL. UADS, O SP=9R
[/SYSLBC DD DENESYSL. BRODCAST, O =R
/[/SYSTAN DD*
SYNC BOTH
/-k

Figure 7. Synchronizing Broadcast, UADS, and RACF

If you have converted all user information from the RACF database, specify the
RACF operand when you issue the SYNC command. The RACF operand causes
the broadcast data set to be synchronized with the RACF database; that is, for
every user ID defined to TSO/E in the RACF database, a corresponding entry is
made in the broadcast data set.

Figure 8 shows an example of a job that synchronizes the broadcast data set
with the RACF database.

[/jobname JB jobcard parangters
/1 STEPL BEXEC PO KIEFTOL1
[/ SYSTSPRT [D SYSQUT=A
/1 SYSRXF DD [B\=dsnane of RACF dat abase, O SP=S-R
//SYSLBC D CANESYSL. BRIDCAST, O SP=9R
/ISYSTAN [D*
SYNC RACF
/-k

Figure 8. Synchronizing Broadcast and RACF

For more information about the conversion from SYS1.UADS to RACF database
see TSO Extensions Version 2 - Customization.
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2.6 TSO Segment of RACF User Profiles
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When you define a new TSO/E user or change TSO/E attributes in the RACF
database for an existing user, you can specify the following fields in the TSO
segment of a user's profile:

ACCTNUM - User's default account number

JOBCLASS - User's default job class

MSGCLASS - User's default message class

HOLDCLASS - User's default hold class

SYSOUTCLASS - User's default SYSOUT class

DEST - User's SYSOUT data set destination id.

PROC - User's default logon procedure

MAXSIZE - User's maximum region size

SECLABEL - User's current security label

SIZE - User's default region size

UNIT - Default device(s) used for allocations

USERDATA - Optional user data
If the user information is stored in the RACF database, you can use a
combination of the FIELD class and the command processors so that the RACF
administrator can decide which fields users can define and update in their TSO

segment. The profile name must be USER.TSO.fieldname. With field-level
access checking you can:

Allow all users to modify a particular field (or segment) of their own user
profiles. To do this, specify ID(&RACUID) on the PERMIT COMMAND.

Allow a user or group to modify a particular field (or segment) in all profiles
of a particular type. For example, you can define a profile to control access
to the ACCTNUM field of the TSO segment of user profiles. If you give a user
Update authority to this profile, the user can modify the ACCTNUM field in all
user profiles.

If your installation decides to keep TSO user information in the user profile of the
RACF database instead of UADS, you should use RACF to protect TSO/E
resources such as logon procedures and account numbers. Refer to 4.9.3,
“RACF and TSO/E” on page 52 for information about using RACF to protect
TSOJ/E resources.



Chapter 3. Data Sets

RACF can protect VSAM data sets, cataloged and uncataloged non-VSAM DASD
data sets, data sets managed by Storage Management Subsystem (DFSMS*),
tape data sets with standard labels, data sets that have the same name but
reside on different volumes, and generation data group (GDG) data sets.

To protect tape and DASD data sets, create profiles in the DATASET class by
issuing the ADDSD command, or by specifying the PROTECT=YES operand in
the JCL or the PROTECT operand on the TSO ALLOCATE command.

You can also use ISPF panels to create profiles in the class DATASET. See
Section 9.1, “Data Set Profiles” on page 92 for examples of using these panels.

A data set can be password protected. If the data set has both RACF and
password protection, the password protection is bypassed. RACF provides more
security than password protection: With RACF protection, only authorized users
can access the data set; with password protection, any users who knows the
password can access the data set.

When a user attempts to access a data set, RACF verifies both the user and the
data set profiles to determine whether to grant or to deny the access.

3.1 Data Set Profile

When you define a data set to be protected, RACF creates a data set profile that
contains, among other information:

The profile name

The profile owner

The access list

The universal access authority (UACC)
Auditing information

Erase-on-scratch option

3.1.1 Profile Name

Data set profiles can be either discrete or generic. To create a data set profile,
the high-level qualifier has to be a user or a group defined to RACF. Use the
Naming Convention table for the exceptions. The Naming Convention table
enables an installation to have naming conventions different from RACF
standard. For more information regarding this subject refer to MVS Storage
Management Library: Data Sets.

A discrete profile protects a single data set in a specific volume. In this case,
the name of the profile must exactly match the name of the data set it protects.
For example, the discrete data set profile SIMON.PAYROLL.DATA protects only
the data set SIMON.PAYROLL.DATA in the volume specified on the profile.
When a data set that is protected by a discrete profile is deleted, the discrete
profile is automatically deleted. Use a discrete profile to protect a data set with
unigue security or logging requirements.
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Whenever possible, use generic profiles for data set profiles. One generic
profile protects many data sets on different volumes and devices. With generic
profiles, an installation reduces the number of RACF data set profiles, and
consequently, the size of the RACF data base.

A generic profile protects several data sets that have a similar naming structure
and that have the same security and logging requirements. These data sets
must have some identical characters in their names. The name of a generic
profile can contain generic characters (*, **, or %) that match any other
characters. The high-level qualifier of the profile nhame must not contain a
generic character.

For example, the generic profile SIMON.* could protect the data sets
SIMON.DATA, SIMON.DATA.TEST, and SIMON.CNTRL.DATA. See Section 3.2.2,
“Creating a Generic Profile” on page 26 for more details.

You can also create a fully qualified generic profile, whose name must match the
name of the data set being protected. In spite of this equality, a fully qualified
generic profile differs from a discrete profile. A fully qualified generic profile is
not deleted when the data set is deleted. Also, with a fully qualified generic
profile, you can have multiple data sets in different volumes with the same
name, all protected by the same profile.

If a data set matches more than one generic profile, the most specific profile
sets the level of protection for the data set. If a data set is protected by both a
generic and a discrete profile, the discrete profile sets the level of protection for
the data set.

3.1.2 Profile Owner

When you define a data set profile to RACF, a RACF-defined user or group must
be defined as the owner of the profile. If you do not explicitly define the owner,
RACF names you (the issuer of the command) as the owner of the profile.

The owner has full control over the profile, including the access list. If the owner
is a group, users with Group-special authority in that group have also full control
over the profile. However, the owner cannot automatically access the data sets
protected by the profile. To access these data sets, the owner must be
authorized in the profile's access list, unless the high-level qualifier of the profile
name is the owner's user ID.

3.1.3 Access List
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Each data set profile contains a list of specific users and groups who may use
the data set(s) protected by the profile, and how they may use the data set(s).

Use the PERMIT command to create entries in the access list. The access
authority to use the data set(s) can be one of the following:

NONE Does not allow users to access the data set.

READ Allows users to read-only access the data set. to access the data set
for reading only. When you permit users to read a data set, they can
copy or print it.

UPDATE Allows users to read from, copy from, or write to the data set.
However, they are not authorized to delete, rename, move, or scratch
the data set.



CONTROL For non-VSAM data sets, this is equivalent of UPDATE.

For VSAM data sets, CONTROL allows users to access the
control-interval, and to retrieve, update, insert, or delete records in
the data set.

ALTER Allows users to read, update, delete, rename, move, or scratch the
data set.

When specified in a generic profile, ALTER gives users no authority
over the profile itself. When specified in a discrete profile, ALTER
allows users to read, alter, and delete the profile, but they may not
change its owner.

EXECUTE Allows users to load and execute, but not read or copy, load modules
(programs).

3.1.4 Universal Access Authority
The universal access authority (UACC) is the default access authority that RACF
gives to all users and groups not specified in the profile's access list.

The levels of access authority that can be defined as the UACC are the same as
those specified in the access list. Use the UACC to implement the security
requirements for the majority of the users, and specify the exceptions in the
access list.

When you specify the UACC in a profile, that UACC applies to all users on the
system, both RACF and non-RACF defined. However, RACF 1.9 allows you to
restrict data sets access only to users who are defined to RACF. To allow only
RACF defined users to access a data set, specify ID(*) on the PERMIT command,
and a UACC of NONE for the profile.

3.1.5 Auditing Information
RACF allows you to audit the use of each data set. You can specify the type of
access that you want to be recorded by RACF. For example, you can set up a
resource profile for your data set to audit every attempt to access the data set,
or to audit only the unsuccessful attempts to update the data set.

3.1.6 Erase-on-scratch Option
This option can be used to specify that the data set protected by this profile is to
be physically erased when the data set is deleted. When the data set is deleted
data management overwrites the contents of all allocated extents with binary
zeroes.

To use erase-on-scratch, specify the ERASE operand when defining a data set
profile and activate the erase-on-scratch option with the SETROPTS command.
See Section 5.2, “Recommended SETROPTS Options” on page 54 for information
about the ERASE option in the SETROPTS command.
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3.2 Creating Profiles

This section describe how to create simple generic and discrete data set
profiles. It shows some examples of commands used to define and maintain a
data set profile. For additional information, refer to RACF General User's Guide
and RACF Command Language Reference.

In addition to RACF commands, you can also use ISPF panels to maintain data
set profiles. Refer to Section 9.1, “Data Set Profiles” on page 92 to see some of
these panels.

3.2.1 Creating a Discrete Profile

3.2.2 Creating a
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To create a discrete profile, use the ADDSD command. Remember that discrete
profiles protect only one data set. If the data set is not cataloged, you must
specify the unit type and the volume serial number where the data set resides.

For example, to create a discrete profile for the uncataloged data set
NOELY.ACC.DATA, enter the following command:

ACDSD ' NCELY, ACC DATA  UAGQNON)
LN T(3380) \VOLUME( M/084)

You can also use RACF to notify a specific user when an access to a data set is
denied by RACF, by using the NOTIFY operand.

For example, to create a discrete profile for the cataloged data set
SIMONE.MUG.CHARTS, and to notify the user MILLER when RACF denies access
to the data set to any user, enter the following command:

ADDSD ' S MAE MUG GHARTS  LAGQNONE)  NOTT FY(MLLER)

If you want to allow all the users connected to the group GMPG to read the data
set SIMONE.MUG.CHARTS, you have to add this group to the access list in the
data set profile. Do this through the command PERMIT, as follows:

PERMT ' S MONE MG GHARTS | (GG AQCESY READ)

Generic Profile

By creating generic profiles you can protect more than one data set with a
unique profile. You create a generic profile for a data set in the same manner
as a discrete profile, except that you include one or more generic characters (*,
** or %), or you include the GENERIC keyword on the ADDSD command.

How you specify the generic characters depends on whether your installation
has enhanced generic naming (EGN) active or not.

The generic characters you can use are:

* With EGN (EGN in effect)

As a character at the end of a profile name (AB.CD*), matches
zero or more characters until the end of the qualifier.

As a qualifier at the end of a profile name (AB.CD.*), matches one
qualifier.

As a qualifier in the middle of a profile name (AB.*.CD), matches
one qualifier.



As a character at the end of a qualifier in the middle of a profile
name (AB.CD*.EF), matches zero or more characters until the end
of the qualifier.

Without EGN (NOEGN in effect)

As a character at the end of a profile name, matches zero or
more characters, zero or more qualifiers, or both.

As a qualifier at the end of a profile name, matches one or more
qualifiers.

As a qualifier in the middle of a profile name, matches any one
qualifier.

As a character at the end of a qualifier in the middle of a profile
name, matches zero or more characters until the end of the
qualifier.

*x A double asterisk matches zero or more qualifiers. It is allowed only
when enhanced generic naming (EGN) is active.

% A percent sign matches one and only one character.

You cannot specify any generic character in the high-level qualifier of a profile in
the DATASET class. Also, a single asterisk can appear only as the last
character in the qualifier. Therefore, the data set profile names *. BACKUP.DATA
and *BACKUP.DATA would be invalid.

Figure 9 shows some generic profile names and examples of resource names
that could be covered by profiles with and without EGN active.

Activate EGN as soon as possible and do not deactivate it. If you protect
resources with generic profiles while enhanced generic naming is active and
then deactivate this option, your resources may no longer be protected,
especially when you define a profile that ends with an asterisk. Enhanced
generic naming changes the meaning of the * character.

To activate enhanced generic naming, use the SETROPTS command:
SFTRPIS EN

For example, you can create a generic profile to protect all data sets of the
group SALES that are not protected by a more specific profile. If your system
does have enhanced generic naming active, you can enter the command:

ACCED ' SALES **' UAGQ NOND)

RACF provides the ability to allow access to specified data sets only while
executing a certain program. By specifying the operand
WHEN(PROGRAM(program-name) on the PERMIT command, you create a
conditional access list for the profile protecting the data sets.

For example, to allow user ANGELO read access to data sets protected by the
profile SALES.STATUS.* only when executing program STMONTH, enter the
following command:
PERMT ' SALES STA * IO ANEQ
ACESS READ WHEN PROGRAM STMINTH) )
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Figure 9. Generic Profiles with and without EGN Active

You can activate generic profile checking for data sets by using the GENERIC
operand of the SETROPTS command, for the DATASET class:

FIRPTS E\ER q DATASET)
Whenever you create a new generic profile, you should use the REFRESH

operand in order to make the new profile effective for already active TSO users,
jobs, or started tasks:

SETRPTS GN\ER Q DATASET) REFREH

3.2.3 Creating a Profile For a Tape Data Set
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You protect a tape data set by creating a generic or discrete data set profile.

Use the ADDSD command with the TAPE operand to define a profile to protect
data sets on tape. If the tape data set to be protected by a data set profile is not
cataloged, you must specify the UNIT, VOLUME, and FILESEQ operand when
creating the profile.



For example, to create a discrete data set profile to protect the data set
SIMON.NEW.DATA residing on tape volume 123456 with a file sequence of 1,
enter the following command:

ACCED ' S MN NEWDATA  TAPE LN T(TAPD)
VOLUME( 123456) ALESEQ1) WO NN

You can also protect a tape volume. Refer to Section 4.3, “Protecting Data on
Tape” on page 38 for more information about tape data sets and tape volumes
protection.

3.2.4 Determining Profile Protection

If you want to find out how protected a data set is, you can use the LISTDSD
command. This command displays a listing for the profile that is protecting the
data set. For example, if you are the owner of the data set
MARY.PROJECT.TEXT, you may know that the data set is protected by a generic
profile. By issuing the following command, a listing for the profile protecting the
data set will be displayed on your screen. The ALL operand specifies you want
all information about the profile, including the access list:

LI STCED DATASET(' MRY. PROECT. TEXT) AL (BBNERC

To determine if there is a discrete profile protecting the data set, do not use the
GENERIC operand. In this way, a listing for the discrete profile that is protecting
the data set will be shown:

LI STDSD DATASET(' MARY. PROJECT. TEXT' )

In either case, if the data set is protected by a fully qualified generic profile, this
profile will be displayed.

You can also use the LISTDSD command with the DSNS operand to list all
cataloged data sets that are protected by a profile. For example, for the generic
profile SALES.*, enter:

LISTCED DATASET(' SAES *')  DO\S

The RACF SEARCH command is used to obtain lists of RACF profiles, users, and
groups. You can request, for example, a list of profile names that contain a
specific character string, or a list of profiles for resources that have not been
referenced for more than a specific number of days.

You must have a sufficient level of authority for each profile selected as the
result of your request. To search information on profiles within the scope of a
group, you must have either Group-special or Group-auditor authority. If you
have System-special or System-auditor authority you may use the SEARCH
command to seek information in all profiles.

You do not need Special or Auditor authority to use the SEARCH command for
profiles you own. For example, to find out what data set profiles you have, enter
the command:

SEARCH

If user ADMIN wants to obtain a list off all data set profiles (both discrete and
generic) that have the word BACKUP as the second-level qualifier, and ADMIN
has Special authority, he or she can use the following command:

SEARH  H LTER **. BAKLP. **)
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The SEARCH command can be used to list all generic profiles that have the
potential to protect the data set. The profiles will be listed in the order that
RACF uses them. Because all data set profiles begin with a user ID or group
name, you can use the FILTER operand to show only those profiles that could
protect a data set:

SEARH  HLTER useri d. **)
or
FARH HLTER groupi d. **)

You can specify the CLIST operand in the SEARCH command. Specifying this
operand, causes RACF to create a CLIST with some commands depending on
the other operands in the SEARCH command. This facility makes the RACF data
base administration easier.

For example, user ADMIN, who has Special authority, wants to revoke all user
IDs that have not accessed the system in the last 90 days. Issuing the following
command causes RACF to create a CLIST that can be executed to revoke the
users:

SEARH AASY(EER  AGH90)
QI ST ATLBRR' ' REVOKE)

Note that the INITSTATS option must be in effect for RACF to record the statistics
available during the RACINIT processing.

If all users, except users OLDO01, OLD02, and OLDO03, have accessed the system
in the last 90 days, the resulting CLIST will be:

ALTUSER QD01 RBVCKE
ALTUSER QD02 REVOKE
ALTUSER QD03 RBVCKE

The data set userid.EXEC.RACF.CLIST contains the resulting CLIST generated by
the SEARCH command. Use the TSO EXEC command to execute the CLIST:

BEEC BECRAF AlST

The CLIST operand in the SEARCH command can be used, for example, to
create a generic data set profile for each user defined to RACF, with the high
level qualifier equal to the user ID. You can enter the following command:

SARH NMSK AASY SR
QLI ST(' ADDSD' . * GEN LAGQNOND) ')

If your RACF users are EINSTEIN, THELMA, LOUISE, BART, HOMMER, and
MARGIE, the resulting CLIST will be:

ACDSD BART. * GEN UAGQ NONE)
ACDSD B NSTE N * GEN UAGY NOND)
ACDED HMMER * GEN LA NONE)
ACDSD LOU SE * GEN UAGQ NONE)
ACDED MARG E * GEN LG NONE)
ACDSD THELMA * GEN LA NONE)

Be sure to issue the TSO/E command PROFILE NOPREFIX before executing this
CLIST.

Optionally, the command SEARCH can be issued through ISPF panels. See
Section 9.1.4, “Searching for Data Set Profiles” on page 99 for an example of the
use of ISPF panels to search for data set profiles.



3.3 Protecting System Data Sets

MVS system data sets can be divided into two categories, depending on whether
the RACF protection is bypassed or not when the system accesses those data
sets.

RACF protection for some data sets is bypassed when the system accesses
them to perform its normal system functions. However, when a user attempts to
access these data sets for normal data set operation, RACF protection is
enforced.

SYS1.LINKLIB, SYS1.CMDLIB, SYS1.LPALIB, SYS1.PROCLIB, SYS1.MANX, and
other are included in this category. You can specify a UACC of NONE for those
data sets and permit update authority to the system programmers responsible
for maintaining the data sets. A UACC of NONE does not prevent users from
executing any program in the SYS1.LINKLIB, for example, but it does prevent
them from opening the data set SYS1.LINKLIB, or specifying it as part of JOBLIB
or STEPLIB.

Other data sets, such as SYS1.BRODCAST, SYS1.HELP, and SYS1.MACLIB, are
RACF protected when the system accesses them for for its normal system
operation on behalf of a specific user. In this case, the user who attempts to
access the data set through a system function must have sufficient authority to
access the data set.

Data set SYS1.BRODCAST, for example, is opened for update by the TSO SEND

command. Therefore, you should give all users update authority to this data set.
This is a good candidate to be placed in the Global Access Checking table, with

access authority of update. See Section 6.1, “Global Access Checking Table” on
page 59 for details about this table.

3.4 Protecting LLA PARMLIB data sets and LLA-managed data sets

Library lookaside (LLA) is an MVS service that maintains a copy of the PDS
directory entries for a specified group of production libraries in the LLA address
space's virtual storage. This group of libraries is defined by the installation and
includes the set of LNKLST data sets and those specified in the parmlib member
CSVLLAXX.

Library lookaside uses virtual lookaside facility (VLF) to keep the most active
LLA-managed modules in a data space to avoid program fetch 1/O.

You should define profiles in the DATASET class for PARMLIB data sets that
contain CSVLLAxx member(s) that specify which libraries LLA is to manage.
Permit operators read access to these data sets.

You also should define RACF profiles (either in the FACILITY or the DATASET
class) for LLA-managed data sets. These data sets are the libraries that are
specified in the CSVLLAxx and LNKSTxx members of a parmlib. Update access
is required to the profiles protecting LLA-managed data sets in order to
operators to be able to revise the current list of LLA-managed data sets.
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3.5 Forcing Cataloging

To encourage cataloging of all data sets, the installation can issue the
SETROPTS command with the CATDSNS operand. With this option active, RACF
will not allow users without Special authority to access any permanent
uncataloged data set, with the following exceptions:

The data set is protected by a discrete profile.
The data set is protected by a fully qualified generic profile.

The user has read access to a profile named ICHUNCAT.dsname in the
FACILITY class.

By enforcing cataloging of all data sets, you can use the RACF LISTDSD
command with the DSNS option to list all data sets covered by a profile, since
these data sets will be found through the catalog. See 3.2.4, “Determining
Profile Protection” on page 29 to information about the LISTDSD command.

CATDSNS covers only those data sets that are cataloged in the master catalog
or have an alias in the master catalog pointing to a user catalog. When
CATDSNS is active, users are not allowed to use JOBCAT and STEPCAT. Create
a profile named ICHUCAT in the FACILITY class in order to allow users with read
access in this profile to use JOBCAT and STEPCAT.

To activate CATDSNS, enter the following command:
FTRIPTS CATDENT VRN NG

The optional operand WARNING can be used to allow accesses, but send a
warning message to the user and the security administrator.

3.6 Data Set Access Checking
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This section briefly describes the procedures RACF performs when an access to
a data set is requested.

RACF grants or denies the access based on variables, such as the kind of
access the requester wants, the requester’'s authority, and the UACC of the
profile protecting the data set.

Figure 10 shows the basic steps performed by RACF when it is invoked to
control the access to a data set.

The first step, Resource in the GAC, refers to the Global Access Checking table,
described in Section 6.1, “Global Access Checking Table” on page 59. This
book does not cover the RACF Security Classification facility; refer to RACF
Security Administrator's Guide for information about this subject.
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Chapter 4. General Resources

Besides protecting the data in DASD and tape data sets, RACF can also protect
general resources. General resources are all the resources that are defined in
the class descriptor table and include, among others, DASD volumes, tape
volumes, terminals, and load modules (programs).

4.1 General Resource Profile

When a resource that is not a DASD data set or a tape data set is defined and
protected, RACF builds a general resource profile that contains information
about the resource such as class name, resource name, the owner of the profile,
an access list and which attempts, successes or failures, are to be logged.

General resources are grouped in classes. When you create a general resource
profile, you must specify which general resource class the profile is in. Not all
classes are described in this book.

Like data set profiles, general resource profiles can be generic or discrete. If
you specify a generic profile name, the profile can protect more than one
resource. The resource names contain patterns or character strings that RACF
can use to associate them with each other. Using generic profiles instead of
discrete profiles can greatly reduce the effort of profile maintenance. In general,
you should create generic profiles for the majority of resources, and use discrete
profiles only for exceptions.

Unlike data set profiles, when you define a general resource, the RACF
command SETROPTS EGN has no effect, as it applies to only data set profiles.
For general resource profiles, enhanced generic naming is always active.

To create general resource profiles, use the RDEFINE command. Universal
access authorities for a general resource profile can be specified with the UACC
operand:

RCEH NE cl ass-nane  profil e-nane
UAQJ access-authority) ot her - oper ands

If specific users or groups are to have specific access to the profile, use the
PERMIT command to create the access list.

PERMT profil e-nane (AAY cl ass- nane)
| user or group) AQCESY access-aut hority)

For general resources, in the same way as for data sets, RACF 1.9 provides the
ability to restrict resource access only to RACF defined users. When you specify
the UACC in a resource profile, that UACC applies to all users on the system,
both those defined and those not defined to RACF. You have the option of using
the ID(*) specification on the PERMIT command to give RACF defined users the
access you desire, while restricting undefined users to the access specified in
the UACC.

Alternatively, you can use ISPF panels to maintain general resource profiles.
For details, see Section 9.2, “General Resource Profiles” on page 99.
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4.1.1 General Resource Group Profile

For some kinds of resources, consider using resource group profiles instead of
generic profiles. Like generic profiles, resource group profiles enable you to
protect several resources with one profile. However, the resources do not have
to have similar names. Subsystems that have high performance requirements,
such as CICS/VS and IMS/VS, have the profile resident in the subsystem address
space. These subsystems can save more storage by using resource group
profiles. Resources such as terminals and DASD volumes are eligible for
resource group profiles.

To create the resource group profile, use the RDEFINE command as follows:

RCEH NE resour ce-group-cl ass profil e-nane UAGX access- aut hori ty)

ACDMBEM resource-nane, ... )

where resource-name is the name of the resource to be protected, with or
without generic characters. The name of a resource group profile (profile-name)
cannot contain generic characters (*, **, and %).

For an example of the use of resource group profile, refer to Section 4.4,
“Protecting Terminals” on page 41.

4.1.2 Using RACFVARS to Protect General Resources

Starting with RACF 1.9, you can create profiles in the RACFVARS class whose
profile names act like programming variables (indicated by an &). Like resource
group classes, you can use the RACFVARS class to create general resource
profiles that protect many resources with unlike names.

The use of RACFVARS reduces the number of profiles that are needed.
Variables cannot be used in data set profile names.

To create a profile in the RACFVARS class, specify the resource names on the
ADDMEM operand:

RCEH NE RACAVARS profil e-nane  UACQ READ
ACDMBM r esour ce- nane, ... )

The profile name must begin with the character &. Note that the RACFVARS
class must be in the RACLIST to take effect.

See Section 4.3.2, “Protecting Tape Volumes Using the RACFVARS Class” on
page 40 for an example of the use of the RACFVARS class.

If you have resources with similar names, you should still use generic profiles.
When available, resource group classes should still be used (GTERMINL, for
example).

4.1.3 Activating the Protection

36

RACF Starter System

When you are ready to start using the protection defined in the profiles, activate
the general resource class using the SETROPTS command with the CLASSACT
operand for each class:

FETRPTS AASSACT( ¢l ass- hang)
Only the DATASET class is active when RACF is initialized for the first time.

For performance benefits, consider implementing one of the following:



Allow all users on the system to have access to the resource at some level
(such as read) by creating a Global Access Checking table entry. See 6.1,
“Global Access Checking Table” on page 59 for more information about this
subject.

Reduce 1/0 to the RACF data base by requesting that RACF keep all profiles
in the class in storage. Use the SETROPTS command with the RACLIST
operand to request that function. When activating specific general resource
classes, such as RACFVARS, OPERCMDS, and others, you must have these
classes in the RACLIST.

If you have the Special authority, you can activate or deactivate generic profile
checking for a specified class. You can specify this option with the GENERIC and
NOGENERIC operands of the SETROPTS command:

FTRIPTS AR ( cl ass- hang)

If you create a new generic profile after activating generics for a class, you
should re-enter the SETROPTS command with the REFRESH operand. If you do
not, the new profile will not be used for TSO users who are currently logged on
or for active jobs or started tasks:

SETRIPTS GEANER ¢l ass- nane) REFRESH

For additional details on the SETROPTS command, refer to Section 5.1,
“SETROPTS Command” on page 53.

4.2 Protecting DASD Volumes

Some maintenance operations have to be performed on a DASD volume, such as
initialize, dump, restore, and scratch. The user must have the necessary
authority in the DATASET class to perform those operations on each of the data
sets on the volume.

By defining profiles in the DASDVOL class, you can define DASD volumes to

RACF and authorize users to access the DASD without having access to the

DATASET profiles protecting the data sets, depending on the product that the
user is using. For example:

Using DADSM to scratch data sets on the volume requires alter access
authority in the DASDVOL class.

Using Device Support Facilities (ICKDSF), alter authority allows the user to
rename DASD volumes.

Using Data Facility Data Set Services (DFDSS), the access authority required
depends on the specific action the user is requesting.

Other products can also check for authorization in the DASDVOL class.

Note: DASDVOL authority does not allow users to work with SMS-managed
volumes.

A user with Operations or Group-operations authority can also perform those
maintenance functions. Using DASDVOL is more efficient for functions such as
volume dumping, because only one authorization check (RACHECK) for the
volume has to be issued, instead of individual requests for each data set on the
volume. Also, DASDVOL allows you to authorize operations personnel to access
only those volumes they must maintain.
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To activate the DASDVOL class, use the SETROPTS command as follows:
FETRIPTS AASSACT(DADQ)

4.3 Protecting Data on Tape

RACF allows you to establish access requirements for both tape data sets and
the tape volume. To protect data on tape, you can do either or both of the
following:

Control access to the tape volume(s) by activating the TAPEVOL class.
Control access to individual tape data set(s) on the tape volume(s) by
activating TAPEDSN class.
There four combination of tape volume (TAPEVOL) and tape data set (TAPEDSN)
protection are briefly discussed in this section:
Tape Data Set and Tape Volume Protection

Using the ADDSD command for a tape data set results in two discrete
profiles: a tape DATASET profile and an automatic TAPEVOL profile
containing a TVTOC (tape volume table of contents).

In this case, RACF uses the TVTOC to provide functions such as:

— Checking the security retention period (the number of days that a data
set is protected against deletion or overwriting).

— Protection for multiple data sets on a volume.
— Integrity for full 44-character data set names.
Tape Data Set Protection Only

Using the ADDS command with the TAPE operand creates a profile only in
the DATASET class. There is no TAPEVOL profile, which means that tape
volumes have no RACF protection. Thus, functions such as protection for
multiple data sets on a volume and security retention period checking are
not performed by RACF.

In this case, installations depend on their own tape library management
system to proceed functions like those.

Tape Volume Protection Only
This protection is defined to RACF in one of two ways:

- By an authorized user issuing the RDEFINE command without the TVTOC
operand.

- By the RACDEF macro when the TAPEVOL class is active and the
PROTECT operand is specified on a JCL DD statement, or during EOV
processing.

Since RACF permits a user who has access to a tape volume to access all
data sets on that volume, you should place only data sets that requires
similar RACF authorization on the same volume.

No Tape Volume or Tape Data Set Protection

If you keep both TAPEVOL and TAPEDSN classes not active, data
management does not call RACF to check accesses to data on tape.
Therefore, you have no RACF protection for data on tape.
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4.3.1 Protecting

Information provided in Chapter 3, “Data Sets” on page 23 applies to both DASD
and tape data sets. Following sections describe how to protect tape volumes.

Tape Volumes

You can provide RACF protection for tape volumes by creating TAPEVOL
profiles. Any data set on that tape volume is protected under the profile you
created for the volume.

When you define a tape volume to be RACF protected, you can use the RDEFINE
command with or without the TVTOC operand. Whatever method you choose, do
not forget to activate the TAPEVOL class by issuing the SETROPTS command
with the CLASSACT(TAPEVOL) operand.

4.3.1.1 Tape Volumes with a TVTOC

If you specify the TVTOC operand while defining a profile in the TAPEVOL class,
RACF creates and maintains a tape volume table of contents (TVTOC). The
TVTOC is part of the tape volume profile in the RACF database. The TVTOC
contains information such as:

The number of data sets on the volume.

The full 44-character name used when creating the data set (from the DSN
operand of the JCL DD statement).

Volume serial number(s) of the volume(s) on which the data set resides
(from the VOL operand of the DD statement).

The file sequence number (from the LABEL operand of the DD statement).

The RACF internal data set name.

Tape volumes defined with the TVTOC operand can be used by any RACF
defined user for writing. When the first user writes a data set on a tape volume
with TVTOC, RACF creates an access list for that volume and places that user in
the access list with alter authority. Then, only that first user and any users
added to the access list with update authority can write additional data sets to
the volume.

When a user requests access to a data set on a tape volume with TVTOC, RACF
first checks the user’s authority to the volume on which the data set resides. If
the user has sufficient authority to the volume, RACF grants access to the data
set. If not, RACF searches for DATASET profiles in order to grant or deny the
access.

For example, to define a tape volume labeled PR0O009 with a TVTOC and assign it
a UACC of NONE, enter the following command:

ROEF NE TAPEVOL PROO09 TVIGC UACO NONB)

4.3.1.2 Tape Volumes without a TVTOC

You can also define profiles in the TAPEVOL class without a TVTOC to control
access to data sets on the volume. In this case, only the access list in the
volume's profile is used by RACF when checking whether a user can access a
tape data set.

Users with at least read authority to the tape volume can read any data set on
the tape. Users with at least update authority to the volume can write data on
the tape.
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For example, to define a tape volume labeled FI0084 and assign it a UACC of
NONE, enter the command as follows:

ROEH NE TAPEVOL H 0084 UACO NONB)

A pool of tape volumes is particularly useful when you want to protect
multi-volume tape data sets.

For example, by specifying the command below, you will place the tape volumes
labeled FI0084 (already defined) and FI0032 in a pool:

RALTER TAPEMQL H 0084 ACDVQ(H 0032)

Since a single profile is maintained in the RACF database for a tape volume set,
these volumes share the same access list and the same statistics and auditing
options.

In this case, every time you make a change to one of the volumes, the change
applies to all volumes in the set. For example, if you give a user update
authority to volume FI0084, this user also receives update authority to profile
F10032.

Do not use the RDELETE command to delete a volume in a tape volume set.
RACF deletes the definition for all the volumes in the set. To remove a tape
volume from the pool, use the RALTER command with the DELMEM operand.
For example, to remove the tape volume labeled FI0032 from the pool, issue the
following command:

RALTER TAPEVMQL H 0084 CHMA(H 0032)

4.3.2 Protecting Tape Volumes Using the RACFVARS Class
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Starting with RACF 1.9, qualifiers of general resource profile names can be
variables by using a profile in the RACFVARS class. This new facility allows one
general resource profile to protect many resources with unlike names.

For example, if your tape volume naming convention does not allow the creation
of a generic profile, you can create a profile in the RACFVARS class to assign
several values to TAPEVOL profiles.

First, define a RACFVARS profile. The following profile (&TVAR) covers tape
volumes TP0O0O1 and S10184:

REFINE RAPVARS &TVAR  UAGO NOND)
ACDMEM TROOO1 S10184)

Then, define the profile in class TAPEVOL and permit some users (the SYSTEMS
group, for example) to access those volumes:

RCEANE TAPBVAL  &IVAR  UACO NONB)

PERMT  &TVAR OASY TAPRVQ)
| O SYSTEVS)  AQCESS( UPDATE)

If another tape volume (SS0001) becomes one of the tapes to be protected by
&TVAR, issue the following command:

RALTER RACRVARS &IVAR  ADDMEM SSO001 Svb452)

If a tape no longer has to be protected by &TVAR, it can be removed by using
the DELMEM operand in the RALTER command; for example:



RAATER RAFVARS &IVAR  [CH.MBEM Swb452)

Figure 11 shows how the single profile & TVAR accomplishes what would have
taken three profiles if a RACFVARS profile had not been used.

TAPEVOL Profile
Name UACC Access List Same as
|&TVAR‘ none ‘ Systems(update) ‘

TAPEVOL Profiles
RACFVARS Profile

Name UACC Members Name UACC Access List

| | &TVAR [none | Tpogo1 | —®| [TPO001 | none |Systems(update) |
S$10184 | — \810184 \none \Systems(update) \
SS0001 | ——m! (SS0001 |none [Systems(update) |

N —

These do not actually exist

Figure 11. Using RACFVARS to Protect Tape Volumes

Activate the TAPEVOL and RACFVARS classes and enable RACLIST processing
for the RACFVARS by using the SETROPTS command, as follows:

SETRPTS  ALASSACT( TAPEVAL RACFVARS)
SETRPTS  RACLI ST RAPVARS)

Use the REFRESH operand in the SETROPTS RACLIST command whenever you
change a profile in the RACFVARS class.

4.4 Protecting Terminals

RACF provides several methods of controlling the use of terminals connected to

an MVS system. These methods include:
Creating profiles in the TERMINAL or GTERMINL classes
Preventing the use of undefined terminals
Restricting when a terminal can be used

Restricting specific groups of users to specific terminals

Chapter 4. General Resources
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4.4.1 Creating Profiles in the TERMINAL or GTERMINL Classes

If only specific users are to use the protected terminal(s), specify a UACC of
NONE. Then, use the PERMIT command to grant access authority to the
terminal(s). Users must have at least read access authority to the profile in
order to use the terminal(s).

On systems using VTAM or TCAM, the terminal’'s node name is the RACF
resource name. On systems using BTAM, the resource name for the terminal
consists of the relative line and terminal number.

Note: After you define a terminal and protect it with a UACC of NONE, no one
can use the terminal until you grant users or groups read access authority to the
resource.

If you have terminals that do not allow you to create a generic profile
(non-similar names, for example) but need same kind of protection, you can
create a resource group profile in the GTERMINL class. For example, to create a
profile to protect terminals MO1RF267, MO3RF168, and M04GG148 you can use
the following command, where DEPT35 is a sample profile name:

ROEA NE GIERMNL DEPT35  UACO NONE)
ACDMEM M1RF267 MI3RF168 MD4GGEL48)

To allow a defined group, FINANCE, to use these terminals, issue the PERMIT
command as follows:

PERMT DEPT35 QASS(GIERMNL) |D(F NANGE) ACCESS READ)

4.4.2 Preventing the Use of Undefined Terminals
If you have terminals that are not defined to RACF, you can use RACF to control
whether they can be used for logging on by issuing the SETROPTS command
with the TERMINAL operand:

SETROPTS TEHRM NAL( READ or NONB)

When you specify read access authority, users can access all terminals for
logging on to the system. To prevent undefined terminals from being used for
logging on, specify access authority of NONE. When you specify NONE, only
users and groups that are authorized to use a RACF defined terminal in its
access list can use it.

Note: Before you specify NONE, be sure that you define some terminals to
RACF and give the appropriate users and groups proper authorization to use
them. Otherwise, no one will be able to log on to your system.

4.4.3 Restricting When a Terminal Can Be Used
You can use RACF to limit the use of specific terminals to certain days of the
week, and certain hours within each day. The WHEN operand on the RDEFINE
and RALTER commands for the TERMINAL or GTERMINL classes allows you to
control when the system may be accessed from the terminal. For example, to
allow logons at terminal M01SS184 only between 8 A.M. and 6 P.M. during the
week, but not during the weekend, specify:

ROEF NE TERVINAL M1SS184
VWEN DAYS( VEEKDAYS)  T1 ME( 0800: 1800))
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4.4.4 Restricting Specific Groups of Users to Specific Terminals

When defining or changing a group profile, you can specify that users in the
group can use only those terminals to which they are specifically authorized on
the access list in the TERMINAL profile protecting the terminal. Specify option
NOTERMUACC for the group on the ADDGROUP or ALTGROUP command:

ALTAROP PAYROL NOTERMUACC

For example, if you want to restrict group PAYROLL to log on only to terminals in
the payroll office, protect them with a profile:

ROEFINE GIERMNL PAYTER\G
ACCMEM MD1SS184 M8S\220) AT NONE)

Then, give the PAYROLL group read access:

PERMT PAYTERVS (QASS GIERMN.)
| O PAYROLL) ACCESS( READ)

Since the PAYROLL group has NOTERMUACC, users in this group are not
allowed to log on to another terminal, even if the terminal has a UACC of READ.

4.4.5 Activating Terminal Protection

When you are ready to activate RACF protection for terminal profiles, activate
the TERMINAL class by issuing the SETROPTS command as follows:

SETRPTS  ALASSACT( TERM NAL)

For performance benefits you can active RACLIST processing for this class.
Also, after creating a GTERMINL profile, you must request RACLIST processing
for the TERMINAL class (not for the GTERMINL class):

SETRPPTS  RACLI ST( TERV NAL)

Be sure to refresh the RACLIST whenever you change profiles in classes already
active. RACF will make the changes immediately in effect on the system. For
example, if you change profiles in the TERMINAL or GTERMINL classes, enter:

SETRPTS RACLI ST(TERM NAL) REFRESH

4.5 Program Control

Program Control is a RACF facility that can be used to protect load modules
(programs), thus providing the installation with the ability to control who can
execute what programs. You protect individual programs by creating a profile
for the program in the PROGRAM general resource class.

To set up program control, you must protect the library from which the program
is loaded. You should protect any library that contains RACF controlled
programs with data set profiles that have a UACC of NONE or EXECUTE. This
approach prevents unauthorized users from copying programs.

Whit RACF 1.9 you can audit attempted accesses to controlled programs and
specify a user ID to be notified whenever RACF uses the program profile to deny
access to the program.
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4.5.1 Program Access to Data Sets

4.5.2 Protecting
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An installation may wish to make the use of a protected program a condition for
access to a specific data set. This features is called Program Access to Data
Sets, or PADS. It allows users to access specified data sets at a specified
access level only while executing a certain program.

To implement PADS, create a conditional access list for the DATASET profile
protecting the data sets, specifying WHEN(PROGRAM(program-name)) with the ID
and ACCESS operands on the PERMIT command. The user or group specified
must be running the specified program to receive the specified access.

The WHEN(PROGRAM) operand on the SETROPTS command activates and
deactivates program control. It causes RACF to construct an in-storage table
that describes the controlled programs and who can access them.

Sensitive Programs

When protecting sensitive programs, you should first ensure that the programs
are stored in libraries protected by data set profiles. This applies to load
modules, JCL, and executive programs. In addition, to protect load modules, you
can use RACF's program control. This allows people to use, but not copy
protected programs.

The following sequence of RACF commands illustrates an example of defining a
load module as a RACF controlled program. The service utility AMASPZAP,
which calls a second module AMAZAP, is an example of a sensitive program
whose execution can be protected.

For this example, assume that AMASPZAP and AMAZAP have been placed in
SYS1.MIGLIB on the MVSSYS volume, and that their use is to be provided only
to the users connected to SYSTEMS group. Protection could be accomplished
through the following steps:

1. Define a DATASET profile to protect program library SYS1.MIGLIB. Use a
UACC of EXECUTE to limit copying of the programs. Users can execute, but
not access the library:

ADDED' SYSLMAIB UM BEEAUTE) (GE\NR C

When using EXECUTE, you must ensure that all programs in the library are
defined to RACF in the PROGRAM class. RACF will not allow the loading of
a program from a library with EXECUTE access authorization if the
environment into which it is being loaded is not a controlled environment.

2. Define a profile in the PROGRAM class that protects the controlled

programs. You can use generic or discrete profiles:

ROEF NE PROGRAM AMVASPZAP LAGQ NONE)
ACDMEM’ SYSL. M@ B /' M/SSYS / PADHK)

ROEF NE PROGRAM AMVPZAP
ACDMEM’ SYSL. M@ B /' M/SSYS / PADGHK)

ROEF NE PROGRAMAMEY  UAC NONE)
ACDMEM’ SYSL. M@ B /' M/SSYS / PADGHK)

The PADCHK operand means that RACF checks for program-acessed data
sets that are already open before executing the program. If there are any



open program-accessed data sets in the address space, RACF ensures,
before it allows this program to be loaded, that the conditional access list in
the profiles for each data set allows the access. If the access is not allowed,
the program is not loaded.

3. Permit the SYSTEMS group access to ZAP:

PERM T AVRSPZAP QLASS( PROGRA) | D SYSTEMS) ACQCESS( EXEQUTE)
PERM T AVIZAP  (LASS PROGRAN) | O SYSTEME) AQCESS( EXEQUTE)

PERMT AWY  QLASS PROGRA) | O SYSTEMD) AGCESS EXEQUTE)

4. Activate program control:

SETROPTS WEN PROGRAN)

Or, if it is already active, refresh the in-storage program control table:
SETROPTS WHEN PROGRAV) REFRESH

This command ensure that the changes will take effect immediately.

4.6 Protecting Temporary Data Sets

Normally, temporary data sets are considered protected from any accesses
except by the job or session that created them. However, temporary data sets
can be unprotected in the following situations:

System failure

initiator failure or initiator terminated by the FORCE command

automatic restarts during the time between failure and the restart.
Using RACF 1.9 and DFP 3.1.1 or later, you can protect temporary data sets by
activating the TEMPDSN class. When this class is active, the only access
allowed, besides the owning job during its execution, is by users who have

Operations authority. This authority allows users to scratch the data set, but
does not allow access to the data set for any other purpose.

To activate the TEMPDSN class, enter the following command:
FIRPTS AASSACI{ TEMPEEN

Note that you cannot create profiles in this class.

4.7 Controlling JES Resources

With the enhancements made to JES2 3.1.3 and JES3 3.1.3 you can control and
audit resources managed by JES, using RACF 1.9.

Figure 12 shows the resource classes managed by JES, that can be controlled
by RACF.
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Figure 12. RACF General Resource Classes Related to Job Processing

To activate these classes, issue the SETROPTS command with the CLASSACT
operand for each class for which you want to have RACF protection.

RACLIST processing is required for some of these resource classes, such as
OPERCMDS and WRITER. The following command is used to activate and
RACLIST a resource class:

FTRPIS AASSACI(cl ass-nane) Rl ST( ¢l ass- nane)
Whenever a change is made to one of the profiles in a class that has RACLIST

processing, the in-storage profiles must be refreshed for the changes take effect:
SETRPTS  RALI ST( cl ass- nane) REFREH

These commands must also be issued on any systems that share the RACF
database.

4.7.1 JESINPUT Class
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This class permit an installation to limit the input devices that are valid for job
submission. Users or groups who have to use a protected input source must
have at least read authority to that resource.

It is strongly recommended that you create a profile with UACC of READ for all
JES input sources that are not defined. Otherwise, RACF will not allow job
submission from those sources. Users will be able to access only JES input
sources to which they (or their groups) are explicitly authorized.

For example, to allows all users except BART to enter jobs through the input
source RDR2, issue the following commands:

REANE JESNUT RR UMDY READ

PERMT RR AASYJESNPUY) | OBART) AGCESSNON

Before you activate the JESINPUT class using the SETROPTS command, be sure
you have created at least one profile for a JES input source for job submission.
Otherwise, users will be prevented from submitting batch jobs from any source.



4.7.2 JESJOBS Class

You can use profiles in this class to control who can submit or cancel jobs by job
name. It can be used to enforce job name standards. To cancel jobs using the
TSO CANCEL command or to submit jobs, users must have at least read access
to the profiles protecting the jobs names.

You can specify a UACC of READ for users to submit all jobs and then permit
only a select number of users to submit restricted jobs.

For example, to allow all jobs names to be submitted, enter the following
command:

ROEANE JESIABS SBMT.*.** UAOQ READ

To allow only user ERNIE at node SESAMO to submit a job named MYJOB, enter
the following commands:

ROEANE JESIGBS SBMT. SESAMO WIB * UAGONOND)

PERMT SBMT. SESAW0 WICB *  QLASY JESICBS)
IDERN B ACCESS READ)

To allow a user to cancel a job using the TSO CANCEL command, this user must
have alter authority to the profile.

For example, to allow user BERT in SESAMO to cancel jobs starting with SES*,
use the following commands:

REANE JESIBS OANCEL SESAVD*. £ UAGONOND)

PERMT OANEL SESAVD *. B ALASY(JESICES)
IQBERN)  AQESY ALTER

Define at least one profile with UACC of READ to allow users to submit jobs
before you activate the JESJOBS class.

4.7.3 SURROGAT Class
This class allows an installation to use surrogate users. A surrogate user can
submit jobs on behalf of another user (the original user specified on the job
card) without having to specify the original users's password.

Jobs submitted by the surrogate user execute with the authority of the original
user (the owner of the job), as though the owner of the job had submitted the
job. The output of the job is owned by the original user.

For example, to allow user HOMMER to submit jobs that are owned by user
MARGIE, define MARGIE in the SURROGAT class, and then allow HOMMER to
submit jobs for MARGIE. Enter the following commands:

REANE SIRRIGAT MRIESBMT
WO NNE)  OXER MRG B)

PERMT MRGESBMT QASY SRRIGA)
|D(HWER  AQESY READ

To access the output of the job, the surrogate user (HOMMER, in the example)
must be permitted to access the output of the original user (MARGIE) in the
JESSPOOL CLASS.
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4.7.4 NODES Class

RACF uses this class for security controls when jobs or SYSOUT are received at
the system from other nodes. Also, RACF can control whether the jobs entering
the system from other nodes need user ID and password verification checking.

This class is also used to translate user IDs, groups, and SECLABELs to locally
defined values. It avoids the complexity of defining identical user IDs, group IDs,
and SECLABELs in every node in a NJE network.

UACCs, rather than access lists, are used in this class. A UACC of NONE
prevents jobs from the specified node from entering your system. Read access
allows work from the specified node enter this system, if a user ID and password
are supplied. If no applicable profile exists, jobs are treated as though a UACC
of READ was specified.

For example, to accept jobs from any user at NEWYORK, with user ID and
password verification, create a profile in the NODES class as follows:

REEANE NOES NWORK BRI.* UG READ

To reject jobs from user MICKEY at ORLANDO, enter:
RCOEA NE NIES ARADD BRI MCKEY  UAGONOND)

The use of ** is not valid for the NODES class. You have to use *. If you decide
to activate this class, it must be included in RACLIST.

4.7.5 FACILITY Class
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Profiles in the FACILITY class can be used to allow resource managers (typically
program products or components of MVS) to control the user's ability to take
some action. Access to the profile might be required to perform specific tasks.
RACF does not document all the uses of FACILITY-class profiles by other
products; you must refer to that product’'s documentation. Some examples of the
use of these profiles are presented in this section.

If a system supports bypass label processing (BLP) for tape volumes, the
FACILITY-class profile ICHBLP allows the installation to control who can use
BLP. RACF checks the user's authority to the ICHBLP profile when the user
attempts to access a tape with an IBM standard or ANSI label. You must have
the TAPEVOL class active as well for this checking to take place.

If your installation has an IBM processor with the Vector Facility, you can define
the profile IEAVECTOR in the FACILITY class in order to control the use of the
Vector Facility.

If your installation uses Hiperspace* for performance benefits, RACF can control
the use of this resource, through a profile in the FACILITY class. For example, to
allow users connected to the group HOTGRP to place their buffers in the
Hiperspace named BLSR, issue the following commands:

REEHNE FAQLITY CRBLSRH PR BLSR

PERMT CRBSHPRBSR AASYFAILITY)
|(HIGP)  AQCESY READ)

There are many other functions that can be controlled through the use of the
FACILITY class as well, including program dumps, access to uncataloged



permanent or system temporary data sets, and many catalog functions, including
SMS-related functions.

4.7.6 CONSOLE Class

RACF allows you to specify which MVS consoles operators can use by creating a
profile for each console in the CONSOLE class. For protected consoles, RACF
ensures that the person attempting to use them has the authority to do so.

For example, to allow only the user OPERAT to use all consoles on the system,
create a profile called * in the CONSOLE class with a UACC of NONE and give
user OPERAT read access authority, as follows:

REANE GONSOLE * UACQNOND)
PERMT * CASYQONSQLE) | O{CPERAT) AQCESY READ)

4.7.7 OPERCMDS Class

This class can be used to authorize or to restrict users from issuing some or all
MVS and JES commands. If you decide to activate the OPERCMDS class, it must

be included in RACLIST.

To ensure that an operator (or group of operators) can issue certain operator
commands only when using a particular console, you can create a conditional

access list.

For example, to allow user MARC to use all MVS and JES2 commands, but only
when using console 05, by entering the following commands:

ROEFINE GONSOLE * LAGQNOND)
PERMT * QASYONSQE |DMR) ACESY READ

PERMT MS* AASYCPERMD | DIMR)
ACESY ONTRD)  WEN GONBQLE(05))

PERMT JER.* QASYCPERMS |D(MR)
ACCES(GONTRDL)  WEN GONSQLE( 05))

The difference between the OPERCMDS and CONSOLE resource classes is that
CONSOLE checks whether a user can log on to a console, while OPERCMDS
determines what commands the user is allowed to issue from the console. For a
security environment, these two classes should be used together.

4.7.8 JESSPOOL Class
By activating this class you can protect the data sets that reside on the JES
spool.

If there is no profile for a data set on the spool, only the user that created the
data set can access, modify, or delete it. Authorization to these data sets for
other users is provided through profiles in the JESSPOOL class.

For example, to allow user THELMA to read the SYSOUT created by jobs
executed by user LOUISE, use the commands below. Note that Read access
does not allow THELMA to delete the SYSOUT data sets:
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REANE JESSFD.  NIHDLOJ SE **
WAINOND)  ONER LOU B

PERMT NIHDLOJSE ** QASYJESSPOD)
IQTHEMY)  AQCESY READ)

4.7.9 WRITER Class

You can use this class to control where output can de printed. You can
authorize or restrict the use of writers for local printers, RJE and RJP devices,
and network nodes.

For NJE, RACF verifies the security of jobs and SYSOUT transmissions to ensure
that the user is authorized to send data to another node in the network.

For example, to prevent SYSOUT from being processed on the local printer
PRINTERZ2, unless the owner of the SYSOUT data set is the SYSTEM group, enter
these RACF commands:

ROEANE VR TER JESX LGCAL. PRNTER  UACO NONB)

PERMT JESX LODAL PRNTER  OASY VR TER
ID(SYSTeY  AQCESY READ)

To allow only user groups connected to group SYSTEM to transmit jobs and
SYSOUT to a remote node named SYSBKP, enter the following commands:

REFNE VR TER j esx. NJE SYSBP UAQQNONE)

PEHRMT jesx. NJE SYS kP AASS VR TER
I SYSTHeNY)  ACCESY READ

In the example above, jesx represents the JES2 subsystem name or the JES3
system name.

4.7.10 Defining Local Nodes
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In some resource classes managed by JES, the profile name contains the nodeid
as one of its qualifiers. You can define an &RACLNDE profile in the RACFVARS
class, where you specify to RACF what nodes are to be considered local. This
definition simplifies the maintenance process, specially if the RACF database is
shared by two or more systems.

To define to RACF that, for example, nodes LOCALA and LOCALB are to be
considered local nodes, use the RDEFINE command to create a profile in the
RACFVARS class, as follows:

ROEF NE RACPVARS SRACLNCE  ACDVEM LOCALA LOCALB)

By creating this profile, you can specify &RACLNDE in place of the nodeid, when
the profile has to cover resources for the local node. For example, to allow any
user to submit any jobname at a local node, when creating a profile in the
JESJOBS class issue the following command:

RCEA N JESI@BS SIBMT. &RAQLNCE ** UACO READ

The &RACLNDE profile is also required for spool offload and reload with JES
3.1.3 or later, and for other processes. All customers should define the profile
and keep it updated.



For complete information on how RACF and JES work together, see RACF
Security Administrator's Guide and MVS/ESA and RACF 1.9 Security
Implementation Guide.

4.8 Restricting the Creation of New Profiles

You can restrict the creation of profiles in general resource classes by issuing
the RACF option GENERICOWNER.

Prior to RACF 1.9, a user with authority to create profiles in a general resource
class (CLAUTH authority) could create any profiles within this class. This user
could create profiles more specific than profiles previously created, thereby
changing the protection intended by the original profile.

With RACF 1.9, with the GENERICOWNER option in effect, if a generic profile in a
general resource class already exists to protect the resource, then a more
specific profile to protect the same resource can be created only by a user who
has class authorization in that class and is one of the following:

The owner of the less specific generic profile
A user with System-special authority

A user with Group-special authority in the group that owns the less specific
profile

A user with Group-special authority in the group that owns the user that
owns the less specific profile.
To activate the GENERICOWNER option, enter the following command:
SETRIPTS (EN\ER CQOMER
Note that this option does not apply to data set profiles. Also, it can not be

applied to an individual class; when active, it affects all general resource
classes.

49 RACF and other Products

49.1 RACF and

This section briefly outlines how RACF protects resources belonging to other
programs, such as CICS, IMS/VS, and TSO/E.

CICS

RACF data set protection can be used to control access to CICS system data
sets and program libraries, as well as user files and databases accessed by
CICs.

RACF provides a set of classes that can be activated to improve the protection
for CICS resources, such as:

CICS transactions

CICS File Control table

CICS Destination Control table

CICS Program Control table

CICS Temporary Storage table
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49.2 RACF and

4.9.3 RACF and
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CICS/ESA 3.1.1 is the last release to support CICS internal security. An external
security program, such as RACF, must be used to provide security functions to
control CICS resources.

For more details about using RACF to protect CICS resources, refer to RACF
Security Administrator's Guide, CICS-RACF Security Guide, and the CICS library.

IMS/VS

Many of the IMS/VS system resources, such as IMS/VS databases and libraries,
can be controlled by through the RACF DATASET class.

After establishing RACF protection for IMS/VS data sets, you can use RACF
facilities to provide more security for IMS/VS, such as:
Providing user identification and authentication

Using operator identification to control access to:

IMS/VS physical terminals.
- IMS/VS transactions.
- IMS/VS control regions.

— Control region resources (PSBs, transactions, and logical terminal
names) for message processing regions and batch message processing
regions.

Providing an audit trail to the individual operator on the IMS/VS log

For more detail on using RACF to protect IMS/VS data sets and other resources,
refer to RACF Security Administrator's Guide and the IMS/VS library.

TSO/E

On MVS systems with TSO/E Version 1 Release 4 or later installed, you can use
RACF to protect TSO/E resources. RACF provides the following classes for
protecting TSO/E resources:

TSOPROC protects TSO/E logon procedures
ACCTNUM protects TSO/E account numbers

TSOAUTH protects TSO/E user attributes OPER, JCL, ACCT, MOUNT, RECOVER,
PARMLIB, TESTAUTH, and CONSOLE

PERFGRP protects TSO/E performance groups

Note that, if you are defining TSO segments in user profiles, you have to protect
these resources by activating the specific class. For example, if you do not
activate the TSOPROC and ACCTNUM classes, users whose profiles contain TSO
segments will not be able to log on to TSO/E.

You should issue a SETROPTS RACLIST command for these TSO/E resource
classes to enhance the performance.

Refer to Section 2.5, “Defining TSO Users to RACF” on page 19 for more
information about logging on to the system, and to RACF Security
Administrator's Guide for details about using RACF to protect TSO/E resources.



Chapter 5. Options

This chapter describes some of the options that you have to customize in your
RACF MVS system. The SETROPTS command is used to set system-wide RACF
options related to resource protection dynamically.

5.1 SETROPTS Command

When you implement RACF, select the RACF options that satisfy your security
requirements. When you install RACF, almost all the options are inactive. Use
the Set RACF Options (SETROPTS) command to set system-wide RACF options
related to resource protection. Most SETROPTS command functions require you
to have the Special or Auditor attributes.

These system-wide option settings can specify that RACF:
Gather and display RACF statistics.
Activate general resource classes (DASDVOL, TERMINAL, and so on).
Activate global access checking.
Activate generic profile checking.
Activate program control (not for MVS/370).
Activate and control erase-on-scratch (not for MVS/370).

Activate enhanced generic naming for data sets and entries in the Global
Access Checking table.

Set password syntax rules, expiration interval, and activate password
processing for checking previous passwords and limiting invalid password
attempts.

Set logging options. Keep in mind that each additional logging activity
specified increases RACF and SMF processing and might have an impact on
RACF performance.

Refresh in-storage profile lists.

Set the password the operator must supply in order for RACF to complete an
RVARY command that changes RACF status or changes the RACF
databases.

Set installation defaults for primary and secondary national languages.

Display options currently in effect.

Specifications in a SETROPTS command are stored in the RACF database and
are valid until you change them with another SETROPTS command. That is, you
do not have to issue SETROPTS at every IPL. See RACF Command Language
Reference for the SETROPTS specifications that are in effect after the initial
RACF installation and for further explanation of the SETROPTS options. To list
the system-wide RACF options in effect, enter:

SETRPTS LI ST
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5.2 Recommended SETROPTS Options
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The SETROPTS options that you will find more useful than the default values at
initial installation are listed below. We assume that you have installed the
MVS/DFP* product which provides the Always-Call feature.

AUDIT(*) specifies that logging will occur for all classes to record all accesses
to the RACF data set by RACF command and RACDEF SVC (default
NOAUDIT(*)).

GENERIC(*) activates generic profile checking for the DATASET class and all
classes in the Class Descriptor table, except group-resource classes
(default NOGENERIC(*)).

GENCMD(*) activates generic profile command processing for the DATASET
class and all classes in the Class Descriptor table, except
group-resource classes (default NOGENCMD(*)).

GLOBAL(*) specifies that the DATASET class, and all the classes in the Class
Descriptor table, except group-resource classes, are eligible for
global access checking (default NOGLOBAL(*)). See Section 6.1,
“Global Access Checking Table” on page 59.

PASSWORD specifies a number of suboperands that monitor and check
passwords. Use these options to control passwords:

HISTORY(number-previous-passwords) specifies the number of
previous passwords (1 to 32) to save for each user ID and
compare with an intended new password. If there is a
match, the new password is rejected. The recommended
number is 32 (the maximum), from a security point of view
(default NOHISTORY).

REVOKE(number-invalid-passwords) specifies the number of
consecutive invalid password attempts before the user ID
is revoked. The recommended number is 5 (default
NOREVOKE).

INTERVAL(password-change-interval) specifies the number of days (1
to 254) that a password is valid. The default
password-change-interval is 30. We recommend 60 rather
than 30.

RULEN(LENGTH(m1:m2) content-keyword(position)) specifies length
and syntax rules for new passwords. For the first RACF
installation, we recommend a length of six to eight
characters and any combination of alphabetic and numeric
characters (default NORULES).

WARNING(day-before-password-expires) specifies the number of days
before a password expires that RACF is to issue a warning
message to a user. The recommended time is 8 days
(default NOWARNING).

GRPLIST specifies that access checking is based on the highest authority of the
groups to which the user is connected (default NOGRPLIST).

NOADSP cancels automatic RACF protection for users with Automatic Data Set
Protection (ADSP). You have to specify NOADSP when you use
generic profiles because ADSP forces the creation of discrete profiles
by an ADSP attribute user (default ADSP).



JES(EARLYVERIFY) specifies that JES is to invoke the System Authorization
Facility (SAF). SAF calls installation-written exit ICHRTXO00 (if
installed) for verification of user ID, group ID, and password at job
submission time. A sample of this exit is provided in Section 6.6.4,
“Sample Exit - MVS Router Exit ICHRTX00” on page 71. This option
is irrelevant if using JES 3.1.3 or later (default JES(NOEARLYVERIFY)).

ERASE specifies that the DASD data set extent is physically erased when it is
deleted or scratched. We recommend specifying ERASE without any
operand, so that a scratched data set is erased only when it has the
erase indicator in the data set profile. Because erase-on-scratch
places an additional load on DASDs, it can have an impact on MVS
system performance, depending on how much erasure is being
performed (default NOERASE). This option is ignored on MVS/370.

OPERAUDIT specifies that RACF is to log all actions allowed only because of the
Operations or Group-operations attributes (default NOOPERAUDIT).

WHEN(PROGRAM) activates program control (default NOWHEN(PROGRAM)).
This option is ignored on MVS/370.

RVARYPW specifies the password(s) that the operator is to use to respond to
requests to approve RVARY command processing. The SWITCH and
STATUS passwords are both defaulted to YES when RACF is first
initialized.

LIST lists current RACF options.

5.3 AUDITOR Operands

Some SETROPTS options can be changed only by users with Auditor authority.
These options are:

AUDIT/NOAUDIT - specifies the names of the classes for which RACF is to
perform auditing.

SAUDIT/NOSAUDIT - specifies whether RACF is to log all RACF commands
issued by users with Special or Group-special authority.

OPERAUDIT/NOOPERAUDIT - specifies whether RACF is to log all actions
allowed only because a user has the Operations or Group-operations
authority.

SECLABELAUDIT/NOSECLABELAUDIT - specifies whether RACF is to audit
resources accessed by SECLABEL.

SECLEVELAUDIT/NOSECLEVELAUDIT - specifies whether RACF is to audit
access attempts to all RACF protected resources based on the specified
installation defined security level.

LOGOPTIONS - audits access attempts to resources in specified class based
on the auditing level specified.

CMDVIOL/NOCMDVIOL - specifies whether RACF is to log violations detected
by RACF commands.
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5.4 Statistics Gathering

An installation can record two types of RACF statistics. One records user logon
information, and is controlled by INITSTATS; the other records access to
resources in specifics classes that are protected by discrete profiles, and is
controlled by STATISTICS.

When the RACF database is initialized, the default is INITSTATS on. INITSTATS
is recommended because it allows you to use other options to provide additional
security at logon. INITSTATS allows you to take advantage of the SETROPTS
INACTIVE option and the REVOKE, HISTORY, and WARNING options of
SETROPTS PASSWORD. INITSTATS records the following:

The date and time RACF processes a RACINIT.
The number of RACINITs for a user to a particular group.

The date and time of the last RACINIT for a user to a particular group.

Section 1.2.1, “Database Name Table” on page 5 have some information about
using INITSTATS in the primary RACF database.

When the RACF database is initialized, the default is STATISTICS off for all
classes. It is recommended that you keep STATISTICS off until your installation
has had an opportunity to evaluate the need for the information provided by
STATISTICS versus the potential impact on performance. It is recommended that
you do not record STATISTICS data on your backup database unless you use
generic profiles or use SETR RACLIST to bring profiles into storage. If you use
discrete profiles and do not RACLIST them, system performance may decrease
sharply.

Note that statistics are not recorded for generic profiles and for in-storage
profiles (in classes for which the SETROPTS RACLIST command has been
issued).

5.5 Additional Considerations for SETROPTS Options
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You must be careful when you specify SETROPTS options, for SETROPTS
controls system-wide resource access. The following suggestions will help you
avoid common mistakes at initial installation:

DO NOT activate all classes by issuing SETROPTS CLASSACT(*). Do not use
this command until you have defined appropriate profiles in the classes you
plan to activate, then activate those classes only.

DO NOT activate the SECLABEL class unless you have assigned appropriate
security labels to appropriate users and to the resources that they must
access.

DO NOT activate the TERMINAL class with UACC=NONE unless you define
every terminal to RACF. If you do activate it, you cannot log on from
undefined terminals.

DO NOT specify JES BATCHALLRACF or JES XBMALLRACF unless you have
defined all users to RACF. If you do activate it, users who are not defined to
RACF cannot submit batch jobs or execute batch monitor jobs.



DO NOT activate PROTECTALL unless you have defined all resources in your
system to RACF. If you do activate it, RACF rejects any request to create or
access a data set that is not RACF-protected.

Make sure to specify the correct date at IPL time if you use
INACTIVE(unused-userid-interval) option to revoke a user who has not logged
on for a long time.

After you set options for your installation, use SETROPTS LIST to display the
current options and check that they are set as you specified.

If you create a new generic profile after activating generics for a class, you
should issue SETROPTS GENERIC(class_name) REFRESH after adding the
profile. If you do not issue the refresh, the new profile is not used by active jobs,
started tasks, or TSO users currently logged on. As an alternative to a
SETROPTS GENERIC(classname) REFRESH, you can issue either

LI STDED DA’ dat aset -nang') GENER C
or

Rl ST cl ass- nane r esour ce- nane

The above commands refresh data sets or general resource profiles,
respectively, within the issuing address space.

For a sample jobstream to specify the SETROPTS options discussed previously
in this chapter, submit job RACSETR. This job is listed in Section A.14,
“SETROPTS” on page 147 and in IPO1.JCLLIB.

Note: You must have both the Special and Auditor authority to submit this job.
The security administrator has the Special authority. To add the Auditor
authority, issue the RACF command:

A TSR userid AD TAR

The specifications provided in job RACSETR are to get you started. You will
probably want to set additional options based on to your installation’s
environment.

5.6 Using SETROPTS RACLIST and SETROPTS GENLIST

The RACLIST function on the SETROPTS command improves performance by
copying generic and discrete profiles for the general-resource class from the
RACF database into storage. Since RACLIST minimizes 1/0O, its use is
recommended.

Before you use RACLIST, consider how frequently the class is referenced, the
number of profiles in the class, and the amount of storage that would be
required to hold the profiles. Use SETROPTS RACLIST when the general
resource class contains a small number of frequently referenced profiles, and
global access checking cannot be used. See System Programming Library:
RACF for details about storage estimates.

The GENLIST function on the SETROPTS command improves performance by
copying generic profiles from the RACF database into storage. Use SETROPTS
GENLIST when the class contains a small number of frequently referenced
generic profiles.
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You cannot use both RACLIST and GENLIST for the same general resource
class. An installation can optimize performance by carefully deciding whether to
use RACLIST or GENLIST for various classes.

Before issuing a SETROPTS GENLIST or SETROPTS RACLIST for a general
resource, consider whether you can afford:

The storage used.

The overhead. An administrator must refresh all profile changes so that they

become effective.

If you create, delete, or modify a profile in a class for which:
FETRIPTS RAAI ST( ¢l ass- nang)
was issued, you must next issue:
SFETRAPTS RAALI ST( ¢l ass- nane) REFRESH
to activate this new profile. This is very important for the classes in RACF 1.9

that have RACLIST REQUIRED in the Class Descriptor table.

After making changes to the in-storage profiles, you must issue a SETROPTS
REFRESH command for those changes to take effect.

A REFRESH for the RACLIST class is not propagated to other systems. The
REFRESH must be issued separately for each system. SETROPTS RACLIST
takes effect only on a system sharing the database following a re-IPL.

Some RACF classes are RACLIST required. If RACLIST is not invoked for these
classes, no access is allowed to the resource, even if the resource is defined in
the database. Although not required, DLFCLASS should also be included in
RACLIST. The RACLIST required classes are:

DEVICES
NODES
OPERCMDS
PROPCNTL
PSFMPL
RACFVARS
SECLABEL
VTAMAPPL
APPCTP
CSFSERV
CSFKEYS
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Chapter 6. Tables and Exits

This chapter describes RACF tables, such as the Global Access Checking table,
the Started Procedures table, and the Dynamic Parse table, and some
installation exits.

6.1 Global Access Checking Table

The Global Access Checking (GAC) is a table built in storage and contains the
names of resources that are shared among all users, and are frequently
accessed by users in a common manner. When determining a user's authority
to access a resource, RACF consults the GAC table before it looks at any other
security profiles. Use of this table results in less I/O to the RACF database and
better system performance.

The GAC can only allow access, not deny, to a resource. If a user wishes to
access a data set with a higher level than specified in the GAC or the resource
is not found in the table, RACF profile checking is performed. The Global Access
Checking Table is strictly a performance and tuning tool.

Note: When RACF grants access to a resource because of an entry in the GAC
table, RACF does not log the event (even if you request logging) and maintains
no statistics.

6.1.1 Special Qualifiers

There are two special qualifiers that are used only in the global access checking
table:

&RACUID - Allows users the specified access to data sets that begin with
their own user IDs. It speeds the process by which RACF grants the access
and also prevents auditing of access attempts.

&RACGPID - Gives all users the specified access authority to data sets
whose high-level qualifier is the user's current connect group.

6.1.2 GAC Table Example

Figure 13 shows a sample GAC table. In the figure:

If the data set begins with the RACF user ID of the user who is accessing the
data set, the access is allowed with the authority of ALTER.

Anyone can update SYS1.BRODCAST.

Anyone can read SYS1.COBLIB.

Anyone can read SYS1.PROCLIB.

Anyone can read SYS1.MACLIB.

Anyone can read SYS1.HELP.

Anyone can read all the libraries of ISPF/PDF (ISP.* and ISR.*).
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RESOLRCE NAME AXESS

&RAAUD* ALTER
SYSL. BRIDCAST LPDATE
SYSL. CBLI B READ
SYSL. PROOLI B READ
SYSL. ML B READ
SYSL. HALP READ
[SP.* READ
ISR* READ

Figure 13. Global Access Checking Table

In the GAC table, you should specify the most frequently used data sets in your
installation, such as:

ISPF/PDF libraries
SDSF libraries

Compiler libraries (COBOL, PL/l, ASM, and FORTRAN), such as
SYS1.PLIBASE

Tool libraries
SYS1.BRODCAST
SYS1.HELP
SYS1.PROCLIB

Additionally, you may want to specify other entries for the GAC table, using the
following guidelines:

Attempt to identify resource profiles that are accessed frequently and for
which a performance benefit is desired.

Do not add entries to the GAC table for profiles in classes that are in the
RACLIST. RACF will not search the GAC table for profiles in classes that are
in RACLIST.

For resource profiles with a UACC other than NONE, consider adding similar
entries to the GAC table.

For resources protected by a generic profile with a UACC other than NONE,
and other resources protected by a profile that has specific access
requirements such as an access list, consider adding two entries: one for
the larger set of resources (with UACC equal to the UACC of the profile) and
the other for the smaller set of resources (with access authority of NONE).
For example, if you have a profile of SYS1.** with a UACC(READ), but you
also have some specific profiles with more restrictive entries, such as
SYS1.PARMLIB with UACC(NONE), then create two entries:



SYSL. PARMLI B/ NONE
SYSL. **/ READ

Do not add a GAC table entry if any of the following conditions exist:

The profile has a security level, security category, or security label other
than SYSLOW. If the profile has a security label of SYSLOW, the GAC table
entry can have an access of READ.

The profile has an entry in the standard access list that is lower than the
access level of the GAC table entry.

The profile has an entry in the conditional access list that is more restrictive
than the access level of the GAC table entry.

The profile requests auditing of successful access attempts at or below the
level specified in the corresponding GAC table entry.

6.1.3 GAC Table Maintenance

The GAC table is maintained with the general resource maintenance commands
for a class of resources called GLOBAL. These commands are shown in the
GAC table definition in Figure 14. When you want to change the GAC table, use
the RALTER command. You can list the GAC table using the RLIST command.
For every change made in the GAC, you must refresh storage.

When you define an entry for a data set in the GAC table, enclose the entry
name in quotes if you do not want your TSO prefix (which might be your user id)
used as the high-level qualifier of the entry name.

ROEF NE GLCBAL DATASET ADDMEM'& RAOU D *' / ALTER)
RALTER GLCRAL DATASET ACDMEM' SYSL. BRODCAST / UPDATE)
RALTER G.CBAL DATASET ACDMEM' SYSL. GCBRLI B/ READ)
RALTER GLCBAL DATASET ACDMEM' SYSL. MCLI B / READ)
RALTER G.CBAL DATASET ACDMEM SYSL. PROCLI B/ READ)
RALTER GLCBAL DATASET ACDMEM' SYSL. HALP / READ)
RALTER GLCBAL DATASET ALDMEM' | P *' / READ)

RALTER GLCBAL DATASET ALDMEM' | R *'/ READ)

RUI ST A.CBAL *

Figure 14. Global Access Table Definition
You can use the SETROPTS command to activate and deactivate global access
checking and to refresh the GAC table in storage as follows:
To activate:
SETROPTS Q. (RAL( DATASET)

If you specify GLOBAL(*) you activate global access checking for the
DATASET class and all classes in the Class Descriptor table except group
resource classes.

To deactivate:
SETROPTS NOG.CRAL( DATASET)
To refresh:
SFTRIPTS G (BAL( DATASET) REHREH
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To execute these commands, you must have Special authority. For further
details, refer to RACF Command Language Reference.

For the JCL to create the GAC table sample shown in this section, refer to job
RACFGAC. The SETROPTS GLOBAL(DATASET) command, which activates these
changes in the GAC table, is issued at the end of job RACFGAC. This job is
listed in section A.15, “Global Access Checking Table” on page 148 and can be
found in IPO1.JCLLIB.

6.1.4 Additional Considerations

When you use global access checking, consider the following:

The group-resource classes (such as GTERMINL) are ineligible for global
access checking.

When global access checking allows a request, RACF maintains no statistics.

When global access checking allows a request, RACF performs no logging
other than that requested by the SETROPTS LOGOPTIONS command.

Update of GAC table entries become effective at the next IPL or after
execution of the SETROPTS command with the GLOBAL(class-name)
operand (with or without the REFRESH operand).

While RACF is searching the GAC table for a matching entry, profiles in the
class are ignored. If no GAC table entry matches the search, or if the access
specified in the entry is less than the access being requested, RACF then
searches for a matching profile in the class.

The only use for an access of NONE in the GAC table is to force RACF to
look for a profile. This could be used when you have access list entries that
have a lower access level than a data set's UACC, or when you want to
ensure that auditing or security classification checking will take place for a
specific data set.

Because RACF performs global access checking before security
classification processing, global access checking might allow access to a
resource you are protecting with a security category, security level, or both.
To avoid a security exposure to a sensitive resource, do not define an entry
in the GAC table for a resource you are protecting with security classification
processing.

Save a listing of the GAC table. This listing can assist you in recovering
from the accidental deletion or alteration of the GAC table or its entries. You
can use the RLIST command to make this listing quickly.

It is recommended that, for each entry in the GAC table, you create a similar
resource profile. Such a “matched pair” approach can help ensure the
continuation of protection if the GAC table becomes disabled. For example:

RCEH NE cl ass resour ce UAJJ access)

6.2 Class Descriptor Table

62

RACF Starter System

The Class Descriptor table (CDT) describes attributes of general resource
classes. RACF is, with the exception of user, group, and data set profiles, strictly
table-driven. For each general resource class, there is a unique entry in the
table. RACF references the CDT whenever it receives a resource class name
other than DATASET, USER, or GROUP.



This technigue allows new resource classes to be added as needed to support
more resource managers and new applications, and also enables a RACF
installation to define its own resource classes. If you update the CDT, you must
also update the RACF Router table.

All resource classes are listed in the two load modules of the CDT:
ICHRRCDX is the name of the IBM supplied class entries.

ICHRRCDE is the name of the installation defined class entries.

Note: The CDT must be the same for each system sharing the RACF database.
If there are different tables, unpredictable results can occur when you use the
SETROPTS command to activate or deactivate RACF protection for the class.

See the System Programming Library: RACF for information on creating entries
in the CDT.

6.3 Router Table
The RACF Router table contains one or more entries for each entry in the IBM

supplied portion of the CDT. It also contains entries for DATASET and USER.

If an entry is added to the CDT, a corresponding entry must also be added to the
RACF Router table, with a blank REQSTOR and blank SUBSYS field. Otherwise,
you will not be able to issue the SETR RACLIST command for that class. You
may also have entries in the Router table that do not appear in the CDT.
The Router table consists of two load modules:

ICHRFROX is the name of the IBM supplied Router table.

ICHRFRO1 is the name of the installation supplied Router table.
Note: Do not delete or modify any entries in ICHRFROX. Doing so can result

unpredictable results.

See the System Programming Library: RACF for information on creating entries
in the Router Table.

6.4 Started Procedures Table

Only RACF-defined users and groups can be specifically authorized to access
RACF-protected resources. However, started procedures have system-generated
JOB statements that do not contain the USER or GROUP parameter. Because
there is no RACF user ID and group associated with the started procedure, the
started procedure cannot access any RACF protected resource unless the
universal access of the resource allows access. To avoid this situation, RACF
uses a table to associate a user ID and a group name with a started procedure.
This table is the Started Procedures table (SPT), which resides in module
ICHRINO3 in the SYS1.LPALIB library. With this table, normal access
authorization checking is performed for a started procedure using the associated
RACF user ID and group name.

Some started procedures need special authorization to access RACF protected

resources. For example, you can allow JES to access SPOOL data sets, which
can be authorized in two ways:
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When the Bypass Password Protection Bit is on in the Program Properties
Table (PPT), RACF is not called for OPEN, EOV, or DADSM rename or
scratch. This bit is associated with the program name.

When the PRIVILEGED or TRUSTED bit is set on in the SPT, RACF does no
access authorization checking unless the RACHECK macro was specified
with ENTITY=(...,CSA).

You should use the PRIVILEGED or TRUSTED bit in the RACF SPT rather than the
“bypass password protection bit” in the PPT to authorize started procedures to
bypass RACF authorization checking because it is easier to maintain security
controls in only one table. Also, RACF then controls which users can bypass
RACF.

The PRIVILEGED indicator, available in earlier RACF releases, allowed RACF
access without logging for almost all RACHECKs. PRIVILEGED indicator in RACF
1.9 provides more privileges than the PPT NOPASS indicator since it grants
access in all classes; NOPASS grants access to only data sets. RACF 1.9
introduces the SPT TRUSTED attribute, which grants the same access as the
PRIVILEGED attribute, but provides the ability to log the access. Logging on SMF
is actually controlled by the SETROPTS LOGOPTIONS, rather than by individual
RACF profiles. The PRIVILEGED attribute is still provided by RACF 1.9 and if a
started procedure has both the PRIVILEGED and the TRUSTED attributes, the
PRIVILEGED attribute overrides and disallows logging. TRUSTED means the
same as PRIVILEGED, except that auditing can be requested by using the
SETROPTS LOGOPTIONS command.

TRUSTED is useful in setting up the proper operation for started tasks such as
JES2, JES3, PSF, VTAM, LLA, VLF, SMF, MOUNT, DUMPSRYV, and CATALOG.

There can be only one generic entry in the SPT and it must be the last entry.
Characters of * and = will not be acceptable in other entries.

As with any other user ID and group name, the user ID and group name that you
assign to a started procedure must be defined to RACF using the ADDUSER and
the ADDGROUP commands. You may also have to authorize the users or
groups to the required resources using the PERMIT command. If a started
procedure is executed without associating its name with a RACF defined user ID
and group name, the started procedure runs as an undefined user and can
access RACF-protected resources if the UACC for the resource is sufficient to
allow the requested operation. No user verification (password checking) takes
place for a started-procedure user ID.

Neither TRUSTED nor PRIVILEGED will propagate; they are given only to started
tasks. If a started task opens the internal reader and puts a job into the system,
the job will run under the started-task user ID if there is no USER= on the job
card. However, the job will be neither TRUSTED nor PRIVILEGED. This may be
important to think about if you run a scheduling package.

The IBM default SPT does not contain any entries. It must be set up by the
installation by coding an Assembler language module and link-editing it as
ICHRINO3 in SYS1.LPALIB or the equivalent. Good control over the SPT
attributes requires that write access to all procedure libraries and all load
libraries is well controlled.



For more details about the coding the ICHRINO3, see System Programming
Library: RACF.

The started procedure names, the associated user ID and group name, and the
PRIVILEGED or TRUSTED bit setting in the SPT can be listed using DSMON. For
information on how to run DSMON, refer to section 8.2, “Data Security Monitor”
on page 86.

6.4.1 Started Procedures Table Example
The SPT in Figure 15 contains four entries:

The first two entries represent the different JES program products. Because
these subsystems must have special access to the SPOOL data sets, the
TRUSTED bit is set on for these procedures.

The third entry in the sample table is for IRRDPTAB in order to load the
RACF Dynamic Parse tables. The user ID STCDPT is neither PRIVILEGED
nor TRUSTED.

The last entry in the started procedures table is a generic entry specified by
an asterisk (*) in the procedure name field. This generic entry is used for
any started procedures that do not match any of the previous entries in the
table. An equal sign (=) is specified in the user ID field to indicate that the
procedure name will be used as the user ID. The user ID should not have
any special authorization.

The group STCGRP is used for the group name for all started procedures. The
group structure and the group STCGRP are discussed in section 2.2.2, “System
Management Group Structure” on page 15. For administrative and security
reasons, it is advantageous to define a separate user ID for started procedures
that require any special authorization, such as OPERATIONS.

PROOEDLREE WRD ROP D PRV LEGED TREIED

JEX STAES SIGRP NO YES
JE3 SICJES SIAQ3P NO YES
| RRCPTAB STAPT STGRP NO NO
* = STARP NO NO

Figure 15. Started Procedures Table

6.4.2 Installation

If a procedure name changes, the corresponding table entry must be changed.
Also, additional procedures can be added to the SPT.

For the JCL to install the sample SPT refer to job RACSTC on A.16, “Started
Procedures Table” on page 149 and in IPO.JCLLIB. In the first step of this job,
the user IDs STCJES and STCDPT are defined to RACF. You may have to
authorize these users to the required resources using the PERMIT command.
The group STCGRP should have previously been defined with the job RACGRP,
described in section 2.2.2, “System Management Group Structure” on page 15.
The next step of the job executes only if the first step ends with a return code of
zero. The SPT is then assembled and placed in the SYS1.LPALIB library using
SMPIE.
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After replacing the ICHRINO3 module, you must re-IPL the system with the CLPA
option for the new module to be in effect.

Note: You may receive a return code of 8 in STEP INSTL3 if entry ICHRINO3
already exists in SYS1.LPALIB. This can be ignored.

If you are migrating RACF to the Release 1.9, you must update the SPT
(ICHRINO3) to include these trusted procedures:

JES2 or JES3

MOUNT

PSF

VTAM

LLA

VLF

SMF

CATALOG

DUMPSRV

DLF

6.5 Dynamic Parse Table

The RACF command processors require a dynamic table to be built after each
IPL to parse segment related keywords. This table is used when dealing with
profile segments to add, list, alter, or delete DFP, TSO, or any other non-base
segment information with the RACF commands. The table is built by the
IRRDPIOO module.

Commands that refer only to RACF base information will work, provided they do
not contain any typing errors. If you make a mistake, dynamic parse will parse
the command and issue a message for an invalid entry (the typing error).
Commands the administrator enters that reference the profile segments will fail
if dynamic parse is not installed and activated.

You can automatically invoke the IRRDPIO0O UPDATE command through a started
task which must execute after every IPL. The steps are documented in RACF
Program Directory for MVS Installations. Some of the necessary steps have
been completed for you in the CBIPO:

CBIPO has added IRRDPIOO to the TSO/E APF authorized command and
program tables.

CBIPO has added a procedure called IRRDPTAB to SYS1.PROCLIB.

Procedure IRRDPTAB is a started task that runs at IPL to load the Dynamic
Parse table by way of the IRRDPIO0O UPDATE command. The IRRDPTAB
procedure must be added to the RACF SPT. This will have been completed if
you have run job RACSTC as described in section 6.4, “Started Procedures
Table” on page 63.

Note: Customers are not allowed to change the dynamic parse specification

data. The RACF Dynamic Parse Specification Data Set resides in
SYS1.SAMPLIB, member name IRRDPSDS. You should consider maintaining an
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offline copy of the IRRDPSDS, moving it to another data set, and making sure to
prevent anyone from modifying its contents. Put IRRDPSDS in a data set that
you are sure will be part of your disaster and recover system volume set.

RACF authorization of the IRRDPIO0 command has NOT been completed by your
CBIPO. The RACF Program Directory for MVS installations indicates that the
user invoking the IRRDPIOO0 module can be permitted to IRRDPIOO in the
FACILITY class:

SETROPTS QLASSACT(FAQ LI TY)
ROEF NE FAQ LI TY | RROPI 00 UAGQ) NONE)

PERM T | RROP 00 QLASS(FAQ LI TY) | O STADPT) AGCESS READ)

You can, instead of using the FACILITY class, define IRRDPIOO as a program
control and give READ access to the user who executes the program.

Use of the STCDPT user ID in the PERMIT command assumes that job RACSTC
has been run. The actual start command for the IRRDPTAB procedure has NOT
been included in the CBIPO. The COMMNDOO member of SYS1.PARMLIB must
be updated to include a START command for the IRRDPTAB procedure. Add the
following line to the COMMNDOO member:

QM START | RROPTAB
Note: The Dynamic Parse Table does not function with TSO/E 1.3.0, which is the

release that is available in the CBIPO 370 systems. Within the CBIPO 370
systems, the IRRDPTAB procedure has not been included in SYS1.PROCLIB.

6.6 Installation Exits

The installation exits are product-sensitive programming interfaces. RACF
provides a number of exits to meet your special security requirements and let
you use your own routines to enhance the facilities offered by IBM, as well as to
optimize their usability. This section helps you find which exits you should code
to fulfill your requirements.

The major functions within RACF have exits. There are exits for:
User identification and verification
Access checking
Automatic profile creation and deletion
Resource-, user-, and group-profile manipulation commands

RACF exits can be divided into two types, SVC related exits and other exits.
Each type is discussed in the following sections.

For questions related to RACF programming interfaces, refer to System
Programming Library: RACF.

6.6.1 SVC Related Exits
SVC related exits gain control before and after RACF SVC processing. Figure 16
lists the RACF macros used to invoke the RACF SVCs, the functions of the RACF
SVC, and the RACF exit names. The FRACHECK macro is included in this list
even though it does not invoke an SVC because its function is similar to that of
the RACHECK macro.

Chapter 6. Tables and Exits 67



MACRO RUNCTT ON EX TS TYPE
RATH Define or delete profiles. 1GHRDXO1  pre-processi ng exit
| GHRDXD2  post processi ng exi t

RAGEX  Determine if the user is |GHROQ1  pre-processing exit
authorized tothe resource. 1GHROO2 post processi ng exit

RAMONT  Determine if the user ID IR X01 pre-processing exit
and password are correct. IR X02 post - processi ng exi t

RAALIST Buildin-storage copies of |QHRX01 pre- or postproc. exit

general resource profiles. [GHRX02 selectionexit
FRAGHEXK Check aut hori zation to | CHPXO1  pre-processing exit
resour ces prot ect ed by | GHRFXD2  post processi ng exi t

RACLI ST-creat ed profil es.

Figure 16. RACF SVC Related Exits

6.6.2 Other Exits

The other RACF exits gain control at various points in RACF processing, such as
during RACF TSO command processing. Figure 17 lists these RACF exits, their
names, and their functions.
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EXTS FUNCTT ON
Passwor d |GDEX01  Encrypt passwords or G DCARD
Encrypti on

New | GHPWO1  Exani ne new passwor d.
Passwor d

Gonmand | GHONXOO  Addi ti onal checki ng or bypass
| GHIOO0  checki ng wi t h RACF conmands.

Repor t IGHRSME Ceate selection/reject criteria.
Witer Ceate addi tional output reports.
M/S | CGHRTX00 PerformJES EARLY VER FY. Not used
Rout er if JES3.1.3

Figure 17. Other RACF Exits

You can modify the exits to perform some of the following functions:
Allow access to a RACF-protected resource when RACF is inactive
Enforce rules for the contents of passwords
Protect the user from accidental destruction of data
Modify data-set naming conventions in MVS

Ensure tape protection for tapes without a profile in MVS

For more details about exit modification, see System Programming Library:
RACF.

The Data Security Monitor (DSMON) produces the RACF Exits report. This report
list the names of all the installation-defined RACF exit routines and specifies the
size of each exit routine module. You can use the information in this report to
verify that only those exit routines that have been defined by your installation are
active. The existence of any other exit routines might indicate a system security
exposure, because RACF exit routines can be used to bypass RACF security
checking. Similarly, if the length of an installation defined exit routine module
differs from the length of the module when it was defined by your installation,
you should notify your RACF security administrator, because the module might
have unauthorized modifications. For more details about DSMON, refer to
section 8.2, “Data Security Monitor” on page 86.
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6.6.3 How Exits Get Control

Figure 18 shows some MVS and TSO functions that invoke RACF functions, and
give RACF exits control. With this information, an installation can determine
whether RACF exits could perform extra security functions. For example, the
TSO LOGON process issues an MVS RACROUTE REQUEST=VERIFY macro,
which invokes the RACF RACINIT function. RACF exit ICHRIX01 gets control,
RACINIT processing occurs, RACF exit ICHRIX02 gets control, and RACINIT
returns control to the TSO LOGON process. An installation could use these
RACINIT exits to perform extra security checks at TSO LOGON time.

| R X01
TSO RAAONT
LGEN
I R X02
IR X01
I nt er nal RAONT
Reader
| R X02
RACROUTE
Al oc. | GHDO1
New (MS RAOTH-
Cat a ROJTER
Set | GHDXO2
Quen | GHROO1
Cat a RAHEXK
Set
| GHROO2
| GHRTX00
| CHONXOO
RACF
Gonmand | CGHXCX00 RACF
Manager

Figure 18. How RACF Exits Get Control
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6.6.4 Sample Exit - MVS Router Exit ICHRTX00

With the current release of RACF, installation exits are no longer needed for a
secure MVS system. Generally, exits should be kept to a minimum. The sample
exit included here improves RACF processing in a specific area. The following
description of the exit's function will permit you determine whether it would be
useful to your installation.

This exit provides extra security checking at RACROUTE processing time. The
exit is not needed for RACF 1.9 with JES 3.1.3. Installation ICHRTXO0O is not a
RACF exit, although, in a system with RACF installed, it is used for RACF-related
tasks. The router (or System Authorization Facility), as the interface between
RACF and the resource managers, is an MVS component that is in the system,
regardless of whether RACF is installed or not. For information about the
System Authorization Facility (SAF), refer to Section 10.3, “System Authorization
Facility Interface” on page 128.

MVS ICHRTXO0O is entered for each invocation of the MVS router (through the
RACROUTE macro). Therefore, the exit code must determine the types of
invocations it is going to handle, and return directly in all other cases. Since
there is only one router exit, exit versions that handle different router invocations
have to be carefully combined into one module. The rest of this section
discusses the sample exit provided in job RACRTX0. You must have Assembler
H (5668-962) on your system to run this sample exit.

Listing for exit ICHRTXO0O0 is in Section A.17, “Router Exit” on page 151.

6.6.4.1 Purpose

When JES early job verification is activated with the SETROPTS EARLYVERIFY
command, JES2 1.3.4 and JES3 1.3.4 (after the appropriate PTFs have been
installed) issues the RACROUTE REQUEST=VERIFY,ENVIR=VERIFY macro. This
router call is not provided by RACF, and ICHRTXO00 is needed to verify the user
ID and password. If a user, or a job scheduling system such as Operations
Planning and Control (OPC*) or Secondary Operator Facility (SOF), submits jobs
with a user ID different from its own, it is sometimes desirable to have an
authorization mechanism that allows these users to submit jobs for designated
user IDs without having to specify passwords. This approach has been
implemented in this sample exit with what is called “surrogate user support.”

Note: The MVS router exit is not invoked for all jobs that enter the system. The
exit is not invoked for:

TSO logons.
Started procedures.

Jobs entering the system through the internal reader interface that are
subject to user ID propagation.

6.6.4.2 Functions

The sample MVS router exit has two functions:

If the parameters USER= and PASSWORD= have been specified on a JOB
JCL statement, RACINIT is used to verify the user's access to the system.
The RACINIT parameter STAT=NO is used for reasons of performance and
correctness of the statistical data. SMC=NO is used because otherwise, all
other tasks in the JES address space would be stopped during the RACINIT.
If verification fails, the exit returns with return code 208 and the RACINIT
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return and reason codes are stored in SAFPRRET and SAFPRREA,
respectively. The job will be flushed and message |IEF722] with the
appropriate message text will be issued.

If the parameter USER= has been specified on the JOB JCL statement
without the PASSWORD= and NEWPASSWORD= parameters (and with
STAT=NO and SMC=NO), a RACINIT without password check is performed
for the submitter’'s user ID. A RACHECK is then done in class FACILITY for
resource $SUBMIT.userid where userid is the one specified in the USER=
parameter of the submitted job’'s JOB JCL statement. An access authority of
READ or higher is required for the submitter. If the user lacks sufficient
authorization, if a profile for $SUBMIT.userid does not exist, or if the
FACILITY class is not active, the exit returns with return code 208 and X'18’
in SAFPRRET. This causes the job to be flushed with the message:

"I BF7221 - jobnane FAI LED- FA LED BY | NSTALLATI ON

If the submitter has sufficient authorization from profile $SUBMIT.userid, JES
treats the job as though userid propagation had occurred.

6.6.4.3 Installation

The exit should be installed with the functions of SMP/E. The FACILITY class
must be activated and early job verification in JES must be activated. Sample
JCL and Assembler source are contained in job RACRTXO in Section A.17,
“Router Exit” on page 151 and in IPO1.JCLLIB. You must have Assembler H on
your system to run this sample exit.

The following profile must be defined for any user ID that is eligible for job
submission by other users through “surrogate user support”:

ROEA NE FAQ LI TY $SUBM T. useri d1
PERM T $SLBM T. useri d1 AASSFAQ LI TY) | {useri d2) ACESY READ

where userid2 represents the user who is to be authorized to submit jobs with
USER=useridl on the JOB JCL statement without the PASSWORD= parameter.

For example, if user OPC should be authorized to submit jobs for user PAYROLL,
the profile $SUBMIT.PAYROLL must be created and user OPC must have READ
authority.



Chapter 7. Utilities

This chapter describes the RACF utilities. These programs can be used to verify
user access, to unload the RACF database, and to perform maintenance

functions, such as as verify, reorganize, expand, and copy, on the RACF
database.

If you are using a restructured RACF database, you should use the IRRUTx00
utilities. If you are using a non-restructured RACF database you should use the
ICHUTXO0O0 utilities.

Fore more details about the use of the RACF utilities, see System Programming
Library: RACF and RACF Diagnosis Guide.

Figure 19 shows the relationship between the utilities that can be used on
restructured and the non-restructured RACF databases.

NON-RDS RDS
RACF DATABASE RACF DATABASE

Conversion |
IRRDSCO0 |
\\_

\_\_

ICHMINOO --—— Initialize/Upgrade ——» IRRMINOO
ICHUT100 -s+—Cross reference ———»IRRUT100
ICHUT200 «-s—— Verification ——— = IRRUT200
ICHUT300 -s— Block update ———#» IRRUT300
ICHUT400 --—— Split‘Merge/Extend —#» IRRUT400

Figure 19. New RACF 1.9 Utilities

In addition, a new Database Unload Utility (IRRDBUOQOO) can be used to unload the
contents of a restructured RACF database into a sequential file for further
processing.

This chapter does not describe the IRRDSCO00 and IxxMINOO utilities. For a
description of these utilities, refer to Section 1.7, “Converting RACF Database to
Restructured Format” on page 9 and to Section 1.1.4, “Additional Consideration
for Existing RACF Installations” on page 4.
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7.1 Cross-Reference Utility Program (IRRUT100/ICHUT100)

IxxUT100 lists all occurrences of a user ID or group name that are in a RACF
database. To invoke IxxUT100 you must be a RACF defined user and either have
the Special, Group-special, Auditor or Group-auditor authority, or be requesting
a list of occurrences only for your user ID.

Figure 20 is an example of the job to run the IxxUT100 utility. In this example,
IxxUT100 locates all occurrences of user IDs CARLOS and SERGIO in the RACF
database and prints these occurrences on the system output device. The
program name must be changed to IRRUT100 or ICHUT100, depending on your
RACF database format (RDS or NRDS, respectively).

/1B J®B
/ISTEPL  EXEC PGVH xxUT100
/ISYSUTL D N T=SYShA SPAE(TRK, (5, 1))
/ISYSPRNT [D  SYSQUT=*
/ISYAN DD *
CARCS SER3O
/ END

Figure 20. ICHUT100 / IRRUT100 Example

7.2 Database Verification Utility Program (IRRUT200/ICHUTZ200)
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IxxUT200 can be used to identify inconsistencies in the internal organization of a
RACF database and also to make an exact copy of the RACF database. It
performs the following functions:

Scans the index blocks and prints information about problems with the index
block chains.

Compares the segments of the database that are actually in use to the
segments allocated according to the BAM blocks, and prints information
about inconsistencies.

Creates a backup copy of a RACF database.

Fo

=

RDS databases only, IRRUT200 also performs:

Validates and reports errors found in the SEGMENT relative-byte addresses
(RBAs) of the BASE segment of all profiles.

Validates that index entries point to the correct profile.
Validates the database format.
Issues return codes to signal validation errors

Creates an enhanced, formatted index report displaying the 255-byte profile
name and profile type information.

Note: You cannot use IxxUT200 to enlarge your database, only make an exact
copy. To enlarge your database, use IxxUT400.

For proper utility operation, the enhanced generic name (EGN) setting of the
database that you are processing with IxxUT200 should be the same as the EGN
setting of the system upon which the utility is being executed. Using the



IxxUT200 utility in a mixed EGN environment may cause a “?” to be displayed as
a part of a formatted index entry.
The following control statements can be used:

INDEX - specifies that you want index scan function performed.

INDEX FORMAT - specifies a formatted listing of all the index blocks.

MAP - specifies that you want BAM/allocation verification performed.

MAP ALL - specifies that you want the encoded map for each BAM block in
the RACF data set printed.

END - terminates the utility program.

Figure 21 is an example of the job to run the IxxUT200 utility. In this example,
IxxUT200 copies a RACF database to the SYSUT1 data set. A summary listing of
all the index blocks is printed. Any block availability mask (BAM) that contains
conflicts is also printed with a table of the locations of the conflicts. The
program name must be changed to IRRUT200 or ICHUT200, depending on your
RACF database format (RDS or NRDS, respectively).

/1J3BL JB
/1 STEPL BEXEC PG xxUr200
[ISYSRNF [D [DA\ESYSL RAF, O SP=9R
//SYSUTL DD WN T=SYSA SPACES( O, (10)), DB=( LREA.=1024, RECAMP
[ISYUT2 [D  SYSQJr=*
[ISYSPRNI D SYSQUT=*
//SYSN D *

| NDEX

MAP

BND
/*

Figure 21. ICHUT200/IRRUT200 Example

7.3 Block Update (BLKUPD) Command Utility (IRRUT300/ICHUT300)

BLKUPD modifies the records in the RACF database. This utility is used to
correct any inconsistencies that the RACF database verification utility (IxxUT200)
identifies. You can examine or modify any BAM, index, or data block in a RACF
database. BLKUPD runs as an authorized program.

Before you use this command, you should be very familiar with the RACF
database and its configuration because improper specification can result in
damage to the RACF database.

For information on how to use this utility refer to RACF Diagnosis Guide.
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7.4 Database Split/Merge/Extend Utility Program
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(IRRUT400/ICHUT400)

IxxUT400 performs the following functions:
Copies the RACF database to a larger or smaller database.
Splits a single RACF database into multiple RACF databases.
Merges multiple RACF databases into fewer RACF databases.

Rearrange RACF profiles across the same number of input and output RACF
databases.

Identifies inconsistencies, such as duplicate resource names appearing in
different classes.

For RDS databases only, IRRUT400 also physically reorganizes the database by
bringing all segments of a given profile together.

You should run IxxUT400 when your system has little RACF activity to reduce
system performance impacts.

The following control statements can be used:

LOCKINPUT - The RACF data set used as input cannot be updated, with the
exception of updating statistics, even after the utility terminates.

TABLE - Permits a specification of a user-written range table to be used to
select an output database for each profile.

FREESPACE - Allows you to control the amount of free space left in index
blocks created for the output databases. You can specify that from 0 to 50
percent of the space within the index block is to be left free.

ALIGN - Allows you to control profile space allocation.

DUPDATASETS - Allows you to control the processing of DATASET entries
with identical names from different input databases.

Figure 22 is an example of the job to run the IxxUT400 utility. In this example,
IxxUT400 copies the profiles from a single input database to a single output
database. The index blocks of the output database contain free space to allow
for expansion. The program name must be changed to IRRUT400 or ICHUTA400,
depending on your RACF database format (RDS or NRDS, respectively).

[1JBL  J®B

/ISTEPL  EXEC PGV xxUT400, PARME FREESPACK( 20)
//SYSPRNT D SYSQUT=

//INDL DD [B\ESYSL RAOR2, O SP=OD

//QUIEDL DD DENESYS2. RAOR2, O SP=(, KEEP) , VOA=SR\VAL L,
/1 LN T=SYSA SPACES(OYL, 10, , GONT G

Figure 22. ICHUT400/IRRUT400, Copy Database Example

Figure 23 is an example of a job that split a single RACF database into two
output databases. IxxUT400 assigns profiles to output databases using a range
table in a module named SELECT. The load module resides in library
INSTALL.LINKLIB. The program name must be changed to IRRUT400 or
ICHUT400, depending on you RACF database (RDS or NRDS, respectively).



/1J3@8L J@B

/1 STEPL BEXEC PAWH xxUT400, PARME NOLGKI NPUT, TABLE SBLECT) !
[/ISYSSRNI D SYSQJr=

/11 NDDL D DeNSYSL RXF, D SPQD

[/QJITOL DD DENESYR2. RACHL, O SP=(, KEEP) , VA=SR-\VA1,

/1 N T=SYSA SPACES(COYL, 5, , AN Q
//AQJID2 D DENESYR2. RAR2, O SP=(, KEEP) , VA=S R\ 2,
/1 N T=SYSPA SPACES(COYL, 5,, AN Q

[/STERLIB DD DBN\FINSTALL. LINKLI B, O S>=SR

Figure 23. ICHUT400/IRRUT400, Split Database Example

7.5 Database Unload Utility

There is a new Small Programming Enhancement (SPE) available to installations
with RACF 1.9 installed. This SPE is called RACF Database Unload Utility
(IRRDBUO0O0), and allows the unloading of the contents of a restructured RACF
database to a sequential (flat) file. The sequential file created can then be
uploaded to a relational database management system, such as DB2, and a
query manager can be used to create reports.

The information created with the IRRDBUOQO utility is in a format that is
particularly conductive to loading into a DB2 table, but also could be processed
into ISPF tables or accessed through SLR or other standard statistical or report
writing products.

Since the RACF database is a complex and encoded store for security
information, the RACF database information in a relational database provide
more flexibility in extracting and customizing reports.

IRRDBUOO can process an active or copy of a RACF database. We recommend
that you use the utility with a copy of your RACF database as an input, since it
can reduce contention to the RACF database.

The unload utility processes only a RACF restructured database. If your active
RACF database is in a non-restructured format you can use the Convert Utility
(IRRDSCO00) to create a restructured database and then use this copy as input to
IRRDBUO0O.

APAR 0Y50228 is the distribution mechanism for this utility.

7.5.1 Record Format

All data in the RACF database in unloaded, with the exception of encrypted and
IBM reserved fields. Some of the fields are decoded and presented in a
readable format. For example, the value of the UACC field is translated to read,
update, alter, or control rather than as a binary field.

All records are identified by a 4-byte record type, with one record type per
segment and per repeat group. Section Appendix B, “Records Generated by
Unload Utility” on page 167 contains a table with the record types and their
description.

Each record contains a name field which identifies the profile being described
and permit the link with information in other records.
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7.5.2 Converting and Unloading a RACF Database

This section describes the steps required for unloading the RACF database in
RDS or NRDS format.

Restructured Database (RACF 1.9 only)

1. Copy the RACF database using IRRUT200 or use the backup database if
you do not want to impact system performance

2. Run unload utility IRRDBUOO using the copy created in previous step
Non-restructured Database and RACF 1.9

1. Copy the RACF database using ICHUT200 or use the backup database
2. Define new RACF database using IRRMINOO, with PARM=NEW

3. Convert to restructured database using IRRDSCO00

4. Run unload utility IRRDBUOO using the new restructured database
Non-restructured Database and RACF less than 1.9

1. Copy the RACF database using ICHUT200 or use the backup database

2. Insert 1.9 templates in the RACF database using ICHMINOO, with
PARM=UPDATE

3. Define new RACF database using IRRMINOO, with PARM=NEW
4. Convert to restructured database using IRRDSCO00
5. Run unload utility IRRDBUOO using the new restructured database

Note: The conversion, as well as the unload utility, must run on a RACF 1.9
system with the same classes as those in the RACF database you are
processing.

7.5.3 Invoking the Unload Utility

The invocation of the unload utility is similar in operation to the dataset convert
utility (IRRDSCO00). If your database is split, you can process all parts or each
part separately.

Some existing IRRDSCO0O0 (convert utility) messages have been changed and may
be issued by either IRRDSCO00 or IRRDBUOQO.

Figure 24 is an example of the job to run the unload utility. INDDx represents
the restructured RACF database and OUTDD represents the output flat file
(LRECL=2048, RECFM=VB).

/1J3@8L JB

/1 STEPL BEXEC PG RRCBUDO, PARVNOLAK
[/ISYSSRNI D SYSQJr=

/11 NDDL D D[eNSYSL RXOAB D S-SR

//QJIID [D DO\-SYSL RACHB HATH LE O SP=SR

Figure 24. IRRDBUOO Example

The utility supplies, as part of the SYS1.SAMPLIB, a set of DB2 tablespace, table
and index definitions that define the DB2 tables to contain your unloaded
database. A set of simple queries are also supplied. The members in
SYS1.SAMPLIB are the following:
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RACDBUTB - Create tablespace, table, and index statements for DB2
RACDBULD - DB load utility control statements

RACDBUQR - Sample queries

- Find all residual authorities in all data set access lists

- Find all groups associated with a given user

— Find all users associated with a given group

- Find all users with the Special authority

7.5.4 Benefits and Uses

Using the RACF database in a flat file you can improve the system auditing
extracting reports, for example to know who have privileges in the system, or
what profiles exist with UACC of UPDATE, or what residual accesses exist.

You can use other data stores, such as personnel data, linked with the RACF
data to produce reports, for example to know the user IDs associated with a
specific individual.

Using the RACF data in a flat file can reduce the need to run the IxxUT100 utility.
The advantages are that you can run a query against a copy of the database,
report all IDs and not just one, and the query can be used to create commands
as output.
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Chapter 8. Reports

This chapter describes predefined RACF reports produced by the RACF Report
Writer and the Data Security Monitor (DSMON).

In a RACF environment, different users have different levels of responsibility for
security. Some people have extensive responsibility for security, while others
have little or none. The primary means of defining users' responsibility for
security is the RACF user attribute. A user attribute is a part of the RACF user
profile and it determines what functions a particular user is allowed to perform;
that is, what authority a user has. There are a set of auditing functions that only
the users with Auditor authority can perform. As auditor, you are responsible for
checking that the use of RACF at an installation meets the installation's needs
for access control and accountability. Auditing access control means that you
can check users' accesses to resources and verify that the accesses allowed are
appropriate to the particular resource. Auditing accountability means that you
can trace activities of users on the protected system. To help you audit access
control and accountability, RACF provides:

Logging routines that record the information you require in SMF records
format.

Audit control functions that enable you to specify the logging for each
resource.

The RACF Report Writer (RACFRW), which generates user-tailored reports
based on the information that RACF logged in the SMF data sets.

The Data Security Monitor (DSMON), which generates reports containing

information about the security environment of the operating system.

Examples of the jobs referred in this chapter can be found in Appendix A,
“Starter System JCL” on page 133 and in IPO.JCLLIB.

For more information about the use of auditor tools (RACFRW and DSMON), refer
to the RACF: Auditor’'s Guide.

8.1 Report Writer

The RACF Report Writer (RACFRW) permits the auditor or security administrator
to access the implementation of RACF and the use of the resources it protects.

The report writer provides a wide range of reports that enable an installation to
monitor and verify the use of systems and resources.

The report writer lists the contents of SMF records in a format that is easy to
understand. It is used only with RACF SMF records. You can not use RACFRW
to format other SMF records. With RACFRW, you can produce many kinds of
reports, depending on your needs; for example, you can generate reports that:

Trace access violations at LOGON time

Trace access attempts in WARNING mode

Trace the activity of users with Special or Operations authority
Trace the activity of any specific user

Trace the accesses to a specific protected resource
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Trace the use of RACF commands
Show a general summary of activities
Monitor the activity of all the RACF protected resources

Describe the user and group activity

The output from the report writer includes a header page with a list of the
subcommands that you have entered and describes the meanings of the event
and qualifiers numbers that appear in SMF record listings and summary reports.
The remainder of the report comes in various forms, depending on your request.
You can request a general summary, SMF records listing, and summary reports.

Section A.18, “RACFRW Predefined Reports” on page 161 contains an example
of a job to run the RACF Report Writer, and Appendix C, “RACF Report Writer
Output Samples” on page 169 contains sample output reports generated by the
report writer.

The RACFRW consists of three phases:

Command and subcommand processing - interprets the report writer
commands when you enter them using TSO (starting with command
RACFRW) or when you run them as a batch job.

Record selection and reformatting - compares each record from the input file
(the SMF records) against the criteria you specify on the SELECT and EVENT
subcommands. If you do not specify any SELECT or EVENT subcommands,
the report writer selects all records from the input file. Then, records are
reformatted to be sorted and printed.

Report generation - generates the reports that you requested with the LIST
and SUMMARY subcommands.

The input file to the report writer consists of SMF record types 20 (job initiation),
30 (common address work data), 80 (RACF processing), 81 (RACF initialization)
and 83 (RACF processing).

To run the RACFRW as a TSO command, in the TSO ready mode enter RACFRW.
RACF places you in subcommand mode, and you can enter the report writer
subcommands (SELECT, EVENT, LIST, SUMMARY, and END). If you run the
report writer as a TSO command, you must preallocate the data set that contains
the SMF records as RSMFIN and use it as input to the report writer command
and subcommands. See RACF Auditor's Guide for more details about
preallocating data sets on MVS.

To run the report writer at your installation, you must have:

On MVS, IBM program product DFSORT (5740-SM1), or the equivalent.

An output device that can handle 133-character lines.

Note:

The RACF report writer runs as a postprocessor of RACF and does not
interfere with normal RACF processing.

Your system programmer can provide special SMF record selection and
tailoring by using the RACF report writer exit routine ICHRSMFE. Fore
details, see System Programming Library: RACF.



In an installation using RACF to protect several systems, each MVS system
writes RACF generated SMF records to a different data set. You can
concatenate these data sets into a single data set for input to RACFRW.
Later, you can separate them using the SYSID operand on either the LIST or
the SELECT subcommand.

In IPO1.JCLLIB, there is JCL and a set of predefined RACFRW control statements
that produce the reports described below. The report name is the same as the
member name containing the job in IPO1.JCLLIB. An example of the JCL to list
the reports is included in Section A.18, “RACFRW Predefined Reports” on

page 161 and samples of output reports are included in Appendix C, “RACF
Report Writer Output Samples” on page 169.

Note:

In all the report writer sample jobs, the RSMFIN DD statement (noted by
<===CHG1 in the jobs) references the IPOBAK.SMFDUMP(0) input tape
Generation Data Group (GDG) data set. This input is dumped from the
weekly IPOSAV.SMFDUMPW data set created using procedures identified in
the SMF Procedures section of MVS CBIPO Customization Guide. Refer to
this section for additional SMF information.

If you submit the sample SMF jobs, that reside in IPO1.OPERLIB, from the
console you must ensure that all the RACF parameters in the jobcard
(USER=, GROUP=, PASSWORD=) are filled in.

You must specify the correct VOL=SER information in the RSMFIN DD
statement to reflect your installation's SMF data tape (GDG) in the report
writer jobs.

If your installation does not use the sample SMF procedures, which utilize
tape GDGs to save SMF records, change all necessary parameters in the
RSMFIN DD statement in the jobs to reflect your SMF tape configuration.

8.1.1 AIll Activities Report - Job RACWALL

This report provides all RACF SMF status and process records, sorted by user,
and a general summary report showing overall RACF-related system activity. In
this report, you can trace all the activities of all users, and see when they are
following the security rules and when they are not.

Note that this report can contain more than 10,000 lines, depending on the
number of records that you process. We suggest that you create this report only
when necessary for tracing accountability.

8.1.2 Users with SPECIAL Attribute Report - Job RACWSPE

The SPECIAL and Group-SPECIAL attributes provide the most powerful RACF
authorities. You must monitor the activity of these users to ensure that they are
following the security rules. This report lists the activities of all the users with
the Special and Group-special attributes. You must activate the SAUDIT option
of the SETROPTS command to produce the SMF records for this report.
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8.1.3 Users with OPERATIONS Attribute Report - Job RACWOPE

This report includes the activities of all users with the OPERATIONS and
group-OPERATIONS attributes. These attributes provide very powerful authority
in a RACF environment. The users with this attribute can access almost all
resources to perform operational functions such as backups. You should
carefully monitor the activities of these users to ensure that all accesses to
protected resources were for valid reasons. You must activate the OPERAUDIT
option of the SETROPTS command before you can monitor the activity of these
users.

8.1.4 Access Violations Report - Job RACWAV

This report lists access violations to any RACF protected resource and lists
unsuccessful logons. RACF detects and logs any access violation. An access
violation occurs when RACF denies a user access to a resource because the
user is not authorized to access the resource. An access violation is a symptom
that someone either misunderstood his role as a RACF user or is trying to
bypass RACF protection. You can use this report to identify such users and to
identify when it might be necessary to change the access list or the UACC
(Universal Access Authority Code) of some protected resources. This report also
produces a summary of violated resources by user and a summary of violating
users by resource that can help you to identify easily the users who are violating
the access rules.

8.1.5 RACF Commands Report - Job RACWCMD

The security administrator is probably the most frequent user of RACF
commands. Sometimes, users without any user authority will execute ALTDSD,
PERMIT, DELDSD, or similar commands against one of their own data sets.
Some users, however, might try to use the whole range of RACF commands.
Unless the user is authorized, RACF does not execute the command. Each
unauthorized attempt to use a RACF command represents a potential security
violation, and you should know about it. This report shows you every command
issued to RACF, who issued that command, and whether the user was
authorized to issue the command.

8.1.6 RACF Password Violation Report - Job RACWPW

This report lists password violations at logon time. This report enables you to
see if the number of password violations decreases as users get accustomed to
RACF, and the terminal ids on which password violations occur. You can look at
the terminal identification in the listing to determine where persistent violations
are originating.

8.1.7 Monitoring RACF Resources in Warning Mode Report - Job RACWWAR

This report lists accesses granted only because the Warning mode is active.
When you install RACF for the first time, you can start in Warning mode; which
means that RACF allows requesters to access the resource, even though the
requester is not otherwise allowed access. RACF then logs these accesses in
an SMF record. You can use RACFRW to monitor this access activity, and to
change the RACF profiles to the correct access list and UACC values before
starting normal RACF control.
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8.1.8 Auditing Considerations

How long you keep the log with RACF SMF records depends on legal
requirements, auditor requirements, and the possibility of problem management
and trend analysis.

Options in RACF 1.9 turn on system-wide auditing and cause considerably more
SMF records to be generated. Caution is advised in using SETROPTS
LOGOPTION(ALWAYS(classname)).

LOGOPTIONS is the only way to audit classes for which profiles cannot be
defined, such as TEMPDSN. When the TEMPDSN class is active, only the owning
job step is authorized to access a temporary data set created in a job step. By
setting LOGOPTIONS(FAILURES(TEMPDSN)), all failed accesses against
temporary data sets can be audited.

Audit records may be created when a job is purged, and when a SYSIN/SYSOUT
data sets are created, opened, selected for output, and purged. After initial
testing you may wish to turn off the auditing of accesses to spool for SYSIN and
SYSOUT. To do this, use SETROPTS LOGOPTIONS(NEVER(JESSPOOL))
command.

An ABEND 0C4 when running the report writer may mean that you have tried to

feed reformatted SMF records from RACF 1.8 to the 1.9 RACFRW module. This is
not accepted and has not been accepted in previous releases. Regular 1.8 SMF
records can be used for input; it is the 1.8 report writer's reformatting that is not
accepted.

RACF 1.9 now performs SMF logging for the PROGRAM class. If you already
have profiles in the PROGRAM class, examine the logging options. Logging
successes in the PROGRAM class can produce a large number of SMF records.
You can use SETROPTS(NEVER(PROGRAM)) to temporarily turn off logging while
you examine the profiles and update the audit specifications.

There are many more calls to RACF when MVS/SP 3.1.3 and JESx 3.1.3 are
installed, and more SMF records may be created even though the setting of
AUDIT options in profiles is the same as previously. More SMF buffers and data
sets may be needed, and a review of the applicability of the current audit options
may be appropriate.

You can use the UAUDIT operand on the ALTUSER command to log all
RACF-related activities for a specific user. When you set this control, RACF logs
all RACF commands that the user issues; all additions, changes, or deletions
that the user makes to RACF profiles; and all attempts by user to access
RACF-protected resources, except those authorized by global access checking.
You would probably not request user auditing as a matter of course, but it is
useful if you suspect that a particular user may be misusing the system or
persistently trying to access or delete resources outside the user's control. The
command is:

A TURuserid LAD' T

If owner controlled logging on MVS does not provide enough information for the
audit, users with Auditor authority can use the GLOBALAUDIT operand on the
ALTDSD or RALTER command. With this option, the audit level that you specify
in the GLOBALAUDIT command overrides the level specified in the profile in the
AUDIT option. GLOBALAUDIT(NONE) is the default. After you complete the audit
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of the resource, it is a good practice to restore the default so that RACF logs
accesses to the resource as specified in the AUDIT of the profile.

Figure 25 shows how RACF logs records in the SMF, based on the RACF
options.

Yes
GAC Tabl e access Do not Log
No
NFFA L(failure)
Macr o speci fies LG5 Do not Log
NONE / NOBTATS
ASS
NFAl L( success)
LA3PTI ONS
Never A ways
Do not Log Log
Fai | ures Successes
No No
Access i s Access i s
afailure a success
Yes Def aul t Yes
Log Log
Pofile or
GERADT or
SEQABHADOT or Yes
SAPHADOT or Log
SAOT or
WO T
Do not Log

Figure 25. RACF Log Operations

8.2 Data Security Monitor
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The Data Security Monitor (DSMON) program is an APF authorized batch
program that can be run while RACF is active. It allows authorized users to
obtain a set of reports that provide information about the current status of your
installation’s data security environment and, in particular, on the status of RACF
resources. You can use the reports to audit the current status of your
installation’s system security environment by comparing the actual system



characteristics and resource-protection levels with the intended characteristics
and levels.

If you do not use program control to control access to DSMON, you must have
Auditor authority to run DSMON. If you do use program control to control access
to DSMON, you must have sufficient authority in the access list of program
ICHDSMO00. Also, you must have READ access authority to the SYS1.PARMLIB.

DSMON is an important tool for auditing system integrity and data security
controls. We recommend that all DSMON reports be produced on a weekly
basis and reviewed by the auditor and security administrator staff as well as by
the technical support staff, in order to detect possible security exposures quickly.

DSMON produces the following reports:

System report

Group Tree report

Program Properties Table report

RACF Authorized Caller Table report

RACF Class Description Table report

RACF Exits report

RACF Global Access Checking Table report

RACF Started Procedures Table report

Selected User Attribute report

Selected User Attribute Summary report

Selected Data Set report
Note: Producing the Group Tree, Selected User Attribute and Selected User
Attribute Summary report can have an impact on system performance.

Depending on the size and load on your RACF databases, you should consider
running these DSMON reports during slack time.

You can use the JCL included in job RACDSM to run DSMON. The input to
DSMON consists of the SYS1.PARMLIB data set. A SYSIN DD statement also
lets you specify DSMON control statements for selected functional reports. With
DSMON control statements, you can specify the reports that you want and the
number of lines per page.

A.19, “DSMON” on page 164 contains an example of a job to run the RACF
DSMON, and Appendix D, “DSMON Reports Output Samples” on page 175
contains sample output reports generated by DSMON.

8.2.1 Control Statements

DSMON has three control statements: LINECOUNT, FUNCTION, and USEROPT.
Each is discussed below.

LINECOUNT Specifies the number of lines per page for reports. If you do not
specify a linecount, the default value is 55 lines per page. The valid
values are 0 or a number in the range of 40 through 99. A value of 0
indicates that a page break occurs only at the start of a new report.
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FUNCTION Function-name Specifies the DSMON functional report that you want
to produce. The default value is ALL, which causes DSMON to
generate all reports except USRDSN. You can specify any of the

following:

SYSTEM

RACGRP

SYSPPT

RACAUT

RACCDT

RACEXT

RACGAC

RACSPT

System report - This report contains the identification
number and model of the CPU; the name, version, and
release of the operating system; the serial number of the
system residence volume; the system identifier that SMF
uses; the RACF version and release number and whether
RACEF is active. If RACF is inactive, DSMON prints a
message that tells you whether RACF was not activated at
IPL or was deactivated by the RVARY command. You can
use the System report to verify that the system has the
expected hardware and software. The System report is
the only one that DSMON produces when RACF is inactive.

Group Tree report - This report lists all subgroups for the
SYS1 group, as well as the owner or each group listed in
the report. Alternately, if a USEROPT RACGRP control
statement is used with the FUNCTION RACGRP statement,
this report lists the subgroup hierarchy beginning with the
group specified on the USEROPT RACGRP statement. You
can use the Group Tree report to examine all overall RACF
group structure for your system.

Program Properties Table (PPT) report - This report lists
all the programs in the PPT and indicates whether each
program is authorized to bypass password protection and
whether it runs in a system key.

RACF Authorized Caller Table report - This report lists the
names of all programs in the RACF authorized caller table;
that is, programs that are authorized to issue RACINIT
(which performs user verification) or RACLIST (which load
profiles into main storage) requests, or both.

RACF Class Descriptor Table report - This report lists, for
each general resource class, the class name, the default
UACC, whether the class is active, whether auditing is
being done, whether statistics are being kept, and whether
Operations attribute users have access.

RACF Exits report - This report lists the names of all RACF
exits that are in active in the operating system and
specifies the size of each module.

RACF Global Access Checking Table report - This report
lists all entries in the GAC table. Each entry consists of a
resource name and its associated global access authority
level.

RACF Started Procedures Table report - This report lists
each entry in the SPT: the procedure name, userid, and
group name to be associated with the procedure; and
whether the procedure is privileged or trusted. Trusted
means the same as privileged, except that auditing can be
requested by using the SETROPTS LOGOPTIONS
command.



RACUSR RACF Selected User Attribute report - This report lists all
RACF users with Special, Operations, Auditor or Revoke
authority, and whether the user has the attribute at the
system or group level.

SYSAPF This report lists the names of the APF authorized libraries.
SYSLNK  This report lists the names of the libraries in LINKLST.

SYSCAT This report lists the names of the MVS master catalog and
all user catalogs.

RACDST This report lists the primary and backup RACF database
names.

SYSSDS This report lists selected system data sets.

USRDSN This option must be used with the USEROPT USRDSN
control statement. It produces a report listing the data
sets specified on the USEROPT USRDSN statement and
their security attributes.

USEROPT Function-name: Specifies the DSMON user option report that you want
to produce. In function-name, you can specify the following options:

RACGRP GROUP-NAME This option must be used with the FUNCTION
RACGRP control statement. It produces a report listing the
subgroup hierarchy beginning with the group specified by
group-name.

USRDSN DSNAME Selected Users Data Set report - This option must
be used with the FUNCTION USRDSN control statement. It
produces a report listing the data set specified by dsname
and its security attributes.

8.2.2 DSMON FUNCTION Statement Examples

Figure 26 contains FUNCTION statement. That will produce a DSMON report
listing:

All the entries in the GAC table
The active RACF exit routines

The names of all the APF libraries specified in IEAAPFxx in SYS1.PARMLIB

FUNCTT ON RAGGAC
FUNCTT ON RACEXT
FUNCTT ON SYSAPF

Figure 26. FUNCTION Statement Example

8.2.3 DSMON USEROPT Statement Examples

Figure 27 contains the USEROPT statement. From the statements in the
example, DSMON will produce both:

A selected data set report for 'PAYROLL.TEST.OBJ’

A Group Tree report starting with the group PAYROLL
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FUNCTT ON LBREEN
USERCPT USRDEN PAYROLL. TEST. (BJ

FUNCTT ON RAGGRP
USERCPT RAGGRP PAYROLL

Figure 27. USEROPT Statement Examples

Section A.19, “DSMON” on page 164 contains example of a job to run RACF
DSMON reports.
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Chapter 9. RACF ISPF Panels

After the planning for RACF implementation has taken place, you can perform
security and group administration tasks by using various RACF commands. For
example, you can define new users using the ADDUSER command, define new
groups using the ADDGROUP command, and so on. The RACF commands
include various operands to perform the different tasks required.

As an alternative to using RACF commands to perform administration tasks, you
can use the ISPF panels (assuming that ISPF is installed at your location). Using
the panels, you need not memorize command or operand names, you need only
to fill in the appropriate information on the proper panels.

The RACF commands provide the following advantages:

Entering commands can be faster than displaying many panels in sequence.

The examples in the manuals are generally command example. So, using
commands from the manual descriptions should be relatively
straightforward.

Getting online help is easier. To see online help for the PERMIT command,
for example, enter HELP PERMIT.

Getting explanations for messages beginning with ICH is easier. For
example, to see the explanation for message ICH06001I, enter HELP PERMIT
MSGID(ICHO06001I). If you get a message, but not a message id, enter
PROFILE MSGID.

The ISPF panels provide the following advantages:

ISPF creates a summary record in the ISPF log of the work that you do,
unless you use the TSO Session Manager.

From the panels you can press the HELP key to display a brief description of
the fields on the panel.

The option chosen when installing RACF panels will determine whether
output from listings and search results is displayed in a scrollable form.

The ISPF panels for working with password rules allow you to enter all the
password rules on one panel.

To use the RACF from the ISPF panels, you must enter ISPF. The primary option
menu appears. Choose option “R” for RACF.

This is the usual way to access RACF panels, but your installation may have
implemented a different path. Check with your system programmer for more

information.

You will see the RACF menu shown in Figure 28
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RACF - SERVI CES CPTI ON MENU
CPTI N ===> _

SHECT ONE OF THE FOLLONV NG
1 DATA SET PRCH LES
ENERAL RESOURCE PRCH LES
GROP PRCHI LES AND USER TO GROUP CONNECTT ONS

USER PRCFI LES AND YOLR OAN PASSWIRD
SYSTEM CPTI ONS

abhwN

VWM N D K PRCFI LES
W LE PRCFI LES
WD RECTCRY PRCHI LES

Bow

98 TUIR AL
99 EXT

Figure 28. RACF Service Option Menu
From any panel, pressing PF1 displays a Help panel.

If you have a question about the information you should provide on the panel,
type help on the command line.

If you need the panel ID for diagnosis purposes, enter the PANELID command
and the panel identification will appear in the left part of the screen.

You can use the split screen option to view the tutorial and the panel at the
same time. To do this, type split on the command line, then type swap on the
command line when you want to change between the two screens. Choose the
tutorial option on one screen and the RACF menu on the other screen.

9.1 Data Set Profiles
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When you select option 1 from the RACF Services Options menu, the Data Set
Profile Services menu is displayed on your screen (Figure 29).

Through this panel, you can select options to create, change, and delete your
data set profiles. This screen can also be used to maintain the access list and
to search the profiles.

The following sections describe how to add data set profiles and to maintain the
access lists using ISPF panels. ISPF panels to display the contents of profiles
and to search the RACF data base are included. Options 2 e 3 of the RACF Data
Set Profile Services show panels similar to the panels shown by option 1, and
will not be discussed in this manual, as well as option 5.




RACF - DATA SET PRCFI LE SERV CES
CPTI N ===> _

SHLECT O\NE OF THE FOLLONV NG

1 ADD Add a profile

2 CGHANGE Change a profile

3 DHEIE Delete a profile

4 AJESS M ntain the access lists

5 ADT Moni t or access attenpts (for auditors only)
8 DO SPLAY D splay profile contents

9 SEARH Search the RACF data base for profiles

Figure 29. Data Set Profile Services Menu

9.1.1 Adding a Data Set Profile

The first option of the RACF Data Set Profile Services is used to create generic
or discrete data set profiles.

If you are creating a generic profile, and its name contains no generic character
(*, **, or %) you have to specify YES for the GENERIC field.

The VOLUME and TYPE fields are required for discrete profiles that protect
uncataloged data sets.

You can also use another profile as a model when creating a profile. Specify
YES in the USE A MODEL field.

Figure 30 shows an example of defining a generic profile SAMPLE.*.

After you have entered the information on the panel in Figure 30, you will
receive the panel shown in Figure 31. Use that panel to specify the profile
contents, such as the owner, the UACC, the level of accesses you want to log,
the user to be notified if an unauthorized attempt is made to access a resource
protected by this profile, and other information.

For example, Figure 31 specifies, among other things, that the profile SAMPLE.*
has a UACC of NONE, is owned by RACFADM, and will have all unauthorized
accesses logged, but no user will be notified when an unauthorized access
occur.
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RACF - DATA SET PRCFI LE SERVI CES - ADD
COMWAND ===> _

ENTER THE FOLLON/NG | NFCRVATI O\

PRCH LE NAME =—> SAWPLE *

ENERC > YES for a generic profile

TYPE > B ank, MCDHEL, or TAPE

VOLUME SER AL = If adiscrete profile and the
data set is not catal oged

INT > If you are adding a profile
and speci fi ed VALUME SER AL

PASSWRD > Dat a set password, if the data
i s password protected

USE A MIDEL = YES or NO
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Figure 30. Adding a Data Set Profile - Part 1

RACF - ADD DATA SET PRCFI LE
COMWAND ===> _

PROFI LE SAMPLE *

ENTER (R GHANCE THE FALLON/NG | NFCRVATI O\

ONER =—=> RACFADM  Wserid or group name

LEVEL ==>0 0-99

FAl LED AQCESSES == FAIL FA L or WARN

UACC ==> NO\E |\U\E, m U:{)ATE,
GINTRQL, ALTER or EXEQUTE

AD T SUESSES ==>NOAWDT RAD WPDATE CGNTR1,
ALTER or NOALDI'T

AD T FA LURES ==> READ READ, UPDATE, GONTRQ,
ALTER or NOALDI' T

| ND CATCR ===> ST SET, NCBET, or ALY

NOT EY = Wserid

ERASE ON DELETE = YES or bl ank

TO ADD CPTI ONAL | NFCRVATI N ENTER YES ==> NO

Figure 31. Adding a Data Set Profile - Panel 2



9.1.2 Updating the Access List

Use the ACCESS option in the Data Set Profile Services menu to add or delete
users or groups from the access list of a data set profile.

The first panel that appears is similar to that shown in Figure 30. After you
enter the profile name, you can either add or remove users or groups from the
access list of the profile.

Figure 32 shows an example of including users THELMA and LOUISE with
access authority of UPDATE to the profile SAMPLE.*.

RACF - MAl NTAI N DATA SET AGCESS LI ST - ADD
COMWAND ===> _
PROFI LE SAMPLE *
ENTER THE ACCESS AUTHCR TY TO BE GRANTED,

AJTHR TY = UPDATE NONE, READ, UPDATE,
QONTRAL, ALTER or EXEQUTE

ENTER THE USERS CR CGROUPS FCR VW CH ENTR ES ARE TO BE ADDED

=== THELMA = LAJ SE =_> === =_==>
===> =_==> =_==> =_==> =_==>
=_==> =_==> =_==> ===> ===>
===> =_==> =_==> =_==> =_==>
=_==> =_==> ===> ===> ===>

TO ADD THESE ENTR ES TO THE GONDI T1 ONAL AGCESS LI ST,
ENTER YES =—=> YES

Figure 32. Adding Users to the Access List

You can also create a conditional access list by specifying the name of the
programs that these users must be running to have the specified access. Note
that in Figure 32, when defining the users, a YES was specified in the last field,
which means that a conditional access list is to be created.

Figure 33 specifies, for example, that users THELMA and LOUISE will be able to
access the data sets protected by the profile SAMPLE.* only when running
program THUNDER.
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RACF - A NTAI N DATA SET AGQCESS LI ST - PROCRANG

COWRND ===> _

PRCH LE SAWPLE *

ENTER THE PROGRAM NAMES TO BE ASSOO ATED WTH THE USERS AND GROUPS
SPEQ H ED ON THE PREM GUS PANEL:

== THINCER =—"—=> =_==> =_—==> =_==>
=_=> =_==> =_==> =_==> =_==>
===> ===> ===> ===> ===>
=_==> =_==> =_==> =_==> =_==>
===> ===> ===> ===> ===>

9.1.3 Displaying
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Figure 33. Creating a Conditional Access List

Profile Contents

Select the DISPLAY option in the RACF Data Set Profile Services panel
(Figure 29) to display information about a data set profile. You can select the
options you want to be displayed by using the panel shown in Figure 34.

In this example, all information about the profile is requested, except that related
to DFP. See Figure 35 to see the result of this request.



RACF - DI SPLAY DATA SET PRCFI LE
COWAND ===> _
PRFILE SAVPLE *

TO SELECT | NFCRVATI ON TO BE D SPLAYED, ENTER YES

ACQCESS LI ST ==—=> YES Profile access |i st

H STARY ==> YES Profile history

STATISTICS =—=> YES Profile use statistics

DFP ==>ND Profile DFP i nfornati on

DATA SETS =——=> YES Protected data sets

NO RAC = Linmt the display to the sel ected
i nformati on.

TOLIMT THE D SPLAY TO PRCH LES FCR DATA SETS ON SPEQ H C VALUMES,
ENTER O\NE CR MCRE VALUME SER AL NUMBERS:

===> =_==> =_==> ===> =_==>
=_==> =_==> ===> =_==> ===>
===> =_==> =_==> ===> =_==>

Figure 34. Selecting Display Options

Figure 34 shows the result of the display requested using the Display Data Set

Profile panel. Note, among other information, the UACC, the owner of the
profile, the auditing option of listing unauthorized attempts to access the data
sets, and the conditional access list.
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I NFCRVATI ON FCR DATASET SAMPLE * (G

LBvH. OMER WINVERSAL ACESS VWRN NG BRASE

NO USER TO BE NOT F ED

YORAQESS (REATIONGROP DATASET TYPE

SEQR TY LEVEL
NSORTYLER
CATEGR ES

ND OATEGER S

SEQABE

-

CREATI ONDATE  LAST REFERENCE DATE  LAST CHANGE DATE
(D) (YR (D) (YEAR (D) (YEAR
100 92 NOTAPPRLICPBLE FCR GRNER CPREFILE

Figure 35. Data Set Profile Contents



9.1.4 Searching for Data Set Profiles

Using option 9 in the RACF Data Set Profile Services panel (Figure 29 on
page 93) you can search data set profiles defined to RACF.

You can use either the MASK1 and MASK2 operands, or the SEARCH operand.
You cannot specify both MASK and FILTER. The FILTER operand allows you to
use the generic characters (*, **, and %) in the character string of your search.

If you do not specify any entries in the fields, the system assumes * in the mask
and lists all the profiles that your user ID can list. If you have Special authority,
all data set profiles will be listed.

The example shown in Figure 36 displays a list of all profiles your user ID can
list, whose high-level qualifier is SYS1.

RACF - SEARCH FCR DATA SET PRCFI LES
COWAND ===> _

ENTER MASK(S) CR FI LTER (CPTI Q\AL) :

MASKL =
Selects profiles with nanes that begin with the specified
character string.

MASK2 =>
Sel ects profiles wth nanes that contain the specified
string sonmewhere after MASKL.

FILTER  ===> SYSL **

Selects profiles with nanes that nmatch the specified
character string.

Press ENTER t 0 conti nue.

Figure 36. Searching for Data Set Profiles

9.2 General Resource Profiles

ISPF panels also can be used to maintain activity in general resource profiles.
Select option 2 from the RACF Service Options menu, and the panel shown in
Figure 37 will be displayed on your screen. This panel can be used to call other
panels to create, change, delete, and look for general resource profiles, as well
as to perform maintenance in the access lists.
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RACF - GENERAL RESOLRCE PRCFI LE SERVI GBS
PTIAN==> _

SHLECT ONE OF THE FOLLONV NG

1 AD Add a profile

2 HANGE Change a profile

3 DHEEE Delete a profile

4  AXESS M ntai n access | i st

5 AOT Mbni t or access attenpts (Auditors only)
8 D SPLAY DO splay profile contents

9 SEARMH Search the RACF data base for profiles

Figure 37. General Resource Profile Services Menu

The General Resource Services panels can be used for any general resource
class, such as TERMINAL, DASDVOL, and others. The following discussion uses
the TERMINAL class to exemplify how to add a general resource profile and
display its contents. Options 2, 3, 5, and 9 are not covered in this manual.

9.2.1 Adding a General Resource Profile
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The first option in the RACF General Resource Profile Services creates general
resource profiles. When defining this kind of profile, you will be asked for the

name of the profile and the general resource class in which this profile will be
created.

Figure 38 shows the ISPF panel used to name a profile and specify its class. In
this example, a profile called DEPT35 is being created in the TERMINAL class.

After that, you will receive the Add General Resource Profile panel, where you
specify some information about the profile you are creating.

Figure 39 shows the sequence for defining the profile DEPT35. Note that the
options are equivalent to those specified when defining data set profiles.
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RACF - (ENERAL RESOLRCE SERM GBS - ADD

PTIAN==> _

ENTER THE FOLLON/ NG PRCH LE | NFCRVATI O\
QASS ==> TERM NAL

PRCHLE =—=> DEPT35

<==end of data

USE A MDEL = YES or NO

NOTE: Enbedded B anks are NOT ALLOMD i n cl ass or profil e nanes.
(I'f working with a FILE or D RECTCRY nane whi ch cont ai ns bl anks,
pl ease return to t he RACF - SERVI CES CPTI ON MENU and sel ect

ei ther VH LE PRCH LES or VWD RECTCRY PRCH LES option.)

Figure 38. Adding a General Resource Profile - Panel 1

RACF - ACD GENERAL RESOURCE PRCFI LE

COWAND ===> _
aAss TERM NAL
PRCFI LE TERVOL

ENTER CR GHANGE THE FOLLONV NG | NFCRVATI ON

OMER ==> RACFADM  Wserid or group nane
LBVEL ==>0 0-99
FA LED AQCESSES =—> FAL FA L or VWARN
uaaC == NO\E '\D\E, FEN) LHDB\TE,
QNTRQL, ALTER or BEXEQUTE
AD T SUCCESSES == NOAD T READ, UPDATE, QONTRQ,
ALTERor NOALDI T
AD T FA LUES ==> READ READ, UPDATE, QONTRO,
ALTERor NOALD T
NOT EY > Wserid
TO ADD CPTI ONAL | NFCRVATI N ENTER YES ===> NO

Figure 39. Adding a General Resource Profile - Panel 2
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9.2.2 Updating the Access List

To add or delete users or groups from the access list of a general resource
profile, use the ACCESS option in the General Resource Profile Services menu
(Figure 37 on page 100).

Access lists in general resources profiles are maintained in the same way as
data set profiles. The only difference is that you have to specify the name of the
general resource class.

You can also create a conditional access list to specify, for example, that a user
must use specific consoles in order to access the general resource protected by
the profile.

Refer to Section 9.1.2, “Updating the Access List” on page 95 to see how to
perform maintenance on an access list.

9.2.3 Displaying Profile Contents

Select the DISPLAY option on the RACF General Resource Profile Services panel
(Figure 37 on page 100) to obtain information about a general resource profile.

Figure 40 shows the information provided for profile DEPT35 in the TERMINAL
class.

Figure 41 shows the result of this request. Note that, in this case, there is no
conditional access list and this terminal can be used any day at any time.

RACF - D SPLAY (ENERAL RESORCE PRCH LE

COMWAND ===> _
aASS TERM NAL
PROFI LE DEPT35

For one or nore of the foll owing, enter YES

D SCRETE ==> YES D screte profil es
E\ERC = YES Generic profiles
RESOURCE GROP = Qoup profiles that have the

resour ce as a nenber.

To sel ect information to be displayed, enter YES

ACCESS LI ST == YES Profile access |ist

H STCRY = Profile history

STATI STI CS = Profile use statistics

TVICC = Tape Vol une Tabl e of CGontents

N = VTAMsessi on segnent

DOLF DATA = Data | ookasi de facility

NO RACF > Limt the display to the sel ected
i nf ornat i on.

Figure 40. Selecting Display Options
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GBYS ALTER 000000
BRL ALTER 000000

NOBNTR ES | N GOND TI ONAL AGCESS LI ST

Figure 41. General Resource Profile Contents
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9.3 Group Profiles and User-to-group Connections

When you select option 3 from the RACF primary options menu, the Group
Profile Services panel (Figure 42) is displayed. Through this panel you can
create new groups, modify or delete existing groups, and connect or remove
users from groups. This panel can also be used to list group information.

You must enter the name of the group to use any of the options except option 9
(Search group). In this discussion, we are using the GADM group as an
example. Options 2, 3, and 5 are not discussed in this manual, since their
panels are similiar to the panels shown by the other options.

RACF - GROUP PRCFI LE SERVI GBS
PTIAN==> _

SH ECT O\NE OF THE FALLOWVNG

1 AD Add a group profile

2 GHANGE Change a group profile

3 [DHEE Del ete a group profile

4 CGONNECT Add or change a user connection

5 RBVDE Renove users fromthe group

8 D SPLAY D splay profile contents

9 SEARH Search the RACF dat a base for profiles

ENTER THE FALLON/NG | NFCRVATI ON

GROP NAME ==> GADM

Figure 42. Group Profile Services

9.3.1 Adding New Groups
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The first option of the RACF Group Profile Service is used to create new RACF
groups. When you select this option, and fill in the GROUP NAME field, the
panel shown in -- Fig 'FGRP1' unknown -- is displayed.

On this panel, if you specify a group name in the owner field, you must specify
the same group name in the SUPERIOR GROUP field. In the example, EINSTEIN
is a user, so the superior group can have another name.

You can also use another group as a model when creating a new group. To do
this, specify YES in the PROFILE NAME field.

Figure 43 shows an example of creating the group GADM. The name of the
group was specified in the previous panel (Figure 42).

RACF Starter System



The RACF command used in this panel is ADDGROUP GADM

SUPGROUP(GINST) OWNER(EINSTEIN).

QOWAND ===> _

ENTER THE FOLLONVNG | NFCRVATI ON

——

PRCFI LE NAME

| NSTALLATI ON DATA => ND
DFP PARAVETERS ==> ND

RACF - ADD GROP GADM

OMER =—>HNSTHN serid or group nane
SUPER (R ROP ==> @ NST
USE TERM NAL UACC == YES

YES or NO

I DENTI FY A MCDEL PRCHI LE FCR GROUP DATASETS (CPTI ONAL) :

TO ADD THE FOLLON NG CPTI ONAL | NFCRVATI QN ENTER YES:

Figure 43. Adding a New Group

9.3.2 Connecting Users to Groups

The fourth option of the RACF Group Profile Services is used to connect users to

groups and to change users connection to groups.

Figure 44 is an example of connecting user PASCAL to the GADM group with
use authority. The name of the group was specified in the previous panel

(Figure 42).

User ID EINSTEIN is the owner of the connect profile being defined. The owner
was the user who is now using the panel (this value is the default) but this
information is optional. The RACF command used in the panel is CONNECT

PASCAL GROUP(GADM) OWNER(EINSTEIN).
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RACF - ADD (R GHANGE QONNECTI ON TO GADMV
COWAND ===> _
| DENTI FY THE USER
SER —=> PASCAL Wseri d

ENTER THE GONNECTI ON | NFCRVATI ON TO BE ADCED CR CHANGED

OMER =—=>HNSTHN Wserid or group name

DEFALLT UACC == NONE, READ, WPDATE,
QNTRQL, or ALTER

QROP AUTHR TY = SE WSE CREATE, GONNECT,
or JON

Press ENTER t 0 conti nue.

Figure 44. Connecting User to Group

Another panel will request additional information. This data is optional; to
connect a user to a group without privileges and special characteristics, just
press ENTER on the panel.

9.3.3 Displaying Group Profile

Option 8 of the RACF Group Profile Services panel displays the RACF and DFP
information about the group, like RACF LG command (list group).

Figure 45 is the output of listing RACF group GADM.

I NFGRVATT ON FOR GROP GADM
SLPER (R GROP=G NST OMER-H NSTH N
NO | NSTALLATI ON DATA
NO MIDH. DATA SET

TERWUACC
NO SLBARAPS
WBER 9= ATCESS= ACCESS GONT= UN VERSAL AOCESS=
PASCAL UsE 000000 NONE
GONNECT ATTR BUTESENONE
REVOKE DATE=NONE RESUME DATE=NONE

Figure 45. Listing for Group GADM
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9.3.4 Searching for Group Profile

Option 9 allows you to search group profiles defined to RACF. In the example
(Figure 46), the system lists the group profiles than have GA and M in the name.
The search will list the GADM, GAME, and GATEM groups.

If you do not specify any entries in the fields, the system assumes * in the mask
and lists all the profiles that your user ID can list. If you have Special authority,
all the groups are listed.

RACF - SEARCH FCR GROLP PRCFI LES
COMWAND ===> _

ENTER CPTI ONAL SHECTIONCR TER A

MSKL =—=> A Sel ects group profiles wth names that begin
wi th the specified character string

MSK2 ==> M Sel ects group profiles with nanes that contain
the specified string sonewhere after MASKL.

F LTER =—=> Input filter string

AE = Sel ects group profiles created before the
nunber of days specified

USER D =—=—=> Sel ects the group profiles of which the
speci fied user is a menber

TO CENERATE A TSO QLI ST, ENTER YES >

Figure 46. Searching for Group Profile

9.4 User Profile and Your Own Password

When you select the option 4 of the RACF primary options menu (Figure 28 on
page 92), the User Profile Service panel (Figure 47 on page 108) is displayed.
Through this panel you can add new users, modify or delete existing users,
change your password or monitor user activity. You need Special authority to
use options 1 through 3, and you need Auditor authority to use option 5.

You must enter the name of the user to use any of the options except 4

(Password) and 9 (Search). In this discussion user ID EINSTEIN is used as an
example for options 1 and 4.
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RACF - USER PRCFI LE SERV CES
CPTI N ===> _

SHECT ONE OF THE FOLLONV NG

1 ADD Add a user profile

2 CHANGE Change a user profile

3 DELETE Del ete a user profile

4 PASSWIRD Change your own password or interval

5 AD T Mbni tor user activity (Auditors only)
8 D SPLAY D splay profile contents

9 SEARCH Search the RACF data base for profiles

ENTER THE FOLLONVNG | NFCRVATI ON

USER =—=> B NSTH N Wserid

Figure 47. User Profile Services Panel

9.4.1 Adding New Users
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The first option of the RACF User Profile Services panel creates new RACF
users. Figure 48 shows an example of creating the user EINSTEIN. The name of
the user was specified in the previous panel (Figure 47).

The owner of the profile is the user RACFADM,; that is, the RACF administrator
who is now creating the user. The default group of user EINSTEIN is GADM, the
current connect group of the user unless the user requests another group when
entering the system.

The initial password does not appear when you enter it on the panel. If you do
not specify a password for the new user, the initial password is the name of the
default group.

If you do not enter the password interval, the user's password interval is the
default defined in the SETROPTS options. If you specify an interval, the value
must be less than the default of the SETROPTS option. If you specify a greater
value, it will not take effect (the system uses the value specified in the
SETROPTS option).
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COMWAND ===> _

OMER

USER NAME
DEFALLT GROP
PASSWFD

PASSWIRD | NTERVAL

RACF - ACD USER EH NSTH N

ENTER THE FOLLON/NG | NFCRVATI O\

==> RACFADM UWserid or group nane

===> ALBERT E NSTH N

==> GADM G oup nane
= Wer's initial password
= 1- 254 (days), NQ or bl ank

Press ENTER t 0 conti nue.

Figure 48. Adding New Users - Panel 1

You then have to specify the user ID characteristics.

In Figure 49, we specify YES in the GENERIC DATA SET PROFILE field so that the

system creates a generic data set profile for the user. This generic data set

profile, named EINSTEIN.*, protects all data sets where the high-level qualifier is

the user's user ID.

User ID EINSTEIN is going to use TSO, so we have to specify TSO parameters.
To do that, enter YES in the ADD OPTIONAL INFORMATION field.

When you enter YES in the ADD OPTIONAL INFORMATION field, you have to
choose which information you want to specify for the user.

options you have. We are only going to define EINSTEIN as a TSO user.
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RACF - ADD USER B NSTH N
COMWAND ===> _

TOASS G\ USER ATTR BUTES, ENTER YES

GROP ACQCESS =>ND SPEO AL
ACSP ===> NO CPERATI ONS
Q Do ===> ND AD TCR
NG PASSVZRD ===> NO

M. PRCH LE =

TO CREATE THE FALLONNG ENTER YES (CPTI ONAL) :

A GENER C DATA SET PRCH LE ==> YES
AMN D K PRCF LE == NO
TO ADD CPTI ONAL | NFCRVATI ON ENTER YES ==> YES

| DENTI FY THE MCDEL PRCH LE FCR USER DATA SETS (CPTIOWAL) :

> NO
> NO
> NO

Figure 49. Adding New Users - Panel 2

RACF - ADD USER B NSTH N
COMWAND ===> _

To ALDthe followi ng i nformati on, enter any character:

_ QLASS AUTHR TY

I NSTALLATI ON DATA

~ GROP AUTHR TY

~ SEOLR TY LEVEL or CATEQR ES
~ SEOLR TY LABEL

~ LOZN RESTR CTI O\S

~ NATI ONAL LANGUAGES

_ DFP PARAMETERS
X TSO PARAMETERS
_ CPERPARM PARAMETERS
_ Q CS PARAMETERS

Figure 50. Adding New Users - Panel 3
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Figure 51 shows an example of the TSO information to user EINSTEIN.

RACF - ADD USER H NSTH N
TSO RELATED | NFCRVATI ON
COMWAND ===> _

ENTER THE FOLLON/ NG TSO RELATED | NFCRVATI O\

JCB ALASS == H
MESSAGE ALASS = X
HALD ALASS == H
SYSQJT ALASS == U
ACCONT NUMBER = 951
LOBON PROCEDURE NAME ==> | KJIAQONT
REQ NS ZE ===> 4096
INT ==> 3380
DESTINATION I D == TS2
MY MMREA ON S ZE ==> 4096
USER DATA >

LO3N SEAR TY LABAEL ==

Figure 51. Adding New Users - Panel 4

9.4.2 Changing Password or Interval

The fourth option of the RACF User Profile Services panel is used to change your
own password or to change the password interval. You can make changes only
to your own user ID, even if you have specified another user on the previous
panel.

The current and new password will not appear on the panel when you enter
them.
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RACF - CHANGE USER B NSTEL N
PASSVZRD AND | NTERVAL
COWAND ===> _

ENTER THE FOLLON NG

AURRENT PASSWRD =

ENTER THE DES| RED GHANGES:
NEWPASSWIRD =

I NTERVAL >

Figure 52. Changing Password and Interval

9.4.3 Monitoring User Activities

Option 5 of the RACF User Profile Services panel allows you to monitor user
activities in the system. If you specify YES, the system logs all RACF-related
activities for a specific user. For more details, see Section 8.1.8, “Auditing
Considerations” on page 85.

9.4.4 Displaying User Profile

Through option 8 of the RACF User Profile Service you can list information about
users. Figure 53 is the output listing for the user ID EINSTEIN, including the TSO
information.
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WEER-H NSTHN NAME=ALBERT H NSTH N OMER-RACFADM GREATED92. 100
CEFALLT- GROP=GADM PASSDATE=00. 000 PASS- | NTERVAL=30
ATTR BUTES=NONE
REVCKE DATEENCNE RESUME DATE=NONE
LAST- ACCESS=UNKNOMN

QLASS AUTHR ZATI ONS=NONE
NG | NSTALLATI O\ DATA

NO MIEL- NAVE

LOGNALLOMD (DAY (TI\E)
ANYDAY ANYTI ME

ROP-GACM AUTH=USE CONN\ECT- OMER-RACFACM - GONN\ECT- DATE=92. 100

QO\NECTS= 00 UAGGCNONE LAST- GCONNECT=UNNO/MN
QONNECT ATTR BUTES-NONE
REVCKE DATEENONE . RESUME DATEENONE

AR TY-LEVH-NINE SPEO A BD

CATEGIRY- AUTHR ZATI ON

NONE SPEQ H BD
SAR TY- LABH-NONE SPEA H BED

PROC= | KIAGONT

S ZE= 00004096
MAXS ZE= 00004096
SYSQUTAASS= U
LN T= 3380
USERDATA= 0000

Figure 53. User Profile Display

9.5 System Options
When you select option 5 from the RACF Service Options menu, the System
Security Options menu is displayed on your screen (Figure 54).

This option allows you to display, modify, and refresh the system options. This
panel is similar to the SETROPTS command. To use this option you must have
RACF authority - usually Auditor or Special authority.
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9.5.1 Displaying

RACF - SYSTEMSEQLR TY CPTI ONS MENU
CPTI ON ===>

Sel ect one of the fol | ow ng:

1 DOSLAY D splay the current status of options.
2 ADT Set auditing opti ons.

3 AASSCGPTIAONS Set class-rel ated opti ons.

4  PASS/ORD Set password control options.

5 OHRCPTIONS Set ot her systemsecurity options.

6 REREH Refresh i n-storage i nfornation.

7 LANGAGE Set default national | anguages.

Figure 54. System Security Options Menu

the Current Status of Options

Option 1 in the RACF System Security Options Menu displays the RACF options,
such as the SETROPTS LIST command. To use this option, you must have
Auditor or Special authority.

Figure 55 is an example of the current status of the RACF options.

ATTR BUTES = | N TSTATS WHEN PROCRAV) SAAD T OMDM Q. GPERALD T
STATI ST1 CS = DATASET DASDWA. @ASDVAL TAPEVAL TERM NAL GTERM NL JESI NPUT
AD T QASSES = FAQ LI TY GPEROMDS JES NPUT GONSOLE NODMBR NCEES S8 GED8F
ACTI VE ALASSES = DATASET USER GROP RVARSMBR RACFVARS APPL GLCBAL GVBR
FAQ LI TY TSOPROC ACCTNUM TSOAUTH APPALU VTAVMPRL PEROMDS
JESSPOOL JESIABS AONSALE SURRCGAT NEMBR NODES SOEF GRS
APPCTP APPCS APPCPCRT
&E\ER CPRH LE AASSES =  DATASET RVARSMBR RACFVARS SEO.ABH. DASDVAL
TAPEMO. TERM NAL APPL TI M5 AL VB TA CSTRN PA CSPB
GVBR DB\R FAQ LI TY WMD SK VMRER WOMD VMNCDE
VWMBATCH SCDMBR FA CSRCT JA C3ICT DA C3CT A CSTST
MO CSPPT AQ CSPCT PMBR TSOPROC ACCTNUM PERFGRP
TSOAUTH MBVTALAS STARALAS H H.D GJ CSOMD WBR
PROPONTL. APPALU SMESSAGE DRV GBS VTAVAPPL PSAMVPL
CPEROMDE VIR TER JESSPAOL JESIABS JES NPUT GONSALE
TEMPCSN O RAUTH NCEMBR NOCES P M6 S VS H VB
a M5 NVASAPDT VMBR A M DLFALASS S5 CSFSRY
CSKEYS APPCTP APPCS APPCPCRT

Figure 55 (Part 1 of 3). RACF Current Options Status
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&N\ER CCOMVAND ALASSES = DATASET RVARSMVBR RACFVARS SEOLABH. DASDVAL

TAPEVQL TERM NAL APPL T M5 A M6 TA CSTRN PA CSPB
GvBR DANR FAQ LI TY WM SK VMRER WEWMD VWINCEE
VMBATCH SOMBR FO CSACT JA CSICT DA C3CT A CSTST
MO CSPPT AQ CSPCT PMBR TSOPROC ACCTNUM PERFGRP
TSOAUTH MMIALAS STARALAS H BH.D GJ COMD WBR
PROPCNTL. APPALU SMESSAGE DRV GBS VTAVAPPL PSHVPL
CPEROMES VR TER JESSPOOL JESIABS JES NPUT CONSQLE
TEMPDEN O RAUTH NODMBR NODES P MBS S VS FIE VG

Qa M5 NVASAPDT VMBR A Wb DLFALASS S5 CSFSERY
CSKEYS APPCTP APPCS APPCPCRT

&\l ST AASSES = DASDVAL JESIABS
ABAL GFEKI NGAASSES = RVARSMBR SEALABH. DASDVAL TAPEVOL TERM NAL

APPL TI M5 A M5 TA CSTRN PA CSPSB GVBR DEN\R

FAQ LI TY WM SK VWRER WOMD VWNCEE VWBATCH
SOMBR FA CSCT JA CSICT BA COCT A CSTST

MO CSPPT AQ CSPCT PMBR TSOPROC ACCTNUM PERFGRP
TSOAUTH MMIALAS STARALAS H BH.D GJ COMD WBR
PROPCNTL. APPALU SMESSAGE DRV GBS VTAVAPPL PSHMPL
CPEROMES VR TER JESSPOOL JESIABS JES NPUT CONSQLE
TEMPDEN O RAUTH NCDMBR PI VB S VS FIENVG O NG
NVASAFDT VMBR A Wb DLFALASS SOEF

RACLI ST ALASSES =  RACRVARS APPL FAQ LI TY TSOAUTH VTAVMPPL PEROMDS JESSPOOL

GONSQLE SURROGAT NDES SC5- APPCTP APPCS APPCPCRT
LGEPTI ONS "ALVAYS' AASSES = VR TER JESSPAOL JESIABS JES NPUT SURRGGAT
NCEMBR NODES

LGEPTI ONS "NEVER' AASSES = NONE
LOBPTI ONS "SUOESSES' AASSES= NONE
LGEPTI ONS "FA LLRES' AASSES = (PEROMDE AONSQLE

LGBPTI ONS "DEFALLT" AASSES = DATASET RVARSMBR RACFVARS SEOLABH. DASDVAL

@ASDVA. TAPBVA- THRM NAL GTERM L APPL

TIM5 G M5 AV TA CSTRN GJ CSTRN PA CSPB
Q0 CSPSB A.(BAL GVMBRDB\R FAQ LI TY WMDI K
VMRER WOMD VWMNDE VMBATCH SCOMBR SECDATA

FA CS=CT Ha CS-CT JAa C3ICT KA CICT ba csocr
EQ C3OCT SA CSTST WA CSTST M CSPPT Nd CSPPT

AQ CSPCT B4 CSPCT PMBR PROGRAMTSOPRCC

ACCTNUM PERFGRP TSONUTH MAMTALAS STARALAS

A B.D GJ C3avb Va CSavb WBR WEVENT PROPONTL

APPCLU SMESSAGE OV GBS VTAVRPPL PSHMPL
TEMPDEN O RAUTHR M Q M5 S M U VB H MBS
H M5 G M6 WS NVASAPDT VXMBR WXEVENT
a Ms O Ms DLFALASS D5 GBS CSFSRY
CSKEYS GCSKEYS APPCTP APPCS APPCPCRT
RVICPS

AUTQVATI C DATASET PROTECTION | S | N BFFECT

BENHANCED GENER CNAM NG| S | N BFFECT

REAL DATA SET NAMES CPTI ON T S | NACTI VE

JES BATGHALLRACF CPTI AN | S ACTT VE

JES XBVALLRACF GPTI AN | S | NACTT VE

JES EARRYWER FY GPTI NI S | NACTT VE

PROTECT- ALL GPTI ON I S NOT | N BFFECT

TAPE DATA SET PROTECTI ON | S | NACTI VE

SEAORTY RETENT ONPER M INBFECT | S 0 DAYS

ERASE- ON SCRATGH | S | NACTT VE

Figure 55 (Part 2 of 3). RACF Current Options Status
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SNALE LEVEL NAME PREF X | S PASSWIRD
LI ST OF GROPS AQCESS CHECKI NG | S ACTI VE
| NACTI VE USER 05 ARE NOT BE NG AUTQVAT] CALLY REVCKED
NO DATA SET MIDELLI NG BE NG DONE
PASS/ZRD PROCESS NG CPTI NS

PASS/IRD CHANGE | NTERVAL IS 30 DAYS,

12 GENERATI ONS OF PRVl OB PASSVZRDS BE NG VN NTAI NED)
AFTER 6 QONSEQUTI VE UNSUGCESSALL. PASSVIRD ATTEMPTS

A USER DWLL BE REVCKED

PASS/CRD BXPI RATI NWRN NGLEVEL IS 5 DAYS

| NSTALLATI ON PASS/ZRD SYNTAX RULES:

RLE1 LENGTH4:8) CANVWWW

RLE2 LENGIH4:8) \VOAMVWW

RLE3 LENGIH4:8) \WONWW

RLE4 LENGTH4:8) \WWN\W

RLE5 LENGIH5:8) GOOOONW

RLEG6 LENGTH6:8)  NN\\\NW

LEGEND

A ALPHA G GONSONANT L- ALPHANUMINE NOVER C V- VO WNOVO/EL. *- ANYTH NG
DEFALLT RVARY PASSWRD | S | N EFFECT FCR THE SWTCH FUNCTI ON
DEFALLT RVARY PASSWRD | S | N EFFECT FCR THE STATUS FUNCTI ON
SEQLEVELALDI T 1S | NACTI VE
SEQABA. ALDIT IS | N BFFECT
SEQLABAL QONTRQL | S NOT | N EFFECT
GENER COMER Q\LY | S NOT | N BFFECT
QOMPATI B LI TY MODE | S NOT | N EFFECT
MLLTI - LEVEL QU ET | S NOT | N EFFECT
MLTI - LEVEL STABLE |'S NOT | N EFFECT
MLTI - LEVEL SEQURE |'S NOT | N EFFECT
MLTI - LEVEL ACTI VE |' S NOT | N EFFECT
CATALOG.ED DATA SETS G\WLY, 1S NOT | N BFFECT
USER | DFARJES NJBLSER DI'S : DALT- NIE
USER | D FCR JES UNDEF NEDUSER 1S ;. LKWKHUI D
PARTNER LU VER FI CATI ON SESS ONKEY | NTERVAL DEFAULT IS 30 DAYS,
PR MARY LANGUAGE DEFALLT : B\U
SEQONDARY LANGUAGE DEFALLT : BNU

Figure 55 (Part 3 of 3). RACF Current Options Status

9.5.2 Setting Auditing Options

Option 2 in the RACF System Security Options menu sets the audit options of the
system, that is, defines what is going to be logged in the SMF. You must have
Auditor authority to use this option.

For example, specifying the values shown in Figure 56 has the same effect of
entering the following RACF commands:

SETROPTS CMDVIOL

SETROPTS SAUDIT

SETROPTS NOOPERAUDIT
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RACF - SET AUDIT CPTI ONS
COMWAND ===> _

To ADTthe foll owing, enter YES. To stop AULD TING enter NQ

GOMVAND M ALATI ONS ==>VYES Uhauthorized use of RACF conmands

SPEA AL USERS ==>VYES nmmand use by SPEQ AL users

CPERATI ONS USERS ==>NO  Command use by CPERATI ONS users

PROFILE ACTIM TY = Profile activity by cl ass
(creations, changes, del etions)

ACQCESS ATTEWPTS = Access attenpts by cl ass

SEAR TY LABH. = Access attenpts according to
SEA.ABE. profiles

SEAR TY LEVEL = Access attenpts at the fol | ow ng

security level or higher
SEQR TY LEVEL NAME —>

Figure 56. Setting Audit Options

9.5.3 Setting Class Options
Option 3 in the RACF System Security Options Menu sets the class options of the
system. You must have Special authority to use this option.

You can change the status of all the classes at one time or change the status of
specific classes. It is recommended that you change the options for each class
separately, as specified in Figure 57.

Then you have to enter the options for each class separately on a panel shown
in Figure 58. In the example we are activating and defining options for the
TERMINAL class, and turning off the statistics for the PROGRAM class, which is
already defined.
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RACF - SET CLASS CPTI ONS
COMWAND ===> _

To CHANGE options for ALL CLASSES, enter the fol | ow ng.
To ACTI VATE options, enter YES
To DEACTI VATE opti ons, enter NQ

ACT VE = YES or NO
STATI STI CS == YES or NO
A.BAL = YES or NO
ENR C == YES or NO
E\ER C COWANDS => YES or NO

To CHANGE options for SPEA FI C ALASSES,
enter YES ==> YES

Figure 57. Setting Class Options - Panel 1

RACF - SET CLASS CPTI ONS
COMWAND ===> _

To ACTI VATE opti ons, enter YES.
To DEACTI VATE options, enter NQ

E\RC
AASS ACTTVE STATISTICS ALGBAL (ANER C COWANDS
TERM NAL YES YES NO YES YES

Figure 58. Setting Class Options - Panel 2
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9.5.4 Setting Password Options

Option 4 in the RACF System Security Options menu sets the password options.

Figure 59 is an example of password options. It is recommended that you
specify password rules to avoid the use of trivial passwords.

RACF - SET PASSVZRD CPTI QNS
COWAND ===> _

ADD or CHANCE t he fol | owi ng opti onal PASSWIRD i nf or nat i on.

H STARY ==>12 1- 32 (passwords) or NO
REVCKE ==>6 1- 254 (attenpts) or NO
WARN NG ==>5 1 - 255 (days) or NO
| NTERVAL ==> 30 1 - 254 (days)

To set PASSWIRD FCRVAT RULES, enter YES ==> YES

Figure 59. Setting Password Options

Figure 60 shows an example of password rules. When a user changes a
password, the new password has to match one of the defined rules. In the
example, a user cannot use the password XWZ because it has a length less than
four. But the user can specify, for example, 245436, BCD32, or AEI42 as a new
password.
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RACF - SET PASSWIRD FCRVAT RULES
COMWAND ===> _

Ent er PASSWIRD FCRVAT RULES:

MNMM MX MM

LENGTH  LENGIH FORVAT

RLE1 4 8 ONVVWW
RLE2 4 8 VONVWWWY
RLE3: 4 8 WONWW
RLE4: 4 8 VWANNNNN
RLE5 5 8 COOONW
RLE6: 6 8 NNANNNVWY
RLE7: .

RLES8: _

To cancel an existing rule, enter NOfor MN MM LENGTH
To speci fy FORVAT, use the fol | owi ng codes for each character position:

* = Any character A = A phabetic C = onsonant V = Vowel
W= No Vowel N = Nureric L = Al phanuneri c

Figure 60. Setting Password Rules

9.5.5 Setting Other Security Options
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Option 5 in the RACF System Security Options menu sets several security
options.

Figure 61 shows an example of turning off the STATISTICS and ADSP options,
and turning on the EGN, TERMINAL, and the WHEN(PROGRAM) options.
These options have the following effects:

RACF will not record statistics of accesses to resources protected by
discrete profiles (NOSTATISTICS).

RACF will not force the automatic creation of profiles (NOADSP).
Enhanced generic naming will be active (EGN).

Users will be able to log on to the system using undefined terminals
(TERMINAL).

RACF will construct a table that describes the controlled programs and who
can access them (WHEN(PROGRAM)).
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RACF - SET OTHER SEQLR TY CPTI ONS Page 1 of 6
COMWAND ===> _

Enter the desired changes or | eave the fiel ds bl ank.
To ACTI VATE opti ons, ENTER YES.
To DEACTI VATE opti ons, ENTER NQ

RAQ N T STATI STI CS == NO
LI ST GF QROPS >
ACSP ==> ND
ENHANCED GENER C NAM NG ==> YES
USE REAL DATA SET NAME ==
MODEL USER DATA SETS >
MIDEL (ROUP DATA SETS ==
MIDEL (DG DATA SETS >
ALLONUNDEF NED TERM NAL AGCESS ==> YES
PROCRAM GONTRCL FAQ LI TY == YES

Press ENTER t o conti nue.

Figure 61. Setting Security Options - Panel 1

Figure 62 shows an example of turning on the Erase-on-scratch option only when
the ERASE indicator is specified in the data set profile. We recommend this
approach rather than erasing all data sets, since the erase-on-scratch places an
additional load on DASDs, and impacts MVS system performance.

Using this screen, you can also define the RVARY SWITCH and STATUS
passwords.

Figure 63 shows an example of specifying the CATDSNS option with the
WARNING operand. This option allows an authorized user to access
uncataloged data sets, but sends a warning message to this user and the
security administrator.

Also, the GENERICOWNER option is activated, restricting the creation of profiles
in general resource classes to only specific users.
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RACF - SET OTHER SEQLR TY CPTI ONS Page 4 of 6
COMWAND ===> _

Enter the desired changes or | eave the fiel ds bl ank.
Sel ect the desired option ==> 3

Do NOT erase DASD dat a set s.

Erase ALL DASD dat a sets.

Erase based on the erase indicator inthe data set profile.
Erase based on the fol | owi ng security | evel :

——>

A WN P

Ent er operator passwords for R/ARY:

== Speci fy the password required
t o ACTI VATE or DEACTI VATE RACF.

> Speci fy the password requi red
to SWTCH RACF dat a bases.

Press ENTER t 0 conti nue.

Figure 62. Setting Security Options - Panel 2

RACF - SET OTHER SEAR TY CPTI ON\S Page 6 of 6
COMVAND ===> _
Enter the desired changes or | eave the fiel ds bl ank.

QOMPATIBILITY MEE  (Allowuserids or jobs to pass security
| abel aut hori zati on checki ng)

> YES or NO

CATALOED DATA SETS (Al owaccess only to catal oged dat a sets)
== WARN WARN FAIL, or NO

CGENER C OMER (Limt creation of nore specific profiles)
==> YES YES or NO

ON | NTERVAL (Maxi umVTAM sessi on key i nterval )
= 1 - 32767 (days) or NO

Figure 63. Setting Security Options - Panel 3
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9.5.6 Refreshing In-Storage Information

Some RACF information is kept in storage. When you change this information in
the RACF database you must refresh the in-storage information so that the
change could affect the system. In-storage information includes classes that are
defined in RACLIST.

Option 6 of the System Security Options menu allows you to refresh the
in-storage information.

In Figure 64 the GLOBAL option is being refreshed for all classes (you have to
refresh GLOBAL if you make changes in GAC table) and we are going to specify
the refresh for specific classes.

RACF - REFRESH TABLES
COWAND ===> _

To refresh i n- st orage PROGRAM GONTRCL TABLES,
enter YES >

To refresh i n-storage PROFI LES FCR ALL ALASSES, enter the fol | ow ng.
A.RAL =>YES YES
AR C > YES

To refresh i n-st orage PROFI LES FOR SPEQ F C ALASSES,
enter YES ==> YES

Figure 64. Refreshing In-Storage Information - Panel 1

Figure 65 shows the GENERIC option being refreshed for only the PROGRAM
class.
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RACF - REFRESH TABLES
COMWAND ===> _

Enter cl ass nanes i n the ALASS col um.
To speci fy QCBAL, GENERIC or RACLI ST, enter YES
You nmay speci fy any conbi nation of QCBAL, GENERC and RACLI ST.

Figure 65. Refreshing In-Storage Information - Panel 2
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Chapter 10. MVS Integrity

Data security is the protection of data against unauthorized disclosure, transfer,
modifications, or destruction, whether accidental or intentional. Data security
involves more than the security software. There are some features in MVS that
must be controlled, since they can be used to bypass the security provided by
RACF.

An operating system should have integrity. It should be designed, implemented
and maintained to prevent unauthorized access that can compromise the
system. MVS integrity should prevent any unauthorized program, using any
defined or undefined system interface, from:

Bypassing store or fetch protection. For example, reading or writing into
other user's area.

Bypassing OS password, VSAM password or RACF security checking. For
example, accessing a password-protected data without supplying the correct
password.

Obtaining control in an authorized state. For example, running as an
authorized program with privileges (APF authorized, or in a system key, or in
supervisor state).

In spite of security controls managed by MVS, the security administrator must
ensure that installation modification and additions to the control program do not
introduce any integrity exposures. That is, all installation-written authorized
code (such as an installation SVC) must perform the same or an equivalent type
of validity checking and control that the system uses to maintain its integrity.
The installation is also responsible for adopting certain procedures that are
necessary to complement the integrity enhancement within the operating system
itself.

The installation security administrator can use the RACF DSMON facility to
monitor the status and protection of the resources that are critical to system
integrity. For more information about the use of DSMON and the reports that
can be produced, refer to 8.2, “Data Security Monitor” on page 86.

10.1 Hardware Features for Integrity

To achieve overall security of systems, MVS uses some hardware architecture
features such as:

Private address spaces - In MVS, virtual storage consists of a system area, a
common area, and a private area. Every MVS user can address only one
private area, which is isolated and protected against other user's access.
Before MVS allocates the real storage backing this private address space to
another user, it clears any residual data from it, preventing the access of its
previous content.

Multiple storage protection keys - MVS protects information in real storage
from unauthorized use by means of multiple storage protection keys. The
key in storage contains the protection key of the information owner, which
protects the storage block from unauthorized modification; and a fetch
protection bit, which protects the block of storage from an unauthorized
attempt to read or fetch its contents. When unauthorized attempts to read or
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modify the contents of real storage are detected, a program exception
interrupt is issued.

Channel program translation - To protect programs from reading or writing
information from or into system’'s or other user's main storage areas, MVS
translates all user-written channel programs. That is, MVS replaces the
channel program's virtual storage addresses with real addresses and builds
a new, protected copy of the channel program. MVS also prefixes
user-written channel programs with a Set File Mask command which
prevents the channel program from reading or writing from or into another
user's data set extents.

10.2 Authorized programs

Many system functions, such as supervisor calls (SVC) or special paths through
SVCs, are sensitive; that is, access to these functions must be restricted to
authorized programs to avoid compromising the security and integrity of the
systems.

Only authorized programs can access restricted SVCs in MVS. A program is
authorized if it satisfies at least one of the following conditions:

The program is executing with, or with a capability to obtain, a PSW that
contains a system protection key (bits 8-11 of the PSW are in the range of
0-7; in other words, bit 8 is zero.)

The program is executing with a PSW that is in supervisor state (bit 15 of the
PSW is 0)

The program is executing with Authorized Program Facility (APF)
authorization (as part of an APF-authorized job step task).

10.2.1 Authorized Program Facility (APF)
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The Authorized Program Facility (APF) is the primary mechanism for security
and control within the MVS operating system. APF authorized programs are
considered an extension of the operating system, and can bypass all security
mechanisms.

The authorized program facility allows the installation to identify system
programs and user programs that are permitted to use sensitive system
functions.

The system uses APF as follows:

It limits the use of sensitive SVC routines and optionally, sensitive user SVC
routines, to authorized programs.

It ensures that all modules in an authorized job step task reside only in
authorized libraries. This check prevents the unauthorized counterfeiting of
any module in an authorized job step task’'s module flow.

10.2.1.1 APF Authorization

APF also enables a program to become authorized. At the time the task is
initiated, the authorization status of the job step task's first module determines
the APF authorization. The job step task is marked as APF authorized only when
the first module loaded comes from an authorized library, and was link-edited
with the authorization code AC=1. If the first module is marked as authorized,
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the system assumes that the flow of control to all subsequent modules is known
and secure, as long as these subsequent modules come from authorized
libraries (if they do not, an abend results).

To restrict the submission of a program by an individual user or a class of users,
you can place the program in a library, other than LINKLIB, SVCLIB or LPALIB,
protected by RACF or by a password. If the program is an authorized program,
the library must be an installation authorized library. An authorized program can
also be restricted by defining it as a RACF resource using the RACROUTE
REQUEST=AUTH macro instruction in the program to verify the user's
authorization or by using the RACF PROGRAM class for access authorization.

10.2.1.2 Authorized Libraries
APF-authorized programs must reside in authorized libraries, that are the
following:

SYS1.LINKLIB
SYS1.SVCLIB
SYS1.LPALIB (only during an IPL)

Installation-defined authorized libraries

To allow an installation to authorize libraries, use member IEAAPFxX in
SYS1.PARMLIB. SYS1.LINKLIB and SYS1.SVCLIB are automatically made
authorized libraries. The LNKLSTxx members of SYS1.PARMLIB denote libraries
to be concatenated to SYS1.LINKLIB.

10.2.1.3 Controlling the Integrity
Installations using APF authorization must control which programs are stored in
authorized libraries to ensure the system integrity. The installation should:

Ensure that all programs that run as authorized programs adhere to the
installation’s integrity guidelines and to the MVS system integrity
requirements.

Control which programs are stored in authorized libraries.

Protect authorized libraries through RACF or passwords to ensure that only
selected users can store programs in these libraries.

Ensure that no two load modules with the same name exist across the set of
authorized libraries. Two modules with the same name can lead to
accidental or deliberate mix-up in module flow, possibly introducing an
integrity exposure.

Link-edit with the authorization code AC=1 only the first load module in a
program sequence. Do not use the authorization code for subsequent load
modules; this ensures that a user cannot call modules out of sequence,
become APF-authorized, and thus possibly bypass validity checking or
critical logic flow.

Ensure that IEAAPFxx does not contain the name and volume serial of data
sets that no longer exist. If it does, a user can assign his own data sets with
the same names on the same volumes and cause his own libraries to
become authorized.

Control who can update IEAAPFxxx. Only a few people should be able to
update this SYS1.PARMLIB member.
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10.2.1.4 Restricting SVC Routines

An installation can use APF to restrict the use of SVC routines to authorized
programs and to restrict access to load modules so that authorized programs
cannot access any load module that is not in an authorized library.

An installation can restrict the use of sensitive SVC routines in the following
ways:
To restrict the use of sensitive SVCs to authorized callers, specify the

APF=YES parameter on the SVCUPDTE macro, or specify APF(YES) in the
SYS1.PARMLIB member IEASVCXxX.

To restrict an entire SVC or particular paths through an SVC when only a
portion of the SVC's function is sensitive, use the TESTAUTH macro
instruction.

10.2.2 Program Properties Table

For application programs to run as efficiently and securely as possible, they
sometimes need to possess special properties. You can specify these special
properties in the Program Properties Table (PPT) entries.

The program properties table is an MVS control block that assigns special
properties to APF authorized programs. Using the entries in in the PPT, you can:

Specify whether a program is allowed to bypass password protection or
RACF (the bypass password protection (NOPASS) indicator bypasses RACF
checking for data sets).

Specify the data set integrity bypass indicator (DSI), which allows a program
to allocate a data set even if it is held by another address space with
DISP=0OLD.

Assign a system key (key 0-7) instead of the usual problem program key of 8.

Prior to MVS 4.1, the IBM default PPT contained a number of programs with the
NOPASS option. An installation can change the IBM defaults and also add local
entries to the PPT through SCHEDxx members in the SYS1.PARMLIB.

Note: Leaving extra names in the PPT makes it easier for someone to move a
program with one of these names into an APF authorized library and perform
unauthorized activities. Good control over the PPT requires that write access to
SYS1.PARMLIB and all APF libraries are tightly controlled.

10.3 System Authorization Facility Interface
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The system authorization facility (SAF) is the MVS/ESA component that provides
an interface between a resource manager requesting access to a resource
within the system and the security product, RACF.
Resource managers include:

DADSM for data set access authority

DFHSM for data set allocation authority

CICS for CICS sign on and transaction authorization

JES for user identification and verification
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SAF is present and active on an MVS system even when RACF is not. Before
MVS 3.1.3, SAF's only function was as a router between MVS and RACF. With
MVS 3.1.3, SAF establishes default security, provides security functions when
RACF is not active, and performs propagation and token services.

10.3.1 MVS Router

The key element in SAF is the MVS router. The resource managing components
and subsystems call the MVS router as part of certain decision-making functions
in their processing, such as access control checking. SAF encourages the use of
common control functions across products and systems, since it provides a focal
point and a common system interface for all products providing resource control.

The RACROUTE macro is the interface to RACF (or another external security
manager) for MVS resource managers. It defines the macros and keywords that
are available for resource managers to implement security for data set and other
resources.

MVS also provides independent RACF system macros that can be used for
resource managers to invoke RACF. The use of the independent macros is not
recommended because they are not being enhanced in future releases. The
RACROUTE macro provides request types that are replacements for the
independent RACF system macros.

Table 1 identifies the RACROUTE macro request types that replace the
independent RACF system macros and their functions.

Table 1 (Page 1 of 2). Cross-reference for RACROUTE REQUEST=type and the
Independent System Macros

RACROUTE REQUEST Function Independent
type macro
REQUEST=AUTH Provides authorization checking RACHECK

when a user request access to a
RACF protected resource.

REQUEST=DEFINE Used to define, modify, rename, or RACDEF
delete resource profiles for RACF.

REQUEST=EXTRACT Used to retrieve or replace RACXTRT
specified fields from a RACF
resource profile or to encode data.

REQUEST=FASTAUTH Similar to REQUEST=AUTH, FRACHECK
provides authorization checking
when a user requests access to a
RACF protected resource, but only
for those resources whose RACF
profiles have been brought into
main storage by the RACROUTE
REQUEST=LIST facility.

REQUEST=LIST Builds in-storage profiles for RACF RACLIST
defined resources for faster
authorization checking.
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Table 1 (Page 2 of 2). Cross-reference for RACROUTE REQUEST=type and the
Independent System Macros

RACROUTE REQUEST Function Independent
type macro
REQUEST=STAT Used to determine whether RACF is RACSTAT

active, and, optionally, to determine
whether a given resource class is
defined to RACF. If a resource
class name is defined to RACF, the
macro also determine whether the
class is active.

REQUEST=VERIFY Provides RACF user identification RACINIT
and verification.

10.3.2 SAF Function
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Resource managers use macro RACROUTE to call SAF MVS router to determine
whether to allow a user access to a resource or to the system.

Based on the original user's request, the resource manager formulates a
request to SAF and passes it resource class, resource name, user on whose
behalf the request is made, and level of access required. Depending on the type
of request, SAF either responds directly or passes the request on to RACF, if it is
present. In either case, the resource manager sends the user a response, after
it considers SAF's response.

Neither SAF nor RACF are responsible for enforcing the decision made by SAF.
SAF simply returns the decision to the caller (resource manager). The resource
manager that requested the resource access checked must enforce that decision
made by RACF using SAF.

Access to RACF database may not be required if the response can be formulated
from profiles that are in the storage.

Figure 66 shows an overview of the SAF function.

User
Request

Resour ce S

A  RXF
Manager F
in

Request storage RACF
Response profiles dat abase

Figure 66. System Authorization Facility Function

For example, JES accesses RACF services through the SAF. Through SAF, JES
passes security information about jobs and resources to RACF, which evaluates
the security information and returns the result of that evaluation to JES. JES
then enforces the results of the security check by, for example, permitting or
denying access to a data set or allowing a job to execute. If RACF is inactive or
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not installed, SAF returns default security information to JES. JES may or may
not perform alternative security processing depending on how your system is
tailored.
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Appendix A. Starter System JCL

This appendix contains the JCL to install the RACF starter system described in

this manual.

A.1 Define a Primary Restructured Database
/IR JB  (ACCTH),' PAVR\AME

/1 AASS=A MBIASSX MBABVH (1, 1),
/1 UBER=, GROP=, PASSVIRD-,

/1 NOI FY=,

/1 T ME=30

/1%
/1* LB GBPO - |PQLINSILI B RACROEP)
/1* @E CB POMS | NSTALLATI ON

//* DOC TH SJ@B ALLCCATES, CATALGSS, ANDINTIALIZES A

/1™ PR MARY RACF RESTRUCTURED DATA BASE
11* ON THE SYS627 VOLUME

1™

/IINTL  BXEC PO RRM NDO, REG ON512K

/1 PARME NEW

//STERLIB [D DANAI PALSYS SYSL. LINKLI B, O SP=SR
[/ SYSPRNT D SYSQUT=*

//SYSTEW [D DENA PALSYS SYSL. MIDAEN( | RRTEMPL) , O SP=SHR

/1 SYSRAF DD D8\Hl PALSYS SYSL. RACF,

/1 D SP=(NEWCATLG CELETE),

/1 LN T=3380, VAL.=SER=SY627,

/1 SPACE=( 4096, (900), , GONT G,

/1 DCB=( RECAVEF, BLKS ZE=4096, CEORGPS)

/*
/I CAT®  EXEC PGVE DOAVS REG ONS512K,
/1 QO\D=(0, LT, IN TL)
/1 SYSPRINT [D SYSQUT=*
/ISYAN D *
ALTER -
| POLSYS SYSL RACF
NEVIKAME( SYSL. RACF)
CATALOR CATALGG M/ AV VWVSCAT/ PYPDATE)
| F LASTQC = 0 THEN -
DEFI NE AL AY( -
NAME( | POLSYS SYSL. RACP)
RELATE( SYSL. RACF) )
CATALOR CATALGG M/ AVl VWVSCAT/ PYPDATE)
/*

[0 Copyright IBM Corp. 1986, 1992

I *RL*/

/*RL*/ -
[ *RL*/ -

[ *RL*/ -
I *R1*/ -
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A.2 Define a Backup Restructured Database
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/RSB J@B (ACCH), ' PGVR\AME

/1 QLASS=A MSBILASS=X, MSA BVEL=(1, 1),
/1 USER:, GROLP=, PASSIIRD:,

/1 NOTI Y=,

/1 TI ME=30

/1*

//* LB B PO - |PA.|INSILI B(RARDED

/1* @QE B POMS I NSTALLATI ON

//* DOC TH SJOB ALLCCATES, CATALGSS, ANDINTIALIZES A

/1% BACKUP RACF RESTRUCTURED DATA BASE
/1% (SYSL RACF. BKLPY) | *Re+/
/1% ON VALUMVE MSDLL

/1%

JIINTL  EXEC PGV RRVNDO, REG ONS512K,

/1 PARME NBW

//STEPLIB [D DS\H POLSYS SYSL LI NI B O SP=9R
//SYSPRINT [D SYSOUT=+

//SYSTEWP [D DE\H POLSYS SYSL MIDGEN( | RRTEMPL) , O SP=SR

/1 SYSRACF [D DS\ PALSYS SYSL. RACF. BXLPL, %R/
/1 D SP=(NEWCATLG CELETE),

/1 LN T=3380, VA.=SER-M/S0L L,

/1 SPACE=( 4096, (900), , GONTT G,

/1 DCB=( RECAVHF, BLKS ZE=4096, CEORGPS)

/*

//CAT®  EXEC PGW DAV REG ONS512K,
/1 QOND=(0, LT, IN T1)

/1 SYSPRNT D SYSQUT=*

/ISYAN DD *

ALTER -
| PALSYS SYSL. RACF. BKRLPL 1 *R2*/
NEVINAME SYSL. RACF. BKUPL) 1 *R2*/

CATALOE CATALGG M/A GAM VWV/SCAT/ PYWPDATE)
| F LASTCC = 0 THEN -

DEFI NE ALl AY( -
NAVE( | POLSYS SYSL. RACF. BKLPL) | *Ro*/
RELATE( SYSL. RACF. BKLPL) ) I *R2*/

CATALGR CATALGG M/S GAM MW/SCAT! PWPDATE)
/ *
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A.3 Define a Primary Non-restructured Database
[IRMANT JB (ACCTH),' PORAME,

/1 (LASS=A MBGILASS=X, MSA BVEL=(1, 1),
/1 USER:, GROLP=, PASSIIRD:,

/1 NOTI Y=,

/1 TI ME=30

/1*

//* LB B PO - | PAL | NSTLI B(RACH NI)

/1* @QE B POMS I NSTALLATI ON

//* DOC TH SJOB ALLCCATES, CATALGSS, ANDINTIALIZES A
/1* PR MARY RACF NON- RESTRUCTURED DATA BASE

/™ ON THE SYS627 VALUME

/1*

[IINTL BXEC PAW GHM NDO, REG ON512K

/1 PARME NEW

[/ STEPLIB DD DA\ PALSYS SYSL. LINKLI B O SP=SR

[/ SYSPRNI D SYSQUT=*

//SYSTEW [D DN PALSYS SYSL. MIDAEN | GHTEMRD) , O SP=SHR

/1 SYSRACF DD DS\l POLSYS SYSL RACF, [ *R1*/
/1 D SP=(NEWCATLG CELETE),

/1 N T=3380, VOL=SER=SY527,

/1 SPACE=(1024, (900), , GNTI G,

/1 DB=( RECAVEF, BLKS ZE=1024, CEORGPS)

/*

/1CAT®  EXEC PGVH DOAVE REG ONS512K,
/1 QO\D=(0, LT, IN TL)
/1SYSPRINT [D SYSQUT=*

/ISYAN DD *

ALTER -
| PALSYS SYSL RACF /*R1*/ -
NEVIXAVE SYSL. RACF) [ *R1*/ -

CATALGR CATALGG M/S GAM MW/SCAT! PWPDATE)
| F LASTGC = 0 THEN -

DEF NE ALl AY( -
NAVE | POLSYS SYSL. RAF) [ *R1*/ -
RELATE( SYSL. RACF) ) | *R1*/ -

CATALOE CATALGG M/A GAM VWV/SCAT/ PYWPDATE)
/ *
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A.4 Define a Backup Non-restructured Database
[IRMANK JB (ACCTH),' POR\AME,
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/11
/1
/11
/1
I1*

QLASS=A MSBILASS=X, MSA BVEL=(1, 1),
USER:, GROLP=, PASSIIRD:,

NOTI Y=,

TI ME=30

/[/* LB B PO - | PAL I NSTLI B(RAD NBK)
/1* @QE B POMS I NSTALLATI ON
//* DOC TH SJOB ALLCCATES, CATALGSS, ANDINTIALIZES A

I1*
11*
I1*
11*

BACKUP RACF NON RESTRUCTURED DATA BASE
(SYSL RACF. BKLPY) | *Re+/
ON VALUMVE MSDLL

/IINTL  BXEC PO GHM NDO, REG ON512K

/1

PARME NEW

[/ STERLIB [D DANAI PALSYS SYSL. LINKLI B, O SP=SR

[/ SYSPRNT D SYSQUT=*

//SYSTEW [D DA\ PALSYS SYSL. MIDAEN | GHTEMRD), O SP=SHR

/1 SYSRAF DD DNl PALSYS SYSL. RACK. BKUPL, 1 *R2*/

/11
/1
/11
/1
/*

D SP=(NEWCATLG CELETE),

LN T=3380, VA.=SER-WSLL,
SPACE=(1024, (900),, GNT @,

DB=( REGAVHF, BLKS ZE=1024, CEORGPS)

[ICAT@ BXEC PAWH DCAMVB, REG ONS512K

/11

QOND=(0, LT, N T1)

[/ SYSPRNT D SYSQUT=*
/[ISYSN D *

ALTER -
| PALSYS SYSL. RACF. BKRLPL 1 *R2*/
NEVINAME SYSL. RACF. BKUPL) 1 *R2*/

CATALGZ CATALGG WS AV MW/SCAT! PWPDATE)

| F LASTGC =0 THEN -

/*

RACF Starter System

DEFI NE ALl AY( -
NAVE( | POLSYS SYSL. RACF. BKLPL) | *Ro*/
RELATE( SYSL. RACF. BKLPL) ) I *R2*/

CATALGR CATALGG M/S GAM MW/SCAT! PWPDATE)



A.5 Copy the Primary Non-restructured Database
[IRMFCPR J(B (ACCTH),' POVR\AME,

/1
/1
/11
/1
I1*

(LASS=A MBGILASS=X, MSA BVEL=(1, 1),
USER:, GROLP=, PASSIIRD:,

NOTI Y=,

TI ME=30

//* LB B PO - |PA.|INSILI B(RAFGR
/1* @QE B POMS I NSTALLATI ON

/1* DG
I1*
11*
I1*
11*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*

TH S JGB QTP ES THE PR MRRY RACF DATA BASE
(SYSL. RMP)

ON THE CR M NG SYSTEMTO THE PR MARY RACFE DATA BASE
| FOLSYS SYSL. RACF

ON THE TARCET SYSTEM

ANY O SCREPENT ES | N THE | NTERNAL CGRGAN ZATI ON CF
THE DATA SETS ARE NOTED BY THE | NCEX AND MAP GONTR(L
STATEMENTS

| PALSYS SYSL. RAF
IS ONSYS627 ON THE TARCET SYSTEV

/1 QPYST1 BEXEC PAVH GHJT200, REG ONS512K
[/ STEPLIB DD DA\ PALSYS SYSL. LINKLI B O SP=9R
/1 SYSRAF D DEN\=SYSL. RACF,

/1
/1 SYaUri
/1
/1SYaUr2

0O S-SR

CD DBN\F PALSYS SYSL. RACF,
0O $P=9R

DD SYSQUr=

[/ SYSPRNT [D SYSQUT=*

//SYSN
I NDEX
MNP
B\D

/*

D:)*
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A.6 Copy the Backup Non-restructured Database
/IRMOPEK J(B  (ACCTH),' POVR\AME,

138

/11
/1
/11
/1
I1*
/1* LB
* @E
/1* DG
I1*
11*
I1*
11*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*

QLASS=A MSBILASS=X, MSA BVEL=(1, 1),
USER:, GROLP=, PASSIIRD:,

NOTI Y=,

TI ME=30

B PO - | PQL I NSTLI B RAOPEK)

(B POM/S | NSTALLATI ON

TH S JCB OGP ES THE BACKUP RACF DATA BASE
(SYSL. RACF. B{LPL)

ON THE DR M NG SYSTEM

TO THE BACKUP RACF DATA BASE

| PALSYS SYSL. RACF. BKLPL

ON THE TARGET SYSTEM

ANY D SCREPENT ES | N THE | NTERNAL CRGAN ZATI ON GF
THE DATA SETS ARE NOTED BY THE | NDEX AND MAP GONTRCL
STATEMENTS

| PALSYS SYSL. RACF. BKLPL
IS ONMSOL1 GF THE TARCGET SYSTEM

/1 QPYST1 BXEC PAWH CHJUT200, REG ONS512K
//STERLIB [D DANAI PALSYS SYSL. LINKLI B, O SP=SR
/1 SYSRAO= D DEN=SYSL. RACR. BKUPL,

/1
/1SYaUri
/1
/1SYUr2

D S-SR

OD [CA\H PALSYS SYSL. RACF. BKLPL,
D S-SR

D SYSQJr=*

[/ SYSPRNI [D SYSQUT=*

//SYSN
I NDEX
MP
B\D

/*

RACF Starter System
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1 *R2*/

1*R2*/

I *R2*/

[*R2*/



A.7 Upgrade Primary Non-restructured Database Templates
/IRMAPG\P J(B  (ACCTH), ' POVR\AME

/1 (LASS=A MBGILASS=X, MSA BVEL=(1, 1),
/1 USER:, GROLP=, PASSIIRD:,

/1 NOTI Y=,

/1 TI ME=30

/1*

//* LB B PO - |PA.|INSILI B(RAAPG\P

/1* @QE B POMS I NSTALLATI ON

//* DOC TH S J@B UIPARACES THE PR MARY NON- RESTRUCTURED RACF

/1* DATA BASE TEVPLATES FROMA PREM A5 RACF RELEASE

/1* TO THE NEVEER RACF RELEASE ON THE SYS627 VALUME

/1*

/™

/1* THE PR MARY NON RESTRUCTURED RACF DATA BASE,

/1™ | PALSYS SYSL. RACF, 1 *RL*/
/1* I S ON THE SYS627 VOLUME

/1™

/1*

/TP BXEC PAWH GHM NDO, REG ONE512K

/1 PARV LPDATE

[/ STEPLIB DD DA\ PALSYS SYSL. LINKLI B O SP=9R

[/ SYSPRNI D SYSQUT=*

//SYSTEW [D DN PALSYS SYSL. MIDAEN | GHTEMRD) , O SP=SHR

/1 SYSRAF [D D8\l PALSYS SYSL. RACF, I *R1*/
/1 OsP=aD

/*
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A.8 Upgrade Backup Non-restructured Database Templates
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[IRAOPGB JB (ACCHH), ' PGVR\AME

/1 QLASS=A MSBILASS=X, MSA BVEL=(1, 1),
/1 USER:, GROLP=, PASSIIRD:,

/1 NOTI Y=,

/1 TI ME=30

/1*

//* LB B PO - |PA.|INSILI B(RAAPG\B

/1* @QE B POMS I NSTALLATI ON

//* DOC TH S J@B WPGRADES THE BACKUP NON RESTRUICTURED

/1* RACF DATA BASE TEWPLATES FROIMA PREV A5
/1* RELEASE OF RACF TO THE NEVER RACF RELEASE
/1*

/™ THE BACKUP NON- RESTRUCTURED RACF DATA BASE,
/1* | PALSYS SYSL. RACF. BKLPL,

/1™ IS ONTHE MSOL1 VOALUME

/1*

/1™

/TWPARL BXEC PAWH GHM NDO, REG ONE512K

/1 PARME LPDATE

//STERLIB [D DA\ PALSYS SYSL. LINKLI B, O SP=SR
[/ SYSPRNT [D SYSQUT=*

//SYSTEW [D DeNA PALSYS SYSL. MIDAEN | GHTEMRD), O SP=SHR

/1 SYSRAF DD DNl PALSYS SYSL. RACK. BKUPL,
/1 OSP=aD
/*

RACF Starter System
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A.9 Copy Primary Non-restructured Database to Backup

/I RAOCPY JCB

/1
/1
/11
/1
I1*
/1* LB
* @E

//* DOC TH S JB A ES THE PR MARY
NON RESTRUCTURED RACF DATA BASE

I1*

UBER:, GROLP=, PASS/TRD:,
NOT FYs,
TI ME=30

B PO - | PAL | NSTLI B{ RACOTPY)

(B POM/S | NSTALLATI ON

(ACCTH), ' PGVRNAME ,
AASSA MBEILASS-X MBARE (1, 1),

/1* | PALSYS SYSL. RAGF 1 *RL*/
/1* TO THE BACKLP NON- RESTRUICTURED

/™ RACF DATA BASE,

/1* | PALSYS SYSL. RACF. BKLPL 1 *R2*/
/1™

/1* | PALSYS SYSL. RAF I *RL*/
/1™ I S ONTHE SYS627 VALUME

/1*

/1™ | PALSYS SYSL. R BKLPL 1 *R2*/
/1* IS ON THE WSOL1 VOLUME

/1™

/1* ANY | NOONS STEN ES | N THE | NTERNAL

/1™ CRGAN ZATI ON G- THE DATA BASE ARE LI STED

/1* BY THE | NCEX AND MAP QONTROL STATEMENTS,

/1™

/1* NOTE WHEN YQU SPEQ FY DUPLEX WTH NO STATI STl CS FCR

/™ THE BACKUP RACF DATA BASE, YOU SHOULD PER (O CALLY

/1* QPY THE PR MARY DATA BASE TO THE BACKUP DATA BASE

/™ TOBN\NSURE THAT THE STATI STI CS ARE UPDATED,

/1*

/1 QPYST1 BXEC PGV CHJUT200, REG ONS512K

//STERLIB [D DANA PALSYS SYSL. LINKLI B O SP=SR

/1 SYSRAF DD D8\Hl PALSYS SYSL. RACF, I *RL*/
/1 D SP=SR

//SYSUTL DD [ANH PALSYS SYSL. RAGR. BKLPL, [*R2*/
/1 D S-SR

[/SYSUr2 D SYSAUr=*

/I SYSPRNI D SYSQUT=*

/[ISYSN DD *

I NDEX

MP

B\D

/*
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A.10 Copy Primary Restructured Database to Backup
[IRMRPY JB (ACTH),' PORAME,

/11
/1
/11
/1
I1*

QLASS=A MSBILASS=X, MSA BVEL=(1, 1),
USER:, GROLP=, PASSIIRD:,

NOTI Y=,

TI ME=30

//* LB B PO - |PAL | NSTLI B(RARFY)
/1* @QE B POMS I NSTALLATI ON
//* DOC TH S JB A ES THE PR MARY

I1*
11*
I1*
11*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*
I1*

RESTRUICTURED RACF DATA BASE

| PALSYS SYSL. RAGF [ *RL*/
TO THE BAOKLP RESTR.ICTURD

RACF DATA BASE,

| PALSYS SYSL. RACF. BKLPL 1 *R2*/
| PALSYS SYSL. RAF I *RL*/

I S ONTHE SYS627 VALUME

| PALSYS SYSL. RACF. BKLPL 1*R2*/
IS ON THE WSOL1 VOLUME

ANY | NOONS STEN ES | N THE | NTERNAL
CRGAN ZATI ON G- THE DATA BASE ARE LI STED
BY THE | NCEX AND MAP GONTROL STATEMENTS,

/1* NOTE WHEN YQU SPEQ FY DUPLEX WTH NO STATI STl CS FCR

11*
I1*
11*
I1*

THE BACKUP RACF DATA BASE, YOU SHOULD PER (D CALLY
QPY THE PR MARY DATA BASE TO THE BACKUP DATA BASE
TOBN\SURE THAT THE STATI STI CS ARE UPDATED,

/1 QPYST1 BXEC PAVH RRUT200, REG ONS512K
//STERLIB [D DANA PALSYS SYSL. LINKLI B O SP=SR

/1 SYSRAF DD D8\Hl PALSYS SYSL. RACF, I *RL*/
/1 D S$P=SR
[/SYSUT1 DD [ENH PALSYS SYSL. RAGR. BKLPL, [*R2*/
/1 D SP=SR

[/SYSUr2 D SYSAUr=*
/I SYSPRNI D SYSQUT=*

//SYSN
I NDEX
MP
B\D

/*
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A.11 Install RACF Database Name Table
//IRAXDSN JB (AXCTH),' PORWE,

/1 (LASS=A MSGILASS=X, MSA BVEL=(1, 1),
/1 USER:, GROLP=, PASSIIRD:,

/1 NOTI Y=,

/1 TI ME=30

/1*

/[/* LB B PO - | PAL I NSTLI B(RADEN

/1* @QE B POMS I NSTALLATI ON

//* DOC TH S J(B CREATES AN SWY E USERMID TO | NSTALL

/1% THE RACF DATA BASE NAMVE TABLE (| GHRCENT) .

/1%

/1% ASSEM: THE RACE DATA BASE NAMES AND DATA BASE CPTI ONS
/1% ARE ASSEMBLED | NTO AN SMP/ E USERVID, | PCEDRD.
/1% THE GBJECT |'S PLACED | NTO THE DATA SET &&1 OADEET.
/1% RECAPP2: THE SWP/ E USERMID GREATED | N STEPL | S RECH VED
/1% AND APPLI ED | N THE TARGET LI BRAR ES

/1™

//1JABLIB [D CENEPASYS IRAL LINKLIB O SP=S9R
/1™

[1ASSEM. BEXEC PAWH BVO0, REG ON=768K,

/1 PARME DECK NOOBIECT
//SYSLIB [D [BNH PALSYS SYSL AAENLIB O SP=SR
/1 CD DA\ PALSYS SYSL AMIDEEN O SP=SR

//SYSUTL DD UN T=SYSALLDA SPACES(CYL, (20, 5))
/ISYSUr2 DD UN T=SYSALLDA SPACE=(OYL, (10, 1))
//SYSUT3 DD N T=SYSALLDA SPACE=(CYL, (2, 1))
/1 SYSPRINT D SYSQUT=*
/1 SYSPUNCHDD  DENEEELOACEET, D SP=(, PASS)
/1 SPAE( 1L, (5, 1)), N T=SYSALLDA
/ISAN D *
PUNCH "++USERMID (| PCSDRD) ./
PUNCH '++ VER (Z038) FM O{ HRF1902) .’
PUNCH '++ MD (1 GHROSNT) DI STLI B(ACEBY LMY | GHROSNT) . !
| GHRCBNT CSECT
| GHROSNT AMIE 31
| GHROS\T RUIE 24

EE RS R SRS R SR SRS R TSR ST TSR TSRS E TSRS R TSR EE LSRR

71SZERQ AO\LY | NDEX BLOKS WLL BE KEPT IN
STARAE OTHRWSE | NCEX, BAV) AND PRCH LE

* *
*  MDLLE NAVE = | GHROBNT *
* *
*  DESCR PTI VE NAE = RACF DATA BASE NAVE TABLE *
* *
* FUNCTION = TH S TABLE GONTAI NS THE NAMES FCR THE RACF DATA BASES. *
* -~ THE NAMES ARE I NPAIRS, THE FAI RST BEING THE *
* PR MARY DATA BASE AND THE SEOOND BEI NG THE BACKLP *
* DATA BASE *
* *
*  THE FORWAT CF THE FLAGFI ELD | S AS FOLLO/G *
* *
*  BTSETNG MEAN NG *
* 00 ... NO LPDATES TO BACKLP DATA BASE *
* 10, ... UPDATE BACKLP DATA BASE EXCEFT STATISTICS *
1L UPDATE BACKUP DATA BASE | NLUD NG STATI STI G *
L 1 USE THE RESI DENT DATABLOK CPTION IFBIT
* *
* *
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* BLQIKS WLL BE KEPT | N STCRAGE *
* *
*  REGOMENCED NIMBER CF RES| DENT BLOKS *
* *
* MEXA =255 *
*  MSEA =255 *
* *
kkhkkkkhkkkkkkkkkhhkkkkkkhkhkhkhhkkkkhkkhkhkhkhhhkkkkkhkhkhkhhhkkkkkhkkhkhhkkkkkkkkkkkkkkkkkkkkx
*
OC ALL(D) NUMBER CF ENTR ES
PR MARY DATA BASE NAME
DC Q44 SYSL RAF I*RL*/
* BACKUP DATA BASE NAVE
DC Q44 SYSL RACF. BULPL I*Rex|
OC  ALL(255) NUMBER OF RESI DENT BLAKS
DC  B10000001’ DUPLEX UPDATES
RES| DENT DATA BLAXKS
E\D

/*
11*

/1 RECAPP2 BEXEC PGVEG MBWP, REG ON=4096K, GOND=( 0, NB)

//STEPLIB [D DS\H PALSYS | POL LI NKLI B O SP=SHR
//SWCS D DENTARGEWP. WSSWPE G.CRAL. (3, O SP=SR
/IMSTZN [D DENETARGRES MSTZN C3, O SP=SR
//SVPPTS  [D DENETARGSWP. WSSVWPE SWPPTS, O SP=SR
//SWLOG [D DENH POLSYS SYSL. SWPTLGG D SP=MD
//SWQJUT DD SYSQUT=+
//SWPRPT DD SYSQUT=
//SYSPRNT DD SYSQUT=+
/1 SMVRKL DD N T=SYSALLDA SPACE=(6160, (3,3, 1)), O SP=(, CELETE),
/1 DB=( RECAVHFB, LREAL=80, BLKS ZE=6160)
/1 SMVRR D N T=SYSALLDA SPACE=(6160, (3,3, 1)), O SP=(, CELETE),
/1 DB=( RECAMHFB, LREAL=80, BLKS ZE=6160)
/1 SVVRG DD N T=SYSALLDA SPACE=(3120, (5, 5, 1)), O SP=(, CELETE),
/1 DB=( REGAMHFB, LREAL=80, BLKS ZE=3120)
//SYSUTL D N T=SYSALLDA SPACE=(6160, (3, 3, 1))
//SYSU2 DD N T=SYSALLDA SPACE=(6160, (3, 3, 1))
//SYSUT3 D N T=SYSALLDA SPACE=(6160, (3, 3, 1))
//SYSUT4A DD N T=SYSALLDA SPACE=(6160, (3, 3, 1))
//SWPHA.D DD DUMWY
/1 SMPONTL D *
SET BDY(MSTZN .
UQLIN.
REP LM | GHROBNT) SYSLIB(LINKLI B)
ENDUCL .
SET BDY(GLGBAL) .
RECH \E (| PORDRD) SYSMIS .
SET BDY(MSTZN .

APPLY (| PCEDRD) .
/*
/1 SVPPTAIN DD  DSN=EELOACSET, O SP=( Q.0 CALETE)
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A.12 DES Modification

/IRKIES JB (ACCTH),' PFGRAME,

/1 (LASS=A MSGILASS=X, MSA BVEL=(1, 1),

/1 USER:, GROLP=, PASSWIRD=, NOT FY=, T1 ME=30

/1%

//* LIB GBPO - |PQL | NSTLI B( RATES)

/1* GE (B POMS | NSTALLATI ON

//* DOC TH 'S JOB USES THE SWP/ E UGLI N AUNCTI ON TO GHANGE

11* THE OMER OF MDULE | GDBEX01 FROMTHE RACF FM D TO
/1™ UMY FMD | PGBDX0.  AFTER EXEQUNT NG TH S J(B,

/1* | GHOBEX01 WLL NOT BE RE APPLI ED WHEN AN WY/S SYSEN
/™ 'S RUN GR WHEN A NEWRELEASE OF RACF | S | NSTALLED,

/1*

/™ CAETEL: DHETE MIDULE | GBE01

/1* CHANGE2:  USE THE UCLI N FUNCTT ON TO GHANGE THE OMNER
/1™ Gr 1 GEX1 TOI PGSAMD

/1*
/1 DALETEL BXEC PGV BHPROGV) REG ONS512K
[/ SYSPRNT D SYSQUr=*

/1oL D VO=SER-WSRSL, LN T=3380,
/1 bDSP=AQD
/[/ISYSN [D *
SCRATCH VO =3380=M/SRSL, DENAME=SYSL. LPALT B MBVBER-I GEXO1

/*
11 GHANEE2 BEXEC PAA MBVP, REG ON=4096K, GOND=( 0, NB)

//STEPLIB DD DS\H PALSYS SYSL LI N<LI B O SP=SHR

/ISWPCS DD DENETARGEWP. MSSWPE G.(BAL. CS, O SP=SR

/IMSTZN [D DS\ETARGRES MSIZN C3, D SP=SHR

/IWSIZN [D DS\ETARTLB MAIZN CS, O SP=3R

//SWPPTS [D DS\ETARGSWP. MSSWPE SWPPTS, D SP=SHR

//SVPLGG DD DS\H PALSYS SYSL. SWTLGG O SP=MD

//SWPQUT DD SYSQUT=*

/ISWPRPT  [D SYSQUT=*

/1SYSPRINT [D SYSQUT=*

/1 SMPRKL DD N T=SYSALLDA SPACE=(3120, (5,5, 1)), D SP=(, CELETE),
/1 DOB=( RECAVEFB, LREAL=80, BLKS ZE=3120)

/1 SMPRR DD N T=SYSALLDA SPACE=(3120, (5,5, 1)), D SP=(, CELETE),
/1 DOB=( RECAVEFB, LREAL=80, BLKS ZE=3120)

/1 SMPRG DD N T=SYSALLDA SPACE=(3120, (5,5, 1)), D SP=(, CELETE),
/1 DOB=( RECAVEFB, LREAL=80, BLKS ZE=3120)

/ISYSUTL DD WN T=SYSALLDA SPACE(3120, (5, 5, 1))

/ISYSUT2 DD WN T=SYSALLDA SPACE=(3120, (5, 5, 1))

/ISYSUT3 DD WN T=SYSALLDA SPACE=(3120, (5, 5, 1))

/1SYSUT4 DD WN T=SYSALLDA SPACE=(3120, (5, 5, 1))

//SVPHAD D DUMWY

/1 SVPPTAIN DD DMWY
//SWPONTL [D *
SET BDY( MSTZN) .
ULIN.
REP MO | GDBX01) AM (| PCEDX0) RM I | PCEDXD)
ENDUCL .
SET BDY( WSLRN) .
ULIN.
REP MO | GDBX01) AM (| PCEDX0) RM O | PFCEDYD)
ENDUCL .
/*
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A.13 Skeleton Group Structure
IIRAOFP J (ACCTH),

/1 ' PFORAME | * CPERY/
/1 AASSA [*IAAS
/1 MEABVEL=(1, 1),

/1 MBGOLASS=X

/1 NOTI Y,

/1 T1 ME=30,

/1 USER=, GROLP=, PASS/ZRD= | * RACF*
/1% /* ICTRL*/
/1%

//* LB (BBPO - |PA.JALIBRAOFP)
//* @E (BIPOSEARTY GJ CE
//* DOC TH S SAMPLE JA. GREATES AN I N T AL GROLP STRICTURE

11* WTHTH S JB, YAJ CAN DEH NE GROP NAMES TO
/1* CREATE THE H RST LEVEL (F A GROP STRUICTURE
11* AND THE SYSTEM PROGRAMER S ORGAN ZATI (N
/1*

/1* NOTE YQU MUST HAVE THE RACF SPEQ AL ATTR BUTE
/1* TOBXEQUTE TH S J@B.

11*

/ ] CREGRPL EXEC PGV KJEFTOL, DYNAMNBR=20, REQ ON=512K

/1 SYSPRNT D DUMW

/1 SYSTSPRT D SYSQUT=+

e

/1* DEFI NE THE SYSTEMGROLP STRUCTURE

e

/ISYSTSN D *

ACDGROLP SYSMGT SLPGROLP( SYSL) OMER( SYSL)
ACDEROP SGT SUPGROUP( SYSVGT) OMER| SYS\VG)

ACDGROLP SYSSWSLPGROUP( SIWGT) OMER SINGT)

ACDGROLP NETSWSLPGROUP( SWGT) OMER SINGT)

ACDGROLP CBSW  SUPGROLP( SINGT) OMKER SVNGT)
ACDGROLP STAERP SUPGROLA( SYSVGT) OMER| SYS\VG)
ACDGROLP STAVGT SUPGROLA( SYSVGT) OMER| SYSVG)

ACDGROLP TAPEMGT SUPGROLA( STAVET) OMXER STAVE)

ACDGROLP DASIMGT SUPGROLA( STAVGET) O/XER STAVG)

ADDGROLP APPLS SLPGROLP( SYSL) OMER SYSL)
ADDGROLP USERS SLPGROLP( SYSL) OMER( SYSL)
/*
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A.14 SETROPTS

1 *QPERY/
[*JAAS/

/IRCETIR JBB (AT,

/1 ' PFORAME

/1 AASSA

/1 MEABVEL=(1, 1),

/1 MBGOLASS=X

/1 NOTI Y,

/1 T1 ME=30,

/1 SR, GROLP=, PASSIIRD=

/1%

/1%

/1* LIB CBPO - |PQL JALIB(RACSETR

/1* @E B POSEQR TY QU CE

//* DOC TH 'S JCB SETS RACF CPTI ONS WS NG THE SETRCPTS

/1% QOMAND  WTHTH S COMWAND, YOU CAN SET SYSTEM

/1% WDE RACF CPTI ONS RELATED TO RESOLRCE PROTECTI ON

/1%

e SCPTL: THE CEFALLT RACF CPTI ONS AND THE RECOMVENDED

/1% RACF CPTI ONS ARE SET LB NG SETRIPTS. TH'S

/1% CAN BE USED | N THE FUTURE TO RESET RACF

/1% CPTI ONS TO THE DES| RED VALLES,

/1%

/1* NOTE YQU MUST HAVE THE SPEQ AL ATTR BUTE AND

e THE ALDI TQR ATTR BUTE TO EXEQUTE THE JCB.

/1%

//SCPTL  EXEC PGV KIEFTOL, DYNAMNBR=20, REG ONE512K

/1 SYSTSPRT D SYSQUT=+

/ISYSTSN [D *

SETROPTS NOOLASSACT( *) [ *x INTI AL CEFALLT *rx |
SETROPTS TERM NAL( READ) /* UAQC FOR TERM NAL */
SETROPTS STATI STl CS(*) [ *x% INTI AL CEFALLT *rx |
SETRPTS | N TSTATS [ *x% INTIAL CEFALLT *rx |
SETRPTS NGSEABVEAD T /*** INTI AL CEFALLT xxx
SETROPTS ALD T(*) /* LOGMID A CATI NS TOPRFAI LES  */
SETROPTS GENER O *) /* ACTI VATE GINER C PROFI LE GHECK */
SETRPTS GENOMY *) /* ACTI VATE GENER C PRCH LE GOMVNDY/
SETRPTS NCEGN [ *x% INTIAL CEFALLT *rx |
SETRPTS A.CBAL(*) /* ACTI VATE Q.CBAL AQCESS CHECKI NG */
SETROPTS NOADSP /* DEACTI VATE AUTQMATI C DATA SET PROTECTI O/
SETRPTS NOPREF! X [ *xx INTIAL CEFALLT *rx |
SETRPTS SAD T [ *x% INTI AL CEFALLT *rx |
SETRIPTS QMM QL [ *xx INTIAL CEFALLT *rx |
SETROPTS NO NACTI VE [ *x% INTI AL CEFALLT *rx |
SETROPTS GRPLI ST /* ACTI VATE LI ST- G~ GROLP GHEQGKI NG */
SETROPTS NOMIDEL [ *x% INTI AL CEFALLT *rx |

SETROPTS PASSWIRY H STCRY(32)) /* NUMBER CF PREVI OLS PASSVERDS  */

SETROPTS PASSWIRY REVOKE( 5) )

/* NUMBER GF | NOORRECT PASSWIRES */

1 *RACF/
1 *JCTR*/

SETRCPTS PASSWIRY | NTERVAL(60)) /* PASSWIRD GHANGE | NTERVAL (DAYS) */
SETROPTS PASSVCRD{ RULEL( LENGTH 6: 8) ALPHANUM 1: 8))) / * PASSWIFD RLE*/
SETROPTS PASS/CRY RLE2(LENGTH 6: 8) NIMER Q(1: 8))) / * PASSIIRD RULEY/
SETROPTS PASSV/CRD{ RULE3( LENGTH 6: 8) ALPHA(1: 8))) /* PASSWIFD RLE/

SETROPTS PASSWIRY WARN NJ 8) ) /* | SSUE VRN NG MESSAGE */
SETROPTS NOREALDSN [ *xx INTI AL DEFALLT *xk
SETROPTS JES NCBATGHALLRACF) / *** IN Tl AL DEFALLT *rx |
SETRPTS JENOGWALLRACF) [ *** INTI AL DEFALLT *xk
SERPTSIESEARWER FY)  /* |NKE | GHRTX00 EX T J
SETROPTS NOPROTECTALL [ *xx INTI AL DEFALLT *xk
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SETRPTSCPERAD T [* LGG ACTI ONS GF CPERATI ONS UBERS */

SETROPTS WEN PROGRAV) /* ACTI VATE PROGRAMGONTROL */
SETRPTS BRASE /* ALLONERASE ON SCRATCH */
SETROPTS NOTAPEDSN [ *xx INTIAL DEFALLT *xk
SETROPTS RVARYPW SWTCH YES)) /*** INTIAL DEFALLT *rk
SETROPTS RVARYPW STATUS( YES) ) /*** INTIAL DEFALLT *xk
SETRPTS LI ST /* LI ST QURRENT RACF CPTI ONS x|

/*

A.15 Global Access Checking Table
/I RMFGC J (ACTH),

/1 " PFGR\AME | *CPER/
/1 QASSA [*JAASH
/1 MR BVEL=(1, 1),

/1 MBALASS=X,

/1 NOT FY=,

/1 T ME=30,

/1 USER=, GROP=, PASSIIRD= | * RGP/
/1% /* JCTRL/

/1%

/1* LB GBPO - |POLJOLIB(RAFG)

/1* @E B POSEAR TY GUCE

/1* DO TH S JOB CREATES A SAVPLE GLCRAL AGCESS GHECKI NG

/1% (GO TABLE RACF PROTECTED RESOLRCES THAT ARE
/1% ACCESSED BY MMNY PECPLE SHOLLD BE SPEQ AIEDIN
/1% THSTABLE  AQCESS GHECKI NG | S DONE | N STARAGE
/1% WTHOUT |/ O TO THE RACF DATA BASE

/1%

/1% INTH S SAVPLE

/1%

/1* (1) | F THE DATA SET BEG NS WTH THE RACF USER D CF
/1% THE USER WO | S AGCESS! NG THE DATA SET, ALTER
/1% AUTHR TY CR LESS WLL BE ALLOND,

/1%

/1* (2) ANY USER CAN UPDATE SYSL. BRODCAST.

/1%

/1% (3) ANY USER CAN READ SYSL. GCBLI B, SYSL. PROLIB
/1% SYSL. HELP, SYSL. MMLIB, ANDALL | SPH/ PCF LI BRAR ES

/1%

/1 CREGACL EXEC PGVH KIEFTO1, DYNAMNBR=20, REG ONE512K
/1SYSPRNT D DUMW

/1 SYSTSPRT D SYSQUT=*

/ISYSTSN D *

ROEF NE GLCBAL DATASET ACDMEM'& RAOU D *'/ ALTER)
RALTER GLCBAL DATASET ACDMEM' SYSL. BRODCAST / UPDATE)
RALTER GLCBAL DATASET ACDMEM' SYSL. GCBLI B/ READ)
RALTER G.CBAL DATASET ACDMEM' SYSL. MCLI B/ READ)
RALTER G.CBAL DATASET ACDMEM SYSL. PROCLI B/ READ)
RALTER G.CBAL DATASET ACDMEM' SYSL. HALP / READ)
RALTER GLCBAL DATASET ALDMEM' | P *' / READ)
RALTER G.CBAL DATASET ALDMEM' | SR *'/ READ)

R ST GLCBAL *
/**************************************************************/
/* | N GROER TO ACTI VATE THESE CHANGES TO THE GAC TABLE, */
/* THE FQLLONVNG GOMVAAD MUST BE | SSUED J
/**************************************************************/
SETRPTS Q. (BAL( DATASET)
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/*

A.16 Started Procedures Table
/I RACSTC  J (ACCTH),

/1 ' PFORAME | * CPERY
/1 AASSA /*IAASH
/1 MEABVEL=(1, 1),

/1 MBGOLASS=X

/1 NOTI FY,

/1 T1 ME=30,

/1 USER=, GROLP=, PASS/ZRD= | * RACF*
/1% /*ICTRL*/

11*

//* LB (BPO - IPA.JALIBRACSTO

//* @E (BIPOSEARTY GJ CE

//* DOC TH S J@B CREATES A SAMPLE RACF STARTED PROCEDURES

11* NAME TABLE WTHTH S TABLE YOU CAN ASS G\ A RACF
/1* USER D AND GROP NAME TO A STARTED PROCEDLRE

11*

/1* NOTE YOQU MUST HAVE THE RACF SPEQ AL ATTR BUTE TO EXEQUTE
11* THE SEGOND STER.

/1*

11* CREATEL: (REATES THE RACF USER D6 FOR THE STARTED

/1* PROODLIRES  THE RACF GROUPS ASSOO ATED WTH
11* THESE USER DS HAVE BEEN GREATED | N THE JCB
/1* RACERP THAT SHOULD ALREADY HAVE BEEN EXEQUTED,
11*

/1* ASSH\P:  THE RACF STARTED PROCEDURE NAME TABLE (| GHR ND3)
11* | S ASSEMBLED AND THE CBJECT GE | S PLACED
/1* I N THE DATA SET &&1 OADEET.

/1%

/1*  INSTL3: THE CBJECT GILE | N &8LONDSET | S | NSTALLED AS A
/1% USERUD WTH SW E

/1%

/ 1 CREATEL EXEC PGVE KIEFTO1, DYNAMNBR=20, REG ONE512K

/1 SYSPRNT D DUMW

/1 SYSTSPRT D SYSQUT=+

//SYSTSN D *

ACDUBER  STCIES OMER STOGRP) DALTGRA( STAGRP) LA NONE) NOADEP
ACDSD ' STCJES *' OMER STAERP) WACQ NONE) AL T( SUGCESS( UPDATE) )
ACDUBER  STCCPT OAER( STOGRP) DALTGRA( STAGRP) LA NONE) NOADEP
ACDSD ' STCCPT. *' OMER STAERP) WA NONE) AL T( SUGCESS( UPDATE) )
PASSWIRO USER| STCJES, STADPT ) | NTERVAL( 30)

LI STGRP  STAFRP

LI STUSER STCIES

LI STUSER STPT

/*

/1*
[ ASSENVe. BEXEC ASMHC

/1 PARME DECK, NOCBJECT
/1 QONB=(0, N)

/1 SYSPUNCH DD DSN=8&LOADEET, LN T=SYSALLDA O SP=(, PASS),
/1 PACE( O, (5, 1))

/1 SYSPRINT LD SYSQUT=+
/ISSN D *

PUNCH '++USERMDD (| PCBSTO) . !

PUNCH '++ VER (Z038) FM O HRF1902) .

Appendix A. Starter System JCL 149



PUNCH '++ MDD (1 GHR ND3) DI STLI B(ACERN LMY | G-R ND3).

khkkhkkkhkhkkhkhkhkhhhkhhkhhhhhkhhhhhhhhkhhhhhhhhhhkhhhhhkhhhhhkdrhhhkhrhhkhrhhrkhrhix

MIDULE NAME = | GR ND3
DESCR PT1 VE NAME = RACF STARTED PROCEDURES NAME TABLE

FUNCTION = TH S TABLE ASS G\S USER D AND GROLP NAME TOA
-- STARTED PROCEDLRE
-- FOR DESCR PT1 ON SEE SYSTEVIPROERAWM NG
LI BRARY: RACF AND COMMENTS | N MIDULE

L T S . T
L T . A . T

khkkkhkhkkhkhkkkhkhkkhkhkhkhhkhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhkhhhkhhhkhhhhkhhhkhhhkhhhkdrkixkx

| GHR ND3 TI TLE ' RACF STARTED PROCEDURES NAME TABLE
| R ND3 CSECT
| GHR ND3 AMCEE 31
| GHR ND3 RVCDE ANY
DC  A2(ENTR ES¥X8000') NLMBER CF ENTR ES FQLLOD
SPACE 3
ARST DS OH

khkkkkhkkkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhhkhkhhkhkhkhkhhkhkhkhkhhhkhkhhkhkhkhkhhkhkhkhkhkhkkkhkkkxk

* | NSTALLATI ON DEFA NED ENTR ES *
khkkkhkhkkhkhkhkkhkhkhkhkhkhkhhhkhkhkhkhkhhhhhhhkhhhkhkhkhhhhkhhhkhhhhhhkhhhhkhhhkhhkhkhhhkhhkixkx
* OC CPRC WER GOP ' BARELNE

OC CIER SO ST ' JER

OC  X40' FLAG BYTE - TRUSTED

DC  X00000000000000" RESER/ED

OC CJE3 SICES ST ' JE3

OC  X40' FLAG BYTE - TRUSTED

DC  X00000000000000" RESER/ED

DC  CIRRPTABSTAPT ST ' DYNAMC PARSE TABLE

OC  X00’ FLAGBYTE - NE THR

DC  X00000000000000" RESER/ED

SPAE 2

khkkkkkhkhkhkhhkhhhhhkhhhkhhhhhhkhhhhhhhhkdhhkdrhhhkhhhkhhrrkdhhkhrhhrhrkdkx

*
*
* THEDEHFAULT UBER D'=" | S ASS G\NED TOALL PROCEDURES
* WHHARENOT DEH NEDABOE TH S GANER C ENTRY MUST
* BELAST INTHE TABLE

*

*

E I R

khkkkkkhkhkhkhkhhhkhhhhhkhhhhhhkhhhhhhhhkdhhkdrhhhhhhkhrrkdhhkhrhhrhhkdkx

oc c* = ST ' OHER PROCEDURSS
OC  X00' FLAGBYTE - NE THR
DC  X00000000000000' FESERVED
kkhkkkhkkhkkhkkkkkkkkkkkkhkhhhkhkkkkkhkkhkkkhkhkhkhhhkhkkkkkhkkhkkhkhkhkhkhhhkkkkkkkhkkhkkkhkhkkkkkkkkk,kkkx*
*  ENDCF ENTRY LI ST *

khkkhkkkhkhkkhkhkhkhhkhhhkhhhhhkdhhhhhhhhhkhrhhhhrhhhkdhhhhkdrhhrhhhkhkhhhkhkhrhhxd

LAST 5 OH

ENILEN EQU 32 ENTRY LENGTH

TOLEN EQ LAST-F RST TOTAL LENGTH

ENTRES EQ TOILEN ENTLEN NLMBER CF ENTR ES
END | GR N3

/*

e

/11NSTL3  EXEC | PCBVPE, GOND=(0, NB),

/1 CS = WSSWE G.BAL. (3

[/SWHN [D *

SET BDY(MSTZN .
WQLIN.
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REP LMY | GHR ND3) SYSLIB(LPALIB).
ENDUCL .
SET BDY(Q.CBAL) .
RECH \VE S| PCSSTO) SYSMIS .
SET BDY(MSTZN) .
APPLY S| PCBSTO) .
/*
/1 SVPPTFIN DD  DENRS&LOADSET, O SP=( Q.0 CELETE)

A.17 Router Exit

/IRKRDO J@B (AL,

/1 " PFGR\AME | *CPER/
/1 QASSA [*JAASH
/1 MR EVEL=(1, 1),

/1 MBALASS=X,

/1 NOT FY=,

/1 T ME=30,

/1 USER=, GROP=, PASSITRD= | * RGP/
/1% /* JCTRL/
/1%

/1* LB GBPO - |POL JOLI B(RACRDO)
/1* @E B POSEAR TY GUCE
/1* DOC TH 'S JCB GREATES A USERMID TO | NSTALL THE M/S RIUTER

/1* EX T (1 GRX00) | N SW E FCRVAT.

11*

/1* THSSAWLEEX T ROJNTNE I S NO NEEDED | F THE
11* INSTALLATTONIS W NGMS 3. 1. 3 ANDJES3.1. 3
/1* RHAGER

11*

/1*

/| CREATEL EXEC ASMHG

/1 PARME DECK, NOOBJECT

[/SYSLIB [D [BNH PALSYS SYSL ML B O SP=9R

/1 CD DA\ PALSYS SYSL AMDEEN O =S8R

/1 SYSPUNCH DD  DANR&&LOADEET, O SP=(, PASS), SPACE(CYL, (5, 1)),
/1l WN T=SYSALLDA
[/SYSPRNI D SYSQJ=*
/1*
/[1SYSN D *
PUNCH '++USERMD (| PCERI0) .’
PUNCH '++ VER (Z038) FM D(HRF1902). '
PUNCH '++ MDD (1 G-RTX00) O STLI B(ACERN LM G-RTX00) .’
|HRTX00 TITTLE' MS Router exit for JABverification.'

khkkkhkkkhkhkkkhkkhkhkkhhkkhhkhhkhhhkhhhhhkdhhhhdhhhhkdhhdhkdhhdhkdhrdxdhddhkdhkdxrhxdxxdx

LR RS ST RS SRR SR ST SRR SR ST SR ST EE SRR TR EE LS E LRSS

* k% * k%
*k K M/S Router (SAF) exit for job verification. *kk
* k% * k%
*ok K NOTE This sanple exit routineis not neededif the *kk
*okx installationis using MS3.1.3 ANDJES3.1.3 @UA**
* k% * k%
*x* This sanpl e exit routine perforns the fol | ow ng functions: ***
* k% * k%
*xk 1. Checksif therequest is VERFY (RMANT) and the *okk
*ok K "BMR paraneter inthe RRANT paraneter list is *k
>k "VERFY (X' Q). inall other cases, the exit returns ***
*ok K wth return code zero (pass control to RAC- Router). *kk
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*k*

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

*k*k

* k%

2.

If a password (or an ol d/ new password conbi nat i on)

has been specified, a RMANTnacrois issued (wWth
the ' B\M RF=GREATE paraneter to verify the conbi nation
of userid and password.

The user isverifiedif RANTreturnswthreturn
code 0. Inthis case, therouter exit returns control
w th return code 200 (changed to O by the M/Srouter).
any other return code will cause a return code 208
wththe RRAN T return and reason codes stored inthe
SAFPRRET and SAFPRREA ret urn and reason code fi el ds.

If a userid has been specified w thout a password,
the address of theinput paraneter |ist (CAP) of
nodul e | BFQVAUT (the i ssuer of the RACROJTE request)
i s located by pointing back to | BFOMNT s save area
vi a the save area chai n and pi cking up regi ster 1.
the paraneter list is verified.

The subnmitting user's authority to submt ajobwth
the specified useridis verified by:

a) Issuinga RAANT nacro for the submtting user's
useridwith the ' B\M RFGREATE  and ' PASSGHEND
par anet er s.

b) Issuing a RAGEX nacro for class 'FAQLITY wth
‘read asrequiredattribute and a profil e nane
of "$SBMT.userid (the job's userid).

The user is verifiedif RACHEXKreturns wthreturn
code 0. Inthis case, therouter exit returns control
w th return code 200 (changed to O by the M/Srouter).
Any ot her return code w || cause a return code 208

*k*

* %%

*k*k

* %%

*kk

* %%

*k*

* %%

*k*k

* %%

*k*k

* %%

*k*

* %%

*k*

* %%

*k*k

* %%

*k*k

* %%

*k*k

* %%

*k*

* %%

*k*k

* %%

*k*

* %%

*k*k

* %%

*k*k

* %%

*k*

Wth SAFPRRET return code x'18' (failed by installation***

exit) and the RAHEXK ret urn code i n SAFPRREA

*k*k

If the CACP paraneter |ist cannot be found, return code ***

204 reason code 4 w || be used.

If the submtting useridis absent and t he password on
the submitted job is absent, the jobw !l befailed
to cause the | B=7221 - 1 NVALI D PASS/IRD G VEN nessage.

*k*

* k%

*kk

* %%

*k*k

* %%

Khhkkkhkhkhkhkkkhkhkkhkhkhkhkhhhhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhhhhkhhhkhhhhkhhhkhhhhhhkdrxixkx

hhkkhkkkhkhkkhkhkhhkhhkhkhhkhhhkhhkhhhhhhhhkhkhhhhhdhhhhhhhkhhhhhdrhhkhrhhkhxhhrkhrhix

BIECT
SPACE 2

khkkhkkkhkhkkhkkhkhhkhhhkhhkhhhhhkhhhhhhhhhhhhhhhdhhhhhhhkdhhhrkdrhhhkhrhhkhrhhrhrhix

Khhkkkhkhkhkhkhkhkhkkhkhkhkhhkhhhhkhkhkhkhhhhhhhhhhkhhkhkhhhhhhhkhhhhhhhhhhkhhhkhkhhhhkdrxixkx

* k%
* k%
* k%
* k%
* k%
* k%
* k%
* k%
* k%
* k%

* k%

RACF Starter System

Registers on entry:
RL Pointer toexit parangter |ist

Gfset 0- ptr. to SAFP paraneter |ist
Ofset 4- ptr. to 152-byte work area

Exit:
RI5 0- Pass control to RACF router

200 - Authori zation grant ed, RACF processi ng bypassed
Thisisreturned for return code O from
RAON T or RAMHECK, respectivel y.

* k%

*k*

* %%

*k*k

* %%

*k*k

* %%

*k*k

* %%

*k*k

* %%



*okok 204 - Submitter's userid could not be located inthe  ***

*okx CAP paraneter list. Noexit processing. ol
*okok 208 - Authori zati on deni ed, RACF processi ng bypassed = ***
*okx Returned for any ot her return code from ol
*okok RAO N T or RAHECK, respectivel y. *kx
* %% * %%
* k% m STE?LBA(E * k%
* %% R].3 %\EAEA * %%
xRk RI2 PRORAVIBASE *ok K
*okx RI0 AR - WK AREA (R e
*okk Ro ADCR F EX T PARAMETER LI ST (1 GB5AFP) *k K
*okx RB AR G- RAON T PARAMETER LI ST ol
*okok 23] Saved r eason code *kx
*okx [23) Saved ret urn code ol
* k% * k%
*okx CEPENCEN ES *okk
*okok 1. JESsupport for RACF 1.6 nust be install ed. *kx
*okx JE2: PTF 90341 JES3: PTF U790352 ok
*k K pl us corequi site schedul er ptf's ok
*okx 2. Save area chai n fromnodul e | BFQMAUT over | GHSFROO *okk
*Ex to IGHRTX00. reg.1 on entry to | BFQWAUT nust be *rx
*kk ptr. to addr. of CACP. *kk
*k K 3. The RAAN T nmacros are usi ng RACF 1. 7 keywor ds of ko
*okx STAT and RELEASE ol
*k* 4. The | HRAC assenbl er gl obal variableis usedto ok
*kk generate 31-bit RAHEK and RAO N T expansi ons. *kk
* k% * k%
* %% * %%
*kok M/S XA AMCE and RMIE consi der at i ons: *Hx
* %% H\Am24) * %%
* k% WA‘\N) * k%
* %% * %%

Khhkkkhkhkkhkhkkkhkhkhkhkhkhkhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhkhhhkhhhhhhhhhhkhhhkhkhhrhkhrkixkx

khkkkhkkkhkhkkhkhkhhkhhkhkhhkhhhhhkhhhhhhhhkhhkhhhhhhhhkhhhhhkhrhhrkdrhhhhrhhkhrhhrhrhix

khkkhkkkhkhkkhkhkhhkhhkhkhhkhhhhhkhhhhhhhhhhhhhhhhhhkhhhhhkhhhhhkdrhhrkhhhhkhrhhrkhrhix

khkkkhkhkhkhkkkhkhkkhkhkhhkhhhhkhkhkhkhhhhhhhhhhkhhkhkhhhhhhhkhhhhhkhhhhhkhhhkhhkhhhhkdrkdxkx

* k% * k%
e Gopyright 1 BMcor poration, 1985 ok
* k% * k%
e Thi s code has not been submitted to any fornal | BMtest *kk
*kk andis distributed on an "as i s" basis wthout any *kk
*k K warranty either express or inplied. The inpl enentation *xx
*kk of any of the techniques described or used hereinis a *kk
*k K cust oner responsi bility and depends on t he cust oner's ok
*kk operational environnment. Wil e each i temnay have been *kk
*k K revi ened for accuracy i n a specific situati on and nay *xx
*kk runin a specific environnent, thereis no guarantee *kk
*k K that the sane or simlar results wll be obtai ned el se- *xx
*k K where. Qustoners attenpting to adapt these techniques to  ***
*k K their own environnents do so at their own risk. *xx
* k% * k%

AR AR R AR AR A A R A A R IR AR R AR AR R AR I AR AR AR R AR A AR d Ak hkhhhhkdhddhkhhhkdxhhxdxxdx
khkkkhkkkhkhkkhkhkhkhhhkhhkhhhhhkhhhhhhhhkhhhhhhhhhhkhhhhhkhhhhhkdrhhhkhrhhkhrhhrkhrhix
khkkkhkkkhkhkkhkkhkhhkhhkhkhhkhhhhhkhhhhhhhhkhhhhhhhhhhkhhhhhkdhhhhkdrhhhkhrhhkhxhhrkhrhix
AR AR KR AR AR A A KRR AR AR AR R AR AR R AR I AR AR AR R A A A AR A Ak hkhhhdkdhddkhhhkdxhhxdxxdx

* k% * %%
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*kk Mippi ng nacr os Micro library *kk

KKK e o o o o e e e e e e e e e e * k%
i | GBAFP SYSL. M1 B K
ok | BFOWNP SYSL. MDEN ok
i | HAACHE SYSL. M1 B i
* k% * k%
e Load nodul e nane Systemlibrary *kk
KR K o o o o o o e e e e e e e e e e e * k%
*hk | GHRTX00 (RENT, RE R SYSL. LPALIB i
* k% * k%

Khhkkkhkhkhkhkkkhkhkkhkhkhhhkhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhkhhhkhhhhhhkhhhhhhhkhhhkhhhkdrkixkx

khkkhkkkhkhkkhkhkhhkhhkhkhhkhhhhhkhhhhhkhhhkhkhhhhhhhhkhhhhhkhhhhhdrhhhkhrhhkhxhhrkdrhix

PRNI G+
MRO

SNAVE  REG &B T=YES 8HQAT=ND
@A JEABTS

Khhkkkhkhkkhkhkkkhkhkkhkhkhkhkhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhkhhhhhhkhhhhkhhhkhhhkhhhkhrkixk

Regi ster and bit equat es

REG B T=ND Regi ster equates only.
REG FLOAT=YES Hoating point registers too.

L T R
L T R

hhkkhkkhkkhkhkhkhkkhhkhkhhhhhhhhhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhkhhhhkhhhhrkhrhrhkrrhxd

0
2
4 Hoating poi nt register 4
6 H oating poi nt register 6

RO BEU O
RL BEU 1
Rz BEU 2
R3 BEU 3
R BEU 4
23] BEU 5
R BEU 6
R7 BEU 7
23] BEU 8
FRo BEU 9
RL0 BEU 10
R11 BEU 11
R12 BEU 12
RL3 BEQU 13
R4 BEU 14
R15 BEQU 15
AF ('&HACAT NE'YES).BTS
FO B H oating poi nt register 0
F2 B Hoating point register 2
B
BEQ
ANCP

AF (&BT NE'YES).E\D
AF (& EZB TS EQO). SETSW

MEX T
(SETSW  ANCP

& EZB TS SETA 1

*

BTO EU X80
BTL EU X40'
BT2 EU X20'
BT3 EU X10'
BT4 EU X08'
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B 15 B X04'
B T6 BEQJ X02'
B T7 BEUJ XO01l'

.B\D ANP
MBE\D
PRNT ON

| GRTX00 CSECT

| G-RTX00 AMCE ANY

| GRTX00 RMZE 24
@B & GRAC
BIECT
| GBAFP
BIECT
| BFQWNLP
BIECT
| HAACEE
BIECT

*

hhkkkhkkkhkhkkhkhkhhkhhkhkhhkhhhhhkhhhhhkhhhkhkhhhhhhhhkhhhhhkhrhhhkdrhhrkhrhhkhrhhrhrhix

* *
* VWrk area for the MSrouter exit (152 bytes nax.) *
* This areais part of the 512-byt e workarea passed by t he *
* i ssuer of the RACROJTE nacro i nstruction. *
* *
khkkkkhkkhkhkhkhkkhkhkhkhkkhkhhkkhhkhkhkhhhkhhhhhhhhhhhkhhhhhhhhhhhkhhhhkhhhhhhhhhkhhkhkhkhhkhkhhhikx
*

RIAMVORK CeECT

RIXAR D5 Q4 Acr onym( RTXY

RIXACE D5 A ACEE addr ess.

RIXIABN 05 as Job nane.

* Fol | ow ng val ues (RTXILBER RTALEN RIXSUBEER RIXAEN RIXSGP) are
* overlai d when the RAGHEK paraneter list isbuilt.

RIXJLBSERDS A8 Job' s useri d.

RIXULEN 5 C Length of submtter’s userid.

RIXSUSERDS A8 Submtter’s userid.

RIXAEN 5 C Length of submitter’s group nane.

RS 5 (8 Qbmtter’s connect group.

* * k¥ k¥ ¥ % % * x * k¥ *¥ %k *k * *x * k¥ *¥ %k * *x *x k¥ *¥ *¥ %k * *x *x * * % *
ARG RIXILER Qverl ay areas no | onger used.

RDPRF BEU * Sart of profile nane.

RIXPPRE- D5 Q(L' PROAFFRY Prefix for profile.

RDPUBEERDS A(L AHR) Wseridinprofile.

* Val ue of 39 fromcl ass descriptor table definition for FAQLITY.
RDAMDRDS  A(39-L' PROIFPRX L AR ER)

5 OF
ROUTEPFX BEQJ  * Sart of RACROJTE prefi x area.
RACROJUTE REQUEST=VER FY, VORKA=: - * *
ACEE=-*, M=L RMAONT paraneter |ist.
*
G RAJERX Qrerlay RMANT area.
5 OF
RACROUTE REQUEST=AUTH VORKA=: - * *
ATTR=READ ACHE=*-*, M=L RAOHEK par aneter |i st.
G
RIANG BEQU *- RDAVK Length of work area
BIECT
REG B T=YES
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BIECT
| GHRTX00 CSECT

SAE (14,12),, 1 GHRTX00. RACF19. 8SYSDATE

LR RI2RI5
LS NG| G-RIX00, R12
S NG AP, R
L RO, 0(R)

*

Pr ogr ambase
Base for SAFP parangter |ist
Get addr. of SAF paraneter |ist

khkkhkkkhkhkkhkhkhhkhhhkhhkhhhhhkhhhhhhhhkhkhhhhhhhhkhhhhhkhhhhhkdrhhrkhrhhkhrhhrkhrhix

*

*

* Returnto MSrouter i f not REQEEST=VER FY, BEN\M RAVER FY *

*

*

hhkkkhkkkhkhkkhkhkhkhhkhkhhkhhhhhkhhhhhhhhkhhhhhhhhhhkhhhhhkhhhhhkdhhhhhhrhhkhrhhrkhrhix

R RI5RI5

LA R, SAFPVR
H R, SAFPREQY
B\NE QGBAXK

L RB, SAFPRACP
AR RBR

™  3(R8), B TO+B TL
B\D GBAK

*

Ret urn code 0

Request =veri fy request type
Check request type

-not request=verify, return
Ofset to RAANT paraneter |ist
Addr. of RMANT paraneter |ist.

Isit envir=verify ?
-no, back to caller

khkkhkkkhkhkkhkkhkhkhhhkhhkhhhhhkhhhhhhhhkhkhhhhhhhhkhhhhhkhhhhhkhrhhhkhrhhkhxhhrhrhix

*

*

* Est abl i sh wor kar ea base, check i f password specified *

*

*

khkkkhkkkhkhkkhkhkhhkhhhkhhkhhhhhkhhhhhhhhkhhhhhhhhhhkhhhhhkhkrhhhkdrhhhhhrhhkhrhhrhrhix

*

R RR
ST R, SAFPRRET

ST R, SAFPRREA
US NG RTXVERK, RLO

L RO 4Rl

MC RIXAR =C RTXW
QM R, 15, 8( R8)

B  NPASD
al  oR),0
BE  NPASD
EJECT

*

Load w th zero.
Initializereturn code
Initializereason code

Base for work area

Get addr. of workarea

Acronymto work area.

Get ptr. to password
fromRAANT.

-zero, no password specified
I's password | engt h zer 0?

-yes, no password speci fi ed

khkkkhkhkkhkhkkkhkhkkhkhkhhhhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhkhhhkhhhhhkhhhhhkhhhkhhkhkhrhhrxixkx

*

*

* Issue RAANT for userid password on JOB car d. *

*

*

khkkkhkhkkhkhkkkhkhkhkhkhkhkhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhhhhkhhhkhhhhkhhhkhhhkhhhkdrkixkx

*

RI, ROUTEPFX
R2, 4(, R9)
R3, 8(, F8)
R4, 20(, R8)
RS, 24(, F8)
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FIB 1 31-bit expansi on.

RAAONT M=(E, (1)), AEE=RTXACEE, *
R D(R), *
GOP(RY), *
PASSWRD-(R3) , *
NEVIPASS=( R5)
FIB 0 24-bit expansi on.
RAONT M=(E (1))
LTR RI5, RI5 Check ret urn code.
B RAQ NK -Zero, branch.
LA B, 8 Ret urn code 8 fr omRACROJTE
ST R15, SAFPRRET Sore return code.
ST RO, SAHPRREA S or e reason code.
B RO NCH el et e ACEE
*
RO NX DB OH
R BB Ret ur n code 0.
*
kA hkhkhkdA kA A dh Ak hhhhkhhhkhkdhhkhkhkdhhhkhhhhkhhhkhkhhhhkdhhhkhhhkhhhhhdhhhhkdhhdhdhhdrdhdhdrddhdxsk
* *
* Issue RAANT B\M R=CHETE i f RAO N T was successf ul . *
* *

khkkkhkhkhkhkkkhkkhkhkhkhhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhkhhhhhhkhhhhkhhhkhhkhhhhkhrxixkx

*

RAMAONDE. DS OH
Qv R, 15, RTXACEE Addr. of ACEE
Bz RETQOES -Zero, don't del ete ACEE
MC ROJEPRX RAXT NOL) , RAO NCE Move skel et on.
LA Rl RAJBEPFX
B 1 31-hit expansi on.
RAO N T ACEE=RTXACEE, SM=-NQ M=(E, (1)) BWM R=DCHLETE
B 0 24-bit expansi on.
* Rl set up to L-formarea.
RAAONTM=(E (1)) BWM R-CH_ETE
LTR RI5 RI5 Quccessful ?
Bz RETCIES - Yes, branch.
DUMPER  ABEND 100, REASONS( 15) Cause user abend.
RETGOESDS  OH

LA RI5,200( ) Ret urn code 200 or 208.

B GBAK Back to cal | er.

BIECT
*
AR AR KR AR AR A A R IR A R AR AR KR AR AR R AR I AR AR A AR AR A AR A Ak hkhhhhkdhddkhhkhkdxhhxdxkxdx
* *
* Locate submitter's useridin CACP (1 BFQVAUT param i st) *
* *

khkkkhkhkkhkhkkkhkhkkhkhkhkhhkhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhkhhhhhhhhhhkhhhkhkhkhhkhkhrkixkx

*

NPASWD 5  OH
L R, 4(RL3) Gt M/Srouter's save area
L R3, 4(R2) Get addr. of |BFOVAUT s save area
L RL, 24( R3) Get reg. 1 fromsave area
L R4, O(RL) Fck up CACP addr. fromreg. 1
WH NGCAP, ~4 Base for CACP paraneter |ist
ac cyap=Cr I's acronymok?
B\E  NICAP -no, wong address of CACP
MC RIXIUEER BLANKS Initializewth bl anks
L R, 4(RB) Ptr. tojob's userid (RAMANT)
R R,R
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IC RLOR) Get useridlength

BCTR RLO0 Subtract 1 for execute
EX RL, JUBERW Execut ed nove t 0 RTXJUSR
L RL, CACIUEER Get addr. of job userid
aC RIXIWER O(RY) Sane userid i n CACP?
B\E NICAP -no, wong address of CACP
*
L RL, CACS R Get addr. of submitter userid
MC RIXSER O(RY) Qopy submtter’'s userid
LA R, L RXEBR
LA RRAER1 Poi nt before userid
BLKLPL D5 OH
LA R, (R, R Point to char. inuserid
a oR),Cc Isit ablank ?
BH AN\DOLER -no, branch
BCT Rl BKLPL Bunp t o next charact er
LA R,8 Fake in I nval i d Passwor d.
ST B, SAHPRET Sore return code.
ST RS, SAHPRREA S ore reason code.
B RETGES Qit.
FNOBR 05 OH
SIC R, RIALEN Sorelength of userid
*
L RL, CACS3RP Get addr. of submitter group nane
MC RIXSGP, 0(RY) Gopy submtter’s connect group
LA R, L RIXSERP
LA RRXSGR1 Poi nt bef or e group nane
BLKLF2 D5 OH
LA R, (R, R Poi nt to char. in group nane
a oR),Cc '’ Isit ablank ?
BH AN\DG=P -no, branch
BCT Rl BKLP2 Bunp t o next charact er
FNDGP 05 OH
SIC RL, RIXAEN Sorelength of group nane
*
L RL, CACIB\M Get addr. of job nane
MC RIXIBN O(RY) Qopy j ob nane
RP R Rel ease base for CACP
*
KA AR KA KRR AR AR A A R A A R AR AR R AR AR R AR I AR AR AR R A A A AR A Ak hkhhhhkdhhdkdhhkdxhhxhxkxdx
* *
* Issue RAAN T (No pswd check) for submtting userid *
* *

khkkkhkhkkhkhkkkhkhkhkhkhkhhkhhhkhkhkhkhkhhhhhhhkhhhkhhkhkhhhhhhhhhhhhhhhhhkhhhkhkhhhhkdrkixkx

*

MC RAUEPR(RAMA N2L), RAO NOR2 Mbve skel et on.
LA Rl RUJEPRX
MORAC SEB 1 31-bit expansi on.
RAON T USER D=RTXULEN GROP-RTXG.EN
JABNAME=RTXIABN ACEE=RTXACEE,

M=(E (1)) RAAON T B\M RFGEATE

MORAC SEB 0 24-bit expansi on.
* Rl set up to L-formarea.

RAANTM=E (1)) Raci nit B\V R=CREATE

LTR RI5, RI5 Check return code

Bz RAO NOXK -zero, branch

LA B, 8 Ret urn code 8 f r omRACROJTE

ST R15, SAFPRRET Sore return code

ST RO, SAFPRREA S or e reason code
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B RAO NCH Del et e ACEE and back to cal | er

*

JUBRW MC RIXIUERO0),1(R?) Executed nove of job's userid

kkhkkkhkkkhkhkhkhkhkhkhkhkhkhkhhkhhhkhhhhkhkhkhkhhkhkhhhhkhkhkhkhhhhkhhkhkhkhkhhkhkhkhkhkkkhkkkkx

* *
* | ssue RACHECK for class 'FAQLITY for job' s userid *
* *

khkkkhkhkhkhkhkkhkhkhkhkhkhkhhhhkhkhhhkhhhhhhhkhhhkhhkhkhhhhhhhkhhhkhhkhkhhhhkhhhkhhkhkhrhkhrxixkx

*

RAAONIKDS  OH
MC RDAPER RIXIUEER  Mbvve job useri d.
MC RDPPRE, PROFFREX Prefix portion of nane.
MC RDARMCR PRIFSFX Add i n bl ank paddi ng.
MC ROEPR( RAHEKL) , RAHEK Move skel et on.
LA Rl RUJEPRX

L R2, RTXACEE Tenpor ary ACEE addr ess.
M ORAC SEB 1 31-bit expansi on.
RACHECK BN TY=RDXPRTF, X
AASSFAQ LI TY, X
APAL=RTXIBN AEE=(R), M=(E, (1))
M ORAC SEB 0 24-bit expansi on.
* Rl set upto L-formarea for the RAHEXK expansi on.
RAHEK M=(E (1)) Nowi ssue SVC
LTR RO, R15 Check return code.
BZ OEKX -Zero, branch.
*
* RAGEX return codes can be 4 (Profil e not found) or
* 8 (Access not al | oned). The | B-722l nessages (USER PRCH LE
* NOT FOUND and VIRONG PASSWRD G VEN woul d be ni sl eadi ng,
* therefore the return code is changed to 18 (Fail ed by i nst.
* exit) and the RACHECK return code i s stored in the reason
* code fiel d.
*
LA RI5 X18’ Change to'Failed by inst exit’
LA R,8 Tell router tofail jab.
ST RI5, SAHPRET Sore return code.
ST RO, SAHPRREA S ore reason code.
B RAO NDEL Del ete ACEE and ret urn.
GEXX D5 OH
R BB Return code O (Submt al | owed).
B RAO NCHL Del ete ACEE and return.
*
KA AKR AR R AR AR A A R IR A KR AR AR R AR AR R AR I AR AR A AR AR A Ak d Ak hkhhhhkdhddhhhhdxhhxdxxdx
* *
* CACP paraneter |ist not found. Return code 204 *
* *

khkkkhkhkhkhkhkkhkhkkhkhkhhhhhhhkhkhhkhkhhhhhhhkhhhkhhkhkhhhhhhhhhhhhhhhhhhhhhkhhhhkhrkixkx

*

NOCACP 5 OH

LA R4 Reason code 4 (router exit)

ST RO, SAHPRREA S ore reason code

ST RO, SAHPRRET Soreretcode 4 in SAP parnhi st

LA R5204 Ret urn code 204 fromrout er exit
*
KA AR AR R AR AR A A KA A KR AR AR R AR AR KA KA R AR A AR AR A Ak d Ak hkhhhhkdhddkdhhkdxhhxdxxdx
* *
* Returnto caller, return code in register 15 *
* Reg. 0 not restored, reason code inregister 0 *
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* *

khkkhkkhkkhkhhkhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhhhhhkhrkhrhhhkhhkhrhrhkhrhxd

*

GBAX [ OH
L R14, 12( RL3) Restore return address
RETURN (1, 12), R 15) Back to cal | er

*

hhkkkhkkkhkhkkhkhkhkhhkhkhhkhhhhhkhhhhhhhhkhkhhhhhhhhkhhhhhkhrhhrkdhhhhkhrhhkhrhhrkhrhix

* *
* GONSTANTS *
* *

khkkkhkkkhkhkkhkhkhkhhhkhhkhhhhhkhhhhhhhhkhhkhhhhhhhhkhhhhhkdkrhhhkdrhhrkhhhhkhrhhrhrhix

*

BLAXS DC Q8 '
*

FAQLI TYDC  AL8,A8 FAILITY
PROFPEX DC  C$SBMT.'
PRIFSEX BDC Q(39-L' PROFPRXL AEBRR)
aRG
SPACE 3
LTARG
BIECT

*

khkkkhkhkkkhkhkhkkhkhkkhkhkhhhhkhhkhkhhkhkhhhhhhhkhhhkhhkhkhhhhhhhhhhhhhhhhhkhhhkhkhhhhkdrxixkx

* *
* LI ST- FORVIMACRO | NSTRUCTI ON PROTOTYPES *
* *

khkkkhkhkhkhkhkhkhkkhkhkhhhhkhhhkhkhkhkhhhhhhhhhhkhhkhkhhhhhhhhhhhhhhhhhhhhkhkhkhhhkdrxdxkx

*

RAO NORL RACROUTE VIRKA=* - * | REQUEST=\VER FY,
B\M R=CREATE, A0, SMGEND PASSTHKEYES, ML,
STAT=NQ RELEAS=1. 9
RAONCIL EQU  *-RAONRL Length of paraneter |ist.
*

RAQ NOR2 RACROUTE VWIRKA=* - * | REQUEST=VER FY,
B\M R=CREATE, A0, SMGENQ PASSCHEND M=L,
STAT=NQ RELEASEA1. 9

RAONZ2L EQU  *-RMONR Length of paraneter |ist.

RAO NCE RACROUTE VIRKA=* - * | REQLEST=VER FY,
B\M R-CH_ETE, A0, SMG-NQ M=L
RAONDL EBEQY *-RMANE Length of paraneter |ist.

RACHECK  RACROUITE VERKA* - *, REQUEST=AUTH
MF=L, ATTR-FEAD ACEE="-*, (LASS=- *

RAHEXKL BEQU  *-RAOEXK Length of paraneter |ist.
BEND

/*

11*

/1 SWPE2  BXEC | PCBMPE GOND=(0, N,

/1 C3 = WSSWE GBAL. 3!

/ISWPAN [D *
SET BDY(M/STZN) .
UQLIN.
ACD LMY | GHRTX00) SYSLI B(LPALIB) .
ENDUL .
SET BDY(Q.CBAL) .
RECH \VE (| PCBRT0) SYSMIS .
SET BDY(MSTZN) .
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APPLY (1 PCERIO) .

/*

[/ SVWPPTHINCD DEN=&SLOADEET, O SP=( QD CHLETE)

A.18 RACFRW Predefined Reports
[/RAFRV JB  (ACCTH),' POVRAME

/11

/1

/11

/1

I1*
11*
11*
/1*
11*
/1*
11*
/1*
11*
/1*
11*
/1*
11*
/1*
I1*
I1*
11*
/1*
11*
/1*
11*
/1*
11*
/1*
I1*
/1*
I1*
/1*

QASSA [*JAASH/
MR BVEL=(1, 1),
MBAOLASS=X, NOTT FY=, T1 ME=30,
USER=, GROP=, PASSIIRD= | * RGP/
/* JCTRL/
LIB GBPO - |PQL JALI B ROMY
(RAONHR)
(RAONMD)
(RAOMY)
(RAONTFE)
(RAO/EFE)
(RAOMLL)

@E B POSEARTY QU LCE

DO TH S J@B PRIDUCES PRE CEH NED RACFRW( RACF REPCRT VR TER)
REPORTS  USE THE APPROPR ATE SYSTS N AND RACFRWGOONTROL
STATEMENTS | N TH S EXAMPLE TO PRODUCE THE DES RED RACF REPCRTS

NOTE  YOU NEED THE FOLLONV/NG CONAMES FCR ALL REPARTS. ONTHE
STATEMENT | ND CATED, ED' T AND GHANGE VO =SER-TAPED1 TOYOR
VAR

RIMAN = THE S\ REGCRDS FCAR | NPUT TO RACFRW

SYSPR NI' = THE RACF REPCRT

SRIIN = SCRT | NPUT FROM RACFRW

SARTLIB = THE LI BRARY THAT QONTAI NS THE SCRT/ MERGE
LOAD MIDULES

SORTEONM= SCRT MESSAGES

SRTVKXX = SCRT WIRK DATA SETS

SYSTS N = RACFRWGINTROL STATEMENTS

/1Mt QLATL EXEC PGV KIEFTOL, DYNSMNBR=20, REG ONE512K
/1 SYSPRINT OD  SYSQUr=*
//IRSVAN D CB\H PCBAK SMFDLMR(0), O SP=SR

/1
I

LN T=3400- 6, VOL=SER=TAPEDL, —aa
LaBE =(, 9)

[/ SYSTSPRT D SYSQUr=*
[/ SORTDONMED - SYSQUr=*

/ISCRMTN [D UN T=SYSALLDA SPACE=(COYL, (5, 1)
/1 SCRTVWO1 CD N T=SYSALLDA SPACE=(CYL, (5, 1)
/] SCRTVK02 DD UN T=SYSALLDA SPACE=( O\, (5, 1)
/1 SCRTVW03 CD N T=SYSALLDA SPACE=(CYL, (5, 1)
/1 SCRTVKO4 DD UN T=SYSALLDA SPACE=( OV, (5, 1)
/1 SCRTVKO5 DD N T=SYSALLDA SPACES( 1L, (5

[/ SRILIB [D DA\ PALSYS SYSL. SCRILI B, <-VERFY C

/1

D SP=SR
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//*********************************************************/

/1™ */
/1* RACNPW- PASSWIFD M QLATI ONS REPCRT */
L L LR LR PR */
/1* */
11* THESE STATEMENTS PRIDUCE A REPCRT OF PASSWRD */
/1* M QAT ONS AT LGBIN T ME */
11* */
//*********************************************************/
11*

[/SYSTSN D *
RACFRNV T TLE (' PASS/VORFD M QLATI ON REPCRT)

SH ECT PRIESS
EVENT LGN EVQUAL( 1)

LI ST SCRT(USR)

END

/*

//*********************************************************/

/1% */

/1* RAONMR- MN TCR NGRACF | NVBRN NG MIDE REPCRT ~ */

S */

/1% */

/1* THESE STATEMENTS PRCDUCE A REPCRT OF AQCESS GRANTED */

/1* ONLY BECAUSE THE WARN NG MIE | S ACTI VE */

/1% */

//*********************************************************/

/1*

//SYSTSN [D *

RACFRW T TLE (" MON TAR NG AGTESS ATTEVPTS | N VWWRN NG MICE )
SHECT PRESS WRN NG

LI ST SORT( DATE USER BEVENT NAME ALASS)

BE\D
/*

hhkkkhkkkhkkhkhkhkhhhkdhhhhhhhkhkhhhkhhhhhkhhhhhkhrhhrhhhkhrhhrhkhxhix
/1 /
/1* */
11* RAC/NOMD - RACF COMVANDS REPCRT */
(1% e e */
/1* */

/1* THESE STATEMENTS PRDUCE ALIST CF ALL THERMCF */
//* COWMDS|SSUED  THE REPCRT | S SCRTED BY USER */
K J
//*********************************************************/
/ISYSTSN [D *

RACFRW T1 TLE (" MON TQR NG THE USE GF RACF GOMVANCS )

SA ECT PRICESS

EVENT ALLGOMVAND

SUMVARY CCOMVAND BY (SR
END

/*
//*********************************************************/
/1% *
[1*  RAOMV- AGCESS VI QLATI ONS RERCRT *
[I%  eece il *
/1% *

[1* THESE STATEMENTS PRCDUCE A REPCRT (F AQCESS FAI LURES */
[1* TOALL RACF PROTECTED RESOLRCES AADM QATIONS AT */

[1* LOZNTIME */
[1* A SUMPARY REPCRT BY RESOURCE AND BY USER WLL */
/1* ALSOBE PROM DD */
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11*

*/

//*********************************************************/

/ISYSTSN [D *
RACFRW T1 TLE (' MON TQR NG AQCESS Ml QLATI O\B)

SH ECT PROCESS M QATI ONS

EVENT AQCESS EVQUAL( 1)

EVENT LGGN

LI ST SIRI(LSR  ALASS)

SUMVARY RESOLRCE BY( USER)

SUMARY USER BY( RESOLRCE)
BEND
/*
//*********************************************************/
/1% */
/1% RAO/NIPE - CPERATI NS USERS REPCRT */
. */
/1% */
/1* THESE STATEMENTS PRODUCE A REPCRT OF THE ACTIM TIES */
/1* CF CPERATI ONS AND GROLP- CPERATI QNS USERS */
/1% J

//*********************************************************/

/1*

[/SYSTIN D *
RACFRWTI TLE(" USERS WTH CPERATI ONS CR GROUP- CPERATI ONS ATTR BUTE )

SHECT PROESS AUTHR TY( GPERATI ONS)

EVENT ALLS\C
EVENT ALLGOMVAND

LI ST SCRT(USER)

END

/*

//*********************************************************/

Nk */

/1*  RAOMPE- SPEQ AL USERS REPCRT */

[1%  ceeeeee oo */

/1% g

/1* THESE STATEMENTS PRIDUCE A REPCRT GF THE ACTIM TIES */

/1* OF SPEQ AL AND GROLP- SPEQ AL LBERS g

/1% */

//*********************************************************/

11*

//SYSTSN [D *
RACFRW TI TLE (" UBERS WTH SPEQ AL (R GROP- SPEQ AL ATTR BUTE RERQRT)

SHECT PROCESS REASON SPEQ AL)

SALECT PROCESS AUTHR TY( SPEQ AL)

EVENT ALLSVC

EVENT ALLGOMVAND
LI ST SCRT(SER)
END
/*
//*********************************************************/
/1 */
K RAOMLL - ALL ACTI M TI ES REPCRT J
J1%  emmee e */
K J
/1* THESE STATEMENTS PRODUCE A REPCRT CF ALL RACF SMF - */
/1* REQORDS SCRTED BY USER ANDA  GENERAL SUMARY J
/1* REPCRT SHOWNG O/ERALL RACK RELATED SYSTEMACTIM TY. */
/1* TH'S REPORT CAN PRODUCE MORE THAN 10, 000 LI NES J
/1 */
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//*********************************************************/

/1%

/1SYSTSN D *

RACFRW TI TLE (' ALL ACTI M TI ES REPCRT BY UBER) GE\BLM
LI ST SORT(WSER)

END

/*

A.19 DSMON
/IRNDEM JB (ACCTH),
/1 " POR\AME [ *CPER/
/1 AASSA /*JAASH
/1 MG BVE=(1, 1),
/1 MBALASS=X,
/1 NOTI FY=,
/1 TI ME=30,
/1 USER=, GROLP=, PASSIIRD= | *RACP
/1% /* JCTRL*/

/1*

//* LB (BBPO - |PA.JALIBRATEV

//* @E (BIPOSEARTY GJ CE

//* DOC TH S SAMPLE JOL PRODUCES CAMIN ( DATA SEAR TY MN TR

11* REPORTS DAMIN PRODUCES REPCRTS ON THE STATUS OF THE
/1* SEAR TY B\WM RONMENT AND, | N PARTI GLAR ONTHE

11* STATUS OF THE RACF RESOLRCES. YOU NEED THREE GONTRQL
/1* STATEMENTS TO GONTROL DEMIN REPCRTI NG

/1*

/1* LI NEGOUNT = NUMBER CF LI NES PER PACE

/1*

/1* FUNCTT AN = FUNCTT ON NAME

11* SYSTEM = SYSTEMREPCRT

/1* RACEP = QROP TRE REPCRT

11* SYSPPT = PROCRAMPROPERIT ES TABLE REPCRT

/1* RACAUT = RACF AUTHOR ZBD CALLER TABLE REPCRT

11* RAODDT = RACF ALASS DESCR PTCR TABLE REPCRT

/1* RACEXT = RACF EXI TS REPCRT

11* RAOGAC = RACF GL(BAL ACCESS TABLE REPCRT

/1* RACSPT = RACF STARTED PROCHDURE TABLE REPCRT

11* RMOBR = SHECTED USERS ATTR BUTE REPCRT

/1* SYSAPF = SH ECTED DATA SETS REPCRT

11* SYSINK = SH ECTED DATA SETS REPCRT

/1* SYSCAT = SH ECTED DATA SETS REPCRT N RU
11* RXXST = SH ECTED DATA SETS REPCRT

/1* SYSS6 = SH ECTED DATA SETS REPCRT

11* USERCPT = SH.ECTED DATA SETS REPCRT( USED

/1* WTH USRDEN CR RAGERP REPCRYT)

11* AL = AL THE REPCRTS

/1*

11* USERCPT = USER | NPUT TO BE PROCESSED BY THE

/1* ANCTONSPEOHED THEVALID

11* FUNCTT ONS THAT YQU CAN SPEA FY ARE

/1* WRAN = STATUS GF SH.ECTED USER DATASET
11* RMOFP =LISTTHEAROPTREGFASPEAHC
/1* GROP NAME

11*
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[/RINCT1  BXEC PQWH GDBW00, REG ONS512K

[/ SYSPRNT D SYSQur=*

[/SYSUr2 D SYSQJr=

//SYSUTL DD DeNAI PALSYS SYSL PARML B O SP=9R

//SYSN D *

ANCTT AN SYSTEM

RINCTTON  RAGGP /*  REMDVE THE FUNCTI ONS YQU */
ANCTT AN SYSPPT /* DONOT WANT TOI NOLLDE  */

RUNCTT N RACAUT

AUNCTT OGN RACDT

RINCTT AN RACEXT

ANCTT AN RAGGAC

RINCTTON RACSPT

ANCTTON RAOBR

RINCTTON - SYSAPF

ANCTTON SYSINK

RUNCTT N SYSCAT /* NJ.RJ */

AUNCTT N RAXCST

RINCTTON  SYSS6

ANCTTON ALL /* TH S FUNCTI ON GENERATES ALL THE */
[* REPCRTS, | F YOUSHLECT TH S */
/* REMDVE ALL THE STATEMENTS ABOE */

AINCTTON LSROAN [* USERQPT STATEMENTS */

WERCPT  USROBN SYSL. LINKLI B /* CHANCE DS NAME */

RINCTTON  RAGGP

WBERPT  RACGP SYSL /* GHANGE GROP NAME  */

/*
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Appendix B. Records Generated by Unload Utility

Table 2. Records Generated by the RACF Database Unload Utility IRRDBUOO.

Record type

Description

[0 Copyright IBM Corp. 1986,

0100 Group basic data

0101 Group subgroups

0102 Group members

0103 Group installation data

0110 Group DFP data

0200 User basic data

0201 User categories

0202 User classes

0203 User group connections

0204 User installation data

0205 User connect data

0210 User DFP data

0220 User TSO data

0230 User CICS data

0240 User language data

0250 User OPERPARM data

0251 User OPERPARM scope

0260 User WORKATTR data

0400 Data set basic data

0401 Data set categories

0402 Data set conditional access

0403 Data set volumes

0404 Data set access

0405 Data set installation data

0410 Data set DFP data

0500 General resource basic data
0501 General resource tape volumes
0502 General resource categories
0503 General resource members

0504 General resource volumes

0505 General resource access

0506 General resource installation data
0507 General resource conditional access data
0510 General resource session data
0511 General resource session entities
0520 General resource DLF data

0521 General resource DLF job names
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Appendix C. RACF Report Writer Output Samples

This appendix contains sample RACF Reports produced from the RACFRW
predefined reports.

C.1 Header page

This header is included in all outputs from RACF report writer.

It will not be

repeated in the examples below, but use to be listed for all reports.

[0 Copyright IBM Corp. 1986

EVENT/ QUALI FI ER KEY

EVENT QUALIFIER MEAN NG

1

©®~NO U A®WN RO

WWNNNNNNNNNNERR BB BB BB
RFPSOOVNODIRAOINRLROO®INOU »®N R O

© O ~NOUAWNR O

W N RO

©O~NOU A WN RO

PR R R R R R
N oM ®N PO

, 1992

JCB INTIATION / TSO LOGON LOGFF
SUCCESSFUL | N TIATION

I NVALI D PASSWRD

I NVALI D GROP

I NVALI D O DCARD

I NVALI D TERM NAL/ CONSOLE

I NVALI D APPLI CATI ON

REVOKED USER D ATTEMPTI NG ACCESS
USER D AUTQVATI CALLY REVQKED
SUCCESSFUL TERM NATI CN
UNDEFI NED USER D

I NSUFFI O ENT SEQLRI TY LABEL AUTHCR TY
NOT AUTHCR! ZED TO SEQLR TY LABEL
SUCCESSFUL RACINI T | N TIATION
SUCCESSFUL RACINI T DELETE

SYSTEM NOWREQU RES MCRE AUTHCRI TY
REMOTE JCB ENTRY - JCB NOT AUTHCR ZED
SURRCGAT CLASS | S | NACTI VE

SUBM TTER | S NOT AUTHCR ZED BY USER
SUBM TTER | S NOT AUTHCOR ZED TO SECUR TY LABEL
USER |'S NOT AUTHOR ZED TO SLBM T J(B
WARN NG | NSUFFI O ENT SEQLRI TY LABEL AUTHCR TY

WARN NG SECLRI TY LABEL M SSI NG FROMJ(B, USER (R PRCFILE

WARN NG NOT' AUTHCR! ZED TO SEQLR TY LABEL
SECUR TY LABELS NOT COMPATI BLE

WARN NG SECUR TY LABELS NOT COMPATI BLE
CURRENT PASSWIRD HAS EXPI RED

I NVALI D NEW PASSWCRD

VER FI CATI ON FAI LED BY | NSTALLATI ON

GROUP ACCESS HAS BEEN REVOKED

O DCARD | S REQU RED

NETWORK JGB ENTRY - JCB NOT AUTHCR ZED

WARN NG UNKNOWN USER FROM TRUSTED NCDE PROPAGATED
RESAURCE ACCESS

SUCCESSFUL ACCESS

I NSUFFI Q ENT AUTHCRI TY

PRCFI LE NOT FOUND - RACFI ND SPEQ FI ED ON MACRO
AQCESS PERM TTED DUE TO WARN NG

FAI LED DUE TO PROTECTALL

WARN NG | SSUED DUE TO PROTECTALL

I NSUFFI O ENT CATEGORY/ SECLEVEL

I NSUFFI O ENT SEQLR TY LABEL AUTHORI TY

WARN NG SECLRI TY LABEL M SSI NG FROMJ(B, USER (R PRCFILE

WARN NG | NSUFFI O ENT SEQLRI TY LABEL AUTHCR TY

WARN NG DATA SET NOT CATALOGED

DATA SET NOT CATALOGED

PRCFI LE NOT FOUND - REQU RED FCR AUTHORI TY GHECKI NG
WARNI NG | NSUFFI O ENT CATEGORY/ SEQLEVEL

ADDVAL/ CHOVAL

SUCCESSFUL PROCESSI NG OF NEWVALUME

I NSUFFI O ENT AUTHCR TY

I NSUFFI O ENT SECLURI TY LABEL AUTHCR TY

LESS SPEQ FI C PRCOFI LE EXI STS WTH DI FFERENT SEQLABEL

RENAME RESOURCE

SUCCESSFUL RENAME

I NVALI D CGROP

USER NOT | N GROLP

I NSUFFI O ENT AUTHCRI TY
RESOURCE NAME ALREADY DEFI NED

USER NOT DEFI NED TO RACF
RESOURCE NOT' PROTECTED

WARNI NG RESOURCE NOT' PROTECTED

USER | N SEOOND QUALI FI ER | S NOT RACF DEFI NED
LESS SPEQ FI C PRCOFI LE EXI STS WTH DI FFERENT SECLABEL
I NSUFFI G ENT SEQLR TY LABEL AUTHORI TY
RESOURCE NOT PROTECTED BY SECUR TY LABEL
NEWNAVE NOT PROTECTED BY SEQLRI TY LABEL

NEW SECLABEL MUST DCM NATE QLD SECQLABEL

WARN NG | NSUFFI O ENT SEQUR TY LABEL AUTHCR TY
WARNI NG RESOURCE NOT' PROTECTED BY SEQURI TY LABL
WARN NG NEWNAME NOT PROTECTED BY SECUR TY LABL
WARN NG NEWSEQLABEL MUST DOM NATE QLD SECLABEL
DELETE RESOURCE
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0 SUCCESSFUL SCRATCH
RESOURCE NOT FOUND
2 I'NVALI D VOLUME
6 DELETE ONE VOLUME CF A MULTI VOLUME RESCURCE
SUCCESSFUL DELETI ON
7 DEFI NE RESOURCE
SUCCESSFUL DEFIN TION
GROUP UNDEFI NED
USER NOT | N GROLP
I NSUFFI Q ENT AUTHCRI TY
RESOURCE NAME ALREADY DEFI NED
USER NOT DEFI NED TO RACF
RESOURCE NOT' PROTECTED
WARNI NG RESOURCE NOT' PROTECTED
WARN NG SECLRI TY LABEL M SSING FROMJ(B, USER (R PRCFILE
WARN NG | NSUFFI O ENT SEQLR TY LABEL AUTHR TY
USER I N SECOND QUALI FI ER 1'S NOT RACF DEFI NED
I NSUFFI O ENT SEQLRI TY LABEL AUTHCR TY
LESS SPEQ FI C PROFI LE EXI STS WTH DI FFERENT SEQURI TY LABE

[

o

©O~NOU A WN RO

PR e
NP o

8 ADDSD COWAND
9 ADDGROUP COWAND
10 ADDUSER COMVAND
11 ALTDSD COMBND
12 ALTGROP COWAND
13 ALTUSER COMVAND
14 CONNECT COMVAND
15 DELDSD COMVAND
16 DELGROP COMAND
17 DELUSER COWAND
18 PASSWORD CCMVAND
19 PERM T COMVAND (I NCLUDES PERVFI LE, PERVDIR)
20 RALTER COMVAND (I NCLUDES ALTFILE, ALTDIR)
21 ROEFI NE OCOWRND (| NCLUDES ADDFI LE, ADCDI R
2 ROELETE COWAND (| NCLUDES DELFI LE, DELDIR
23 REMOVE COMVAND
24 SETROPTS COWAND
25 RVARY COMVAND
0 NO VI QLATI ONS DETECTED
1 | NSUFFI O ENT AUTHR TY
2 KEYWZRD VI CLATI ONS DETECTED
3 SUCCESSFUL LI STI NG CF DATA SETS
4 SYSTEM ERRCR | N LI STI NG GF DATA SETS

26 APPQLU

0 PARTNER VER! FI CATI ON WAS SUCCESSFUL

1 SESS| ON ESTABLI SHED W THOUT VER FI CATI ON
2 LOCAL LU KEY WLL EXPI RE IN <= 5 DAYS

3 PARTNER LU ACCESS HAS BEEN REVOKED

4 PARTNER LU KEY DCES NOT MATCH TH S LU KEY
5 SESS| ON TERM NATED FCR SEQUR TY REASON
6 REQU RED SESSI ON KEY NOT DEFI NED

7 PCBSI BLE SEQUR TY ATTACK BY PARTNERLU

8 SESSI ON KEY NOT DEFI NED FCR PARTNER LU
9 SESS| ON KEY NOT DEFINED FOR TH S LU

10 SNA SEQUR TY RELATED PROTOOOL ERRCR

11 PRCFI LE CHANGE DUR NG VER FI CATI ON

12 EXPI RED SESSI ON KEY

AN "*' PREFI XED TO A USER CR GROUP NAME | NDI CATES THE NAME | S ACTUALLY A JCB CR STEP NAME, RESPECTI VELY
. THE PHRASE ' UNDEFI NED USER REFERS TO THCBE TSO LOGONS WA CH SPEQ FI ED USER DS THAT WERE NOT DEFI NED TO RACF,
AND TO BATCH JCBS WA CH DI D NOT SPEQ FY THE ' USER= CPERAND CN THEI R JCB STATEMENTS

.A'+" PREFIXED TO A RESCURCE NAME | NDI CATES THAT A GENER C PRCFI LE WAS ACCESSED
.A'(Q' APPENDED TO A RESOURCE NAME MEANS THAT THE RESOURCE NAME | S GENERI C

.A'-'" APPENDED TO A VMEVENT DESCR PTI ON MEANS THAT THE EVENT OONTI NUES ON THE NEXT LI NE
.A'(T)" APPENDED TO A DATASET I N LI ST OF DATASET NAMES AFFECTED BY A SECLABEL CHANGE MEANS THAT THE DATASET | S A TAPE DATASET.

C.2 All Activities Report
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92. 086 16: 20: 59 RACF REPCRT
ALL ACTI VI TI ES REPCRT BY USER
COMVAND GROLP ENTERED -
RACFRW FCRVAT TI TLE(’ ALL ACTI VI TI ES REPCRT BY USER) GENSUM
LI ST SCRT(USER)

% SELECTED
0%

END
92. 086 16: 20: 59 RACF REPCRT - GENERAL SUWARY
ALL ACTIM TI ES REPCRT BY USER
READ SELECTED
STATUS RECCRDS 0 0
PROCESS REQCRDS 903 903
TOTAL PROCESS REQCRDS FCR DEFI NED USERS 903 903
TOTAL PROCESS RECCRDS FCR UNDEFI NED USERS 0 0
--- JB/ LOGN STATISTICS ---
TOTAL JCB/ LOON LOGFF 179
TOTAL JCB/ LOGON SUCCESSES 76
TOTAL JCB/ LOGON VI QLATI ONS 1
TOTAL JCB/ LOGON ATTEMPTS BY UNDEFI NED USERS 0
TOTAL JCB/ LOGON SUOCESSES BY UNDEFI NED USERS 0
TOTAL JCB/ LOGON VI QLATI ONS BY UNDEFI NED USERS 0
TOTAL JCB/ LOGON SUCCESSFUL TERM NATI ON 102
JCB/ LOGON VI QLATI ONS BY HOLR -
0-1 1-2 2-3 3-4 4-5 5-6 6-7
0 0 0 0 0 0 0
8-9 9-10 10-11 11-12 12-13 13-14 14-15
0 0 0 0 0 0 [
16-17 17-18 18-19 19-20 20-21 21-22 22-23
1 0 0 0 0 0 0

RACF Starter System

100
100

%
%(CF ALL PROCESS RECCRDS)

0 % (CF ALL PROCESS RECCRDS)

I
Y

oo or

%CF TOTAL ATTEMPTS
%CF TOTAL ATTEMPTS
%CF TOTAL ATTEMPTS
% CF TOTAL ATTEMPTS
%CF TOTAL ATTEMPTS

7-8

15-16

23-24

PAGE 1

PAGE 4



TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL
TOTAL

92. 086

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

92. 083

RESCURCE ACCESSES (ALL EVENTS)
RESOURCE AQCESS SUOCESSES
RESOURCE AQCESS WARN NGS
RESOURCE ACCESS VI CLATI ONS
RESOURCE ACCESSES (ALL EVENTS) BY UNDEFI NED USERS

RESOURCE ACCESS SUGCESSES BY UNDEFI NED USERS

RESOURCE ACCESS WARNI NGS BY UNDEFI NED USERS

RESOURCE ACCESS VI QLATI ONS BY UNDEFI NED USERS

RESOURCE AQCESSES USI NG GENER C PRCFI LE
RESOURCE ACCESS SUGCESSES USI NG GENERI C PRCFI LE
RESOURCE ACCESS WARN NGS USI NG GENER C PRCFI LE

RESOURCE ACCESS VI QLATI ONS US| NG GENER C PRCFI LE
RESOURCE ACCESS VI OLATI ON\S BY HOUR -
0-1

8-

0
9
0

16-17

3

16: 20: 59

17:30: 18 XAD1

17:

19:

20:

22:

16:

16:

16:

16:

19:

19:

16:

22:

16:

22:

30:

12:

16:

30:

47:

a7

52:

52:

25:

26:

: 37:

37

43:

52:

02:

22

48

53

03

08

11

29

30

58

01

35

45

50

25

18

XA01

XA01

XA01

XA01

XA01

XA01

XAO1

XA01

XA01

XA01

XA01

XA01

XA01

XA01

XA01

1-2 2-3

0 0
9-10 10-11
0 0
17-18 18-19
0 0

*JCB/ USER *STEP/

TIME SYSID NAME GROP

AROR TSO
M ARCR

M ARCR

AROR TSO
M ARCR
AROR TSO

AD TR SYSL

DODELL SysiL

DCDELL SYsL
DAVE CDELL

DCDELL Sys1

DODELL Sysi
DAVE CDELL

HANDEL TSO
HANDEL/ CH AKPO
HANDEL TSO

P2010AA  P2010
ADR AN ALVES

P2010AA  P2010
ADR AN ALVES

ROGERS P9113

STADES TSO
BERTRAND DUFRASNE

sTC svs1
(NAVE LNKNO)

3-4
0
11-12
0

19-20
0

RESOURCE  STATISTICS ---

724

720 99 % CF TOTAL ACCESSES
0 %CF TOTAL ACCESSES
1 %GCF TOTAL ACCESSES
0 %CF TOTAL ACCESSES
0 %CF TOTAL ACCESSES
0 %CF TOTAL ACCESSES
% CF TOTAL ACCESSES
369 51 %CF TOTAL ACCESSES
365 50 %CF TOTAL ACCESSES
% CF TOTAL ACCESSES
% CF TOTAL ACCESSES

cooosoO
o

» O
P o

4-5 5-6 6-7 7-8

0 0 0 0

12-13 13-14 14-15 15-16
0 0 0 0

20-21 21-22 22-23 23-24
0 0 0

1

RACF REPCRT - LI STI NG CF PROCESS RECCRDS PAGE
ALL ACTIM TI ES REPCRT BY USER

- - TERM NAL- -

SOG31044

SOGS1044

SOGS1044

SOGSJ044

SOGsQ97

SOGSQ97

SOGSAD64

SOGSA064

SCDLD12B

SCOLD12B

SNR227I B

LVL

0

NHzm<m

or>»Ccao

JCBI D=(AROR 92. 083 12: 56: 58) , USERDATA=()
AUTH=( NORVAL) , REASON=( CLASS)

SESS| ON=TSO LOGON, TERV NAL=S0GS1044

DATASET=NPM VIRSM). FNVPARM VCLUME=NKASC3

JCBI D=(AROR 92. 083 12: 56: 58) , USERDATA=( ) , OMER=SYSL

AUTH=( NORVAL) , REASON=( CLASS)

SESS| ON=TSO LOGON, TERV NAL=S0GS1044

DATASET=NPM VLREMD. FNVPROFS, GENPROF=NPM *, VCLUVE=NKATPL, LEVEL=00
JCBI D=(AROLR 92. 083 18: 12: 39) , USERDATA=() , OMER=SYSL

AUTH=( NCRVAL) , REASON=( ENTI TY (R FAI LSCFT PROCESS! NG

SESS| ON=TSO LOGON, TERV NAL=S0GS1044

DATASET=SYS1. LOCAL. VTAMLI B, GENPROF=SYSL. *, VOLUME=QCSGXX, LEVEL=00,
| NTENT=UPDATE, ALLOAED=UPDATE

JCBI D=(AROLR 92. 083 18: 12: 39) , USERDATA=()

AUTHE( NON) , REASON=( NONE)

JCBI D=( RACFAUDT 92. 083 22: 30: 01) , USERDATA()

AUTH=( NONE) , REASON=( NONE)

JCBI D=( DCDELL 92. 083 16: 47: 06) , USERDATA=()

AUTHE( NONE) , REASON=( NONE)

JCBI D=(DADELL 92. 083 16: 47: 06) , USERDATA=( ) , OKER=SYSL

AUTH=( NCRVAL) , REASCN=( ENTI TY (R FAI LSCFT PROCESS! NG

SESS| ON=TSO LOGON, TERV NAL=S0GSQ97

DATASET=SYSL. DD R GENPROF=SYSL. *, VCLUVE=NKACAT, LEVEL=00, | NTENT=
CONTROL, ALLOMED=ALTER

JCBI D=( DEFPAGE 92. 083 16: 52: 28) , USERDATA=()

AUTHE(NONE) , REASON=( NONE)

JCBI D=( DEFPAGE 92. 083 16: 52: 28) , USERDATA=()

AUTH=( NCRVAL) , REASON=( CLASS)

SESSI ON=I NTERNAL READER BATCH JCB, JESI NPUT=I NTRDR, EXENCDE=VTSCVKA,

SUBM TTI NG USER=DCDELL, SUBM TTI NG NCDE=WI'SOVKA, SUBM TTI NG GROUP=SYSL

DATASET=DBP2. DSNDBC. DBO1. TSOL. | 0001. AD01, VCLUVE=STDB2B

JCBI D=( HANDEL 92. 083 13: 07: 25) , USERDATA=( ) , OAKER=HANDEL

AUTH=( NCRVAL) , REASONE( CLASS)

SESS| ON=TSO LOGON, TERV NAL=S0GSAD64

DATASET=HANDEL. SPFLOGL. LI ST, GENPROF=HANDEL.. *, VCLUVE=MKSQD5, LEVEL=00
JCBI D=( HANDEL 92. 083 13: 07: 25) , USERDATA=()

AUTH=( NONE) , REASCN=( NONE)

JCBI D=(P2010AA 92. 083 16: 31: 24) , USERDATA=() , OMER=G TTI NS

AUTHE( NCRVAL) , REASCN=( ENTI TY CR FAI LSCFT PROCESSI NG

SESSI ONETSO LOGON, TERM NAL=SCDLDL12B

DATASET=G TTINS. A A GENPROF=A TTI NS *, VALUME=I NFCPK, LEVEL=00, | NTENT=

READ, ALLONED=NCNE

JCBI D=(P2010AA 92. 083 16: 31: 24) , USERDATA=() , OMER=G TTI NS
AUTH=( NORVAL) , REASCN=( ENTI TY CR FAI LSOFT PROCESS! NG

SESSI ONETSO LOGON, TERM NAL=SCDLDL2B

DATASET=G TTINS. A A GENPROF=A TTI NS. *, VOLUME=I NFCPK, LEVEL=00, | NTENT=

READ, ALLONED=NCNE
JCBI D=(ROGERS| 92. 083 22: 43: 48) , USERDATA=()

AUTH=( NONE) , REASCN=( NONE)

JCBI D=( STADES 92. 083 10: 31: 19) , USERDATA=() , OKER=STADEB

AUTH=( NCRVAL) , REASCN=( ENTI TY CR FAI LSCFT PROCESSI NG

SESSI ONETSO LOGON, TERV NAL=SNR2271 B

DATASET=STADES. | SPF. | SPPROF, GENPROF=STADES. *. *, VOLUME=MKATSQ LEVEL=
00, | NTENT=UPDATE, ALLONED=ALTER

JCBI D=( DFHSM 92. 083 06: 57: 47) , USERDATA=( ) , OMEREDCDELL

AUTH=( NCRVAL) , REASON=( CLASS)

SESS| ON=STARTED PROCEDURE, TCKEN STATUS=(

CREATED BY PRE 1.9 RACF CALL)

DATASET=HSM QCDS. BACKUP, VD000505, GENPROF- FROMEHSM *, GENPROF- TO=HSM
VOLUVE=MKATSQ, LEVEL=00, NEWRESCURCE NAVE=HSM QCDS, BACKUP. V0000509

Appendix C. RACF Report Writer Output Samples
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C.3 Access Violations Report

92. 086 16: 21: 07 RACF REPCRT PAGE 1
MON TR NG ACCESS VI CLATI ONS
COMVAND GROLP ENTERED -
RACFRWFCRVAT TI TLE(’ MON| TR NG ACCESS VI (LATI ONS' )
SELECT PROCESS Ml CLATI ONS
EV ACCESS EVQUAL(1)
EV LGN
LI ST SCRT( USER QLASS)
SUMVARY RESCLRCE BY( USER
SUMVARY USER BY( RESCLRCE)

END
92. 086 16: 21: 07 RACF REPCRT - LI STING CF PROCESS REQCRDS PAGE 4
MONI TCR NG ACCESS M QLATI ONS
E
vV Q
E U
*JCB/ USER *STEP/ --TERMNAL-- N A
DATE TIME SYSID NAMVE ROP ID LM T L
92.083 16:37:35 XA01  P2010AA  P2010 SOOLDI2B 0 2 1 JCBID=(P2010AA 92. 083 16: 31: 24) , USERDATA=() , OMER=Q TTI NS

ADR AN ALVES AUTH=( NORVAL) , REASCN=( ENTI TY CR FAI LSCFT PROCESS! NG
SESS| ONETSO LOGON, TERV NAL=SCDLDL2B
DATASET=G TTI NS, A A GENPROF=G TTI NS, *, VCLUVE=I NFGPK, LEVEL=00, | NTENT=
READ, ALLONED=NCNE
92.083 16:37:45 XAO1 ~ P2010AA P2010  SCDLDI2B O 2 1 JCBID=(P2010AA 92.083 16: 31: 24) , USERDATA=() , OMER=G TTI NS
ADRI AN ALVES AUTH=( NORVAL) , REASONS( ENTI TY QR FAI LSOFT PROCESSI NG
SESSI ONETSO LOGON, TERM NAL=SCDLDL2B
DATASET=G TTI NS, A A GENPROF=G TTI NS, *, VCLUVE=I NFGPK, LEVEL=00, | NTENT=
READ, ALLONED=NCNE
92.083 16:39:28 XA01  P2010AA P2010  SCDLDI2B 0 2 1 JCBI D=(P2010AA 92. 083 16: 31: 24) , USERDATA=() , OKER=Q TTI NS
ADRI AN ALVES AUTH=( NORVAL) , REASONS( ENTI TY CR FAI LSOFT PROCESSI NG
SESSI ONETSO LOGON, TERM NAL=SCDLD12B
DATASET=G TTI NS. ZZ810320. SCR PT, GENPROF=Q TTI NS. *, VOLUVE=MKAESE,
LEVEL=00, | NTENT=READ, ALLONED=NONE
92.083 16:31:02 XA01 ~ P2010AA P2010  SCDLDI2B 0 1 25 JCBI D=( 00.000 00: 00: 00) , USERDATA=()

ADR AN ALVES AUTH=( NONE) , REASONE( RAGI N T FAI LURE)
SESSI ON=TSO LOGON, TERV NAL=SCDLDL2B
02.083 23:09: 14 XA01 STCSP4  TSO SIA2002B 0 2 1 JCBI D=(STCSP4 92.083 23: 04: 45) , USERDATA=() , OMER=PATMC
P. MOCARTHY AUTH=( NCRVAL) , REASCN=( ENTI TY CR FAI LSCFT PROCESS! NG

SESS| ON=TSO LOGON, TERM NAL=SJA2002B
DATASET=PATMC. CSP330. MBL, GENPROF=PATMC. *, VOLUME=STI MS5, LEVEL=00,
| NTENT=UPDATE, ALLONED=-READ

92.086 16: 21: 07 RACF REPCRT - RESOURCE BY USER SUMARY PAGE 5
MON TR NG ACCESS VI CLATI ONS
WER I NTENTS -cmmemmmnnns
*JB SUCCESS WARNNGVIQATION  ALTER OONTROL  UPDATE READ  TOTAL

DATASET =+A TTINS. A A
P2010AA AR AN ALVES 0 0 2 0 0 0 2 2
ACCUMULATED TOTALS - 0 0 2 0 0 0 2 2
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %
UNDEFI NED USERS (JCBS) ONLY
ACCUMULATED TOTALS - 0 0 0 0 0 0 0 0
PERCENTAGE GF TOTAL ACCESSES - 0% 0% 0% 0% 0% 0% 0%
GENER C PROFI LE USED
ACCUMULATED TOTALS - 0 0 2 0 0 0 2 2
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %

DATASET =+@ TTI NS, Z2810320. SCR PT
P2010AA AR AN ALVES 0 0 1 0 0 0 1 1
ACCUMULATED TOTALS - 0 0 1 0 0 0 1 1
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %
UNDEFI NED USERS (JCBS) ONLY
ACOUMULATED TOTALS - 0 0 0 0 0 0 0 0
PERCENTAGE GF TOTAL ACCESSES - 0% 0% 0% 0% 0% 0% 0%
GENER C PRCFI LE USED
ACCUMULATED TOTALS - 0 0 1 0 0 0 1 1
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %

DATASET =+PATMC. CSP330. MBL
STCSP4  P. MOCARTHY 0 0 1 0 0 1 0 1
ACCUMULATED TOTALS - 0 0 1 0 0 1 0 1
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 100 % 0%
UNDEFI NED USERS (JCBS) ONLY
ACCUMULATED TOTALS - 0 0 0 0 0 0 0 0
PERCENTAGE GF TOTAL ACCESSES - 0% 0% 0% 0% 0% 0% 0%
GENER C PROFI LE USED
ACCUMULATED TOTALS - 0 0 1 0 0 1 0 1
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 100 % 0%

92.086 16: 21: 07 RACF REPCRT - USER BY RESCLRCE SUMVARY PAGE 7

MONI TCR NG ACCESS M QLATI ONS

-- -~ I NTENTS-
RESOURCE NAME SUCCESS  WARNI NG VI QLATI ON ALTER  OONTRL UPDATE READ TOTAL

USER = P2010AA

NAME = ADRI AN ALVES

CLASS = DATASET

+A@TTINS. A A 0 0 2 0 0 0 2 2
+Q TTI NS. ZZ810320. SCR PT 0 0 1 0 0 0 1 1
ACOUMULATED TOTALS - 0 0 3 0 0 0 3 3
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %
GENER C PRCFI LE USED

ACCUMULATED TOTALS - 0 0 3 0 0 0 3 3
PERCENTAGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0% 0% 100 %
USER = STCSP4

NAME = P. MOCARTHY

CLASS = DATASET

+PATMC. CSP330. ML 0 0 1 0 0 1 0 1
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ACOUMULATED TOTALS - 0 0 1 0 0 1 0 1

PERCENTAGE CF TOTAL AQCESSES - 0 % 0 % 100 % 0% 0% 100 % 0%
GENER C PRCFI LE USED

ACOUMULATED TOTALS - 0 0 1 0 0 1 0 1
PERCENTACGE CF TOTAL ACCESSES - 0% 0% 100 % 0% 0 % 100 % 0%

C.4 RACF Commands Report

92.086 16:21:11 RACF REPCRT PACE 1
MON TORI NG THE USE OF RACF COMVANDS
COMMAND GROUP ENTERED -
RACFRWFCRVAT Tl TLE(' MONI TOR NG THE USE CF RACF COMVANDS')

SELECT PROCESS
EV ALLOOWAND
SUMVARY COMVAND BY( USER)
END
92.086 16: 21: 11 RACF REPCRT - CCMVAND BY USER SUMVARY PAGE 4
MN TCR NG THE USE GF RACF COWRANDS
QALIFIER COORRENCES ~ USER NAVE

EVENT = 19 - PERM T/ PERWFI LE/ PERVDI R COMAND

0 - NO VI CLATI ONS DETECTED

1 P5104YB  BELLEDAME/ WA TE
ACCUMULATED TOTALS - 1
ACCUMULATED TOTALS - 1

C.5 Special Users Report

92.086 16: 21: 25 RACF REPCRT PAGE 1
USERS W TH SPEQ AL ATTR BUTE REPCRT
COMVAND GROLP ENTERED -
RACFRW FCRVAT TI TLE(" USERS W TH SPEQ AL ATTR BUTE REPCRT')
SELECT PROCESS REASON( SPECI AL)
SELECT PROCESS AUTHCR TY( SPEQI AL)

EV ALLSVC
EV ALLOOMAND
LI ST SCRT(USER)
END
192. 087 10: 18: 34 RACF REPCRT - LI STI NG CF PROCESS RECCRDS PAGE 4
0 USERS WTH SPEQI AL ATTR BUTE REPCRT
0 E
VvV Q
E U
*JOB/USER *STEPl  --TERMNAL-- N A
DATE  TIME SYSD NAE  GROP ID M T L
092.086 19:58: 48 XAO1  PATRONE  TSO SOEBMB2 019 0 JCBI D=( PATRONE 92. 086 16: 55: 57) , USERDATA=( ) , OMER=DCDELL

M PATRONE AUTHE( SPEQ AL) , REASONS( CLASS, SPEQ AL/ CPERATI ONS)
SESS| ON=TSO LOGON, TERV NAL=S0GSMD62
PERM T P1101. * CLASS(DATASET) | D(VAINI) ACCESS(ALTER
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C.6 Operations or Group-Operations Users Report

92.086 16:21: 16 RACF REPCRT PAGE
USERS W TH CPERATI ONS ATTR BUTE
COMVAND GROLP ENTERED -
RACFRWFCRVAT TI TLE(’ USERS W TH CPERATI ONS ATTR! BUTE )
SELECT PROCESS AUTHOR TY( GPERATI ONS)

EV ALLSVC
EV ALLOOWAND
LI ST SCRT(USER)
END
92.086 16: 21: 16 RACF REPCRT - LI STI NG OF PROCESS RECORDS PAGE
USERS W TH CPERATI ONS ATTR BUTE
E
vV Q
E U
*JOB/USER *STEF  --TERMNAL-- N A
DATE TIME SYSD NAE ~ GROP ID M T L
92.083 22:06:34 XA01  STC Svs1 0 7 0 JCBI D=(DFHSM 92. 083 06: 57: 47) , USERDATA=( ) , OMER=VAYNE

(NAVE LNKNONK) AUTH=( CPERATI ONS) , REASONS( CLASS)
SESS| ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=HSM BACK. T320622. WAYNE. | SPF. | 2083, VOLUVE=M GRAT, LEVEL=00,
MCDEL- ENTI TY=VAYNE. | SPF. | SPPROF, MCDEL- VCLUME=DSPAKL
Sys1 0 7 0 JCBI D=(DFHSM92. 083 06: 57: 47) , USERDATA=() , OMER=SYSL
(NAVE LNKNOK) AUTH=( CPERATI ONS) , REASON( CLASS)
SESSI ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=HSM BACK. T500622. MKX. SYSL. | 2083, VOLUVE=M GRAT, LEVEL=00,
MODEL- ENTI TY=MKX. SYSL. QLI ST, MODEL- VCLUVEENKAVR
92.083 22:10: 23 XA01 ~ STC svs1 0 7 0 JCBID=(DFHSM 92. 083 06: 57: 47) , USERDATA=( ) , OMER=SYSL
(NAVE LNKNONK) AUTH=( CPERATI ONS) , REASONS( CLASS)
SESS| ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=HSM BACK. T151022. SYSL. GONFI G | 2083, VCLUVE=M GRAT, LEVEL=00,
MODEL- ENTI TY=SYSL. GONFI G | OCDS, MODEL - VOLUVE=CCSGXX
Sys1 0 7 0 JCBI D=(DFHSM92. 083 06: 57: 47) , USERDATA=() , OMER=SYSL
(NAVE LNKNOK) AUTH=( CPERATI ONS) , REASON( CLASS)
SESSI ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=HSM BACK. T241022. GCSG VTAMLST. | 2083, VCLUME=M GRAT, LEVEL=00,
MCDEL- ENTI TY=CCSG VTAM.ST, MCDEL - VALUVE=CCSGX
92.083 22:11:32 XA01 ~ STC svs1 0 7 0 JCBID=(DFHSM 92. 083 06: 57: 47) , USERDATA=() , OMER=SYSL
(NAVE LNKNOK) AUTH=( CPERATI ONS) , REASONS( CLASS)
SESS| ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=HSM BACK. T291122. UCAT. | NEWEAT. | 2083, VOLUME=M GRAT, LEVEL=00,
MCDEL- ENTI TY=UCAT. | NEWCAT, MCDEL - VICLUME=! NFCPK
svs1 0 3 0 JCBID=(DFHSM 92. 083 06: 57: 47) , USERDATA=() , OMER=STCSPA
(NAVE LNKNOK) AUTH=( CPERATI ONS) , REASON( CLASS)
SESSI ON=STARTED PROCEDURE, TCKEN STATUS=(
CREATED BY PRE 1.9 RACF CALL)
DATASET=STCSP4, SPFTEMPL. CNTL, GENPROF=STCSP4. *, VCLUME=| NFCPK, 0LDVCL=
MKHSVB, LEVEL=00, ALLONED=NCNE

92.083 22:06:55 XA01  STC

92.083 22:10:31 XA01  STC

92.083 23:10: 11 XA01  STC
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Appendix D. DSMON Reports Output Samples

This appendix contains examples of output reports using DSMON functions. All
DSMON outputs have 133 columns. In this appendix the reports were truncated
to best fit in the page.

D.1 Using Function SYSTEM

RACF DATA SEOLR TY MIN TR DATE 03/ 26/ 92
SYSTEM REPORT

PU- 1D 310824

CPU MIDEL 9021

CPERATI NG SYSTEM LEVEL MS 3.8 SP4.2.2)BB4422
SYSTEMRES DENCE VALUME MKARSL

SWID XA01

RACF VBERS (N1 RELEASE 9 IS ACTIVE

D.2 Using Function SYSPPT

RACF DATA SEOLR TY MIN T(R DATE 03/ 26/ 92
PROGRAM PROPERTI ES TABLE REPORT
PRORAM BYPASS PASS/FD SYSTEM
NAME PROTECTT ON KEY
AHGIF NO YES
HLGIF NO YES

| HGIF NO YES
PYGOW NO YES
EReM CPU NO NO
ERBHYTQC NO NO

| GGIGRAO NO YES

| @PPTO1 YES YES
THMNT YES YES
TH.M SO NO YES
PLTSSDT NO YES
RTVENIST NO YES

| CBPROJT NO YES
ARFBHD1 NO YES
ARFBHR2 NO YES
ASBSCHAL NO YES

| SSSPTRR YES YES
PPCTL NO NO

D.3 Using Function RACAUT

RACF DATA SEOR TY MN T(R DATE 03/ 26/ 92
RACF AUTHORI ZED CALLER TABLE REPORT

MIDULE RMAONT RACLI ST

NAME AUTHR ZED AUTHR ZD

PGHTL NO YES

D.4 Using Function RACEXT

RACF DATA SEOLR TY MIN T(R DATE 03/ 26/ 92
RACF EXI TS REPORT

EXT MDUE MIDLLE

NAME LENGTH
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D.5 Using Function RACUSR

RACF DATA SEOLR TY MIN TR DATE 03/ 26/ 92
SELECTED USER ATTRI BUTE REPORT
WERD -eeeeeeeeeeee-e ATTRBUEETYPE ----------------
SPEQ AL CPERATI ONS AD TR REVOE
ADR ANA SYSTEM
ANN SYSTEM
ADT SYSTEM
BILL ROP RoP
BW QP ROP AROP
DAV D SYSTEM SYSTEM
DBEVETR O AROP ROP
DR SYSTEM SYSTEM
O ANA QP ROP AROP
DX QAP [exeby
EDWRD SYSTEM
FCE.R>B ROP P
RAEH SYSTEM
HA MD SYSTEM SYSTEM ROP
POMR SYSTEM SYSTEM SYSTEM
RACF DATA SEOLR TY MIN T(R DATE 03/ 26/ 92
SELECTED USER ATTRI BUTE REPORT
TOTAL DEFl NED USERS: 267
TOTAL SH ECTED ATTR BUTE USERS:
ATTR BUTE BAS S SPEAAL CPERATI ONS AD TR REVCKE
SYSTEM 5 5 3 1
FRAP 6 5 4 0

D.6 Using Function RACSPT

RACF DATA SEOLR TY MIN TR DATE 03/ 26/ 92
RACF STARTED PROCEDURES TABLE REPORT
PROCEDURE ASSOO ATED ASSOO ATED

NAMVE USER [exevy PRM LEGD TRETED
JEX STC SYSL YES NO

NET STC SYS1 YES NO

NPM STC SYSL YES NO

TSO STC SYS1 YES NO

CA-BM STC SYS1 YES NO

RWF STC SYS1 YES NO

LLA STC SYSL YES NO

SW STC SYS1 YES NO

LOFEC STC SYS1 YES NO
RACFALDT AD TR SYsL YES NO

| SPALMF | SPALMF TSO NO NO

SAVIN SiC SYsL YES NO

* SIC TO NO NO

D.7 Using Function RACCDT

RACF DATA SEOLR TY MIN TR DATE 03/ 26/ 92
RACF CLASS DESCRI PTOR TABLE REPORT

AASS CEFALLT CPERATI ONS
NAME STATUS AD TING STATI STI CS UACC ALOND
RVARSMVBR I NACTT VE NO NO NONE NO
RACFVARS I NACTT VE NO NO NONE NO
SEAABH. I NACTT VE NO NO NONE NO
DASDVOL ACTI VE YES YES AEE YES
@ADL ACTIVE YES YES AN YES
TAPEVOL ACTI VE YES YES AEE YES
TERM NAL ACTIVE YES YES AN NO
GIERM NL ACTVE YES YES AEE NO
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JESIABS ACTIVE NO NO NON\E NO
APPL ACTIVE YES YES NONE NO
TING ACTIVE YES YES NON\E NO
ams ACTIVE YES YES NONE NO
AN ACTIVE YES YES NON\E NO
T CGSTRN ACTIVE YES YES NONE NO
Q& CGSTRY ACTIVE YES YES NON\E NO
PQ CSPsB ACTIVE YES YES NONE NO
QP8 ACTIVE YES YES NON\E NO
Q@A ACTIVE NO NO NONE NO
GBR ACTIVE NO NO NON\E NO
D\R ACTIVE NO NO ACEE NO
FAQLTY ACTIVE NO NO NON\E NO
WM K I NACTI VE NO NO NONE YES
WRIR I NACTI VE NO NO NON\E YES
WOVD I NACTI VE NO NO NONE YES
WWNIE I NACTI VE NO NO NON\E YES
Fa CsCT ACTIVE YES YES NONE NO
H1 CSCT ACTIVE YES YES NON\E NO
Jaccr ACTIVE YES YES NONE NO
Ka C3ICT ACTIVE YES YES NON\E NO
D.8 Using Function RACGAC

RACF DATA SEOR TY MN TR DATE 03/ 26/ 92
RACF GLOBAL ACCESS TABLE REPORT
AaAss AQESS BNTRY
NAME LEVEL NAMVE
DATASET READ SR PA D™

READ &RAAUD*

UPDATE SYSL. BRIDCAST

READ SYSL. HALP
RVARSMBR -- QLGBAL | NACTI VE --
SEQLABH. -- QLCBAL I NACTI VE --
DASDVOL -- NOENTRES --
TAPEVOL -- QLGBAL I NACTI VE --
TERM NAL -- QLGBAL | NACTI VE --
APPL -- QLCBAL | NACTI VE - -
TIMG -- GGBAL | NACTI VE --
A M -- QLCBAL | NACTI VE - -
TA CSTRN -- QLGBAL | NACTI VE --
PA CSPB -- QLCBAL I NACTI VE --
GBR -- GGBAL | NACTI VE --
DS\R -- QLCBAL | NACTI VE - -
FAQLITY -- QLGBAL | NACTI VE --
JESI@BS ATER CANCHL. *. *. &RAOU D%

READ SBMT. *. RAQU D6. &RAQU D
WM K -- QLGBAL I NACTI VE --
WRER -- GLGBAL | NACTI VE --
WOVD -- QLCBAL | NACTI VE - -
VMNTIE -- QGBAL | NACTI VE --
WMBATCH -- QLGBAL I NACTI VE --
SCOMBR -- QGBAL | NACTI VE --
Fa CsCr -- QLCBAL I NACTI VE --
Jacscr -- QLGBAL | NACTI VE --
Da csoer -- QLCBAL I NACTI VE --
Sa Cstst -- QLGBAL | NACTI VE --

Appendix D. DSMON Reports Output Samples 177



D.9 Using Function RACGRP
RACF DATA SEOLR TY MIN TR
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RACF

GROUP TREE

LBVEL GROP (ONER

1 sval (DAL )
2|I@’L (DAL )
2 | s
3HIHJ (WH TE )
3HSLR (DTEL )
3HSCRT (DAL )
2||oc321
3|||I]32
o 111 am
s 1o
s |11 oo
3 || o
2||0c325

REPORT

DATE 03/ 26/ 92
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Special Characters
&RACGPID in GAC 59
&RACLNDE 50

&RACUID in GAC 59

A

access authorities 24
ADDGROUP command 17
ADDSD command

creating data set profiles 26

defining TSO users to RACF 19
ADDUSER command 19
administration

centralized 17

decentralized 17
ADSP option in SETROPTS 54
APF

See authorized program facility
applications in group structure 16
AUDIT option in SETROPTS 54, 55
auditing

considerations 85

information on data set profiles

reports 81
authorized libraries 127
authorized program facility 126
authorized programs 126

B
bibliography xviii
BLKUPD 75

block update command utility 75
broadcast data set 21

C

CATDSNS option in SETROPTS 32
CDT

See class descriptor table
centralized administration 17

choosing between generic or discrete profiles

CICs
placing modules in LPA 8
protecting CICS resources 51
class descriptor table 62

CLASSACT option in SETROPTS 36, 56

CMDVIOL option in SETROPTS 55

command exit 68

conditional access
WHEN(CONSOLE) 49
WHEN(PROGRAM) 44
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CONSOLE class 49
consoles

controlling the use of 49
converting TSO users to RACF 19
cross-reference utility 74

D

DASDVOL class 37

data encryption standard modification

data set profile
access authority 24
access list 24
auditing information 25
contents 23
creating 26
erase-on-scratch option 25
for tape data sets 28

listing 29
naming a profile 23
owner 24

permitting access to 26

searching 29

UACC 25

using generic characters 26
data sets

access checking 32

forcing the cataloging of data sets

profile name 23

protecting LLA PARMLIB data sets
protecting LLA-managed data sets

protecting system data sets 31
database name table 5
DATASET class 23
DB unload utility 77, 167
decentralized administration 17
defining groups 17
defining local nodes 50
DES

See data encryption standard modification

discrete profiles
creating 26
DSMON
control statements 87
description 86
JCL example 164
MVS integrity 125
output samples 175
dynamic parse table 66

E

EARLYVERIFY option in SETROPTS 54

EGN
See enhanced generic naming
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enhanced generic naming group structure (continued)

EGN option in SETROPTS 26 group benefits 14
using generic characters in profile names 26 group characteristics 13
ERASE option in SETROPTS 25, 54 group concept 13
exits implementation 18
description 67 skeleton group structure 14
how exits get control 70 SYS1 group 13
ICHCNXO00 exit 68 group tree in storage 9
ICHDEXO01 exit 68 GRPLIST option in SETROPTS 54
ICHPWXO01 exit 68 GTERMINL class 42
ICHRSMFE exit 68
router exit ICHRTX00 71
SVC related exits H
ICHRCXO01 exit 67 hardware for integrity 125
ICHRCXO02 exit 67 HELP on line 91
ICHRDX01 exit 67 hiperspace
ICHRDXO02 exit 67 controlling the use of 48

ICHRFXO01 exit 67
ICHRFXO02 exit 67 |
ICHRIX01 exit 67
ICHRIX02 exit 67
ICHRLXO01 exit 67
ICHRLXO02 exit 67
extending RACF database 76

IBMUSER 18
ICHCNXO00 exit 68
ICHDEXO01 exit 8, 68
ICHMINOO 4
ICHPWXO01 exit 68
ICHRCXO01 exit 67

F ICHRCX02 exit 67
FACILITY class 32, 48 ICHRDSNT 5

FRACHECK macro 67 ICHRDXO01 exit 67
FUNCTION function in DSMON 87 ICHRDXO02 exit 67

ICHRFXO01 exit 67
ICHRFXO02 exit 67

G ICHRINO3

GAC See started procedures table
See global access checking table ICHRIXO01 exit 67

GENCMD option in SETROPTS 26, 36, 54 ICHRIX02 exit 67

general resource group profile ICHRLXO01 exit 67
definition 36 ICHRLXO02 exit 67
for terminals 42 ICHRSMFE exit 68

general resources ICHRTXO0O0 router exit
protecting 36 description 71

general resources profile functions 71
creating 35 installation 72
permitting access to 35 purpose 71

GENERIC option in SETROPTS 26, 36, 54 ICHUT100 74

generic profiles ICHUT200 74
creating 26 ICHUT300 75

GENERICOWNER option in SETROPTS 51 ICHUT400 76

GENLIST 14, 57 ID(*) 25, 35

global access checking table 59 IMS
considerations 62 placing modules in LPA 8
description 59 protecting IMS resources 52
example 59 INITSTATS option in SETROPTS 5, 56
maintenance 61 input devices 46
special qualifiers 59 installation 1

GLOBAL option in SETROPTS 54, 61 installation jobs 133

group structure integrity
administration IRRDBUOO 77, 167

centralized 17
decentralized 17
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IRRDSC00 9

IRRMINOO 4

IRRUT100 74
IRRUT200 74
IRRUT300 75
IRRUT400 76
ISPF panels

data set profile services 92

general resource profile services 99
group profile services 104

system security options 113

user profile services 107

J
JES BATCHALLRACF option in SETROPTS 56
JES commands
controlling the issuing of 49
JES related classes
CONSOLE class 49
FACILITY class 48
JESINPUT class 46
JESJOBS class 47
JESSPOOL class 49
NODES class 48
OPERCMDS class 49
SURROGAT class 47
WRITER class 50
JES spool control 49
JESINPUT class 46
JESJOBS class 47
JESSPOOL class 49
job related classes 45
job submission and cancellation 47
jobs entering the system from other nodes 48

L

library lookaside
LLA PARMLIB data sets 31
LLA-managed data sets 31
limiting input devices for job submission 46
LINECOUNT function in DSMON 87
LIST option in SETROPTS 54
LISTDSD command 29
LLA
See library lookaside
LNKLST 31, 127
local nodes 50
LOGOPTIONS option in SETROPTS 55

M

macros 67, 129
merging RACF database 76
MSTRJCL 7
MVS commands
controlling the issuing of 49

MVS integrity
MVS router 129
MVS router exit 68

N

naming convention table 23
new password exit 68
NODES class 48
non-restructured database 1
NRDS 1

@)
OPERAUDIT option in SETROPTS 54, 55
OPERCMDS class 49
options
See SETROPTS
output
controlling where output can be printed 50

P

panels

See ISPF panels
password encryption exit 68
PASSWORD option in SETROPTS 54, 56
PERMIT command 26, 35
postprocessing exit 67
PPT

See program properties table
pre-processing exit 67
preventing the use of undefined terminals 42
program access to data sets 44
PROGRAM class 43
program control 43
program properties table 128
PROTECTALL option in SETROPTS 56
protecting

CICS resources 51

DASD volumes 37

data on tape 38

data sets 23

general resources 35

IMS resources 52

JES resources 45

load modules 43

programs 43

sensitive programs 44

tape volumes 38

temporary data sets 45

terminals 41

TSO resources 52
publications  xviii

R

RACAUT function in DSMON 87
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RACCDT function in DSMON 87 restricting resource access only to RACF-defined

RACDEF macro 67 users 25, 35
RACDST function in DSMON 87 restricting the creation of new profiles 51
RACEXT function in DSMON 87 restricting users to specific terminals 43
RACF classes restricting when a terminal can be used 42
RACF database restructured database
allocation for existing installations 4 allocating 4
allocation for new installations 4 comparison with old format 1
converting to the restructured format 9 converting to 9
defining the database name 5 router exit ICHRTX00
recommended number of resident blocks 7 See ICHRTXO0O0 router exit
space considerations 2 router table 63
upgrading the templates 4 RVARYPW option in SETROPTS 54
RACFRW
See report writer
RACFVARS class 36, 40, 50 S
RACGAC function in DSMON 87 SAF
RACGRP function in DSMON 87 See system authorization facility
RACGRP job 15 SAUDIT option in SETROPTS 55
RACHECK macro 67 SEARCH command 29
RACINIT macro 67 SECLABEL option in SETROPTS 56
RACLIST 14, 22, 36, 57 SECLABELAUDIT option in SETROPTS 55
RACLIST macro 67 SECLEVELAUDIT option in SETROPTS 55
RACONVRT command selection exit 67
description 19 sensitive programs 44
prefix.IKJ.RACONVRT.CLIST 19 SETROPTS
RACROUTE macro 129 auditor operands 55
RACRTXO0 job 72 considerations for SETROPTS 56
RACSPT function in DSMON 87 description 53
RACUSR function in DSMON 87 GENLIST 57
RACWALL job 83 RACLIST 57
RACWAYV job 84 recommended options 54
RACWCMD job 84 statistics gathering 56
RACWOPE job 84 skeleton group structure 14
RACWPW job 84 split/merge/extend utility 76
RACWSPE job 83 spliting RACF database 76
RACWWAR job 84 started procedures table
RALTER command 39 description 63
RDEFINE command 35 example 65
RDS 1 installation 65
report writer starter groups structure 13
auditing considerations 85 starter system
description 81 group structure 14
JCL example 161 starter system JCL 133
output samples 169 statistics gathering 5, 56
RACWALL job 83 STATISTICS option in SETROPTS 56
RACWAYV job 84 SURROGAT class 47
RACWCMD job 84 surrogate users 47
RACWOPE job 84 SVC related exits 67
RACWPW job 84 SVC routines, restricting 128
RACWSPE job 83 synchronizing RACF database 21
RACWWAR job 84 SYS1 group in group structure 13
report writer exit 68 SYS1.UADS
reports converting to TSO segment 19
description 81 defining TSO users to RACF 19
DSMON 86 synchronizing the RACF database 21
report writer 81 SYSAPF function in DSMON 87

SYSCAT function in DSMON 87
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SYSLNK function in DSMON 87

SYSPPT function in DSMON 87

SYSSDS function in DSMON 87

system authorization facility 128

SYSTEM function in DSMON 87

System management in group structure 15

T

tables
APF-authorized command table 8
class descriptor table 62
dynamic parse table 66
global access checking table 59
naming convention table 23
program table 8
router table 63
started procedures table 63
tape data set protection 28, 38
tape volume protection 38, 39
tape volume table of contents 39
TAPEDSN class 38
TAPEVOL class 38
TEMPDNS class 45
temporary data sets 45
TERMINAL class 42
TERMINAL option in SETROPTS 42, 56
TSO
APF-authorized command table 8
converting TSO users to RACF 19
defining TSO users to RACF 19
program table 8
protecting TSO resources 52
TSO segment 22
TVTOC
See tape volume table of contents

U

UACC (universal access authority) 25
UADS 19

undefined terminals 42

unload utility 77, 167

user concept 13

user profiles 19

USEROPT function in DSMON 87

using RACFVARS to protect general resources

40

USRDSN function in DSMON 87

utilities

DB unload utility 77
description 73
IRRUT100/ICHUT100 74
IRRUT200/ICHUT200 74
IRRUT300/ICHUT300 75
IRRUT400/ICHUT400 76

Vv

verification utility program 74

virtual lookaside facility

for group tree ins storage

using for LLA modules

VLF

See virtual lookaside facility

w

WHEN(PROGRAM) option in SETROPTS 44, 54

WRITER class
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