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Disclaimer @@

The information contained in this document is distributed on an "asis" basis without any warranty
either express or implied. The customer is responsible for use of thisinformation and/or
implementation of any techniques mentioned. IBM has reviewed the information for accuracy, but
thereis no guarantee that a customer using the information or techniques will obtain the same or
similar resultsin its own operational environment.

In this document, any references made to an IBM licensed program are not intended to state or imply
that only IBM’s licensed programs may be used. Functionally equivalent programs may be used
instead. Any performance data contained in this document was determined in a controlled
environment and therefore, the results which may be obtained in other operating environments may
vary significantly. Users of this document should verify the applicable data for their specific
environment.

It is possible that this material may contain reference to, or information about, IBM products
(machines and programs), programming, or services that are not announced in your country. Such
references or information must not be construed to mean that I1BM intends to announce such IBM
Products, programming or servicesin your country.

IBM retains the title to the copyright in this paper as well astitle to the copyright in all underlying
works. 1BM retains the right to make derivative works and to republish and distribute this paper to
whomever it chooses.
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The following are trademarks of International Business Machines Corporation:

CICS DFSMS HiperBatch

DB2 Open Edition PSF

1BM 0S/390 System/390

IMS MVSESA VTAM
RACF

g— : t
s
FiYY Thefollowing are trademarks or registered trademarks of other companies or institutions:

Open Software Foundation Open Software Foundation, Inc.
OSF

DCE

Distributed Computing Environment

NetWare Novell

NT Microsoft Corporation

ACF2, Topsecret Computer Associates I nc.
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What is a Firewall ?

The Firewall
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An Application Gateway Firewall @@

TCP/UDP
IP/ICMP

Non-secure Net

No IP-level Connectivity
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@ A Router Firewall
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IP Filte
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IP-level Connectivity
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@ 0S/390 Key Firewall Technologies @@ @ IP Eilters @@
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IP Packet Filter

FTP (Application Gateway) Proxy
SOCKS (Circuit Gateway) Server
Network Address Translation (NAT)

Virtual Private Networks (VPN) G

Real Audio Support 'h..'..'nl"'.l '

>
>
>
>
>
>

Interfaces

Management

Non-secure
Net

> Logs and Reports
> Monitor and Detect
> Administration GUI
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@ IP Filters ... @@ @ FTP Proxy Server @@
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To.

Filters

([External ;l.,-.‘n;'-.“."'-'

! 1 Internal]]

Non-secure Net

Proxy Authentication

FTP I . FTP
i Real FTP Server Authenticati
Client eal erver Authentication Server
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Socks Server

ort

Interfaces

Optional IdentD
. Authentication
Client

Real Server Authentication

Non-secure Net

Server
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TCP/UDP

RESERVE a.b.2.0 255.255.255.0
TRANSLATE 10.0.0.0 255.0.0.0
C sitering )
NAT

Based on non-translated
IP addresses (10.x.x.x)

a.b.1.0/24

Frc:ab.l.l dest=a4b.241l

Non-secure 10.0.0.0/8 secure

Frcza.b.l.l dest=10.041.1l e

ab.l.1 10.0.1.1
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Virtual Private Network

B CE.'.\V
\.L_ [ @'_/“e\
ceeV® ocure
0S/390 ocur® 0S/390
Firewall  o0® Firewall
XL Standard IPSec [ Uses S/390 hardware
protocol CMOS Cryptographic
Coprocessor
9
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e-business IPSec Encapsulation Modes

> The protocol formats for AH and ESP are independent of the
cryptographic algorithms used to perform the authentication and
encryption.

> Encapsulation Modes

— Tunnel Mode - The full IP packet is encapsulated and a new IP Header
is used. Tunnel mode is used when the communicating systems are not
the tunnel endpoints.

— Transport Mode - The payload is encapsulated and the original IP
Header is re-used. Transport mode is used when the communicating
systems are the tunnel endpoints.
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Firewall

Tunnel mode designed to provide secure
communications between two firewalls
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@ Customer’s use of VPN'’s
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Remote

iD Access

Business
Partner/

Supplier
Intranet

Corporate
Intranet
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Firewall Firewall

Transport mode designed to provide secure

communications between two comunication
systems
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@ VPN support on OS/390

e-business Support for so called manual tunnels only !

Support for dynamic tunnels announced for V2R8
Sept.99

Support for tunnel and transport mode !

IPsec support for the latest Internet drafts to provide
better interoperability.
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@@ @ Firewall Management @@
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Firewall A Firewall B R Logs and Reporting

Tunnel Owner

Tunnel Partner
Dest=B1,SPI=1000

Dest=A1,SPI1=392113

Remaddr=B1
Rem SPI=1000
Ownaddr=A1
Own SPI=392113
Policy

Keys

I Monitor and Detect
Rem SPI=392113
Ownaddr=B1
Own SPI=1000

Policy
Keys

Administration GUI

Import
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@ Logging & Reporting @@ @ Monitor and Detect @@

R Enhanced SYSLOG Daemon R Logging can be directed to the system log

Logs Firewall events in a condensed format to either :

System log can be scanned by Netview and Alerts can
then be generated based upon thresholds set by
customer !

> HFS log files
> SMF records (TYPE 109)
|

'| |Illllll'|1l'.ll‘
No standard Reporting Utility currently available ! W

This does not come out of the box !

We will supply a REXX procedure to prepare the
records for loading into a Relational Database (DB2) as

part of the redbook Customer has to do that himself !
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Administration & Configuration

Through the UNIX System Services command line
interface

Since Version 2 Release 7 a JAVA GUI

System comes with predefined rule-set !

IBM Technical Support
© Copyright IBM Corporation, 1999

@

e-business

AR

JAVA GUI

=3 05 /390 Firewall Technologies
Connect  Help

=1 E3

Firewall Name:  [aOhill@dcefwi4.endicott.ibm.com LogoffiLogon...

=y System Administation | 2 Help, [ & Louviewer... |
ak 2 ommand:  |[Query Firewall Stack(s) Status =
(2 Interfaces Jouery (s) =
1 Domain Name seric:
3 Bystermn Logs stack = CS390IP -
: status = Up
2 Log Facilities ero _ TopsTP
2 real Audio

level = H/A
active filters = Ho
filter logging = Mo

[2) Metwork Objects

=y Traffic Control

- [2] Connection Setup

@ Caonnection Activation
£y Cannection Templates

active HAT = Ho
Hat logying — Ho

.3 semvices stack — CS390IPB
: status = Up
@ Rules type = Firewall
* ) Bocks level = 270
[2) wirtual Private Network lactive filters = Ho

<y AT filter logying = Ho

@ Setup active HAT = Ho

H Hat logging = Ho

L 2] Activation

: raily o
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Configuration Server

GP

= Runs on OS/390
= Controlled by fwkern
= GUI <--> Config Server <--> DB APIs

Config

Client Server

FIREWALL Secure Side

IBM Technical Support
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Customer Scenario One Customer Scenario two
@@ LPAR-1 - Internet Server LPAR-2 - Prod and Intranet Server@@
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IMWEBPUB 0S/390 UNIX 0S/390 UNIX
cal cics cics Dde/ i
Port 80 and 443 \é\leb [ Y S IMS gnulor
ervel
ICAPI MQM SNA MQM
LU6.2

TCP/UDP DNS
' )
IP/ICMP | Firewall /

Interfaces | Technologies

)
1oy
l1“|}||'| ’

e TSO
9.12.14.247 TCPR/UDP TCP/UDP
Non-secure Domain: itso.ibm.com IP/I&lMP Eirewall IP/ICMP
Non-secure Address: 9.12.14.247 Interfaces| Technologies Interfaces
- — T+ I —
Connecting an existing
9.12.14.7 0S/390 production
system to the Internet . .
@s Internet Web server| -
—
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Customer Scenario three
LPAR-1 - Internet Server and LPAR-1 - Internet Server, Appl_ication Gateway Firewall,
Application Gateway Firewall _LPAR-2 - Prod and Intranet Server@@ and normal non-UNIX production
e-business e-business
0OS/390 UNIX 0OS/390 UNIX 0S/390 UNIX
DB2 DNS CIcs Normal
CICS CGl
web | CGI | 1 cics lat—7 and/or Web Batch
el } g L DL/ ETPD] [Server| |cap } T DB2
ICAPI SNA MQM -
and/or
: LU6.2 ¢~ |Socks 1%
/| Socks| | DNS i Intranet il
/ . and/or Normal
L and/or| - i Web g o
'Ill il My 3 PrgX] | FTPD Batch {7 Lserver MQM
A S
b TS0 ‘|_TcPiubp
L s IP - CTCIXCF TCP/UDE LIPHOMP Fiir eyl
|F’(.‘|CMF’ Firewall | T e dreeem e e IP/ICMP. sInterféices | eshnologies VTAM
Intesfaces | rechnologies ; Interfaces 5 HEEC - g
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@ Multiple Stack Support
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CICS, IMS, DB2, MQM, TSO, Non-UNIX Production

Internet DNS Proxy Socks
Web FTPD
Server

[}

S

TCP/UDP

T

TCP/UDP . .
(Optional CTC/XCE Link).
IP/ICMP Firewall Firewall I/ CMEy
Interfaces | Technologies Technologies |_Interfaces
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@ Demilitarized Zone (DMZ) @@
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L, [ [Jo' [
File Mail
L WWW Transfer Server L/
Filter Router Server Server Filter Router
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@ Software Requirements
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e-business 0S/390 Version 2 Release 4

> 0S/390 V2R4 eNetwork Communication Server IP, with
the DNS w/WLM KIT SK2T-6136

> 0OS/390 Security Server

> 0S/390 Firewall Technology Toolkit

0S/390 Version 2 Release 5

> Firewall Technology integrated into :
— OS/390 Security Server

— 0S/390 eNetwork Communication Server
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@ 0S/390 Firewall Technology Delivery

e-business 0S/390 Security Server

e-business Network Security SNA and TCP/IP

> Proxy server, Socks server . .

s
> Enhanced Syslog deamon Whatis a Firewall -
> Configuration Server (as of V2R7)
> administration/configuration (no check in code to use this 1) 0S/390 Key Firewall Technology explained

> |P filters
> IPsec (tunnels, VPN)
> Network Address Translation (N.A.T.)

0S/390 Firewall Technology Delivery

o~ Denial Of Service ?
Customers using CA-ACF2/Topsecret will not have the

Security Server functions !!
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@ Ping of Death
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@ Teardrop attack
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A normal re-assembled IP packet

W JC [ [ JC 1 T 7

Bytes from 1 to 1.500 Bytes from 1.501 to 3.000 Bytes from 3.001 to 4.500

Normal IP packet
65.536

=[x

AR

Bytes from 1 to 1.800 Bytes from 2.600 to 4.500

Bytes from 1.201 to 3.000
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