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Trusted Contexts and Roles
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DB2 9: Trusted context and Role
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Trusted context - Local
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Trusted Context - Remote
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Trusted Context Auth ID Switching
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Trusted Context Auth ID Switching
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Use case: Separate owner privileges from DBA
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Row and Column Access Controls
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CREATE PERMISSION policy-name ON table-name
FOR ROWS WHERE search-condition
ENFORCED FOR ALL ACCESS ENABLE;
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CREATE MASK mask-name ON table-name
FOR COLUMN column-name RETURN CASE-expression
ENABLE;
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External Security (DSNX@XAC)
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RACF ENF Signals Heard by DB2 11
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How to exploit cache refresh enhancement
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Cache Refresh Considerations
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Program Authorization
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DB2 11: Program Authorization
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How to exploit Program Authorization
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Program Authorization
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REBIND PLAN (EIUPLAN) PROGAUTH(ENABLE) EF DSNPROGAUTH
DSENT2521 DB1R DSNTBRB REBIND OPTIONS FOR PLAN EIUPLAN PROGNAME : VARCHAR(24)
ACTION PLANNAME : VARCHAR(24)

OWNER DBAO15
VALIDATE  RUN
ISOLATION CS
ACQUIRE USE
RELEASE COMMIT
EXPLAIN NO
DYNAMICRULES RUN
PROGAUTH  ENABLE ———— DSNPROGAUTH_IDX1 [UNIQUE]

DSN PROGNAME, PLANNAME
RUN PROGRAM(EIUPROG) PLAN(EIUPLAN) LIB('DB2.V11.DB1R.RUNLIB.LOADZ")

PROGMDCVAL : CHAR (16) FOR BIT DATA
PROGMDCPAD : CHAR()

CREATOR : VARCHAR(128)

ENABLED : CHAR()

CREATETS : TIMESTAMP

REMARKS : VARCHAR(762) [Nullable]
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RUN PROGRAM(DSNS8MCG) PLAN(EIUPLAN) LIB{'DBZ2.V11.DB1R.RUNLIB.LOAD2")
DSNE106E PLAN EIUPLAN NOT AUTHORIZED FOR SUBSYSTEM DB1R AND AUTH 1D 2.
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