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Safe and Secure Transfers with z/OS FTP

Overview

(or, FTP and Security — an oxymoron?)
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= FTP (File Transfer Protocol):

RFC959

— Also referred to as RFC959 FTP or “normal” FTP
FTP — The FTP protocol we all know and have used for years.

— Has been extended numerous times since RFC 959 was issued in 1985

— An RFC959 FTP client talks to an RFC959 FTP server - not an sftp server

— What the z/OS CS FTP client and server have supported through many years
= sftp (Secure Shell File Transfer Protocol):

— A sub-protocol of SSH (Secure Shell)
— Supported on z/OS by "IBM Ported tools for z/OS" and at least two ISV products
— Has nothing to do with RFC959 FTP - incompatible protocols

— An sftp client talks to an sftp server - not an RFC959 FTP server

= FTPS (File Transfer Protocol Secure):
— Also referred to as FTP — SSL, RFC4217 FTP, FTP AUTH-TLS, FTP AUTH-SSL

RFC4217
FTP

» SSL/TLS protection specified by RFC4217 "Securing FTP with TLS"
— Both control connection and data connection can be secured
* No user IDs or password flowing in the clear

Page 5

— RFC959 FTP but extended with full network security (authentication, data integrity, and
data privacy) using a standard security mechanism, such as Kerberos or SSL/TLS
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FTP FTPS FTP SFTP
With no security | FTP w. SSL/TLS | FTPw. IPSec | A3 implemeried by
RFC959
RFC959 + Any RFC level
RFC4217
User ID and password protection No Yes Yes Yes
Data protection (the file being
fransferred) No Yes Yes Yes
2/0S UNIX file support Yes Yes Yes Yes
2/0S MVS data set support Yes Yes Yes vww_M:Mw”an”thm”J
Use of System z hardware encryption Yes (for random
technologies e Yes Yes number generation)
Partner authentication via locally stored Yes (pre-shared
copies of public keys e No key) Yes
Partner authentication via X509
certificates e Yes Yes e
Use of SAF key rings and/or ICSF n/a Yes Yes Yes
FIPS 140-2 mode n/a <de MNH\ mm <MN _Muu\mﬁwm No
Mutual authentication supported n/a Yes Yes (at an IP Yes

address level)

* MVS data set support example: Dovetailed Technologies’ Co:Z SFTP
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150

128 connections

gy

100

50

32 connections

2IIP processor

Total Server CPU Utilization %

50

Throughput (MB)

& Clear Text 4 IPSec without zlIPs
- AT-TLS ¥ IPSec with zlIPs

All measurements done with z/OS V1R12
Outbound Data (Gets) to an MVS client
3DES encryption with SHA authentication

From 1 to 128 parallel connections

Highest throughput numbers obtained with 0 think-time

All performance data contained in this publication was obtained in the specific operating environment and under the conditions described and is presented as an
illustration. Performance obtained in other operating environments may vary and customers should conduct their own testing.
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Client: 1210 LPAR (3 dedicated CPs)

Server: 1z10 LPAR (4 dedicated CPs)
Connectivity: OSA-E3 10 GbE
Encryption/Authentication: 3DES/SHA
Transaction: 1 byte /2 MB

Target data sets: MVS data sets on 3390 DASD
Think time: 1500 ms

Number of connections: 1to 128

Driver tool: AWM
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Safe and Secure Transfers with z/OS FTP

Steps for securing FTP on z/OS:

M Securing the z/OS FTP client and server

Page 8
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z/OS FTP — the big picture

Server Security
FTP.DATA database SMF Syslogd

« SQL queries

7 Submit jobs

7 i * Query job status
z/0S FTP Server + Retrieve job output
| .

Transmit NJE data

[P

" . Security exits
Remote FTP Client  Clear-text connections, Y

or secured with
SSL/TLS, Kerberos, or

IPSec | + MVS data sets
| B » z/OS UNIX files
z/0S FTP Client + 7108 UNIX pipes

-

Batch job, Application
Using FTP client API

Remote FTP Server

The remote FTP partners may
reside on any platform that
supports the FTP protocol and its

various security extensions. Client Security
FTP is an open standards FTP.DATA database
protocol.
Page 9 ©2011 IBM Corporation
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Securing the local z/OS FTP server

1. Basic platform security setup is a prerequisite
—  Users defined with proper MVS data set access protection

— z/OS UNIX files defined with proper owning user and group along with
user/group/world access permissions

— ...and so forth

2. FTP server-specific SAF resource definitions
—  Via SERVAUTH resource profiles

3. Security-related options in the server’'s FTP.DATA configuration file

—  Controlling various aspects of how the FTP server reacts to selected
requests, such as a request for anonymous access

4. Optional security exits in the FTP server

— Can be implemented to provide vary granular levels of controls in the FTP
server

Page 10 ©2011 IBM Corporation
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» EZB.PORTACCESS.syshame.tcpname.port_safname

— Controls ability for a started task user ID to establish itself as a server on the matching
port number in the TCP/IP Profile port reservation section

= EZB.FTP.sysname.ftpdaemonname.PORTxxxxx
— Controls ability to log into an FTP server (control port number) based on the SAF user ID
that is being used to log in
— Initially used for SSL/TLS connections if SECURE_LOGIN VERIFY_USER was coded in
the FTP server's FTP.DATA

— Can be enforced for all types of connections by coding VERIFYUSER TRUE in the
server's FTP.DATA - (This support was added in z/OS V1R10)

» EZB.FTP.sysname.ftpdname.SITE.DUMP and
EZB.FTP.sysname.ftpdname.SITE.DEBUG

— Provides ability to restrict usage of SITE DUMP and DEBUG commands (commands may
generate large amount of output)

= EZB.FTP.sysname.ftpdaemonname.ACCESS.HFS
— Provides ability to generally restrict FTP user access to the z/OS UNIX file system

—UNQQ 11 © 2011 IBM Corporation
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= ANONYMOUS
— Controls the ability to log into your FTP server as an anonymous user
— If the ANONYMOUS option is not included in the server's FTP.DATA, anonymous access
is disabled
— Disabled by default — keep it that way, unless you have specific need for it.
* If you do enable ANONYMOUS, make sure to change the default value of 1 on the
ANONYMOUSLEVEL option to 3
« Also, verify the settings of all the options that start with “ANONYMOUS” — there are a total of 8
including the ANONYMOUS option itself

» Use the supplied shell script to build a specific zZOS UNIX file system directory structure for
anonymous access

+ EMAILADDRCHECK is a syntax check only of the entered email address

= DEBUGONSITE and DUMPONSITE
— Controls the ability to enable dump and debug SITE command options

— If you set these to TRUE, make sure you define the corresponding SERVAUTH profiles
so only authorized users can issue these two SITE command options

= PORTCOMMAND, PORTCOMMANDPORT, PORTCOMMANDIPADDR, and
PASSIVEDATACONN

— Control the ability of your FTP server to participate in three-way proxy mode.

Page 12 ©2011 IBM Corporation
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Selected security options in the FTP server’'s FTP.DATA (2 of 3)
= REPLYSECURITYLEVEL

— Controls how much identification information is sent on the initial 220 greeting message

from the FTP server, and also how much detail is returned when MVS data set contention
occurs.

— Default is no restrictions (level 0).

— If your auditors request you to send as little information as possible, use a setting of 1 on
this option
» Level 0: 220-FTPABC1 IBM FTP CS V1R11 at MVS098, 16:42:51 on 2009-05-24.
* Level 1: 220-IBM FTP, 16:45:57 on 2009-05-24.

= ACCESSERRMSG

— To prevent details of failed log in attempts to be returned to the FTP client user, set this
option to FALSE (which is the default).

—You may change it to TRUE in an internal-only shop if you want your users to receive
details about their failed log in attempt.
= SECURE_...

— There are a number of options that start with SECURE_ - they are all used to control the
ability of the FTP server to accept secure connections (SSL/TLS or Kerberos)

Page 13
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Selected security options in the FTP server’'s FTP.DATA (3 of 3)

= VERIFYUSER

— Discussed earlier — extends SAF check of all users’ ability to connect to the server’s
control port number

+ EZB.FTP.sysname.ftpdaemonname.PORTxxxxx

= PASSIVEDATAPORTS

— Controls which range of port numbers the server may use for passive mode data
connections

— Can be very useful if there are filtering firewalls in-between the FTP client and the FTP
server

If you created your server’s FTP.DATA data set years ago, we
recommend recreating it based on the FTPSDATA member in
hlg.SEZAINST. Many new options have been added over the

last releases and all are included in this sample member for
documentation purposes.

Page 14
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FTP server security exit points — extending FTP server security

FTP Server

Accept/reject connections based on client and server IP address and port information

Accept/reject login based on client user ID and/or password

Accept/reject/modify individual FTP commands and their arguments

Accept/reject submission of a job based on analyzing records of job to be submitted

Initiate file transfer post processing based on result of file transfer

Accept/reject writing of old SMF118 records (no longer recommended)

address space has been created)

If these exits routines are present they will be loaded and called at the defined exit points
The FTCHKIP exit is called by the FTP daemon, while the others are called by the FTP server (after the new

The command check routine is the most widely used. It has information about the current command from

the client, what the current working a:moﬁoﬂ is, what file-type we are using, etc. It may reject the command
as

or it may modify the command options, suc

it does reject the command,

definitions can be checked in that routine if needed

Page 15

the file or

] ata set name on a STOR or RETR command. If
it can also return the text that will be returned to the client in the 500 reply

The FTCHKCMD exit executes under the logged in user’s user ID. Installation-defined SAF resource

The exits are normally coded in assembler, but we have seen examples where they were coded in C.

© 2011 I1BM Corporation
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FTP server security exit details

Daemon When control Client and server IP Accept or
address connection is being addresses and ports reject
space accepted by the FTP connection
daemon setup
Server When the client user IP addresses and ports, Accepft or
address sends the PASS client user ID and password | reject login
space command request
Server For every command IP addresses and ports, Accept,
address received over the client user ID, directory reject, or
space control connection type, file type, current modify the
directory, and the FTP FTP command
command and arguments
Server For every record in a IP addresses and ports, the | Accept or
address job that is being full JES input record reject the job
space submitted to JES submission
Server For every completed IP addresses and ports, Initiate post
address file transfer operation | plus details about the processing
space completed file transfer

Samples for all in hlqg.SEZAINST

Page 16
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= Basic platform security setup is a pre-requisite
—Users defined with proper MVS data set access protection
—2z/0OS UNIX files defined with proper user/group/world access permissions
—Etc.

» FTP server-specific SAF resource definitions
—None for the FTP client

» Security-related options in the client’'s FTP.DATA
—Not really any

» Optional security exits @ @
—No exit points in the z/OS FTP client (but requirement s
to have one has been dutifully noted)

There really isn’t much you can do in this area short of protecting
the FTP client program itself.

—UNQQ 17 © 2011 IBM Corporation
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Safe and Secure Transfers with z/OS FTP
Steps for securing FTP on z/OS:

M Securing the FTP connections:
SSL/TLS, crypto and certificates overview

Note: This will hurt your brain, but this is where you all run into
problems when trying to set up SSL/TLS for the first time!
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SSL/TLS in a nutshell

Definitions:

SSL = Secure Sockets Layer (an invention of Netscape). Final version was SSLv3.

TLS = Transport Layer Security (the IETF standardized version of SSL). TLS 1.0 is
based on SSLv3.

For our purposes, SSL and TLS are equivalent and one term implies the other.

._ TLS handshake identifies and
authenticates TLS client and server and
negotiates cipher suite to be used for
data protection

Handshake messages

Upon completion of the handshake, a N
secure session is established :

N Data flows through secure session using - I
symmetric encryption and message TLS session l
authentication negotiated during m
handshake Data flows through secure TLS session

—UNQO 19 © 2011 IBM Corporation
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z/OS Application Transparent Transport Layer Security (AT-TLS)

._ A z/OS application issues a connect() or accept() on
a socket to establish a new outbound or inbound
connection, respectively. Within the transport layer
of the stack, AT-TLS policy is consulted to decide if
TLS protection is configured for this traffic. If so, System SSL
the stack’s AT-TLS support establishes the TLS i
connection...

N AT-TLS directs the TLS handshake. All
identities, cipher suites, etc. are defined
in AT-TLS policy. Note that sessions
established by AT-TLS on z/OS
interoperate seamlessly with “regular”
TLS applications on remote nodes.

Handshake messages

Hw AT-TLS takes outbound cleartext and

sends it over the TLS-protected session.
Likewise, it receives encrypted data off
the session and presents it to the
application as cleartext. Many
applications never know the TLS session
exists, although some may want/need to
(AT-TLS aware, AT-TLS controlling)

TLS session

Seeea—|

Data flows through secure TLS session

—UNQO 20 © 2011 IBM Corporation
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Port-determined SSL/TLS (Implicit)

Server port x

connect

All connections
to port x will be
secure

p 2]

= SSL/TLS handshake
Secure connection

Application-negotiated SSL/TLS (Explicit)

Server port y

connect o

Connect to port y,
and then negotiate if
connection should
be secured or not

Non-secure negotiation

SSL/TLS handshake

Secure connection

1]

———————

= As soon as a connection has been
established with the server, the
SSL/TLS handshake starts
" mxmBm_V._mm are the HTTPS port (443),
and FTP’s secure port (990)
= AT-TLS considerations:
— Can be done totally transparent to
application code
» This is referred to as an AT-TLS
"Basic" application
— Optionally the application may query
mm_.\._._.w attributes, such as client
user ID (if client authentication is
used, cipher suite in use, etc)
» This is referred to as an AT-TLS
"Aware" application

Page 21

Application protocol includes verbs to
negotiate security protocol and options
Examples are FTP that uses the AUTH FTP
command to negotiate use of SSL/TLS or
Kerberos, and in some cases a TN3270
server port (Conntype NegtSecure)

AT-TLS considerations:

— Application needs to "tell" AT-TLS when to
start the SSL/TLS handshake
» This is referred to as an AT-TLS

"Controlling" application

— Otherwise, use of AT-TLS is transparent to
application

— Optionally the application may query
SSL/TLS attributes, such as client user ID
(if client authentication is used, cipher suite

in use, etc
’ v © 2011 I1BM Corporation
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= Cryptography is the use of mathematical algorithms to transform data for the

purposes of ensuring:

— Partner authentication — proving the other end point of the secure communication is
who it claims to be (certificates and asymmetric encryption)

— Data privacy — hiding the data (encryption/decryption)

— Data integrity — proving the data hasn’t been modified since it was sent (message
digests and secure message authentication codes)

— Data origin authentication — proving the data’s origin (message digests and secure

message authentication codes)

= Cryptographic operations are compute intensive, hence the need for hardware assist

technologies

= General rule: For a given algorithm: the longer keys,
the stronger security, the more compute intensive

— For example, AES-128 vs. AES-256

— Increases the amount of work an
attacker needs to do to crack the code

Page 22

Encryption
strength, CPU *
cost, time to ot
encrypt/decrypt .

Key length
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Cryptography Basics: Symmetric encryption

DES, 3DES, AES, ..

Cipher-
text:

*77&hlif
9jjuts(

Exact same value

DES, 3DES, AES, ..

» Only one key value - “shared secret” between both parties

—Same key used for both encryption and decryption

—Hence, the symmetry; each side has the same key and use the same

algorithm

= Much faster than asymmetric cryptography

—You typically use symmetric encryption for bulk encryption/decryption

= Also known as “secret key encryption”
» Securely sharing and exchanging the key between both parties is a major issue

Page 23
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Cryptography Basics: Asymmetric encryption

RSA, DSA, ..

RSA, DSA, ..

Cipher-
text:

*77&hlif
9jjuts(

Private key

p T s Public key
but not the same value

= Two different key values — no shared secrets!

— Private key is known only to owner and is kept under lock!

— Public key is freely distributed to others

— No way to derive one key value from the other

— Data encrypted with private key can only be decrypted with public key and vice versa
= Great for authentication and non-repudiation

— “digital signatures” - signing with private key
= Very expensive computationally

— Not so great for bulk encryption - usually used to encrypt small data objects like
message digests or symmetric keys

= Also known as “public key cryptography”
Page 24

RSA: Rivest, Shamir and Adleman
DSA: Digital Signature Algorithm
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Cryptography Basics: Digital signatures

Private key

Math

not the same value

Clear-
text:

“MVS is
great!”

RSA, DSA, ..

linked, but

ematically.

SHA-1, SHA-2, MD5, ..

P
/

Equivalence
proves validity

sender’s digest

Public key

A digital signature is a message digest that has been encrypted with the sender’s private key.
Validation of a digital signature proves that:

— The message text cannot have been modified since the message was signed

— The signature cannot have been tampered with
— The signature could only have been created by the partner with the matching private key

SHA: Secure Hash Algorithm — MDn: Message Digest n

Page 25
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Cryptography Basics: Trust relationships and Certificate Authorities

(or, where do certificates come from?)

S50

My corporation: ABC

A\v//vru. A_....VN(,\\WU

@

1. Generate a key-pair:
+ A private key
« A matching public
2. Generate a certificate
request document and
(e-mail to a Certificate
Authority

ABC ABC
Private Public
key key
ABC
Certificate

©)

1
®

CA
Certificate
installed
asa
trusted
root (a CA)

User Alice

Page 26

ABC Certificate Request

* Name and
address of my
ABC corporation

* My web URI

) | .

key

>m0 public key

ABC Certificate
+ Name and address of
my ABC corporation
* My web URI
+ ABC public key

Signed with'
CA’s private

1. Verify validity of ABC’s certificate by
decrypting signature using CA’s public key
and compare to content of the certificate

If they match, the certificate was indeed
issued by our trusted CA

Certificate Authority

CA
Private
key

A....v\wu
4
CA

Public
key

1. Validate request
and requestor
Generate ABC
certificate —
signed with the
CA’s private key
. Send ABC’s
certificate back to
ABC

2. Because ABC trusted the CA, and Alice trusts
the CA, Alice can now trust ABC

© 2011 I1BM Corporation
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Certificates in action: SSL server authentication

Server

BigCo CA

, Issuer
Server's

Private Key

_uNQO 27 © 2011 I1BM Corporation
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Certificates in action: SSL client authentication
(implies server authentication as well)

Server

People’s CA

; BigCo CA

g

ABC 96‘

o w Issuer

People’s CA'

Server's
Private Key

Private Key

vNQO 28 © 2011 I1BM Corporation
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SSL/TLS use of hardware crypto functions

Crypto Type Algorithm CPACF available only CPACF plus Coprocessor / Accelerator
available
N N In coprocessor mode only. Otherwise in software
RSNSighatuieiEeneistion inEottiare (Accelerator does not support this option)
encrypt/ decrypt | gsp signature verification In software In coprocessor / accelerator
PKA encrypt / decrypt for handshake In software In coprocessor / accelerator
DES encrypt / decrypt CPACF (non-FIPS mode only; DES not allowed in FIPS mode)
. 3DES encrypt / decrypt CPACF
encrypt / decrypt
AES-CBC-128 encrypt / decrypt CPACF
AES-CBC-256 encrypt / decrypt In software on z9, in CPACF on z10
SHA-1 digest generation CPACF
SHA-224 digest generation CPACF
SHA-256 digest generation CPACF
Symmetric
authentication
SHA-384 digest generation In software on 29, in CPACF on 210
SHA-512 digest generation In software on 29, in CPACF on 210
MD5 In software (non-FIPS mode only; MD5 not allowed in FIPS mode)
Page 29 ©2011 IBM Corporation
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Hardware support

= With AT-TLS enabled, check the TCP/IP stack SYSOUT file for details on which
cryptographic algorithms are supported by your hardware:

System SSL: SHA-1 crypto assist is available
System SSL: SHA-224 crypto assist is available
System SSL: SHA-256 crypto assist is available
System SSL: SHA-384 crypto assist is available
System SSL: SHA-512 crypto assist is available
System SSL: DES crypto assist is available

System SSL: DES3 crypto assist is available

System SSL: AES 128-bit crypto assist is available
System SSL: AES 256-bit crypto assist is available
System SSL: ICSF services are not available

Page 30 ©2011 IBM Corporation
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Safe and Secure Transfers with z/OS FTP
Steps for securing FTP on z/OS:

M Securing the FTP connections:
Case study: z/OS FTP server using server
authentication only — client WS_FTP Pro on

Windows

WS_FTP Professional is a product from Ipswitch File Transfer Division:

This material does not in any way endorse or promote WS_FTP Professional, but merely uses it as an example of a Windows

FTP client that supports SSL/TLS FTP functions.

Page 31
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CA certificate w.

CA certificate w. Key-ring of the server CA public key
CA public key ==

started task user ID X O 3 Signed by

=0 the CA
- private key

Server o~ ,
key-ring o "l
Server certificate w.
server public key
Server
<« > \Wﬂ private key
y N S— /w.l

Windows FTP Client
Hello — | want to use SSL/TLS

Hello — OK. me too !!

z/OS FTP Server

CA may be an external CA, such as Verisign, or it may

- rH r

1. Verify server certificate And here is my mm:\mmwmm_\mmﬂ.hmwﬁa w. be an in-house CA

has not expired server public key * Inboth cases, the CA root certificate needs to be
2. Verify server certificate — present at both the client and the server side

is valid using CA's —0!

public key ([”\U » The server certificate is signed by the CA and is stored
3. Do optional checks on =~ on the server side

the server certificate « On z/OS, this will typically be the default certificate in
4. Store server's public key the server's started task user ID's key-ring in RACF

for later use

» During SSL handshake, the server certificate (not the

5. Generate symmetric key
and encrypt under
server's public key

Encrypted under your public key
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server private key) is sent to the client
« The client verifies the certificates signature using the
CA public key in its copy of the CA certificate

© 2011 I1BM Corporation




Vanguard 2011 Session AST8

RACDCERT CERTAUTH GENCERT +

SUBJECTSDN ( +
CN('MVS098 Certificate Authority') +

OoU('z/0S CS V1R9', 'ENS', 'AIM', 'SWG') +
O('IBM') +

L('Raleigh') +

SP('NC') +

c('us') ) +

SIZE (1024) +
NOTBEFORE (DATE (2010-02-01)) +

NOTAFTER (DATE (2020-12-31) ) +4—
WITHLABEL ('ABCTLS CA') +
KEYUSAGE (CERTSIGN) +
ALTNAME ( +
DOMAIN ('mvs098.tcp.raleigh.ibm.com') )

Create a self-signed root
certificate and a
private/public key-pair:

e CERTAUTH

« KEYUSAGE(CERTSIGN)

« Absence of a SIGNWITH
option

It can become a nightmare
when these things expire,
so don’t create certificates
with too short a time span!
(Your security czar will
likely have an opinion on
that)

= |n a production environment, you would not need a self-signed root certificate. To sign
server and personal certificates, you would use your company root certificate or an
external Certificate Authority.

= For testing, a self-signed root certificate is useful. It allows you to familiarize yourself with
keys and certificates and allows you to thoroughly test your secure FTP setup on z/OS
before deploying it in production.
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RACDCERT ID (TCPCS) GENCERT +

SUBJECTSDN ( +
CN ('MVS098 Server Certificate') +

oU('z/0S CS V1R11l', 'ENS', 'AIM', 'SWG') +
O('IBM') +

L('Raleigh') +

SP('NC') +

c('us') ) +
SIZE (1024) +
NOTBEFORE (DATE (2010-02-01) ) +
NOTAFTER (DATE (2020-12-31)) +
WITHLABEL ('ABCTLS TCPSERV') +
KEYUSAGE (HANDSHAKE DATAENCRYPT DOCSIGN) +
ALTNAME ( +
DOMAIN ('mvs098.tcp.raleigh.ibm.com') ) +
SIGNWITH (CERTAUTH LABEL('ABCTLS CA'))

Create a server certificate
signed with your own root
certificate and a
private/public key pair:

« ID(userID) — the started
task user ID of your FTP
server

*+ KEYUSAGE(HANDSHAKE
DATAENCRYPT
DOCSIGN)

*« SIGNWITH(CERTAUTH
LABEL(‘your rot
certificate’)

= In a production environment, you would use an alternative procedure after having
generated the server key pair and certificate:

You would generate a certificate signing request and send it to your CA

Your CA would process your request and create a certificate signed with the CA
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private key
You would import the signed certificate into RACF
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RACDCERT ID (TCPCS) GENCERT + [
mcw.umn.ﬁ.muz {w L. . — Create a server certificate and
CN('MVS098 Server Certificate') + a private/public key pair:
Al L} A} L} L} ] ] ]
oc_A N\A.um CS V1R11l', 'ENS', 'AIM', 'SWG') + . ID(userID) - the started
R v + task user ID of your FTP
L('Raleigh’) + server
SP('NC') + * KEYUSAGE(HANDSHAKE
c('us') ) + DATAENCRYPT
SIZE (1024) + DOCSIGN)
NOTBEFORE (DATE (2010-02-01)) + G h
NOTAFTER (DATE (2020-12-31)) + enerate a request to have
'ABCTLS TCPSERV') + the certificate signed by an
WITHLABEL ( external CA
KEYUSAGE (HANDSHAKE DATAENCRYPT DOCSIGN) +
« Send the request to the
ALTNAME ( + CA
DOMAIN A 'mvs098. .ﬁnw B H.m.“_-mu.-m.uu. .ibm.com' v v « Receive the response from
RACDCERT ID(TCPCS) GENREQ (LABEL ('ABCTLS TCPSERV')) + the CA
DSN ('USER1.PKITEST.SERVERS.REQ')
(**** delay here while CA processes your request ****) | Add the signed certificate
into RACF

ID(TCPCS) +

RACDCERT
Al ]
ADD ('USER1 .PKITEST.SERVERS.CRT') + If not already there, you also
TRUST + need to add the CA’s root
WITHLABEL A 'ABCTLS TCPSERV' v certificate to RACF as a
CERTAUTH certificate
—UNQQ 35 © 2011 IBM Corporation
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In order for the remote client to
RACDCERT CERTAUTH + successfully authenticate server
mons (LapeL (ABCTLS Ca1)) + < | cifae hatro simedwihur sl
DSN ('USER1.ABCTLSCA.B64') + that root certificate in their local key-rings.
FORMAT (CERTB64) Download as a text file to your client
RACDCERT ID (TCPCS) ADDRING (TLSRING) workstation
RACDCERT ID(TCPCS) + 1
CONNECT (CERTAUTH LABEL ('ABCTLS CA') Create key-ring for your started task
RING (TLSRING) ) server user ID
RACDCERT ID(TCPCS) + _
CONNECT (LABEL ('ABCTLS TCPSERV') + — -
RING (TLSRING) + Connect omw::nmﬁmm to the key-ring:
—— / * Your root certificate
) * Your server certificate
RACDCERT ID (TCPCS) +
LISTRING (TLSRING)

Digital ring information for user TCPCS:

Ring:

>TLSRING<
Certificate Label Name Cert Owner USAGE DEFAULT
ABCTLS CA CERTAUTH CERTAUTH NO
ABCTLS TCPSERV ID (TCPCS) PERSONAL YES

Page 36
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Configure you z/OS FTP server to use SSL/TLS — using AT-TLS

= Define an FTP server that supports SSL/TLS connections, but does not require it
— It depends on the client sending an AUTH command or not
= SSL/TLS is done by ATTLS in this example

EXTENSIONS AUTH TLS ; Enable TLS authentication
TLSMECHANISM ATTLS ; Server-specific or ATTLS
SECURE_FTP ALLOWED ; Security required/optional
SECURE_LOGIN NO_CLIENT AUTH ; Client authentication
SECURE_PASSWORD REQUIRED ; Password requirement
SECURE_CTRLCONN PRIVATE ; Minimum level of security CTRL
SECURE_DATACONN PRIVATE ; Minimum level of security DATA
TLSRFCLEVEL RFC4217 ; SSL/TLS RFC Level supported
Page 37 ©2011 IBM Corporation
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AT-TLS setup: Server port and keyring definitions

using IBM Configuration Assistant for zZOS Communications Server

" Modify Rule
AT-TLS rule name
ABC_FTP_4021

Rule name:

= Modify Rule

AT-TLS rule name

_ [#] Enable ruls

Specify zetings

- Rule name: | ABC_FTP_4021 _ [] Enable rule
Traffic: _ Role | Key Ring| Data Endpoints | Securty Level | Advanced
Specify zettings
Usze this panel to specify the traffic setiings.
e e . _ Traffic|| Raole _ Data Endpaints | Security Level | Advanced
Local port Reriote port Usze thiz panel to specify the key ing database and certificate lable to use for this rule.
ey ring datab
() All ports ) All ports ) L 2
@ MlepeieE s S e () Use the key ring database defined for the 2/05 image

(®) Use a Simple name [as in an SAF product or in PKCS #11 Token farmat):
TLERING |

@) Pots: 7| 4021

Separate multiple ports with a co...

O Parts:

]

K.ey ring: :
() Use this 2/05 UMIX file system key database:

[ ]

[ ]
[ 1]

Certificate label: _

Indicate the TCP connect direction Specify jobname and uzer [D

() Either (%) Inbound only () Outbound anly

ez

ak : Cancel : Help _-

© 2011 I1BM Corporation
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AT-TLS setup: Data endpoints

using IBM Configuration Assistant for z7OS Communications Server

= Modify Rule

AT-TLS rule name

Rule name; | ABC_FTP_4021

_ [#] Enable rule

Specify settings

Local data endpaint

Traffic| Role| Key Ring| Data Endpoints | Security Level | Advanced

Select the address groups of the host endpoints of the traffic you want to pratect.

Remate data endpaint

(3) Address group

[AI_IP_pddresses

w _ _.b__l__ul.pn_n__mwwmm v _

[ 1]

E Copy... | |kodify...

(O IPv4 or IPvE address, subnet or range

Wiew Details M

E Copy... | |kodify...

O IPvd or IPvE address, subnet o range

[ 1]

Wigw D etails M

QK : Cancel : Help
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AT-TLS setup: Security level

using IBM Configuration Assistant for z7OS Communications Server

= Type:
— AT-TLS
= Encryption:

— 0x35 - TLS_RSA_WITH_AES_
256_CBC_SHA (first choice)

= Use TLS Version 1.0:
- Yes

= Use TLS Version 1.1:
— Yes

= Use SSL Version 3:
— Yes

= Use SSL Version 2:
— No

= Client authentication:
— None

= FIPS 140 Support:
— Off

Page 40

= Modify Rule

AT-TLS rule name

Rule name; | ABC_FTP_4021

_ [#] Enable rule

Specify zettings

Traffic| Role| Key Ring| Data Endpoints| Security Level _ Advanced

Select the security level that will protect this traffic descriptor
Security levels

Select a security level
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Adding your root certificate to WS_FTP Pro’s trusted authorities

Ppp— Select tools,
@ Ipswitch WS_FTP Professional = D)X
{ Ele Edit View | Tools | Help options, and
R S gl i @ . 3 I then import
i Connect..  Dieconnect Connection Wizard Mew Local Wiew | Options... Wiews | OoerioF Mode | Local Search
-authssl:/frmvs098. topuraleigh. ibm. com AJSER L, =
Address  fip £ p.raleig A Program Options
My Computer | [ —
. General
Do”/bmml(c_o_r/mm_. = @ @ ,s.ﬁm_smﬁ Conrection
: Up  Foldg | = Display lszued To lszued By Expires
G . Linked Falders
& & * @ I Transfers
i Change Folder Mew Falder /iow  Foit Seecuie Tl Refresh Extensions
Name _ Size _ Type _ Modified ASCI Filenames
ﬁbmnlnm: pl2 3KB  Pers.. 1/28/2002 File: Integrity
[£] abetlsca-2009.tt 1KE Test.. 2/22/2010 =1-55L
3 abotlsca bed 1KB ‘Win. 7/20/2010 Client Certificates
HH CaCertFaw.bEd4 258 Wi, 1/28/2002
_mg markald are TN ARK 1471 00 -
< | Cliert Keys
13 ohject(s) - 16 KB Trusted Hosts
S — — =I- OpenPGP
! Information Window Keys
data channel connected to 9.42.105.45:195,19(501 95) Compression < | B
lusT Logging — —
125 List started OF, Firewal
tranzfermed 7788 bytes in 1.984 seconds, 305,858 Kbps [ 38.232 Kbps], tranzfer E - ail Motifications _ _ Import _
250 List completed successfully. Active Edit
auIT .
221 Quit command received. Goodbye, ) Browser Integration
Connection closed. Ready for next connection, ok _ Cancel _ Help _
Transfer Manager Transfer Higtory  Connection Log | 1
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Adding your root certificate to WS_FTP Pro’s trusted authorities

Import lets you pick a file.
Choose the one you just downloaded with your root
certificate in base64 encoding.

Certificate

Are you sure you wish to add the following certificate as a
trusted authority?
lszuer: General
Organization: [11%] Internet Connection
Urit: SWGE = Display lzsued To lzsued By Expires
Common Name:  MV5038 Certificate Authory : r%ﬁ% Folders Eliem, swa BM, 5w
Country: us Extensions
. ASCI Filenames
Subject File: Integrity
Organizatian: {15]%] —- 551
Unit: SWiG Client Certificates
Trusted Authariti
Comman Mame: MS098 Certificate Authority S 5SH L hanies
Country: us Client Keys
Truzsted Hosts
Time Yalid: bar 12010 05:00:00 GMT Through Jan 1 2021 04:59:59 = OpenPGP
Keyps
Compression
X <
Logging —
Fireawall _ _
E-#ail Motific.ations
Active Edit
Browser [ntegration
ok _ Cancel _ Help
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And set up a WS_FTP Pro site for your secure z/OS FTP server port

Define a server site in WS_FTP Pro
pointing to your secure z/OS FTP

Site Options - MVS098 4021 X

server.
Host Infa
Startup _
=I- Transfer Server type: |FTP/SSL [AUTH S5L) s . _
i Site Options - MVS098 4021

Host type: _b:,_u_.:m:n Dietect

4

Host Infa
35L Fireveall: _ZDZm . Start
55H ] e 0 . S —
. . =I- Transfer your server requires a client certificate for authentication

OpenPGP ] Uk P et ey et csiiens Extensions purposes, please select the certificate for this server below,

r mwﬁm _umww_,._m oa::mo.ﬁ_osw to use host address 2 advanced ] ) .

I Disable directory caching LClient certificate:  |MOME |_

v - .

¥ ety deletions 55H [¥ Use at least 128bit SSL for secure connections

Connection retries [0 - 40 attempts): 0 OpenPGP

I i by dislap (5 - 300 ) _ﬂ [ Usze unencrypted command channel after 551 authentication

onhection retry delay (5 - seconds):

MNetwork limeout [5-3600 seconds): E5 [ Use unencrypted data channel

Femate port (usually 21]: 4021 ™ Use 55Lv3 only

Keep alive [10-3600 secands]: 0

(] 8 _ Cancel

ok _ Cancel Help
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And connect securely to a z/OS FTP server port that supports SSL/TLS

@ Ipswitch WS_FTP Professional

! File Edit View Tools Help

O O =] & L ] & ki
i Connect..  Disconnect Connection Wizard Mew Local Wiew | Options... Wiews CpenPGP Maode | Local Search New Backup Job
} pddress  fip-authssl://mvs038. top.raleigh. bm.comAJSERL. w UserlD  userl Pasgworg e Go m
My Computer Ik x MYS098 4021 Ik x
i / =
[0 c:A4BC_WorkhS5L - @ 9 CAUsER1. - @ © ) -
Up  Folders i Up  Folders ©oncel Transfer Mode
€] £ T 2 & &l : @
Change Folder Mew Folder “/iew  Edit Execute file Refresh ® i Change Folder New Folder “/iew Edit Execute file Refresh
Mame _ m_Nm_ Type _ Modified Al _ Name _ m_Nm_ Type A
AABC_Cert.pl2 3KB  Pers.. 1/28/20021:1 — @ CIaRCCA BRS 2TKE WinZ
[Z] abilsca-2009 bt 1KE Tewt.. 2/22/200011 ;I.”_yu.pm_u._._.m_ub.mmh 27KB WinZ
HH abctlzca.bbd 1KB FA20/20010: __|ALFRED.ASM Falde
mH CACertH aw.bE4 858 1428200212 __|ALFRED.ASMREC Falde
_mg markald are 7nn 141 002 11 IH 1Al FREN ACKATRA Falda IH
4 ! 4 4 ! 2|
13 object(s) - 16 KB " Connected to mvs098.top.r 440 ohject(s) - 8.26 MB ]

i Information Window x 2 x

220-" %aur host name iz TPEOABC . raleigh.ibm. com

-~
men i e This indicates you §
i e s Here you see the have a secure
234 Security environment established - ready for negotiation AUTH command and FTP session -
S5L session MOT set for reuse the set up of the
S5L Seszion Started. :

Host type [1]: Automatic Detect secure connetion
UUSER user! N3
Transfer Manager Tranzfer History  Connection Log
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Vi
j)é

43K
)

= Make a visual drawing of where your certificates and private keys are located
and what the names of the key rings and certificates are
— Cross reference your definitions in ATTLS and the remote FTP
client to those definitions
— Make sure certificate authority certificates are stored in RACF as CERTAUTH certificates
= Check all MVS SYSLOG messages for error return codes and reason codes and dig into the
documentation to try and get some info out of them
— Remember z/OS UNIX System Services Messages and Codes is a very good friend !!
= The ATTLS component logs error messages to the z/OS UNIX syslog daemon (syslogd).
— A syslogd rule should’ve been set up to direct ATTLS messages to a z/OS UNIX log file
e * TCP*.daemon.* /var/syslog/logs/ATTLS.log
— If you are using the z/OS V1R11 syslogd ISPF browser application, search for messages in this
file with a message tag of TTLS
+ Limit the search to the time window you're interested in
— Refer to zZOS Communications Server IP Diagnosis Guide Chapter 30 for details on ATTLS error
messages and codes
« Some return codes are referred to the z/OS Cryptographic Services System Secure Sockets
Layer Programming
= The FTP server also logs errors to the z/OS UNIX syslog daemon
— * FTP*.daemon.* /var/syslog/logs/ftp.log

00000024 Jul 30 10:41:07 MVS098/TCPCS TCPCS TTLS[10]: 10:41:07
TCPCS EZD1286I TTLS Error GRPID: 00000001 ENVID: 00000001
CONNID: 0000007E LOCAL: ::0..1126 REMOTE: ::0..2252 JOBNAME:
JESES002 USERID: TCPCS RULE: ABC_NJE~2 RC: 503 Initial
Handshake 00000000 7E60A378
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Safe and Secure Transfers with z/OS FTP

Steps for securing FTP on z/OS:

M Addressing network traversal challenges

-l
"ll
&
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Firewalls and FTP

Data uoémogo: :_VB\S vw_ﬁw\

*Port-based filter rules
*Network Address Translation (NAT)

= Port-based filter rules — in particular dynamic port rules
— FTP control connection is no problem - pre-defined server port
number (default 21)

— Data connection port number (or direction) is not pre-defined, but
dynamically negotiated between the FTP client and server

» The firewall does “deep inspection” (peeks into) the FTP control connection to learn
about the negotiated ports and the direction for the data connection

= NAT
— FTP control connection is no problem — only IP headers need
translation

— PORT command and PASV reply refers to local (intranet) IP
addresses

« Firewall needs to do “deep inspection” of the FTP control connection to locate and
modify the IP address information in the PORT command and the PASV reply

Page 47

Deep inspection and
data modification is
impossible when the
data on the FTP

control connection is
secured through
encryption and
message integrity
checking attheend -
points.
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So what if | need both FTP security and firewalls?

\ I am a "box-in-the-middle"
who wants to inspect the data

m@“\. in those IP packets !
Srolp DestlP SroPort DestPort Data %) g
No 192.168.100.1 | 192.168.1.1 50001 80 POST / HTTP/1.1 ... -y —
encryption: <soapenv:Envelope ... s
SrclP. DestIP SrcPort DestPort Data
wss 192.168.100.1 | 192.168.1.1 50001 80 POST /HTTP/1.1 .. 06 6
. <soapenv:Envelope ...
encryption: <xenc:EncryptedData ... - >
SrclP DestlP SrcPort DestPort Data (518} @
SSL/TLS 192.168.100.1 | 192.168.1.1 50002 443 ~ —
encryption:
SrolP DestlP SrcPort DestPort Data
IPSec 192.168.100.1 | 192.168.1.1 @u@\
encryption: > g

= No firewalls — no problems
— Dreamon ... @

= No FTP security, but firewalls
— Firewalls manage port filtering by deep inspection

IP header encryption varies based on transport/tunnel mode, and AH/ESP protocol

Your networkYour se
]

— Firewalls manage NAT by deep inspection and modification of data on the control connection

= FTP security, and firewalls
— Requires a bit of ingenuity !!!!
— See the following pages.
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RFC 2428: FTP Extensions for IPv6 and NATs

= Extended passive mode (EPSV) will solve NAT problems for secure FTP sessions

— If using z/OS FTP client to a server that does not support EPSV, code PASSIVEIGNOREADDR TRUE in the FTP
client's FTP.DATA

= The EPSV reply does not include an IP address, but only a port number
— The FTP client will connect to the same IP address it used for the control connection

= The EPSV and the accompanying extended port command (EPRT) are also used to enable IPv6 support in FTP
— Used with IPv4, the EPSV command provides NAT firewall relief

Translate private Translate private
address 10.1.1.1 to address 192.168.1.1 to
external address external address
Private IP address 1.1.1.1 2.2.2.2

Private IP address

10.1.1.1 192.168.1.1

Internet /
public net

((Company B
intranet

ftp 2.2.2.2 src=10.1.1.1 dest=2.2.2.2 src=1.1.1.1 dest=2.2.2.2 src=1.1.1.1 dest=192.168.1.1 RFC 2428 does
-......STC=2.22.2 dest=10.1.1.1  _src=2.2.2.2 dest=1.1.1.1 src=192.168.1.1 dest=1.1.1.1 not help with
dynamic port-
EPSV - based filter
229 Extended Passive rules in
- : '
Will connect Mode port ([[/60001]) firewalls!
back to 2.2.2.2
port 60001 src=10.1.1.1 dest=2.2.2.2 src=1.1.1.1 dest=2.2.2.2 src=1.1.1.1 dest=192.168.1.1,_
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How to deal with static port-based filters in firewalls

= If you are able to use active mode FTP, the firewall filters can sometimes be managed:
— The control connection is permitted inbound to port 21
— The data connection is permitted outbound from port 20
— Will work for both standard active mode (PORT) and extended active mode (EPRT)

IP address 10.1.1.1 IP address 10.200.200.1  Static firewall filters
3 » Connection setup from 10.1.1.1
(| Security é —, any port to port 21 on
zone A zone B — 10.200.200.1 - permit

~ Connection setup from

10.200.200.1 port 20 to 10.1.1.1
From 10.1.1.1 anyport to 10.200.200.1 port 21-+=c-s=csccccccccce g any port - _um:.::

gecoecccecseseeseese From 10.200.200.1 port 20 to 10.1.1.1 anyport

= |f you use passive mode FTP, and your server is a z/OS FTP server, you can predefine a range of port numbers to be used
for passive mode data connections

— The control connection is permitted inbound to port 21
— The data connection is permitted inbound to a port in a pre-defined range
— Will work for both standard passive mode (PASV) and extended passive mode (EPSV)

IP address 10.1.1.1 IP address 10.200.200.1  Static firewall filters

~ Connection setup from 10.1.1.1
any port to port 21 on 10.200.200.1

Security Security

zone A zone B - permit
» Connection setup from 10.1.1.1
From 10.1.1.1 anyport to 10.200.200.1 port ' --- PASSIVEDATAPORTS any port to a port in the range from
From 10.1.1.1 anyport to 10.200.200.1 port 60001 (60000,60100) 60000 to 60100 on 10.200.200.1 -
permit
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How to deal with dynamic port-based filters in firewalls

= When using dynamic filters, the firewall enables (permits) ports based on IP address and/or port number information in the
PORT/EPRT command or the PASV/EPSV reply
— The original FTP SSL/TLS draft RFC stated that the FTP control connection always had to be encrypted!
— The final RFC (RFC 4217 "Securing FTP with TLS") relaxes on this requirement and implements a new Clear
Command Channel (CCC) FTP command

PORT/EPRT/PASV/EPSV etc. > Control

connection

Data
connection

= Both the FTP client and server need to support the CCC command according to RFC 4217
— Not all FTP clients and servers that support FTP SSL/TLS support the CCC command
» 2/OS added full support for the CCC command in z/OS V1R9 (both z/OS FTP client and server)

USER, PASS, CCC

— For those products that claim support, some interoperability issues have been observed !
« If you have problems getting CCC to work, try to specify TLSRFCLEVEL CCCNONOTIFY instead of TLSRFCLEVEL
RFC4217 (applies to both z/OS FTP server and client)

— z/OS FTP server must have SECURE_CTRLCONN CLEAR configured to accept a CCC command

= In general, the CCC command is a solution that solves SSL/TLS-enabled FTP issues with both NAT firewalls and filtering
firewalls
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FTP and firewall topologies — part 1 of 2

Private Public Private Public Private
network network network network network

NAT, no or NAT, no or NAT, no or
minimal minimal minimal
filtering filtering filtering
v Normal passive mode (PASV) will usually work in such a v" If your partner secure FTP product supports extended passive mode - use
topology. extended passive mode (EPSV) from the FTP client.
v Extended passive mode (EPSV) will also work, but is not v If the FTP client is on z/OS (V1R11) and the partner secure FTP server
generally required. product does not support EPSV, configure the PASSIVEIGNOREADDR

option at your z/OS FTP client to simulate EPSV processing.

Private Public Private Public Private
network network network network network

FTP g z/OS FTP)
NAT, static NAT, static NAT, static
filtering filtering filtering
v" Use the PASSIVEDATAPORTS option on the z/OS FTP v Use the PASSIVEDATAPORTS option on the z/OS FTP server to predefine a
server to predefine a range of port numbers the z/OS range of port numbers the z/OS FTP server may use for data connections.
FTP server may use for data connections. v" Other FTP servers may have similar configuration capabiliti
v' Other FTP servers may have similar configuration v Have your firewall administrator add static filter rules for the passive data port
capabilities range.
v" Have your firewall administrator add static filter rules for v In this case, you must use extended passive mode.
the passive data port range. v If the FTP client does not support extended passive mode, you will likely not get

v Normal passive mode (PASV) will usually work in such a this scenario to work.
topology, but extended passive mode (EPSV) can also be If the FTP client is on z/OS (V1R11) and the partner secure FTP server product
used if supported by the FTP client. does not support EPSV, configure the PASSIVEIGNOREADDR option at your
z/OS FTP client to simulate EPSV processing.

<
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Private Public Private
network network .. hetwork
ien |OI Firewall LT AU
Client e Server
NAT, dynamic
filtering

v Use the CCC command from the FTP client.
v You will most likely not get this scenario to work without the CCC command support.

Private Public Private
network network :m@qu
FTP - : i FTP
—t —
Client |O| i |O|. b fEN—_— Server
No idea !!!!

v" Use the CCC command from the FTP client.
v You will most likely not get this scenario to work without the CCC command support
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= Some firewalls are known to apply various validity checks on the FTP control connection data stream.

— One known check is a check to verify that all interactions on the FTP control connection are terminated
with an ASCII new-line (NL) character.

— Most of those checks will fail when the control connection is secured with SSL/TLS since the data is
encrypted.

— If despite following the above guidelines, you run into problems establishing SSL/TLS secure FTP
sessions through firewalls, verify with your firewall administrators whether your firewalls implement
such checks on the FTP control connection, and consider disabling those checks.

= Other firewalls are known to disable active mode data connections by default and will block all active mode
data connections.

— Use passive or extended passive mode FTP instead.

= Finally, many firewalls monitor activity on TCP connections and will terminate connections that are idle for
a certain period of time.

— While a large data transfer occurs over an FTP data connection, the FTP control connection is idle.

— To avoid having firewalls terminate idle FTP connections, consider using the z/OS FTP option
FTPKEEPALIVE for the control connection and DATAKEEPALIVE for the data connection.
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)

For more information

http://www.twitter.com/IBM_Commserver

IBM Communications Server Twitter Feed

http://www.facebook.com/IBMCommserver

IBM Communications Server Facebook Fan Page

http://www.ibm.com/systems/z/

IBM System z in general

http://www.ibm.com/systems/z/hardware/networking/

IBM Mainframe System z networking

http://www.ibm.com/software/network/commserver/

IBM Software Communications Server products

http://www.ibm.com/software/network/commserver/zos/

IBM z/OS Communications Server

http://www.ibm.com/software/network/commserver/z_lin/

IBM Communications Server for Linux on System z

http://www.ibm.com/software/network/ccl/

IBM Communication Controller for Linux on System z

http://www.ibm.com/software/network/commserver/library/

IBM Communications Server library

http://www.redbooks.ibm.com

ITSO Redbooks

http://www.ibm.com/software/network/commserver/zos/support/

IBM z/OS Communications Server technical Support —
including TechNotes from service

http://www.ibm.com/support/techdocs/atsmastr.nsf/Web/TechDocs

Technical support documentation from Washington
Systems Center (techdocs, flashes, presentations,
white papers, etc.)

http://www.rfc-editor.org/rfcsearch.html

Request For Comments (RFC)

http://www.ibm.com/systems/z/os/zos/bkserv/

IBM z/OS Internet library — PDF files of all zZOS
manuals including Communications Server

For pleasant reading ....
Page 55
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Safe and Secure Transfers with z/OS FTP

Appendix A:
z/OS FTP Server with server and
client authentication — client WS_FTP
Pro on Windows

_ This example builds upon the case study earlier in this presentation _

|}
]

1
IIn
-l||l
ML
®
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What is needed for z/OS Server and client authentication?

CA certificate w. CA certificate w.
CA public key CA public key
Signed by m“l fﬂ/mu Signed by
the CA <= Key-ring of Key-ring of —" the CA
private key > the client user the server Server & private key
" started task key-ring e
Client certificate w. user ID Server certificate w.
client public key server public key
Client private — — Server
key «n\u\rnk rn\ﬂlm private key
B =—-
S = & ©
Client z/0S Server
Hello — | want to use SSL/TLS o
Server certificate w.
1. Verify server certificate has not Hello — OK, me too !! server public key
expired And here is my server certificate ==
2. Verify server certificate is valid And | want to see your client wufmu
using CA's public key certificate ﬁiw
3. Do optional checks on the =
server certificate
4. Store server's public key for . . 1. Verify client certificate has not expired
later use Here is our secret symmetric ke 2. Verify client certificate is valid using CA's
5. Generate symmetric key and Client certificate w. ENcrypted under your public key public key
encrypt under server's public client public key And here is my client certificate 3. Do optional checks on the client certificate
key = +  Does it map to a RACF user ID
H= (authentication level 2)
— ., . -
3. « Is the user permitted to use this service

(authentication level 3)
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z/OS FTP server options for authenticating an FTP client

Authentication | FTP server Description

SECURE_LOGIN
option
Level 1 REQUIRED The authenticity and validity of the client certificate
is verified against the trusted roots in the FTP
server's key-ring.
Level 2 VERIFY_USER Same as level 1 PLUS a verification that the client

certificate is registered by RACF and mapped to a
known RACF user ID.

Level 3 VERIFY_USER Same as level 2 PLUS a verification that the user ID
has permission to a SERVAUTH profile that
represents this specific FTP server:
EZB.FTP.sysname.ftpdaemonname.PORTnnnnn
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User private key and certificate

= Start creating a private key and certificate for your z/OS user ID
— Connect the certificate to the user’s keyring

= Export the private key and certificate into a PKCS#12 binary file format
— Download that data set to your FTP client product

//ALFREDCI JOB 1,ALFRED,CLASS=A,MSGCLASS=X,NOTIFY=USER1

//*

//IEFPROC EXEC PGM=IKJEFTO01l, REGION=4M, DYNAMNBR=10

//SYSTSPRT DD SYSOUT=* BATCH TSO SESSION LOG

//SYSTSIN DD * Personal certificate

RACDCERT ID (USER1) GENCERT + “fm:n private key u
SUBJECTSDN (CN ( 'USER1 CERT JULY 2010') +

ou('cs z/0s') +

O('IBM') +

c('us')) +

NOTBEFORE (DATE (2010-07-19) ) +

NOTAFTER (DATE (2020-12-31)) +

WITHLABEL ('USER1 TLS JULY 2010') + Export into PKCS#12
SIGNWITH (CERTAUTH LABEL ('ABCTLS CA')) ——, _Format with a password

RACDCERT ID(USER1) EXPORT (LABEL('USER1 TLS JULY 2010')) +
DSN ('USER1.USER1.DER.P12') +
FORMAT (PKCS12DER) +
PASSWORD ( ‘XXXXXX')
RACDCERT ID (USER1) CONNECT (LABEL ('USER1 TLS JULY 2010') —
RING (USER1RING)
RACDCERT ID (USER1) LISTRING (USER1RING)

Connect to user’s
Keyring in RACF
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Import user’s private key and certificate into WS_FTP Pro

= Import the PKCS#12 file into your secure FTP client product as a client certificate
— Select tools, options, and Client Certificates — followed by import.

7 SSL Certificate Import

Program Options
: Import Certificate
eneral
Intemet Connection
Dizplay
Linked Folders
Transfers

Provide the full path to the certificate that you want to import.

=] pswitch 'wS_FTP Defa
=1 USERT TLS Personal

ASCI Filenames
File Integrity
-1- 550

Trusted Authorities

-1-55H

Client Keys

Trusted Hosts
OpenPGP

Feps
Compression
Logging
Fireswall
E-Mail Motifications
Active Edit
Browser Integration

(=)

ublic Key File:

< Back Mext > _ Cancel _
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Import user’s private key and certificate into WS_FTP Pro

71 SSL Certificate Import

You provided a pd
certificate. This pi
password to unlo

SSL Certificate Name

Enter a name for this certificate. This name is for your reference
only and should help you identify this certificate in the SSL client
certificate list.

Pazzword:

Lertificate Name:

_Cmmm TLS JuLy 2010
< Back _ Mext » _ Cancel
vaO 61 © 2011 I1BM Corporation

Vanguard 2011 Session AST8

Import user’s private key and certificate into WS_FTP Pro

71 SSL Certificate Import

= Verify the
information is
correct — and then
finish the import

Finishing Certificate Import

You have provided all of the necessary information to import a
client certificate. Click Finish to import the certificate.

Certificate name: USER TLS JULY 2010

Public key file: C:\ABC_Work\SSL\user1-der.p12

Private key file: C:\ABC_Work\SSL\user1-der.p12
Subject: US, IBM, CS Z/0S, USER1 CERT JULY 2010
Issuer: US, NC, Raleigh, IBM, SWG, SWG, SWG, SWG,
MVS098 Certificate Authority

Time valid: Jul 19 2010 04:00:00 GMT Through Jan 1 2021
03:59:59 GMT

< Back Cancel
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Set up WS_FTP Pro to use the personal certificate

= Use the WS_FTP Pro site
manager to select which client

certificate to use

= In this example, we use the

one we just imported

Page 63

Site Options - MVS098 4021 Client Auth

Host Infa
Startup
= Transfer If your server requires a client c ate for authentication
Extensions purposes, please select the e fior thiz server below.
- Advanced . " =
A ISER
5l LClient certificate: | SFRIE
S5H W Use at least 128hit S5L for secure connections
OpenPGP

[~ Usze unencrypted data channel

W Lze S5Lw3 only

[ Usze unencrypted command channel after 551 authentication

]

Cancel

Help
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z/OS FTP server setup

» Define an FTP server that requires SSL/TLS connections
—Client must send an AUTH command or the connection will be rejected
» Require client authentication
—Client must provide a client certificate
—The client certificate is verified by RACF
» SSL/TLS is done by AT-TLS

EXTENSIONS
TLSMECHANISM
SECURE_FTP
SECURE_LOGIN
SECURE_PASSWORD
SECURE_CTRLCONN
SECURE_DATACONN
TLSRFCLEVEL

AUTH_TLS
ATTLS
REQUIRED
VERIFY_USER
REQUIRED
PRIVATE
PRIVATE
RFC4217

Enable TLS authentication
Server-specific or ATTLS

Security required/optional

Client authentication requirement
Password required

Minimum level of security CTRL
Minimum level of security DATA
SSL/TLS RFC level

Page 64
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AT-TLS setup for z/OS FTP server with client and server authentication
using IBM Configuration Assistant for zZOS Communications Server

= Modify Rule

AT-TLS rule name

Rule name:

ABC_FTP_4121|

Specify zettings

T

_ [#] Enable rule

_mo_m Key Ring | Data Endpoints | Secunty Level | Advanced

= Modify Rule
AT-TLS rule name
ABC_FTP_#121

Rule name:

Use thiz panel to specify the traffic settings.

Local part

O &ll ports
() &l ephemeral parts

@ Pots T 412

Separate multiple ports with a comma

Indicate the TCP connect diection

() Either (%) Inbound only

() Outbaund only

Fiemate paort

O All ports

(&) All ephemeral
_H (%) Use a Simple name [as in an SAF product or in PRCS #11 Token format):

Specify jobname

Specify settings

_ [¥] Enable rule

Traffic|| Role || Fey Ring:| Data Endpoints | Security Level | Advanced

Key ring databaze
() Use the key ring database defined for the 2/05 image

Use this panel to specify the key ring database and certificate lable ta uze far this rule.

Keypring: | TLSRING

() Use this 2/05 UMIX file system key database:

_H K.ey database stash file: _H_
K.ey databaze password: _H_

Page 65
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Cancel : Help
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AT-TLS setup for z/OS FTP server with client and server authentication
using IBM Configuration Assistant for zZOS Communications Server

= Type:
— AT-TLS
= Encryption:

— Ox2F - TLS_RSA_WITH_AES

128_CBC_SHA (first choice)
= Use TLS Version 1.0:

- Yes

= Use TLS Version 1.1:

- Yes

= Use SSL Version 3:

- Yes

= Use SSL Version 2:

- No

= Client authentication:

— Required

= FIPS 140 Support:

- Off

Page 66

= Modify Rule

AT-TLS rule name

Rule name:

ABC_FTP_4121 | [ Enable rule

Specify zetings

Traffic|| Role || Key Ring | Data Endpoints| Security Lewvel _ Advanced

Select the security level that will pratect this traffic descriptar
Security levels
Select a security level
_bmn\mo_n_\ﬂpc% - 4BC_Gold_auth w. AES256 v
_st_..._ _ _UDE_..._ _Zon__?_..._ _ Wiew Details _ _m:os_({:m_m Uzed
QK _ _ Cancel _ _ Help _
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And start a secure FTP session with z/OS

@ Ipswitch WS_FTP Professional

i File  Edit

& e il
! Connect.., Disconnect Connection Wizard Mew Local Yiew

Wiew Tools Help

@

L]

Options... Views

]
OpenPGP Mode

& ki

Local .mmm:nj Mesw Backup Job

! Information Window

} pddress  fip-authssl://mvs098, top.raleigh. bm.comAJSER L, » UserlD  userl Passwaord T Go n
My Computer apx [ mvs098 21 7 MVSD98 4021 Client Auth abx
E =] s 1 =] 0 = -
§ (C1c:\ABE workiSSL ~ A - & o U - -
E Up Folders Up  Folders ©=ncel Transfer Mode
= £ _ ) | & _ 2
i Change Folder Mew Folder oo 0 Coecuie 1 Refrash @ i Change Folder Mew Folder oo 0 Coecuie (e Refrash
Mame _ m_Nm_ Type _ Modified -~ - _ Mame _ m_Nm_ ~
B ABC Cetpl2 3KB Pers.. 1/28/20021:12. = W Ebm_u_ub.mmh 2T KE
[Z] abotizca-2009. b TEE  Tewt.. 2/22/201011:3. Ebmn._._.mﬂb.mma 27 kB
.IH abctlsca. bbd TKB ‘Win.. 72002000101, __|ALFRED.ASM
Mum CaCertFaw.bEd4 888 Win..  1/28/200212:3. __|ALFRED.ASMREC
[ el mn aRM 1111 Y 141 FRFDY ASMTRN M
< | > < | >
15 object(s) - 19 KB " Connected to mwvs098.tr) 446 ohject(s) - 8.34 MB £

220 Connection will nat timeout.

AUTH TLS

234 Security environment established - ready for negotiation
S5L zession MOT et for reuse

5501 Session Started,

Host type [1]: 1BM MYS

USER userl

331 Send password please.

PASS (hiddenl

Trangfer banager

Transfer History  Connection Log

There is no way you can see on
WS_FTP Pro that you use client
authentication. You can just see it
is a secure connection

Page 67
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Use z/OS netstat TTLS report to see the details of the secure FTP

connection

Authenticated client
user is USER1

Client is
authenticated via a
SAF check

ConnID: 0000

JobName : TP40211

LocalSocke :f£f££:9.42.105.45..4021

RemoteSock: (f£££:9.37.219.139..2912

SecLevel: SSL Version 3

Cipher: 2F TLS_RSA WITH AES_128_ CBC_SHA

CertUserID: USER1

MapType: Primary

FIPS140: Off

TTLSRule: ABC_FTP_4021_New~2

Priority: 254

LocalAddr: All

LocalPort: 4021

RemoteAddr: All

RemotePortFrom: 1024 RemotePortTo: 65535

Direction: Inbound

TTLSGrpAction: gActl
GroupID: 00000004
TTLSEnabled: On
Envfile: /etc/attls.env
CtraceClearText: Off
Trace: 7
SyslogFacility: Daemon
SecondaryMap: Off
FIPS140: Off

TTLSEnvAction: eAct2~ABC_FTP4021_New
EnvironmentUserInstance: 0
HandshakeRole: ServerWithClientAuth
Keyring: TLSRING
SSLV2: Off
SSLV3: On
TLSV1: On
TLSV1.1: On
ResetCipherTimer: 0

Page 68

ApplicationControlled: Off

HandshakeTimeout : 10

TruncatedHMAC: Off

ClientMaxSSLFragment: Off

ServerMaxSSLFragment : Off

ClientHandshakeSNI: Off

ServerHandshakeSNI: Off

ClientAuthType: SAFCheck

CertValidationMode: Any

TTLSConnAction: cAct2~ABC_FTP4021_ New

HandshakeRole: ServerWithClientAuth

V3CipherSuites: 2F TLS_RSA_WITH AES_ 128 CBC_SHA
OA TLS_RSA WITH 3DES_EDE CBC_SHA
35 TLS_RSA WITH AES 256_CBC_SHA

CtraceClearText: Off

Trace: 7

ApplicationControlled: On

SecondaryMap: On

HandshakeRole
indicates client
authentication
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Safe and Secure Transfers with z/OS FTP

Appendix B:
z/OS FTP client connecting to a
FileZilla Windows server with server
authentication only

1
About FileZilla Server

S

‘Written by

Homepage:

FileZilla Server version 0.9,32 beta

m Copyright (C) 2001-2009

Tim Kosse

http: ffilezilla-project. o

PEpiRE]
DOMATE

Page 69
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z/OS FTP client to Windows FileZilla server — Two methods for

certificate management

CA certificate w. -
CA public key Vs AN self-signed
1 \ certificate

— “AUTH*/* —
=0! 0=

e <

Copy of FileZilla

Note: The FileZilla server does
not support SSL/TLS client
authentication, but only server
authentication

FileZilla self-signed
certificate and public key

— FileZilla
\ﬂ private key
P TCP connection setu _ =0
< e - r”N. — /MW*
z/OS FTP Client FileZilla FTP Server
CA certificate w.
CA public key \\l/
A
—_— ~.>51<. 1
EﬂUvrmf_é H
=5 \_/
& ~ FileZilla certificate and public
key signed by CA certificate
— FileZilla
\ﬂ private key
=0;
P TCP connection setup & —
z/OS FTP Client FileZilla FTP Server
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= The FileZilla server works with key and certificates in a format known as PEM

(Privacy Enhanced Mail)

= A PEM file has two sections:

— A section where the private RSA key is encoded
— A section where the certificate is encoded

» z/OS cannot generate a PEM file
—It can however import a PEM file, but will ignore the private key section
» FileZilla can generate a self-signed certificate and private key, but cannot

generate a private key and a certificate request

—If you use this approach, you need to transfer the self-signed certificate PEM

file to z/OS and import it as a CERTAUTH certificate into RACF

= If you want FileZilla to use a certificate that is signed by your root certificate, you
can use the following procedure:

—Generate the private key and certificate on z/OS

—Export the private key and certificate into a password-protected PKCS#12 file
and transfer it to Windows

—If not already present, download and install openSSL for Windows

—Use an openSSL command: pkcs12 —in p12file —out pemfile —nodes - clcerts

Page 71
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= Use the ‘generate new certificate’ button to start creating a self-signed certificate for your

FileZilla server

r

FileZilla Server Cptions

=)

(- General settings
-Wlelcome mess:

- |P Filker

mm

- Pagsive mode settin
- Securty settings

- Miscelaneous

- Adrin [nterface sett
- Logging

- G55 Settings
- Speed Limits
- Filetransfer compres
- S5LATLS zettings
- Autoban

3

m

SSL/TLS settings

I¥ Enable FTP over SSL{TLS support (FTPS)

Private key file: _ F:itlszillalzilla-selfsigned-certificate-2, crt

Certificate file: __u"___n_mN___m___N___m.mm__"m_n:mn_.nm&:nmnm.m.n;

Kev password: _ ek

v fllow explicic FTP aver TLS

[ Disallow plain unencrypted FTP

I¥ Force PROT P to encrypt file transfers in S5L/TLS mode

Lisken For implicit SSLITLS connections on the Following ports {default: 990):

_ 990

Mote: Explicit FTP aver TLS shares the normal FTP part

Browse, ..

Browse, ..

Password will be
stored in
plaintext,

Page 72
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FileZilla server — method 1: self-signed certificate creation

= Enter the requested information including a file name to store both the private key and the
certificate in

. )

This dialog will help you ta create a new private key and a
E self-signed certificate, needed by FileZilla Server to accept
SSLJTLS connections,

Please fill out the required information. Wrong or missing information may
confuse clients,

Key sizer 7 1024 bit &+ 2048 bit " 4096 bit

2-Digit country code: | U3

Full state or province: _ Morth Carcling

Locality {City): _ Raleigh ) .
Organization: _me FileZilla server E
(rganization unit: _ A

Contact E-Mail: _m_?mn_nr@cm.__u_.?no_.: y _ ,  Certificate generated successfully.

Common name _
(Server address):

Save key and _ Fihtlszillahzilla-self signed-certificat _E_
certificate to this file: —

Generating the certificate may take some time depending on the key size,

Generate certificate _ Cancel _
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FileZilla server — Method 1: Importing FileZilla’s self-signed certificate into
RACF

» Upload the FileZilla certificate file to z/OS using an ASCII transfer

—It is in base64 encoding
* On z/OS, add the FileZilla self-signed certificate as a CERTAUTH certificate.
* No need to connect it to any specific key rings.

//ALFREDCI JOB 1,ALFRED,CLASS=A,MSGCLASS=X, NOTIFY=USER1
//IEFPROC EXEC PGM=IKJEFT01,REGION=4M, DYNAMNBR=10
//SYSTSPRT DD SYSOUT=* BATCH TSO SESSION LOG
//SYSTSIN DD *
RACDCERT CERTAUTH +

ADD ('USER1.ZILLA.SELFSIGN.B64') +

TRUST +

FORMAT (CERTB64) +

WITHLABEL ('ABCTLS ZILLASELFSIGNED')

\.>.

RACDCERT CERTAUTH ADD ('USER1.ZILLA.SELFSIGN.B64') TRUST FORMAT (CERTB64) WITHLABEL ('ABCTLS ZILLASELFSIGNED')
IRRD113I The certificate that you are adding is self-signed. The certificate is added with TRUST status.
READY
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FileZilla server — method 2: generate private key and certificate on z/OS

= Use GENCERT command to generate the private/public key pair, and create a certificate

signed with our root certificate

= Export the private key and certificate into a password-protected PKCS#12 file

RACDCERT

GENCERT +
SUBJECTSDN ( +

CN('ABC FileZilla Certificate') +

ou('z/0s Cs VIR11l',

O('IBM') +
L('Raleigh') +
SP('NC') +
c('us') ) +
SIZE (1024) +

'ENS', 'AIM',

NOTBEFORE (DATE (2010-07-18)) +
NOTAFTER (DATE (2020-12-31)) +
WITHLABEL ('ABCTLS FILEZILLASERV') +

KEYUSAGE (HANDSHAKE DATAENCRYPT DOCSIGN) +
SIGNWITH (CERTAUTH LABEL ('ABCTLS CA'))

'SWG') +

RACDCERT EXPORT (LABEL ('ABCTLS FILEZILLASERV')) +
DSN ('USER1.ZILLA.DER.P12') +
FORMAT (PKCS12DER) +
PASSWORD ('??2?22?")
Page 75
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FileZilla Server — method 2: Convert PKCS#12 file to PEM and
update FileZilla certificate settings

= To convert from PKCS#12 to PEM, you need a copy of openSSL on Windows
— Can be obtained at hitp://gnuwin32.sourceforge.net/packages/openssl.him

= After having installed openSSL
issue the following command:

—nodes

openssl pkcsl2
-in pl2file
—out pemfile

—clcerts
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FileZilla Server Options

===

= m.msma_ zettings

P bindings

P Filter

- Pagsive mode settin
- Secuity setings

- Miscellaneous

- Admin Interface sett
- Logging

- 355 Settings

- Speed Limits

‘Welcome messe

-~

m

Filetranzfer compres|

SSL/TLS settings

I¥ Enable FTP over SSLITLS support (FTPS)

Private key file: 7 F:itlszillatzilla, pem

Browse. ..

Certificate file: 7 Fitlszillahzilla, pem

Browse. ..

Password will be

Key password: 7 e,

I¥ allow explicit FTP over TLS
I Disallow plain unencrypted FTP

I¥ Force PROT P to encrypt file transfers in S5L/TLS mode

Lisken For implicit SSLITLS connections on the Following ports {default: 990):

_ 390

Mote: Explicit FTP over TLS shares the normal FTP port

Generate new certificate. .

stored in
plaintext,
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z/OS FTP client ETP.DATA parameters for secure connections

SECURE_MECHANISM TLS

TLSMECHANISM ATTLS

SECURE_FTP ALLOWED

SECURE_CTRLCONN CLEAR

SECURE_DATACONN PRIVATE

Name of the security mechanism
that the client uses when it
sends an AUTH command to the
server.

GSSAPI = Kerberos support

TLS = TLS

SSL/TLS implementer
FTP — FTP use of system SSL
ATTLS - the ATTLS component

Authentication indicator
ALLOWED (D)
REQUIRED

Minimum level of security for
the control connection

CLEAR (D)

SAFE

PRIVATE

Minimum level of security for
the data connection

NEVER

CLEAR (D)

SAFE

PRIVATE

Page 77
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AT-TLS policy for secure FTP client connections from z/OS

52 Modity Rule T

AT-TLS le name

Rule name: x_.bmn._u._._u.m__ms. [+ Enable ruls

Specify settings

raffic d mo_mﬂ Key Ring | Data Endpoints | Security _.m,._m; Advanced

Usze thiz panel to specify the traffic settings.

Application name; *|2BC-FTP-Client-T owin?

Local port
i Allports

+ Al ephemeral ports

" Ports: x_

Separate multiple ports with a comma

Indicate the TCP connect direction

" Either (" Inbound only & Outhound only

Femote port
i Al ports

" Al ephemeral ports

+ Ports: xHm._

Separate multiple ports with a comma

Specify jobname and user 1D

Jobname: | User ID:

ok _ Cancel _

Help _g_
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Virtual key-rings are useful when z/OS is the FTP client

» |[f z/OS is the FTP client, does every FTP user on z/OS have to have a key-ring with a copy

of the CA certificate?

— A few releases back, the answer was yes
* What we call an "administratively heavy process"

—2/0OS V1R8 added support for something known as a virtual key-ring

» To have System SSL check all CERTAUTH certificates in RACF when verifying a certificate
that was received during the SSL handshake, specify a key-ring in the client FTP.DATA (or

matching AT-TLS definitions) as:
— KEYRING *AUTH*/*

= [f client authentication is required, the z/OS FTP user still needs his/her own key-ring

CAT1 certificate w.

CAT certificate w. — CA2 certificate w. CA1 public key
CAlpublickey =N CA2 public key Key-ring of the FTP server
] \ started task user ID == .
\6..»51%@/“‘1\/ [ Signed by the
= ey-ring = — CAT1 private
—
— O —l / 0= Z\ key
i - Y server Il d
key-ring Server certificate w. 4
server public key
— Server private
g > — key
TCP connection setu R JI=0 S
M h > Z C— M/VUW
FTP Client FTP Server
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AT-TLS policy for secure FTP client connections from z/OS

12 Modify Rule

AT-TLS le name

Fule name:

ABC-FTP-Client [+ Enable ruls

Specify settings

._._m:_n; Role | Data Endpoints | Security _.m,._m; Advanced

Usze thiz panel to specify the key ring database and cerlificate lable to uge for this rule.
Key ring database

i Use the key ring database defined for the z/05 image
+ |se a Simple name [as in an SAF product or in PKCS #11 Taoken format):
Keyring “[aUTH*/

7 Usze thiz 2/05 UNIEX file spstem key database:

K.ep databaze: x_

i+ Keydatabaze stash file: x_ ar

" Key databaze pazsword: x_

Centificate label: |

o]

Cancel _

Help _g_
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AT-TLS policy for secure FTP client connections from z/OS

12 Modify Rule

~ AT-TLS nile name

Rule name: x_.bmn._u._._u.m__ms. [¥ Enable rule

-~ Specify settings

Trafl _ mo_m_ Key Ring Data Endpointsi| Security _.m<m__ .pn_,._m:nmn__

Select the address groups of the host endpoints of the b

 Local data endpoint

fic: you want to protect.

% Address group

- Remote data endpoint

~ Address goup

My FileZilla server

e

address

|MILIP_Addresses

zms_..._ Capy... _ Fodik _ Wiew Details | Show ‘where Cmmn_..._

&

JAILIP_fddresses

st_..._ Copy... _ b odif

_ Show Wwhere Cwmn_..._

7

= IPvd or IPvE address, subnet or range

Examples: s s s, i, i gy

I IR, Y

& |Pv4 or IPvE address,
lagszzyz 7

Examples: ssn, @iy, s sy iy
I IR ey

t ar range

o]

Cancel

Hep | 2]
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AT-TLS policy for secure FTP client connections from z/OS

i vees o

~ AT-TLS nile name

Rule name: x_.bmn._u._._u.m__ms. [¥ Enable rule

-~ Specify settings

Traffi _ mo_m_ Key Ring | Data Endpoints - Security _.m<m__ Advanced

Select the security level that will pratect this traffic descriptor
Securty levels

Select a security level

Mew.. _ Copy... _ Fodify... _ Wiew Deta Show where Uzed

_qumc_ﬁl_u__u:ma - |BM supplied: 3DES, AES-256 bit, AES-128 bit encryption

Cancel

o]

Hep | 2]
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Sample z/OS FTP client session with secure FileZilla server

ftp -a tls 9.65.228.73

EZA17361I FTP

EZY2640I Using dd:SYSFTPD=USER1.FTP.DATA for local site configuration parameters
EZA1450I IBM FTP CS V1R12

EZA1466I FTP: using TCPCS

EZA1456I Connect to ?

EZA1736I 9.65.228.73 (exit

EZA15541I Connecting to: 9.65.228.73 port: 21.
220-FileZilla Server version 0.9.32 beta
220-written by Tim Kosse (Tim.Kosse@gmx.de)
220 Please visit http://sourceforge.net/projects/filezilla/
EZA1701I >>> AUTH TLS

234 Using authentication type TLS

EZA2895I Authentication negotiation succeeded
EZA1701I >>> PBSZ 0

200 PBSz=0

EZA1701I >>> PROT P

200 Protection level set to P

EZA2906I Data connection protection is private
EZA1459I NAME (9.65.228.73:USER1):

EZA1701I >>> USER alfred

331 Password required for alfred

EZA1789I PASSWORD:

EZA1701I >>> PASS

230 Logged on

EZA1460I Command:

EZA1736I dir

EZA1701I >>> EPSV

229 Entering Extended Passive Mode (|||51309])
EZA1701I >>> LIST

150 Connection accepted

EZA2284I drwxr-xr-x 1 ftp ftp 0 Jan 24 2010 $RECYCLE.BIN
EZA2284I drwxr-xr-x 1 ftp ftp 0 Jan 08 2010 05818b61£89fef75d8745f
EZA2284I drwxr-xr-x 1 ftp ftp 0 May 30 2009 BACKUP

1 ftp ftp 0 Dec 10 2009 CMPNENTS

EZA2284I drwxr—-xr-x
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Netstat TTLS report for the z/OS FTP client connection to FileZilla

CAct1l~ABC-FTP-Client-To-Win7

Client

35
39
37
38
36
oA
16
10
i3}
oD
2F
33
31
32
30

TLS_RSA_WITH AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_ 256_CBC_SHA
TLS_DH_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DH_DSS_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE CBC_SHA
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DH_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DH_DSS_WITH_AES_128_CBC_SHA

Off

7
On
On

ConnID: 000002AC TTLSConnAction:
JobName : USER1 HandshakeRole:
LocalSocket: 9.42.130.98..1171 V3CipherSuites:
RemoteSocket: 9.65.228.73..21
SecLevel: TLS Version 1
Cipher: 35 TLS_RSA_WITH AES_256_CBC_SHA
CertUserID: N/A
MapType: Primary
FIPS140: Off

TTLSRule: ABC-FTP-Client~1
Priority: 255
LocalAddr: All
LocalPortFrom: 1024 LocalPortTo: 65535
RemoteAddr: 9.65.228.73
RemotePort : 21
Direction: Outbound
TTLSGrpAction: gActl

GroupID: 00000002 CtraceClearText:
TTLSEnabled: On Trace:
Envfile: /etc/attls.env ApplicationControlled:
CtraceClearText : Off SecondaryMap:
Trace: 7
SyslogFacility: Daemon
SecondaryMap: Off
FIPS140: Off
TTLSEnvAction: eActl~ABC-FTP-Client-To-Win7
EnvironmentUserInstance: 0
Client
*AUTH*/*
Off
On
On
On
ResetCipherTimer: 0
ApplicationControlled: Off
HandshakeTimeout : 10
TruncatedHMAC: Off
ClientMaxSSLFragment : Off
ServerMaxSSLFragment Off
ClientHandshakeSNI: Off
ServerHandshakeSNI: Off
ClientAuthType: Required
CertValidationMode: Any
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Safe and Secure Transfers with z/OS FTP
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