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Objectives of this Lab
At the end of this lab, you will be able to

Submit and approve a certificate request for

» A certificate with key pair generated by the browser —EX 1
» A certificate with key pair generated by PKI Services — EX 2
» A certificate with key pair generated on a z/OS server — EX 3

View the installed certificate from the IE broswer — EX 4
Revoke/Suspend a certificate — EX 5

Check the certificate status — EX 6

» Certificate Revocation List (CRL)
» Online Certificate Status Protocol (OCSP)

Customize PKI Services —EX 7

» Configuration file — pkiserv.conf
» Template file — pkiserv.tmpl



Background information

* PKIl Services is an application to generate and manage certificates.

z/OS PKI Services Process Flow —a
simplified sample view

1. User contacts PKI Services to request for certificate

2 CGil constructs a web page for user to input information
3. CGlI packages all the info and send to the callable service
4

Callable service calls the daemon to generate the request
object and put it in the Request objects DB

5.  Administrator approves the request through the
administrator web page

6.  CGl calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB

7.  Certificate is placed in the Issued Cert List DB
8.  User retrieves the certificate
9.  Certificate is posted to LDAP

z/OS PKI Services —

*CGls _ RACF
«Callable service DB

\L, “pacmon Y PKI
= ; u Administrator
N
\4;
\ 7 SRequest
S objects
Issued
Cert List

« Configuration is done through 3 files — pkiserv.envars, pkiserv.conf, pkiserv.tmpl.

* In z/OS V1RS8, we support multiple instances of PKI Services running on the same LPAR. It is this feature that

makes this lab possible since each of you can experiment with your own set up.

e Each user will have his own Certificate Authority (CA) Domain with its CA certificate issued by a Master CA with

subject name ‘OU=Demo Customer Design Centre Certificate Authority, O=TEST,C=US’

« The users’ CA certificates are named ‘CN=Sharb01CA,0OU=Test,0=The Sharb01 Firm’, ‘CN=Sharb02CA...’,

‘CN=Sharb03CA..." etc



e This is the partial content of a sample pkiserv.envars file

e |t sets up the environment variables for the CA Domain name and the location of the PKI Services configuration
file, pkiserv.conf

# Wien running as a CA Donmin, set the CA Domain name by assigni ng
# desired value to the _PKISERV_CA DOVAIN vari abl e.

# Note: The first eight characters nust be unique.

#

# exanpl e: _PKI SERV_CA DOVAI N=WebAppCA

_PKI SERV_CA DOVAI N=SHARBO1

#

# Configuration File l|ocation and Message configuration Options
#

_PKI SERV_CONFI G_PATH=/ shar el ab/ shar b01/ pki | ab

_PKI SERV_MSG LOGE NG=st dout _| oggi ng

_PKI SERV_MSG _LEVEL=*.w




This is the partial content of a sample pkiserv.conf file
It specifies the names of the VSAM datasets used as the PKI Services databases
It contains the time intervals for certain tasks to perform

It has the global information needed to be in the certificates in all kinds of templates, eg. The CRL Distribution
Point location

Re-starting PKI Services is needed for any changes to this file

# Data set nane of the VSAM request (object store) base CLUSTER
Obj ect DSN=' pki srvd. vsam ost'

# Data set nane of the VSAMissued certificate list (I1CL) base CLUSTER
| CLDSN=' pki srvd. vsamii cl'

# How often to turn approved requests into certificates

Createl nterval =1m

# How often to create the CRL

Ti meBet weenCRLs=10m

# CRL distribution point name

CRLDi st Name=CRL

# CRL distribution point extension containing the |location

# |s OCSP responder enabl ed?

OCSPType=basi c



http://mvs1.centers.ihost.com:8041/Sharb01/crls/

This is the partial content of a sample pkiserv.tmpl file

It contains HTML like tags

There are different types of templates for certificates with certain usage

The certificate information needed are customizable per template basis, verses those global information specified
in pkiserv.conf

Under the <CONTENT> section is a list of fields that you expect user to input when a request is made

Under the <CONSTANT> section is a list of hard coded fields

The change to this file will be picked up dynamically

<TEMPLATE NAME=1- Year PKI SSL Browser Certificate>
<CONTENT>

%4Request or (optional) %%

%Mot i fyEmail (optional) %%

%assPhr ase%o

9%®4vki | (optional) %%

9% CommonNane %86

</ CONTENT>

<CONSTANT>
%Ex gUnit=Class 1 Internet Certificate CAb
%€ g=The Shar bxx Fi r n?®6
%KeyUsage=handshake%%
%WEXt KeyUsage=cl i ent aut h%%
9®ut hl nf oAcc=0CSP, URL=htt p://nvsI. cenfers i hosi: 80417 Shar b01l/ public-

%9MNot Af t er =365%%0
</ CONSTANT>

</ TEMPLATE>



http://mvs1.centers.ihost:8041/Sharb01/public-
cgi/caocsp%%
%%NotBefore=0%%

Exercise Instructions:

Note 1: All the references of xx refer to the number part of your assigned id, eg. 01 if your assigned ID is sharb01)

Note 2: You will play both roles as an end user and as an administrator in the lab. The tasks performed by an end

L -1
user and an administrator are indicated by a male k‘-and female ﬁf‘u icon respectively.
Note 3: If you are not familiar with the MVS/OMVS system, you may refer to Appendix 1 to get some hints.



Exercise 1 - Request a certificate with key pair generated from the browser

A. Submit a request

e Open an Internet Explorer browser to go to the url (change xx to the number part of your assigned id):

http://mvsl.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Click on the “Install the CA certificate to enable SSL sessions for PKI Services’ link so that SSL can be performed

for the subsequent actions

- - - - -
PKI Services Certificate Generation Application
; Install the CA certificate to enable S5L sessions for PKI Services I [ Thl SiIst he start page
= Choose one of the following: -
-3
- 2 « Request a new certificate using a model
Qo
- Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate b
o
=] Q | Reqguest Cerificate |
> ~
= « Pick up a previously requested certificate
j —
=) 8 Enter the assigned transaction ID
~ o .
o | Select the certificate return type | PKI Browser Certificate |~ |
S )
g_ | Pickup Certificate |
job]
” »
— @ « Renew or revoke a previously issued browser certificate
> o
® o | Renew of Revoke Certificate |
= « Administrators click here
. c
— 9 Go to Administration Page |
O o
D o .
g email webmaster(@your-company. com
=l
o
=
)



http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Choose the ‘1 Year PKI SSL Browser Certificate’ template

Click ‘Request Certificate’

L

PKI Services Certificate Generation Application Pick at errpl ate

Install the CA certificate to enable SSL sessions for PKI

S
Services

Choose one of the following:

- Requesta new certificate using a model

Select the certificate template to use as 2 modal

1-Year PKI SSL Browser Certificate v

[ Request Certificate

« Pick up a previously requested certificate

Enter the assignad transaction [D

Select the certificate retum type | PKI Browse

1-Year PKI SSL Browser Certificate

1-¥ear PKI S/MIME Browser Cerificate

2-Year PKI Windows Logon Certificate

2-Year PKI Browser Certificate For Authenticating To z/0S
5-Year PKI SSL Server Certificate

5-Year PKIIPSEC Server (Firewall) Certificate
5-Year PKl Intermediate CA Certificate

2-Y'ear PKIl Authenticode - Code Signing Certificate
5-Year SCEP Certificate - Preregistration

1-Year PKl Generated Key Certificate

n-Year PKI Certificate for Extensions Demonstration

[ Pickup Certificate |

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate

|

« Recovera previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was raquested

Enter the same pass phrase as on the request form

Recover Certificate ]

« Administrators click here

| Go to Administration Page |
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e Fill in the values for the certificate request information
e Select Microsoft Base Cryptographic Provider to generate key pair

e Click on ‘Submit certificate request’

1-Year PKI SSL Browser Certificate
Choose one of the following: I[” Fill in the info

+» Request a New Certificate
Enter values for the following field(s)

Your name for tracking this request (optional)

These input fields are

Email address for notification purposes {(optional)

I controlled by the
<CONTENT> entries on p7

Pass phrase for securing this request, You will need to supply this value when retrieving your certihcaley

Reenter your pass phrase o confirm

Email address for distinguished name MAIL=attribute (optional)

Common MName

The browser will use the selected
Select the following key information cr ypt (0} pr OVi del’ t (0] gener at e
A public/private key pair. Pick
M crosoft Base Cryptographic
Provi der.

Enable strong private key protection? N 3

[ ‘Subrmit certificate request ]

o Pick Up a Previously Issued Certificate

email: webmaster @your-company.com




Save this transaction ID into some file (eg. Open notepad and paste it)

Click ‘Continue’

L
Request submitted successfully L'.‘,

Here's your transaction ID. You will need it to retrieve your certificate. Press 'Continue' to retrieve the certificate.

15T Qs O/ epk2SHV-H--HH+ ‘

Caontinue |

emal: webmaster@yvour-company.com

12



e Enter the passphrase that you entered when you made the request

e Click on ‘Retrieve and Install Certificate’ (It will fail, see next page)

Retrieve Your PKI Browser Certificate ' L
Please bookmark this page fo

Since your certificate may not have been issued yet, we recommend that you create 2 bookmark to this location so that when you return to this bookmark, the browser will display your transaction ID. This is the
easiest way to check your status.

Enter the assigned transaction ID

TKAGSIKFhriZ2T ca++++++4+

If you specified a pass phrase when submitting the certificate requast, typs it here, exactly as you typed it on the requast form

| Retrieve and Install Certificate |

13



You will find the request was not successful because it is waiting for the administrator to approve it

L
-
Request was not successful t 4

Please correct the problem or report the error to your Web admm person

IEKYIOOZI 3AF Service IRRSPXOD Returned 3AF RC = § RACF RC = § RLCF RE3N = 56
Regque=st iz =till pending approval or yet to kbe issued

emaill: webmasterf@your-company.com

Certificate not ready

14



B. Approve the certificate request

Open another Internet Explorer browser to go to the same url (change xx to the number part of your assigned id):

http://mvsl.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

This time you act as an administrator, click on the ‘Go to Administration Page’

When prompted for userid and password, use your assigned sharbxx userid and password

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services r I'II
AN W

Choose one of the following:

« Request a new certificate using a model
Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate vl

Request Certificate

« Pick up a previously requested certificate

Enter the assigned transaction [D

Select the certificate return type  PKIBrowser Certificate i‘

Pick up Certificate

« Renew or revoke a previously issued browser certificate

| Renew or Revoke Certificate |

+ Administrators click here

Go to Administration Page | Admi ni strator starts working

email webmaster@vyour-company. com

15


http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Choose ‘Show requests pending approval’ and click on ‘Find Certificates or Certificate Requests’

PKI Services Administration

Choose one of the following:

» Work with a single certificate request

Enter the Transaction ID:

Process Request

+ Work with a single issued certificate

Enter the Senal Number:

[ Process Certficate |

+ Specify search criteria for certificates and certificate requests

Certificate Requests [ssued Certificates
O Showall requests (O Show all ssued certificates
O Show revoked conificates
(O Show approved requests (O Shorw suspendzd centificates
O Show completed raquests (O Show expired certificates
OO Show rejacted requasts O Show activecentifcates (not expired, ot revoked, not suspended)

() $how rejections in which the clent has been notified (O Show disabled certifcates (suspended or revoked, not expired)
O Show preregistersd raquests (O Show active, automatic renerwal enabled certificates
O Show active, automatic v disabled certifcaes

O Show active, not renewable certificates

Additional search eriteria (Optional)

Requestor's name

Show recent activity only | (Not Selected) !:_l

Show certificates that will expire (101 212 (Only applicable to active centificates when recent activity is not salected)

[ Find Certificates or Certificate Requests ]

16



This shows the request summary

Click on the Trans ID link to view the request details

) I1
L

Request summary info
The following certificate requests matched the search criteria specified:

Certificate Requests

Trans ID: 1k kZ2 Created: 20110127
jand7a  Template:!-Year PKI SSL Browser Centificate Pending Approval
Subject: CN=jan27a,0U=Class | Intemet Certificate CA,0=The Sharb01 Firm C=US Modified:2011/01/27

Choose one of the following:
+ Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

« Select and take action against multiple requests at once

Action Comment (Optional)

- Approve without modification all requests selected above that are "Pending Approval”

Raia

Y= |- Reject all requests selected above that are "Pending Approval”

- Delete all requests selected above

[ Respecify Your Search Criteria |

17



e Notice that Subject name value has values coming from both the user input (the CN value) and the hard coded

value in

e Clickon

pkiserv.tmpl under the <CONSTANT> section (the OU and O values)

‘Approve Request with Modifications’
)’%
&

Single Request L
Requestor: jan2Ta Created: 20110127 The SUbJ ect’ S nane Val ue
Status: Pending Approval Modified: 20110127

Transaction Id:

Template:

Subject:

Issuer:

Validity:

Usage:
Extended Usage:
Fingerprints:
SHAl:

MDs:

SHALS6:

SHASIY:

Action to take:

come fromthe user input
and hardcoded val ue in
pki serv. t npl

1kASSDZe ZikZI TotHttttit Passphrase: a

1-Year PKI SS5L Browser Certificate

CN=jan27a, 0U=Class | Internet Certificate CA O=The Sharb(1 Firm C=US

CN=8harb01 CA OU=Test,0=The Sharb(] Firm,C=US
201170127 00:00:00 - 2012/01/26 23:59:59
handshake(digitalSignature, keyEncipherment)
clisntauth

o ] Request detail info
99:36:1F:05:34:3A3D:5 A2 F23ADCACELOFF6:CC.72:19:79
249F4E-F6:D2:AL'FB:BSE6:BB:37:F8:96:58:0D:97
ARAFSATE:74:74:28:84:27-0F ED:05:79:05:16:D8:68:10:59:00.F 5:54:3A:06.BA4 1 5E-24:8F 3C:3FF5
29:04:6C:5B:50:1C:D5:AC:A9:3C: ASED:04:4B:94:B8:52:B5:16:6 A:00:F 6: TD:05:4E:8A:DC:B0:19:3F:48:4C:
11:55:CD:7B:3B:9B: 71:7C:4B:E0:0A:60:BB.0F:36:DC:B3:6B:D6:B1:49.F 1:07:3C:61:08:B3: 1 LES:C6:00:27

Action Comment (Optional)

|  Approve RequestAsltis |

[ Reject Request ]

[ Delete Request ]

| Approve Requestwith Modifications |

18



e As an administrator, you can modify the info that the user input before you approve the request

o After the modification, if any, click on ‘Approve with specified modifications’

Modify and Approve Request

.Requemr . Request Information Dates

Trans ID: 1 kASsDZe ZhZ 2 Te++++++ Created: 20110127
{jan27a  (Template:1-Year PKI 551 Browser Certificate

Subject:CN=jan272,0U=Class | Intemet Certificate CA,O=The Sharb0] Firm,C=US Modified:20110127

You may modify the following fields by providing new values. To remove a field simply blank it out or de-select it.
+ Subject Distinguished Name:

Common Name (optional)
jan27a

Organizational Unit (optional)

Class 1 Intemet Cerificate CA Page prl med with
Orpizatia st ptions requested info.
Adm ni strator can

change themif
&) necessary.

+ Extensions:
Indicate the kev usage for the certificate (optional)
|Protocol handshaking. e.g. SSL (digitalSigr keyEnciph nt) -~
Certificate a RL signing (keyCenSign. cRLSign) L
’

Organization (optional)
The Sharb01 Firm

Indicate the extended kev usage the certificate §
Server side authentication (serverAuth) |||
|Client side authenti (cli Ell
Code signing (codeSigning)
Emaii proieciion {(emaiiFrotecion) :"f_

)

HostldMlappings Extension value(s) in subject-id@host-name form (optional)
HostldMappings Extension value(s) in subject-id@host-name form (optional)
HostldMappings Extension value(s) in subject-id@host-name form (optional)
HostIdMappings Extension value(s) in subject-id@host-name form (optional)

Validity Period:
Date certificate becomes valid Date certificate expires (at end of day)
2011 [v][1 [v][27x] [2012[w][1 [~][261]
Automatic FRenewal: | Mot set L]

Action Comment (Optional)

[ Approve with specified modifications ]

I Reset Modified Fields 1




e You will get a confirmation that the request is approved

e Click on ‘Administration Home Page’ to take a look at the request status

- i
Processing successful AU

[ Process More Request(s) ]

| AdministatonHome Page |

You may continue to approve/reject/delete more request(s) by clicking the button below:

20



e Choose ‘Show all requests’ and click on ‘Find Certificates or Certificate Requests’

F To display all the requests
Choose one of the following:

+ Work with a single certificate request

W
Enter the Transaction [D: g >

Ls

Process Request

« Work with a single issued certificate

Enter the Serial Number:

Process Certificate

+ Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

® Show all requasts O Show allissusd certificates

(O Show requasts pending approval (O Showw ravoked certificates

O show approved raquasts O show suspended certificates

(O Show completed raquests (O Showw expired certficates

O show rejected requasts () Show active certificates (not expired, not revoked, not suspended)

() Show rejections in which the client has been notified () Show disabled certificaes (suspended or revoked, not expired)
(0 Show preregistersd requests () Show active, automatic renewal enabled certificates
() Show active, automatic renewal disabled certificates

() Show active, not rsnewable certficates

Additional search criteria (Optional)
Requestor's name
Show recent activity only | (Not Selected) E!

Show certificates that will expire Not ' (Only applicable to astive certificates when recent activity 13 nok selected)

| Find Certificates or Cerfificate Requests |

21



Notice that the status of the request became ‘Approved'. If the certificate has been created, a serial number will
also be displayed.

Click on ‘Re-specify Your Search Criteria’ to check on the certificate

22



L e
I’4 I
Certificate Requests @J‘

The following certificate requests matched the search criteria specified:

All |¥] Requestor Certificate Request Information Status Dates
Trans ID: [kASsDZCZIRZ I Tet+trttrs gt Created: 2011/01/27
jandla  |Template:-Year PKISSL Browser Certificate G
B bR AT AN AT M f T Mt B MR AT BL_ LA T AT Stna] #‘_;| mE msas mommssimsomm
JTDJeCl; UINTJans /3, UUSCIasS | Aiemel Lertimcaie LA, US 118 Jnafpul FIEmLSU Modified: 201101727

« Click on a transaction [D to see move information or to modily, approve, reject, or delete requests individually
+ Select and take action against multiple requests at once Req uest | S ap pr oV ed ) Th e
Action Comment (Optional) presence of a serial

nunber indicates the
certificate 1S created.

Delete |. Deae al requests selacted zbove

[ Respecify Your Seaich Criteria |

e This time choose ‘Show all issued certificates’ and click on ‘Find Certificates or Certificate Requests’




Choose one of the following:

+ Work with a single certificate request

Enter the Transaction ID:
Process Request ]
. Work with a single issued certificate To di Spl ay all the
, certificates
Enter the Serial Number.

[ Process Cenificate 1

+ Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

O Show a raquasts ® Show all issued certifcats

(O $how raquasts pending approval (O Show revoked certifcates

O show approvad requasts O show suspendad certificates

O show completed raquasts O show expired certificates

O show rejected raquests (O Show active certifcates (not expired, not revoked, not suspendzd)

O show rejections n which the client has been notified () Show disabled certiicates (suspended or revoked, not expired)
O show preregistered requasts () Show active, astomatic renesval enabled certficates
O Show active, automatic renewal disabled certificates

O Show active, nof renewable cartificates

Additional search criteria (Optional)
Requestor's name
Show recent activity only ! (Not Selected) E|

Show cartificates that will expire ' (Only applicsble to astive certificates when recent activity s not salected)

| FindCenficates or Certficate Requests |

24



e Similar info as in the request. The status of the certificate is ‘Active’ when it is created

e Click on the Serial # link to display certificate details

T
U
o

Issued Certificates

The following issued certificates matched the search criteria specified:

Al [v] Requestor Certificate Information Status Key archived Dates
| Serial#: 3 Created: 20110127
jenl7a  Template:1-Year PKI SSL Browser Certificate Active No
Subject: CN=jan272,0U=Class | Intemet Certificate CA O=The Sharb01 Firm C=U$ Modified: 20110127

Choose one of the following:

Certificate summary info

+ Click on a serial number to see more information or to perform action on a single certificate
« Select and take action against multiple certificates at once

Action Comment (Optional)

No Reason E - Revoke all selacted active certificates
- Suspend all selectad active certificates

- Delete all selected certificates

| Respecify Your Search Ciiteria |

25



This page can also be reached from the Serial # link appeared on the Certificate Requests page (p. 22)

Where do the values of Validity, Usage, Extended Usage come from? User input, pkiserv.tmpl or pkiserv.conf?

:

Li

Single Issued Certificate Certificate detail info

Requestor: [ Created: 20110127
Status: Aptive Modified: 20110127
Template: |- Year PKISSL Browser Certificate  PassPhrase: 2

Serial #: 3

Previous Action Comment: Issued centificats

Subject: CN=jan27a OU=Class | Intemet Certificate CA,0=The Sharb01 Firm C=U$
ssuer: CN=Sharb01 CA,0U=Test,0=The Sharb01 Fiom, C=US

Validity: 201110127 00:00:00 - 201201726 23:38:39

Usage: handshake(digitalSignature, kevEncipherment)

Extended Usage: clisntauth

Action fo take:

Action Comment (Optiona])

[ Revoke Certificat ]NoReason j

| SuspendCericate |

| Disable Automatc Renewal |

[ Enable Automatic Renewal |

Delete Ceificate

26



C. Pick up the certificate

Switch back to the user browser window and go to this page again (p.9)
Enter the transaction ID, select ‘PKI Browser Certificate’ as the certificate return type and click on ‘Pick up
Certificate’

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKT Services

Choose one of the following: ‘ L -

+ Request a new certificate using a model

Select the certificate template to use as amodel 1-Year PKI SSL Browser Cerlificate V

[ Request Certificate ]

« Pick up a previously requested certificate

Enter the assigned transaction ID
1j913qJRQONP2T c+++-+++++

Select the certificate return type | PKI Browser Certificate V

[ Pick up Certificate l

+ Renew or revoke a previously issued browser certificate

| Renew or Revoke Certificate |

+ Administrators click here

| Go to Administration Page |

email: webmaster(@ vour-company.com

27



Enter the password that you entered when you made the request and click ‘Retrieve and Install Certificate’

Please bookmark this page

Retrieve Your PKI Browser Certificate I [

Since your certificate may not have been issued vet, we recommend that you create a bookmark to this location so that when you return to this bookmark, the browser will dis
vour transaction ID. This is the easiest way to check your status.

Enter the assigned transaction [D
TKABSIKFhAZ2T costttstts

If you specified a pass phrase when submitting the certificate request, type it here, exactly as you typed it on the request form

| Retrieve and Install Certificate |

28



Click ‘Install Certificate’

Answer ‘Yes’ when you are asked whether you want to install the certificate(s)

Internet Explorer certificate install
Click "Tnstall Certificate” to store your new certificate into your browser

Install Certificate |

Home page |

'S

-«

You will look at the certificate you installed from the browser in Exercise 4.

29



Exercise 2 - Request a certificate with key pair generated by PKI Services

A. Submit a request

e (o to the main page again as in Exercise 1 (change xx to the number part of your assigned id):

http://mvsl.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Choose the ‘1 Year PKI Generated Key Certificate’ template

e Click ‘Request Certificate’

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services h

Choose one of the following:

« Request a new certificate using a model

<]

Select the certificate template to use as a model | 1-Year PKI Generated Key Certificate

1-Year PKI S5L Browser Certificate

Request Certificate 1-Year PKl S;’MIME BrowserCeﬂ_jﬁcate

2-Year PKI Windows Logon Certificate

2-Year PKl Browser Certificate For Authenticating To z/0S
« Pick up a previously requested certificate |5year PK| SSL Server Certificate

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

2-Year PKl Authenticode - Code Signing Certificate

T 5-Year SCEP Certificate - Preregisiration
Select the certificate return type | PKI Brow 73

“Year PKI Certificate for Extensions Demonstration

[ Pick up Certificate

« Renew or revoke a previously issued browser certificate

| Renew or Revoke Certificate |

» Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was requested

Enter the same pass phrase as on the request form
[ RecoverCerificate |

+ Administrators click here

|  GotoAdministration Page |



http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

e Fill in the values for the certificate request information
e Select the key type and key size for PKI to generate key pair

e Click on ‘Submit certificate request’

1-Year PKI Key Generated Certificate

Choose one of the following:

L Fill in the info
« Request a New Certificate h

Enter values for the following field(s)

Enter the requestor’s email address

These input fields are
controlled by the
Reenter your pass phrase to confirm <CONTENT> entries on p7

Common Name 7

Email address for distinguished name MAIL= attribute (optional)

Pass phrase for securing this requast. You will need to supply this valus when retrisving vour certificate

Select the key type alld_]\ﬂ- size
e Sel ect the key type and key size

RSA-102¢ [alerequest_) Clear] for PKI to generate

RSA- 4096 i i i

o S TS public/private key pair.
MNISTECC - 224
NISTECC - 256 cerificate |
NISTECC - 384
. INISTECC - 521
email: w BPECC - 1680 Y.C0Mm
BPECC - 192
BPECC - 224
BPECC - 256




o Unlike the browser generated key certificate, you do not get back a transaction ID on this page

L
Request submitted successfully ht

A link to pick up the certificate was sent to the specified requestor’s email address at jan? Th@ gmail com.

[ Home Page ]

smail: webmaster@vour-company.com

e Note: The lab system won'’t allow the sending out of email. We will use the administrator role to get the

transaction ID to retrieve the certificate.
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B. Approve the request

e Go to the administrator’s page to approve the request the same way you just did as in Exercise 1

e Save the Transaction Id from the request detail page. (You will need it to retrieve the certificate in Step C later.)

A
Single Request ﬁ =

Requestor:  jan2Tb@gmail.com Created:  2011/0127

Status: Approved Modified:  2011/0127 : .
Transaction Id: Passphrase: 2 Re q ues t d et al I | nf 0
Template: 1-Year PKI Generated Key Certificate  NotifiEmail: jan27b@gmail com

Serial # 4

Subject: CN=jan27b,0U=Class | Intemnet Certificate CA,O=The Sharb{! Firm,C=US

Issuer: CN=Sharb01 CA,OU=Test,0=The Sharb01 Firm,C=US

Validity: 2011/01/27 00:00:00 - 201201/26 23:59:59

Usage: handshake(digitalSignature, keyEncipherment)

Extended Usage: not specified

Action to take:

Action Comment (Optional)

Delete Request

[ Administration Home Page |
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Notice that the Key archived column for this certificate is Yes since the key pair was generated by PKI Services
and PKI keeps a copy of it.

Issued Certificates

The following issued certificates matched the search criteria specified:

All Requestor l Certificate Information Status .Key archived Dates
Serial: 3 ' (Created: 20110127
jan2Ta Template: . Vear PKI SSL Browser Cartificate Active No
Subject: CN=jan27a,0U=Class | Internet Certificate CA,0=The Sharb01 Firm C=US . Modified:20110127
Sl i 2010127
@mﬂ-b@gmﬂ.cum Template: - Vear PKI Generated Key Certificate Active |Yes ;
Subject: CN=jan27h,0U=Class | Internet Certificate CA O=The Sharb01 Firm C=US Mndiﬁed:lﬂ%/
—_— =

Choose one of the following:

+ Click on a serial number to see more information or to perform action on a single certificate

+ Select and take action against multiple certificates at once

Certificate summary info

Action Comment (Optional)

. No Reason E - Revoke all selected active certificates
- Suspend all selected active certificates

Delete | Delete all selacted certificates

| Respecify Your Search Ciiteria |
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C. Pick up the certificate
o Go back to the user home page to retrieve the PKI key generated certificate. Paste the Transaction ID and

select ‘PKI Key Certificate’ as the certificate return type. Click on Pick up Certificate.

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services

Choose one of the following: I L F
Request a new certificate using a model >3

Selsct the certificats template to use as 2 model | 1-Year PKI SSL Browser Cerificate E

[ RequestCerficate |

« Pick up a previously requested certificate

Enter the assigned transaction ID

TKABYYeAWtcZ2To+s+++s444

[ Pick up Certificate ]

+ Renew or revoke a previously issued browser certificate

| Renew or Revoke Centificate |

+ Recover a previously issued certificate whose key was generated by PEI Services

Enter the email address when the original certificate was requested

Enter the same pass phrase as on the request form
Recover Certificate

» Administrators click here

|  GotoAdministriationPage |
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e Note: In real system, the end user will reach this page by clicking on the link sent to his email address

e Enter the pass phrase you entered when you made the request

Retrieve Your PKI Key Certificate
Enter the assigned transaction ID ﬂ
TRASYYeAWICZ2 T c+++++rtreet -

If you specified a pass phrase when submitting the certificate request, type it here, exacthy as vou typed it on the request form

[ Reineve Certificate |

e Click Open.
File Download <]
T
Do you want to open or save this file'? H:
== Mame: mycert.pl2
m Type: Personal Information Exchange, 3.02KB

From: mvsl.centers.ihost.com

[ open || Save | [ Cancel |

While files from the Intemet can be useful, some files can potentially
harm your computer. if you do not trust the source., do not open or
save this filke, VWhat = the dzk?
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e Click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

e~

et > j | Cancel l
e Click Next.
Certificate Import Wizard B4
File to Import
Specify the file you want to import. r
‘ -

Eile name:

s\Temporary Internet Files\Content. IES\SLGOC 10Vimycert[1].p12 Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange - PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

[ < Back ]l Mext > ] [ Cancel

J
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e Enter the password and check the key as exportable.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.
Password:

I'g

[C]Enable strong ateheyprohechan walbeprornp'bede\rervlimeﬂme
private key is used by an application if you enable this option

E‘kﬂ'ﬂshevasemorbble This will allow you to back Up or h'a'lspurtym.r[
vs at a later time

| < Back |I Mext > | | Cancel

e Click Next.

Certificate Import Wizard

Certificate Store ﬂ.
Certificate stores are system areas where certificates are kept. =

Windows can automatically select a certificate store, or you can spedify a location for

Oﬁaceal w‘hﬁ:aheshlhefolowmsm

Certificate store:

| <Badk || mMext> | [ cancel
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e Click Finish.

Certificate Import Wizard

Completing the Certificate Import

Wizard i

-
You have successfully completed the Certificate Import-
wizard.

You have spedfied the following settings:
Certificate Store Selected Automatically determined by 1
Content PFX

File Mams C:\Documents and Settings\A
< | >
[ < Back “ Finish ] [ Cancel

J

e You will look at the certificate you installed from the browser in Exercise 4.
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Exercise 3 - Request a certificate with key pair generated on z/OS

@@L
A -
A. Create arequest o

e Log on the MVS system (See Appendix 1)
e Go to ISPF panel, enter option 6

File Edit View Communication Actions Window Help

By B B = % & @ @
———————————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTIOW MEWU ----------

Alternate Dialog
Alternate Dialog
More:
The time is 12:30 p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBO1 dsn prefix is SHARBO1 proc is SHARE sys is §1

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VIEW-0E View/Browse files in the Open Edition fTile system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition file system
UTILITIES Perform utility functions

ISHELL-0E Open Edition ISPF shell

FOREGROUND Invoke language processors in Toreground

BATCH Submit job for language processing

COMMAND Enter TS0 command, CLIST, or REXX exec

DIALOG TEST Perform dialog testing

LM UTILITIES Perform library administrator utility functions
IBH FRODUCTS Additional IBHM program development products
SCLHM Software Configuration and Library Manager

e From ISPF 6, enter the RACDCERT command to create a certificate request by 2 commands: (Note: Values are case
sensitive within quotes)
0 RACDCERT id(Sharbxx) GENCERT SUBJECT(CN(‘MySSLCertxx’)) WITHLABEL(‘MySSLCertxx’)
0 RACDCERT id(Sharbxx) GENREQ(LABEL(‘MySSLCertxx’)) DSN(myssl)

Henu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands bhelow:

==> RACDCERT id(Sharbxx) GEMCERT SUBJECT(CHN{'MySSlCertxx’
WITHLABEL ( 'MySSL Certxx'




Henu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS50 or Workstation commands below:

===3 EHCDCERT id{Sharbxx) GENEEQ{LABEL{ ' 'MuSSlLCertxx"' DSHN{myss1

e PF3to exit out option 6 and go to ISPF 3.4, hit enter

File Edit View Communication Actions Window Help

By S @ @ % & @ @
———————————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTION MENU —————————

Alternate Dialog
Alternate Dialog
More:
The time is 12:45% p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBO1 dsn prefix is SHARBO1 proc is SHARE sys is 51

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VIEW-0E View/Browse files in the Open Edition file system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition file system
UTILITIES Perform utility functions

e enter ‘Sharbxx.myssl’ on the ‘Dsname Level input line and hit enter

HMenu Reflist RefMode Utilities Help

Data Set List Utility
Option ===>
More:
blank Display data set list P Print data set list
¥ Display VYTOC information PY¥ Print V¥TOC information

Enter one or both of the parameters below:

Dsname Level . . . SHARBxx.myssl _
VYolume serial

e Putletter ‘e’ next to ‘Sharbxx.myssl’

e Select its entire content by using the mouse. Click on Edit->Copy. This will be used to paste on the PKCS#10
Certificate Request box in the following steps.

41



00EEo1
(0]o]ololobx
pEEOO3
o]o]ojo]of
DOEOOS5
oJojolololS
o]o]olololy
(o]o]olo]oks;
o]o]ojo]ele]
poEO10
00EO11

KKK KKK KKK KKK KK KKK KKKKXRXX kXXX Top Oof Data %%k % KK KKK KKK KK K K K K XK K KK XK XK K K XK ¥

-Warning- The UNDO command is not available until you change
your edit profile using the command RECOVERY ON.

BEGIN NEW CERTIFICATE REQUEST
MIIBhTCB7wIBADAWMRQWEgYDVOQDEWtNWYNTTENFULQWMTCBnzANBgkghk1GOwOB
AQEFAADB j0AWgYKCgYEARBC8U1lvTwdOywl / TA9dyRgkbuR7765h3R406tZWgpp2YaM
cXwOD jQkckHQgWqur/FXHCbh/IJkFTa3B5cGKEIL 1PQBJH1hC fDHBKb311vFaYCb
svELYyRo fKVsI tUL54Q/ZREuczpcKecv8dMJIsr33CZQW/uViqou0Q4DFHAZD2L oJMC
AWEARaAWMCAGCSqGSIb3DQEJD jENMBB8WHOYDVROOBBYEFOOHSDduigJsku3ilIVF
z2aHQmopMABGCSqGSIb3DQEBBQUAA4GBAGECY / fJUqrlgj36sRiBdGf j33yl8XJn
fBWiZ4g8NOEn76+1iVtTdxP0adZIH4A+ncaEq29H6ck I 1oXASCHSUNENdYP+vGicH
OtVedtYcovvmVSwKojljmiZc55DMh2gebxYmkqquNbvizPdjs/aj8iWASAYxHOPW
th59alL4s0fyg

END NEW CERTIFICATE REQUEST

KK KK 3K K K KOK K K K KKK KRR KKKk Rk kX x kX Bottom of Data %% % kK Kk K K kK K K K K K K K K K XK X K ¥ K X X

Don't exit out of this file, leave it there.
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B. Submit the request

o Go to the PKI Services Start page (p.9). This time choose the ‘5 Year PKI SSL Server Certificate’ template and click

on ‘Request Certificate’.

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PRI Services H

Choose one of the following: . :
This tinme, let’s try to
get a SSL Server cert

« Reguest a new certificate using a model

Select the certificate template to use as a mod.el. 5-Year PKI SSL Server Certificate v
1-Year PKI SSL Browser Certificate
[ RequestCertificate | 1-Year PKI S/MIME Browser Certificate

2-Year PKIWindows Logon Certificate

2-Year PKI Browser Certificate For Authenticating To 2/0S
+ Pick up a previously requested certificate [EE5PKI S50 Server Cerificale

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-¥ear PKl Intermediate CA Certificate

2-Year PKl Authenticode - Code Signing Centificate

) 5-Year SCEP Certificate - Preregistration

Select the certificate retum type | PKI Browsel ; v o py Generated Key Certificate

n-Year PKl Certificate for Extensions Demonstration

I Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate |

« Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was requested

Enter the same pass phrase as on the request form
[ Recover Certificate ]

« Administrators click here

| GotoAdministration Page |
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Fill in the information

5-Year PKI SSL Server Certificate

Choose one of the following:
+ Request a New Certificate
Enter vahues for the following field(s)

Your name for tracking this request (Optional)
T
I

Email address for notification purposes (Optional)

Pass phrase for securing this request. You will need to supply this vaiue when retrieving your certificate

Reenter your pass phrase to confirm

Email address for distinguished name MAIL= attribute (Optional)
[

Common Name (Optional)

Street address (Optional)

Locality (Optional)

State or Province (Optional)
|

Zipcode or postal code {Optional)
|

Country (Optional)

Email address for alternate name (Optional)

Domain name for alternate name (Optional)

Fill ininfo just like

t he browser
except ...

cert case
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e Paste the request from the ‘Sharbxx.myssl' dataset
e Click on ‘Submit certificate request’ and save the transaction ID (see p.13)

e (o to the Administrator pages to approve this request in the same way you did in the browser certificate case

L
«
Uniform Resource Identifier for alternate name (Optional) -

IP address for alternate name in dotted decimal form (Optional)

Basefi4 encoded PKCS#10 certificate request PaSt e t he r equeSt her e

MIIBFTCESwIBADACMOwwCaYDVQQDEWN 3 YWkwyZE8wDQY JKoZ ThveNLQEBEQADGYOL -~
MIGJROGBAKMThisMmQ0oN37iGgk++00QI5+J/0vgnPIwgeazossRX9dJHMPM202Q
PObRXWEX+vQP] LHZEZdHbBbX QT T ZnX LwIEW6HEbT 1BFYigPerRmi n+0HaLowoFen
SwwVNV1Qh3wojCICENTST6cavhikvY8XTnm] 6z2MAYvZ+QA/XuWY1AgMBARGGMDAR
BokghkiG9wOBCQ4xITATMBOGAIUdDgQWBBRhulZQvMtwIgDhRI2g+9xPDIZ21kIAN
BokghkiGawlBAQUFALOBgBeTudnH9punDv+e+IsxbmdViMZkkCvo/ sM3h2uwll
Z4ArioBWE9S5CAZpchr3gg0lhauXs503pHiELnExEb P/ KlbeQVumzEFkEQBLt SkTKD
1hylrdK4LaMW4mi EMVvvilf2 JxQ/ QZaheVrhMxfHkT3dIq2 vIEWceUTKIDZEVEOR

Gg==

[ Submit certificate request ] [ Clear ]

« Pick Up a Previously Issued Certificate

[ Retrigve your certificate ]

email: webmaster(@vour-company.com

o
C. Approve the request oL

e Same steps as in the previous exercises



D. Pick up the certificate

Certificate’ as the return type.

Retrieve the certificate in the same way shown on p. 26 and p. 27, except that this time you choose ‘PKI Server

Highlight the content to copy. (You may need to copy the entire content in parts.)

Here's your Certificate. Cut and paste it to a file

MIIGhwYIKoZIhveMNAQeColIGeDCCEnQCAQEXADALBykaghkiGoOwOBBwGayyZeMIID
STCCAl6gAnIBAgIBED ANE gkahkiGowOEAQUF AD AyMOswC QY DVOOGEwIVIZEMMACG
AITEChMDSUTINNRUwEwYDVOOLEuxTUiBD ZXJOIEF 1AGguwHheMMD O MD A2 MD AwMD L
WheNMDkExMDAON I M10TUSWI BQMQswC OV DV OOGEwIVIzERMASGAIUECEM I T3 IF 1v
cuskFTATEgNVELOTDES LdyEEZb3Jr IFJVREZEEMEUGALITE AxMOULVHIFALYiBETEET2
ZEIWYZEWDQVIKoZ ThweNAQEEEQADGYOANIGIAOGEATQLEDRIAALWF ¥YyQE/ MOZ9 S
eF+8zLveAD6MYN1IP/ Tr+I33 TocOnN Y UB7ENgSpA I fmP tBWeKWLROM 3 LHVUY Y B
0GaQ/FpronHEkvPES0hOrvhxfqoZnr A1N4kGisGibgveevZ1ELAHpOINLARTECZ /h
EbBOsdQ4RLEVCEzr 302 BAgNEBAAGI gyHYNIIBS z ApBgNVHEREE T j AghhhodHRwOi 5w
d3d3LnJ1Z3NlenZleiSibZ2HBAL?LUMeD gYDVROP AQH/ BACD AWy NEMGAL UATQQM
MAoGCCsGAQUFBwMBEMITEYwYDVROfETIIEW I CCAVYwSaBHoEMkOzEBNOswC Q¥ DV O0G
DAIVUzEMN A GAIUECguD SUJNHRUwEw Y DVOOLDAX IUiBD ZXJOTIEF 1dGgxDTALEBgNWY
BAMMEEMSTDEwEaBhoFmGV2xk¥EAELySSLIUELIU0LIEe Doz 0D v Q04901 THMExP
VT1ITiTyMENlcnQlMiBEAXRoLESSSUINLENSVVHY/ Y2 VydS lmallMhdGVIZEXEvYZFO
allPuTGledlExoG+ob YZrbGRheDovLE 15h3 R0 ZEISEGF we 2 Vydm Ll SYZ29 e GFu
e35ih206MzgSLONCPUNSTDESTIUSSF LI BD ZEI0ITIwQEVOaCkPPUICTSXDPVVT
PZN1lcnBpEml i TXR1UnVZhZNhdG lvbkxpe3 Qw6 A1oDOGHThOAHAGLyS3d3cubXl ]
b2 1wYHSSLrlvh 390301 TEEJZ2 LENh Y2 Vyd HIMw 01 THMS S J crovwHQYDVROCEEYEFFn 6
TRCEzJOGNU/ 1vjTnigx/ 32 4MMBSGA1UA IwQYMBaAF LduspMUISyIEAPEM=E3 zul 2
M4+arMADGCSqE3 Ih3DQEBBQUALAGEADp § 6b 10eBL4+22 GOmd9EQGEyPSzrPYoOALIJS
LP3ugJ5sI1RSSmtNsUm3 58TJeYwe T/ 46uPdenbnni hx it 6cwMiTYHIp Kz IQHEx+02
15L/£%/ 5uB0CFhREE7al18 Z+Aeppoo0i6/ TRHEH1+5qIc w5/ oekbH28fox SHw 1R
n/ tEWemMIICEzCCArigAvIBAYIEAD ANEgkghkiGOw0EAQUF AD AyNQswCQTDVOOG
EwIVUzEMHA0GAIUEChMDSUTINHRUvEw YDV OOLEw IUiBD ZXJOIEF 1 dGguwHheNNDOx
MDAOMDQwMD AwTheMNM) AvMTAYHDMIOTUS T AyMOswCOTDVQOGEwI VI zEMMAOGALTE
ChMDETINMRUwEwYDVOQLEwx ITiBDZEJOIEF 1AGywy Z8wD Q¥ TKo Z ThvecNAQEBBQAD
gY0AMIGTAOGEAL AR ZIIN/ FEW/VDi+mRru] 2pwK16V4AToNHze JuElbdz13re Ipak
O Ih6latRRsddACuH4vkxalxg/ WHOd=Fp/ kknDHor h1Ewl IWRLCEfUSLAiEg8TRO
QiPhwVeloQUHS TH4+uxnXIg5s 60RCQACOdwe iFr+GRmE ISa3il/ Y40 Ie IDAGMEBALG]
gTQuyYEWPwYIYIZIAYh40gENBD ITHEA LbniVy YRR 1 Z2CE i SB0aGUgU2VidEIpdikg
T2 Vydn Vv IGEve iBELOSTIChSQUNGKTACBYNVHOSEALSEBANCAQYwD wYDVROTAQH,
BAUWAWEE/ z AdBgNVHOIEF gQUL 2 7ofkx Q]2 AGEASCxAr F07VKe5qswhQTIKo Z Thvel
LOEFBQADGYEAGUTHhDCE7GUAWN?hBRSEMhODS TSN/ A/ P2rVF s mSpIp T3 I1cdbE+I
Ipf4kRFrucNeh IFDwlyFnCp7 1BbWHEAF / OnMwEGHsFERLEF6F jwl2 ovOhWWVgCilE

email. webmaster@your-company. com

&

The cert is returned
in B64 format for
you to cut and paste
it toa file from

t he server side. You
may not be able to
paste the entire
content into the
server dataset. Do
it in parts OR use a
function provi ded by
PCOVWM Edit - >Past e,
Past e Next .
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@ L
eate ar
E. Install the certificate in the server o

e Go back to the MVS system, the content of the ‘Sharbxx.myssl’ should be still displaying. Replace the content of the
‘Sharbxx.myssl’ dataset with this copied content by deleting its original content and *paste the new content. (This is a
convenient way so that we don't have to allocate another dataset for this.)

0 A neat trick to paste multiple pages: Click on Edit->Paste, Edit->Paste Next

e Save the file by hitting PF3

e Goto ISPF 6, enter the following command to replace the original self-signed certificate with this one issued by PKI
Services

0 RACDCERT ID(Sharbxx) ADD(‘Sharbxx.myssl’)
(You will get a warning message IRRD113I about incorrect range. That's fine since the CA cert in this lab

was set up to have a very short validity period.)
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Exercise 4 - View the installed certificate from the IE browser

e From IE, click on Tools -> Internet Options...
e (o to the Content tab

e Click on ‘Certificates’

[ =

Internet Options

General | Securty | Privacy | Content | Connections | Programs | Advanced

Cortent Advisor
[ Ratings help you control the Intemet content that can be
h @' viewed on this computer.
Certificates
% |Use cerificates to positively identify yourself, certification
@l authorties, and publishers.
| CiearSSLState | | Cedficates.. | | Publishers.. |

Personal information

n, AutoComplete stores previous entries
and suggests matches for you. Adalompicic.,

Microsoft Profile Assistant stores your
personal information. bl Croie..

0K || Cancel




Go to the ‘Personal’ tab and find the certificate you have just installed. Find it by the name you entered when you

made the request

Click on ‘View' and go to the ‘Details’ tab’ to look at some certificate details

Certificate is installed in browser

o

Certificates Bx)

Intended purpose: |<:AI> El

| Personal | Other Paople | Intarmediate Certification Authorities | Trustad Root Certificatior| %[ * |

Issued To Issued By Expiratio... | Friendly Name
Elen27a  shabOICA  1/%/2012  <None> |
Elwai Sharb01 CA 1/24/2012  CN=Wai,0u=Cl...

Limeort... | [ export... |[ Remove |

Certificate intended purposes
Client Authentication
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e Highlight the entry you want to see, eg. When Subject is highlighted, you can see all the components of the

certificate subject name

And | ook at the details of each field — Subject

L
H Certificate RIE

General | Details | Certification Path

show: |<al> z]

[ Field Value al

Flversion v3 - )

B serial number 03 Fields supplied by user
[Elsignature algorithm shaiRSA R or hardcoded by
Flissuer Sharb01 CA, Test, The Sharb0... adm ni strator in
E‘.I'!hd from Thursday, January 27, 2011 1... pkl serv.t npl
F]valid to Thursday, January 25, 2012 1...

Elsubject jan27a, Class 1Interet Certif...

| Elpublic key RSA (512 Bits) |

N = jan27a

OU = Class 1 Internet Certificate CA
{0 = The Sharb0 1 Firm
IC =US

[ Edit Properties... | [ Copy toFie... |

o< ]




e CRL Distribution Points shows the URL of the Certificate Revocation List (You will make use of it in Exercise 6)

And | ook at the details of each field — CRL DP | ocati on

o

Certificate 23
| General | Detais | Certification Path
Show: |_<AB:- E
Field Value [_A_
[Evaiid to Thursday, January 26, 2012 1. |
ESubJe:t jan27a, Class 1 Internet Certif...
[Flrublic key RSA (512 Bits)
EEnhancad Key Usage Client Authentication (1.3.6.1.... |=
@Auﬂmﬂ'w Information Access  [1]Authority Info Access: Acc... |
%CR.L Distribution Points [1]CRL Distribution Point: Distr...
Subject Key Identifier foeebd 21d9af32bf58¢5 ... Thi . .
| 1S 1s set u In
[T3 Autherity Key Identifier KeylD=32 1e f7dd 1bSb038... ™/ . P
B o iemsrttciaketn Rladesn) Mttt ke !, At st B i~ Kot i el w8, 2 pkl ser V. Conf
OU=Test (]
0O=The Sharb01 Frm i
C=Us
[2]CRL Distribution Point
Distribution Point Name: | <
Fuii Mame: ]
URL =http: ffmvs 1.centers.ihost.com:8041/Sharb0 1 fcrls /CRL 1.l r_i
iV
| EditPropertes... | | Copy toFie... |




e Authority Information Access shows the URL of the Online Certificate Status Protocol responder (You will need
this in Exercise 6)

And | ook at the details of each field — OCSP | ocati on

o

Certificate

:

Gene:rdl Details ;Cﬂ'liﬁcaﬁm Path|

Show: | <All> E
Field Value (o]
= Thursday, January 26, 2012 1...
Flsubject jan27a, Class 1 Internet Certif...
Eleublic key RSA (512 Bits)
[flEnhanced Key Usage Chent Authentication (1.3.6.1.... | = ||
Ts]Authority Information Access _ [I]Authority Info Access: Acc... | || S
[T8lcrL Distribution Points [1]CRL Distribution Point: Distr... | Thi S 1s har dCOQEd by
Falsubiect Key Identifier faeehd 2149 aF 82 RFSR €5 ... | adnm nistrator in
[T authority Key Identifier KeylD=32 le f7dd 1b Sb 038... ™| pki serv. t npl

[1] Authority Info Access
Access Method =0On-ine Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: /
URL =http: /fmvs 1.centers.ihost: 8041 /Sharb0 1 fpublic-cgi fcaocsp

\\

[ EditPropertes... | [ copy toFie... |

[ ox |




Exercise 5 - Suspend a certificate by the administrator

(Both the end user and the administrator can revoke/suspend a certificate. The user can act on his own

certificate while the administrator can act on any.

Both revoke and suspend will cause the certificate to be posted to a CRL. But the suspended one will not
appear on the next CRL if the administrator resumes it.)

This shows the administrator path. Go to the page to display the certificate details and click on ‘Suspend

Certificate’ (p. 23 — 25)

(If the user wants to suspend his own certificate, he can go to ‘Home page’ (p.9) and click on ‘Renew or Revoke

Certificate’ and go through the subsequent pages)

You may check the result. Click on ‘Administration Home Page’ which will bring you to p.16. Choose ‘Show all

issued certificates’. You will see that the status is now displayed as ‘Suspended’ instead of ‘Active’

Single Issued Certificate

Requestor: jan27a Created:  2011/01727
Status: ':'--,__Aﬁﬂe_;" Modified: 20110127
Template: 1-Year PKI S5L Browser Certificate  PassPhrase: a2

Serial # 3

Previous Action Comment: Issued certificats

Subject: CN=jan272,0U=Class | Internet Certificate CA O=The Sharb01 Firm C=US
Issuer: CN=Sharb(1 CA OU=Test,0=The Sharb01 Firm C=US

Validity: 201101727 00:00:00 - 2012/01/26 23:59.39

Usage: handshake(digitalSignature, keyEncipherment)

Extended Usage: clisntauth

Action to take:

Action Comment (Optional)

[ Revoke Certificate ] No Reason ]

rt_'__:ﬁspend Cerliﬁcéil?ﬂ;

[ Disable Automatic Renewal ]

[ Enable Automatic Renewal ]

Delete Certificate

% I]l
AN
L

St at us changes from Acti ve
t o Suspended

jan27a Created: 201101127
< Suspended > Modified:  2011/0127

1-Year PKI SSL Browser Certificate  PassPhrase: a

Previous Action Comment:
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«Q
Exercise 6 - Check the status of a certificate outside PKI Services L -
o through Certificate Revocation List (CRL)
o thisis a snap shot of all the revoked/suspended certificates at the time of the query. Depending on the

time the CRL is refreshed, a revoked certificate may not appear on the list

e through Online Certificate Status Protocol (OCSP)
o this provides the live status of a certificate at the time of the query

Note: In this lab, in addition to the roles of the certificate owner and the PKI Services administrator, you also

play the role of any third party who wants to verify your certificate’s status. In this lab setup, you can export the
certificate you've just created, and its issuers’ chain in the way described below. But in the real world, the third

party needs to get all the related certificates in different ways, eg. get them from some public directory like LDAP.
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Method 1: Check the certificate status through CRL

e Open an IE browser and enter the url displayed in the CRL Distribution Point field in the certificate you have
installed (p.29, 30, 32) in Exercise 1 and click Open when prompted

e Click on the ‘Revocation List’ tab to look at the list of serial numbers of revoked/suspended certificates

(If you don’t find the certificate you just revoked, wait for a few minutes and try again. You need to wait until

the next CRL is posted. Where is the posting interval of CRL set? pkiserv.tmpl or pkiserv.conf?)

Go to http://nvsl.centers.ihost.com 8041/ Sharbxx/crls/CRL1.crl

N

[‘Certificate Revocation List

B

Cert with serial no. 3 and 4 are revoked or suspended

General | Revocation List

[ Feid

Certificate Revocation List Information

[Flversion

Issuer
[Seffective date
ENexl update
Sugna.n_ure algorithm
[FS)crL number
[Tg] Autharity Key Iden..,
EIssurlg Distribution ...

Demo Customer Design Centre Ce...
Tuesday, May 02, 2006 1:49:22 PM
Thursday, May 04, 2006 1:49:22 PM
shalRSA

35

KeyID=5d 33 e3deeb 85cc 83 f5...
Distribution Point Name:Full Name:...

Certificate Revocation List

General | Revpcation List

Revocation entry

Field

Serial number
Revocation date
CRL Reason Code

oked certificates
S ar Revocation date
03 \J Tuesday, May 02, 2006... |
04 N Tuesday, May 02, 2006...

Value

03

Tuesday, May 02, 2006 10:40: 16 AM
Certificate Hold (&)
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Method 2: Check the certificate status through OCSP

Export the user certificate from Exercise 1 (do not export the private key) from the browser. Click on ‘Export’ on p. 48
under the ‘Personal’ tab. Save it to c:\temp\mycert.cer in Base-64 format (click the 2" radio button when you are
asked on the export format).

Export its signer certificate from the browser. Click on ‘Export’ on p. 48 under the ‘Intermediate Certification
Authorities’ tab. Its name should be Sharbxx CA (xx is the number part of your assigned id). Save it to
c:\temp\mycacert.cer in Base-64 format also.

Export the root certificate. Click on ‘Export’ on p. 48 under the ‘Trusted Root Certification Authorities’ tab. Its name

should be ‘Demo Customer Design Centre Certificate Authority’. Save it to c:\temp\cacert.cer in Base-64 format too.

(We will use the openssl command to send a status request to the PKI Services responder.
To save the typing, a batch file named ‘statusof’ that contains the command which expects 2 parameters (file
contains the user cert and part of URL identifying your system) is placed under \openssi\bin. (The openssl

command syntax is in the Appendix 2).)
Open a Windows Command processor window,

o enter ‘cd \openssi\bin’
0 enter ‘statusof c:\temp\mycert.cer xx’ (xx is the number part of your assigned id)
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0 Look at the Serial Number, Cert Status and Revocation Reason
0 The first box shows the status after the certificate is suspended — revoked status with reason 6 means

suspension

® The second box shows the status of the same certificate after it is resumed (Go to the Single Issued Certificate page

to click on the ‘Resume Certificate’ button)

CGet the status from OCSP using openSSL...
OCSP Response Dat a:

OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: O = The Share03 Firm QU = Test, CN = Share03 CA
Produced At: Dec 7 03:13:46 2006 GMI
Responses:
Certificate ID:

Hash Al gorithm shal

I ssuer Nane Hash: 1BA48167FFFD2ECAD90BB2E1F66B109E055C34BE

| ssuer Key Hash: ACDDB2434055FF87FFB8790B3FO9AEDSBA3EB0816

Serial Number: 01
Cert Status: revoked Cert 01 is suspended (fromreason 0x6)
Revocation Time: Dec 6 22:36:04 2006 GVI
Revocation Reason: certificateHold (0x6)
This Update: Dec 7 03:13:46 2006 GMI

OCSP Response oat a
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder 1d: O = The Share03 Firm OU = Test, CN = Share03 CA
Produced At: Dec 7 03:27:54 2006 GMI
Responses:
Certificate ID:
Hash Al gorithm shal
| ssuer Name Hash: 1BA48167FFFD2ECADI0BB2E1F66B109E055C34BE
| ssuer Key Hash: ACDDB2434055FF87FFB8790B3F09AEDBA3EB0816
Serial Nunber: 01
Cert Status: good
This Update: Dec 7 03:27:54 2006 GMTI

Cert 01 is not revoked or suspended
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Exercise 7 — Customization ﬁ

A. Customize a template in pkiserv.tmpl

e Choose the ‘n-Year PKI Certificate for Extensions Demonstration’ template from the Home page (p. 9) and take a
look at all the input fields for that template. There are a lot of them. Don't fill in anything yet.

e Go to the MVS system’s OMVS session

File Edit View Communication Actions Window Help

B BE A% B =@ vt o o &

HMenu List Hode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

o Edit the pkiserv.tmpl file under /sharelab/sharbxx/pkilab in a similar way shown below.

(Note: Save a copy before you make any changes — cp pkiserv.tmpl pkiserv.tmpl.backup)

MVS1:SHARAOL: /sharelab/sharafl: >

===> cd pkilab

MVS1: SHARAGDL: /sharelab/sharafl: > cd pkilab
MVS1: SHARAGL: /sharelab/sharall/pkilab: >

===> cp pkiserv.tmpl pkiserv. tmpl.backup

V51:S8HARABDL: /sharelab/sharafl: > cd pkilab
V51:5HARARL: /sharelab/sharafl/pkilab: >

===> oedit pkiserv. tmpl

You want to
1) change input field(s) to hard coded field(s),

Here are the steps:
o Find the <TEMPLATE NAME= n-Year PKI Certificate for Extensions Demonstration> section, under <CONTENT>

Delete : ValidStateProv(frm) &&
Delete: ValidCountry(frm) &&

Delete: %%StateProv (optional)%%
Delete: %%Country (optional)%%
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Under <CONSTANT>,
Add: %%StateProv=New York%%
Add: %%Country=US%%

2) change optional field(s) to required field(s)
Here is the step:
under <CONTENT>
Change: %%PostalCode (optional)%% to %%PostalCode%%

Save the changes
Open another IE window to go to the ‘n-Year PKI Certificate for Extensions Demonstration’ template again.
Compare this page with the previous one. You will see:
o the input fields for ‘State of Province’ and ‘Country’ are no longer there.
o the ‘Postal Code’ field becomes a required field.
You can fill in the info to make a request and check for the information in the certificate created using the steps

you have learnt.
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B. Customize pkiserv.conf

e Go to the MVS system’s OMVS session to edit the pkiserv.conf file under /sharelab/sharbxx/pkilab as follows.
(Note: Save a copy before you make any changes — cp pkiserv.conf pkiserv.conf.backup)
You want to change the time interval to turn an approved request into a certificate.
o0 Change: Createlnterval=1m to Createlnterval=5m
e PF3to save the change
e Restart PKI Services (Any changes to pkiserv.conf need re-starting the daemon to pick up the changes)
o Goto MVS system, ISPF S.LOG

File Edit View Communication Actions Window Help

B DR A% BE =@ k] 2 8 &

———————————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTION MENU --—-—---—-—---

Alternate Dialog ===

>
Alternate Dialog ===>

0 On COMMAND INPUT ===>, enter ‘/p pkisebxx’ to stop the daemon first

S5DSF SY G 13317.101 51 01/2872011 2U 14,836 COLUMNS 02- 81

COMHMAND INPUT ===> SCROLL ===>

o Then restart PKI Services, enter ‘/’, hit enter

File Edit View Communication Actions Window Help

B 2 B @ %% 2 8 e
Display Filter V¥iew Print Options Help

SDSF SYSLOG  14434.103 51 51 07/22/2008 0OW 13633 COLUMNS

COMMAND INPUT ===> /_ SCROLL =
LR 835 00000090 LOCAL TP'S

o Enter ‘s pkiservd,jobname=pkiseaxx,dir="/sharelab/sharbxx/pkilab’

Display Filter WView Print Options Search Help

System Command Extension

Type or complete typing a system command, then press Enter.

e (o to the PKI Service web page to request a certificate and check if you have to wait longer to get back a
certificate after it has been approved (See how long you will see a serial number displayed under the request

status when you display the requests, p.22. You need to refresh the page to see the change if any.)



Appendix 1

Some commands for the TSO session (3270 interface)

Start emulator
a. Double Click on the provided icon provided
This starts a Pcomm 3270 session using mvsl.centers.ihost.com.
Note: The Enter key is the right Ctrl key

Logon to MVS system
a. When prompted for Userid/ Password/Appl, just enter TSO in the Application field and hit enter
File Edit View Communication Actions Window Help

|3 2% @[ = al e
Enter Your Userid:
Password: New password:
Application: tso

Application RequTred. No Installation Default

| et

b. Enter Userid: sharbxx
(Wherever the lab shows sharbxx substitute your userid, e.g. sharb02)
File Edit View Communication Actions Window Help

3 2% @ =8 (% al e
IKJ56700A ENTER USERID -
sharbxx

ey

c. Password: given by the instructor
File Edit View Communication Actions Window Help

B A% BE =@ v 2o 8l @

Enter LOGON parameters below: RACF LOGON parameters:
Userid ===> SHARBO1

Password ===> Mew Password

Procedure ===> SHARE Group Ident
d. Hit enter when you see ***, you will be in the ISPF main panel

Logoff from MVS system
a. Keep hitting PF3 until you are presented with this panel
Log Data Set (SHARBxx.SPFLOGL. LI ST) Di sposition:
Process Option . . . . 1. Print data set and delete
2. Delete data set without printing
3. Keep data set - Sane
(all ocate sanme data set in next session)
4. Keep data set - New
(allocate new data set in next session)

b. Enter option 2
c. Enter logoff
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Open a OMVS session
a. From ISPF main panel, enter option 6
b. Enter: omvs

Exit a OMVS session
a From OMVS shell, type ‘exit’

Using the oedit editor / ISPF editor
a. From OMVS shell, type ‘oedit <filename>
b. From the line numbers columns (on the left side):
i —insert a line (i 20 — insert 20 lines)
c —copy aline
m — move a line
a — paste a line that you've copied using ‘c’ or moved using ‘m’ after the current line
d — delete a line (d 20 — delete 20 lines)
¢. From Command ===>
f xx — find the occurrences of xx
¢ xx yy — change the occurrence of xx to yy (PF6 to repeat the change to the other
occurrences)
d. PF3 to save the file and exit (If you want to exit without saving, type ‘cancel’ on Command===> line)



Appendix 2

A sample openssl command to send a request to an OCSP responder

issuer: file contains the issuer cert of the target cert in Base-64 format

cert: file contains the target cert in Base-64 format, the one you want to check the status

url: location of the responder, in our case, it is PKI Services itself. (The CA and the responder can be different)

resp_text: indicates the print out of the response text
respout: file contains the DER encoded response

CAfile: file contains the root certificate in Base-64 format

Get the status from OCSP usi ng openSSL...

Send a request to the responder:
» openssl ocsp
-issuer \tenp\mycacert. cer
-cert \tenp\nycert.cer

____________________________________________________

cgi / caocsp
-resp_text -respout \tenp\resp.der
-CAfile \tenp\cacert. cer

(Note: In the provided batch file, two input paraneters
are used:

-cert %A

-url http://nvsl.centers.ihost.com 8041/ Shar b%2/ publ i c-
cgi / caocsp)

Here is the link to install openSSL in windows:
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http://mvs1.centers.ihost.com:8041/Sharbxx/public-
http://www.slproweb.com/products/Win32OpenSSL.html
http://www.openssl.org/docs/apps/openssl.html
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will obtain the same or similar results in its own operational environment.

In this document, any references made to an IBM licensed program are not intended to
state or imply that only IBM's licensed program may be used. Functionally equivalent
programs that do not infringe IBM's intellectual property rights may be used instead. Any
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Intends to announce such IBM Products, programming or services in your country.
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