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brief BIO

Ernest has been involved in the banking I/T area
since 1970 and in cryptography since 1971.

He has been involved with or assisted in authoring
teller, 3270, ABM, POS, CSPIN applications

and is self-taught in COBOL;C;BASIC;PLI;PL/X

and ASM.

Since 1988 he has been involved in the design,
coding and support of various cryptographic
implementations (IBM 3624, 4700, 4730, 4780, 4753,
PCF, CUSP, ICSF, Racal/Zaxus/Thales, Atalla, Eracom).
Currently, he is the IBM Crypto Regional Designated
Specialist for the Americas northern region and works
closely with the Washington Systems Center security
team.
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MainFrame Crypto Installation:
Welcome to the Party

HW or
SysProg
Image

Profile ICSF
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System

Programmer

Support
Element -
(ThinkPad) s

Network Systems
Programmer
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TKE or ICSF
Administrator

Application Programmer
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S/390 and zSeries Crypto Solution
S/390 z800

Peripheral 7Z9(0()

Component

2890 z990

FC3863 CPACF

clear key >
PCICA & >

Coprocessor -

PCICC/PCICA
c PCIxCC
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Coprocessor no PCICC

Facility

CCF
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CEX2C
z890 z990

Trusted
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J ¥ s’\ ey
O Support 4758 Card 4SSy @’

Element
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TKE Support Based on ICSF Version Release

TKE workstation V3
TKE code level TCP/IP

S/390 G5-G6 with PCICC
ICSF 2.3 needed (OS/390 Rel.9)

3.0
4758 card
OS/2 Warp 4 1 S/390 - G3to G6 w/o PCICC
no Personal JICSF 2.1,2.2 (APAR needed ) or
Security = BICSF 2.3 (0S/390 2.9 or higher)
Card
zSeries - with or without PCICC

z/OS ICSF PCICA -

Al <V 2
TKE workstation V4

2890/2990 HCR770A HCR770B
HCR7720

Trusted
Key Entg“:/, TCP/IP
4758 Card - . = >

‘ E.H. Nachtigall CISSP;CISA

PCIXCC
CEX2C
z890 z990
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Clear Key Crypto (CPACF)

High Speed Symmetric Algorithms imbedded in each CP

available via ICSF as API's (CSNBSYD/CSNBSYE) or as new operation codes
(OP CODES)

"SOFTWARE ENCRYPTION" with algorithm code In
hardware

DES TDES SHA-1 (MD5 and AES via ICSF)
Encryption/Decryption keys are clear (not encrypted) In

user address space

typically not appropriate or allowed for sensitive processing such as VISA,
MasterCard, INTERAC, LINK
can be mitigated to offer certain in-house functions

file archive to tape

ICSF user defined functions, keys in clear in the ICSF
address space only

Specifically designed for WEB

(SSL/TLS/TN3270/FIREWALL) type applications, short
duration applications, throw-away key values

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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z890/2990 vs z900 Base Crypto: Clear vs Secure

z890/z2990 Base Crypto

Central Processor Assist for Cryptographic Function (CPACF)
Requires hardware setup, configuration data load, ICSF active
Does Not require Master Key Loading

z800/z900 Base Crypto

Cryptographic Coprocessor Facility (CCF)
Requires hardware setup, configuration data load, ICSF active
Requires Master Key Loading

: MK AUX
P SMK | KMMK
Cor MK AUX CP
SMK | kMmK CRACF
MK AUX CPACF
SMK | kMmK

E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Secure Key Operations & Clear Key Operations

Secure operation implies that the interruption of the activity

will not expose any unprotected key value.
Previous IBM crypto products including software require secure key usage

Key Value Protection?

Actual value used in cryptographic algorithm is also encrypted or securely
protected from view

Level of protection

Actual key value Is not exposed to view or copy once
Imported into a cryptographic system

Actual key value is protected until use is required.
Actual key value is restored and used for cryptographic
operation within crypto system

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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z990 Cryptographic Hardware

A

Base Crypto - Central Processor Assist for Cryptographic

Function (CPACF)

Performs clear key encrypt/decrypt, MAC and SHA-1 hashing
Feature Code 3863 Required to obtain Configuration Data
No feature code to indicate crypto hardware

Accelerator for SSL - PCI Cryptographic Accelerator
(PCICA)

Performs decrypt/encrypt of pre-master secret during handshake
Handles same throughput rate per card as on z900, approx. (2100 handshakes per

second)
CPACF and Feature Code 3863 required

May Require Software updates

~or SSL users - no exploitation of crypto hardware for SSL
nandshake performance improvements without ordering
PCICA, PCIXCC or CEX2C!!I!

‘ E.H.-Nachtigall CISSP;CISA © 2005 IBM Corporation
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7990 Cryptographic Hardware . ..

Trusted Key Entry Workstation (TKE) V4

Cannot be ordered without PCIXCC selection

TKE V4 MCL is Feature Code 0853

Only TKE V3 Workstations can be upgraded by MCL

Cannot be used unless ICSF HCR770A (HCR770B HCR7720)

Only for Master Key Entry

Entry for Application Keys not supported when TKE is on
2990 unless TKE 4.1

TKE 4.2 adds Smart Card reader/writer

Secure Key Support - PCIXCC CEX2C
Performs most functions allowed on CCF and PCICC (based on ICSF APIs

supported)
Requires ICSF HCR770A/HCR770B/HCR7720 - Web Deliverable name of z990

Cryptographic Support
Sym_ | Nsym Josym B -
Asym | NAsym | OAsym @/ -
CIXCC/CEXDC

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Clear vs Secure Has Meaning on z890/z990

With CPACF

No protected key values
used with API

CSNBSYE/SYD

» for data privacy

» DES/TDES / (AES)
CSNBECO/CSNBDCO
» for data privacy

» DES - ECB; no chaining
SHA-1 and (MD5)

Utility based functions

No Performance Support
with Handshake

E.H. Nachtigall CISSP;CISA

With PCICA

= CSNDPKE/PKD

» to provide acceleration
during SSL handshake

= No Hardware Acceleration for
Client Authentication

B

no retail or banking
function support

ormance
may change

© 2005 IBM Corporation
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Clear vs Secure Has Meaning on z890/z990 . . .

= TKE Required to comply with dual key part entry and no
exposure of key parts within network during entry

» TKE 4.1+ required for application key entry LA
no retail or banking
> else function support

- Need to have a z900/z800, 9672, or 7060 for this
= PCIXCC Required to support
» DUKPT, PIN processing applications
» Retained Keys
» Secure Application Keys in CKDS or application storage

» Any old crypto applications that might be running production
- PCF/CUSP
— IDCAMS Repro using ENCIPHER/DECIPHER

E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Clear vs Secure Has Meaning on z890/z990 . . .

SSL based applications may not have the same

performance as on z900/z800 when migrated to z990

Same throughput for the decrypt of premaster secret
Impact may be felt if requiring the SSL optional actions

Server requires temporary RSA key because certificate key
length or purpose cannot be used in session

Client Authentication required

Impact is also due to CPACFs not supporting the RSA functions supported on
CCFs

Plan for Performance

Expectations from previous benchmarks on non-z990 or on service level
objectives

PCICA/CEX2C features may be required to offset CCF loss [

SSL Performance
may change

E.H. Nachtigall CISSP;CISA @' J5 IBM Corporation
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z890/z990 in a Sysplex

Generally Sysplex members are on same operating system

release level

z/OS with the necessary compatibility code levels may not be available for all
systems in the sysplex

900, z800, 9672, etc. may be in sysplex and will not be at the same release level
Based on operational usage and specific site considerations this could be an issue

ICSF might be required to operate at different release
levels

TKE 4.1 use on a z890/z990 for all application key entry

Run TKE TP on z990 MK/User Ifey entry when PCIXCC/CEX2C instglled
Test all production applications that depend on using the
crypto hardware to ensure that nothing surprises you

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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New OP CODES

5 New Machine Instructions
Documented in z/OS™ 1.5 Principles of Operation (POP)

Never before have crypto instructions been documented
Problem state instructions, as such, can be used directly in
applications without going through ICSF.

Instruction Names and Mnemonics
Cipher Message (KM)

Cipher Message with Chaining (KMC)

Compute Intermediate Message Digest (KIMD)
Compute Last Message Digest (KLMD)
Compute Message Authentication Code (KMAC)

E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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CPACF Enabled
R R ]

- Instance information

CP Status: parat ing Activation profile: DEFANLT
CHPID Ztatus: Erceptions Last used profile:; SCZP9E1
Group: CRC Serwvice stabe: Dizabled
I0CDE identifior: A3 Ha=imum CF=: B

10CDS nmane: T100F12 Ma=inun TLFPs: i

Lockout disruptive tasks: O Yas @ Huo

tystem mode: Logically partitioned Dual AS power maintenance: Fully Redundant
Alternate SE Status: Dperating < CP Assist for Cryptographic Functions: Installed—>
~Accoptable CPACHPID status

E Oparating el | Ij Pouer sawo - B Ij Ho poder - R
ljl'-ln:ut Operating - [l Ij Exceptions - B DSta‘tLIS check - [l
Eﬂcceptahle = | Ij Serwice Required - [ ] Ijlilegraded - B

~Product information
Rachire typa / podel: HE2RSd S ARS-565 Rarmufacturer: IER

Bachime saerial: 2 - BRZ2EASA CPC serial: HEREZ AR2 AT A
Rachine sequence: AR AR EREA A LPC Location: A1"3IE
Flant of Hanufacturse: B2 CPC identifiar:
Sao |__Change Options,.. | © fearods regsonc. . © | gancel | | Help |

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Profile Customization

el AFPS26SE - State Active - Keystrokes remote el el
Keystrokes Session “corvices  Help

AFPSZESERE Customize Image Profiles: AFPS265E [z = S i

[T

Profile Hame [NTPREP
Description ‘ﬁThis is the NTPREP Image profile. b
Groups Partition identifier E

Mode

Coupling facility |

[_|Enable integrated coupling migration facility (ICMF)

Clock type assignment
@ Standard time of day

i Logical partition sysplex timer offset

() Participate in the sysplex test datesource group

General | Processor ' Security ﬁStorage ﬁLoad |

| Save I | Copy notebook | | Paste notebook | ‘ Cancel | ‘ Help |

R

Lze CEC Onearatin
4| 1

Origina 3 i 0 e 0 O
‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Domain Associations

ol AFPSZ6SE - State Active - Keystrokes remote el el
Keystrokes Session Scorvices  Help

D AFPS26SE: Support Element Workplace (Version 1.6.2)

&

&7 = 2

P oY

%l Customize Image Profiles: AFPS26SE

‘nable/Disab
ynamic Cha
ubsystem
Change LPAR
Cryptographi
Controls
Change LPAR
ysplex Test
atesource

¥ Enable public key algorithm (PKA) facility

Enable cryptographic functions
o AR Export/impor

[¥ Enable special security mode Profile Data

[¥ Enable integrated cryptographic facility (ICRF) key entry help
[¥ Enable public key secure cable (PKSC) and integrated
cryptographic service facility (ICSF)

[+ Enable modify authority
[¥ Enable query signature controls

[ Enable query transport controls

L«]=]
%General ﬁProcessor ﬁSecuritg ﬁStorage ﬁLoad ﬁCrgpto HPCl Crypto
I

O e
4] il [ B

= g\
1 [

Original chart provided courtesy of ITSO.

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Defining Coprocessor Characteristics

~tomize Image Profiles : LP1

Igorithm (PKA) facility

4]  usage domainindex [
01 01

02
03
04

ﬁ Enable cryptographic functions
ﬁ Enable special security mode

![ Enable integrated cryptographic fz

![ Enable public key secure and integ

cryptographic service f2
ﬁ Enable modif

ature controls

transport controls

_Processor  Security ~ Storage  Load - Crypto

Save | Copy notebook  Paste notebook Cancel  Help

E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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LPAR DEFINITION PCI TAB

zSeries

Cusinmize mangeE Prafibes: PRBCSIE 2

Control domain index [0 . Usage domain indes

mo
e
o
B ‘
g T
FCI Cryplographic P Crypstor afaiic

Candidate List : Online Lise
21 F 21
o2
3

I |

a5

Attention: You must install the “IBM CF Assist for Cryptographic Functions®

(CPACF) feature it 8 PO Cryptographic Candidate is selected from
the list boy: otherwite, some functions of Integrated Cruptographic

Serwice Facility (ICSF) may fail.

‘ E.H. Nachtigall CISSP;CISA

Ganaeral FPIEEEEEDT -'.SEIELI":I:I -iﬁtnruga -I Dptions

Save CorprLe i edpank | 1A%t e Nt etk Cancel

ELuud

| Help |

‘PCI Crypto

|=] ~

© 2005 IBM Corporation
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Installation Setup

= |nstall FMID HCR7708
= |nstall Feature 3863 (CPACF)
» does not replace 08x5. Pre-req for PCI adapters
= |nstall WEB download HCR770A (HCR770B/HCR7720)
= Add libraries to LNKLST
» csf.scsfmodO (authorized)
> cee.sceerun

= Add CSFDAUTH and CSFDPKDS to IKJTSOxX in
AUTHPGM and AUTHTSF also CSFTTKE if using TKE

= Create CKDS and PKDS Create ICSF PROC

Create ICSF INIT Parms

Install ICSF ISPF panels

Start ICSF

Install Master Keys

Check www.ibm.com/support/techdocs/atsmastr.nsf search

| E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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HCR770A -------------- Integrated Cryptographic Service Facility--------------
OPTION ===>
Enter the number of the desired option.

OO ~NO OB~ WDN P

COPROCESSOR MGMT - Management of Cryptographic Coprocessors

MASTER KEY - Master key set or change, CKDS/PKDS Processing
OPSTAT - Installation options

ADMINCNTL - Administrative Control Functions

UTILITY - ICSF Utilities

PPINIT - Pass Phrase Master Key/CKDS Initialization

TKE - TKE Master and Operational Key processing

KGUP - Key Generator Utility processes

UDX MGMT - Management of User Defined Extensions

Licensed Materials - Property of IBM

5694-A01 (C) Copyright IBM Corp. 1989, 2003. All rights reserved.
US Government Users Restricted Rights - Use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

Press ENTER to go to the selected option



------------------------- ICSF Coprocessor Management -------- Row 1 to 6 of 6
COMMAND ===> SCROLL ===> PAGE

Select the coprocessors to be processed and press ENTER.
Action characters are: A, D, E,K, R and S. See the help panel for details.

COPROCESSOR  SERIAL NUMBER STATUS

A00 ACTIVE
AO01 ACTIVE
A02 ACTIVE
A03 ACTIVE
EO4 93002173 ACTIVE
FO5 93002184 ACTIVE
X06 93001166 ACTIVE
XO07 93001449 ACTIVE

kkkkkkkkkkhkkkhkkkhkkhkkhkkkkkkkhkkhkkhkk B OttO m Of d at a kkkkkkkkkkkkkkkkhkkhkkhkkhkkhkkhkkkhkkix



------------- Help for Coprocessor Management ------------- 1 of 2 ------------
COMMAND ===>

The Coprocessor Management panel displays the status of all cryptographic
coprocessors installed. Select the coprocessors to be processed.

Prefix  Type of cryptographic coprocessor Valid action characters
A PCI Cryptographic Accelerator a, d
E Crypto Express2 Coprocessor a, d,ek,r,s
F Crypto Express2 Coprocessor a, d
X PCI X Cryptographic Coprocessor a, d,er,s

Action characters: (entered on the left of the coprocessor number)

‘a’ Makes available a coprocessor previously deactivated by a 'd'.
'd’ Makes a coprocessor unavailable.
‘e’ Selects the PCIXCC/CEX2C for clear master key entry.

'K Selects the PCIXCC/CEX2C for DES operational key load.
T Causes the PCIXCC/CEX2C default role to be displayed.
'S’ Causes complete hardware status to be displayed for an PCIXCC/CEX2C.

The action character 'e' can not be combined with any other action characters.
The action character 'k' may be specified on only one coprocessor.

F3 = END HELP



---------------------- | CSF - Coprocessor Hardware Status

REG STER STATUS

Crypto Serial Nunber
St at us
Symmetri c- Keys Master Key
New Master Key register
Verification pattern
Hash pattern

O d Master Key register
Verification pattern
Hash pattern

Current Master Key register

Verification pattern
Hash pattern

Asymretri c- Keys Master Key

New Master Key register
Hash pattern

O d Master Key register
Hash pattern

Current Master Key register

Hash pattern

Press ENTER to refresh the hardware status display.

COPROCESSCOR X06

93001166
ACTI VE

EMPTY

EMPTY

VALI D

E9572EFFDAA14AA8
DD20A717C842FCOC
5D018950FEB7F9B4

EMPTY

VALI D
AB519EF52BACA855
A8F15364996604B6

VALI D
AB519EF52BACA855
A8F15364996604B6

SCROLL ===>
CRYPTO DOVAI N 3

COPROCESSOR X07
Mor e: +

93001449
ACTI VE

EMPTY

EMPTY

VALI D

E9572EFFDAA14AA8
DD20A717C842FCOC
5D018950FEB7F9B4

EMPTY

VALI D
AB519EF52BACA855
A8F15364996604B6

VALI D
AB519EF52BACA855
A8F15364996604B6



------------------------- ICSF Coprocessor Management -------- Row 1 to 6 of 6
COMMAND ===> SCROLL ===> PAGE

Select the coprocessors to be processed and press ENTER.
Action characters are: A, D, E,K, R and S. See the help panel for details.

COPROCESSOR  SERIAL NUMBER STATUS

A00 ACTIVE
AO01 ACTIVE
A02 ACTIVE
A03 ACTIVE
EO4 93002173 ACTIVE
FO5 93002184 ACTIVE
X06 93001166 ACTIVE
XO07 93001449 ACTIVE

kkkkkkkkkkhkkkhkkkhkkhkkhkkkkkkkhkkhkkhkk B OttO m Of d at a kkkkkkkkkkkkkkkkhkkhkkhkkhkkhkkhkkkhkkix



------------------------- | CSF Coprocessor Managenent -------- Row 1l to 6 of 6
COMVAND ===> SCROLL ===> PAGE

Sel ect the coprocessors to be processed and press ENTER
Action characters are: AL D, E, K R and S. See the help panel for details.

COPROCESSOR SERI AL NUMBER  STATUS
A0O ACTI VE
A01 ACTI VE
A02 ACTI VE
AO03 ACTI VE
EO4 93002173 ACTI VE
: FOS5 93002184 ACTI VE
e X06 93001166 ACTI VE
e X07 93001449 ACTI VE

kkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkikhkkhkhkikhkhkhkhkhkhkhkhkkikhkikkhk*k Bottom of data********************************



------------------------ | CSF - Clear Master Key Entry ------------------------

Symretri c- keys new nmaster key register . EMPTY
Asymmetri c- keys new master key register . EMPTY

Specify information bel ow

Key Type ===> sym nk (SYM MK, ASYM MK)
Par t ===> fjrst (RESET, FIRST, M DDLE, FI NAL)
Checksum ===> 3f

Key Val ue ===> 0123456789abcdef
===> fedcbha9876543210
===> 0000000000000000 (ASYM MK onl y)

Press ENTER to process.
Press END to exit to the previous nenu.



------------------------- | CSF - Master Key Managenent ------------------------

Enter the nunber of the desired option.

1 I N T/REFRESH CKDS

Initialize a Oyptographic Key Data Set or
activate an updated O yptographic Key Data Set

2 SET WK - Set a DES/symmetric-keys naster key
3 REENO PHER CKDS - Reencipher the CKDS prior to changi ng the DES naster key
4 CHANCGE WK - Change the DES/ symmetri c-keys nmaster key and
activate the reenci phered CKDS
5 INTIALIZE PKDS - Initialize or update a PKDS O ypt ogr aphi c
Key Data Set header record
6 REENC PHER PKDS - Reencipher the PKA Qyptographic Key Data Set
7 ACTI VATE PKDS - Activate the PKDS after it has been reenci phered
8 REFRESH CACHE - Refresh the PKDS Cache if enabl ed

Press ENTER to go to the sel ected option.
Press END to exit to the previ ous nenu.



---------------------------- ICSF - Status Display --------- Row 1 to 25 of 95
COMMAND ===>

Enabled access control points from the default role for X06 domain 3

Access Control Manager - Read role
Authorize UDX

Clear Key Import/Multiple Clear Key Import
Clear New ASYM Master Key Register
Clear New SYM Master Key Register

Clear PIN Encrypt

Clear PIN Generate - GBP

Clear PIN Generate - Interbank

Clear PIN Generate - VISA PVV

Clear PIN Generate - 3624

Clear PIN Generate Alternate - VISA PVV
Clear PIN Generate Alternate - 3624 Offset
Combine ASYM Master Key Parts
Combine SYM Master Key Parts

Control Vector Translate

Cryptographic Variable Encipher

Data Key Export

Data Key Export - Unrestricted

Data Key Import

Data Key Import - Unrestricted

Decipher

Digital Signature Generate

Digital Signature Verify

Diversified Key Generate - single length or same halves
Diversified Key Generate - CLR8-ENC



------------------- | CSF - Admnistrative Control Functions -- Row 1l to 4 of 4
COMVAND ===> SCRALL ===> PAGE

Active CKDS: CSF. Z990DEC. CKDS
Active PKDS: CSF. Z990DEC. PKDS

To change the status of a control, enter the appropriate character
(E - ENABLE, D - DI SABLE) and press ENTER

FUNCTI ON STATUS
Dynam ¢ CKDS Access ENABLED
PKA Cal | abl e Servi ces D SABLED
PKDS Read Access D SABLED
PKDS Wite, Oeate, and Del ete Access D SABLED

R IR R R R R b b b b b b b b b b b b b b b b b b b b b b b b b Y Bottom Of data ER R IR R S b b b b b S b b b b b b b b b b b b b b b b b b b b 3



Active CKDS: CSF. Z990DEC. CKDS
Active PKDS: CSF. Z990DEC. PKDS

SSM
TRACEENTRY
USERPARM
REASONCCDES
PKDSCACHE
WAI TLI ST

kkkkhkhkkkhkhkhkkhkhkkhkhkkkhkhkkkhkkkikhkkkikhkkk*x Bottom Of data kkkkhkhkkkhkhkhkkhkhkkkhkhkkkhkhkkkhkhkkkhkhkkkikhkkkk*x%k

RACF check aut horized call ers

Al ow CUSP/ PCF conpatibility

Qurrent domai n i ndex or usage donmai n i ndex
Key Authentication in effect

CKT Authentication in effect

Al | ow Speci al Secure Mde

Nunber of trace entries active

User specified paraneter data

Source of call abl e services reason codes
PKDS Cache size in records

Source of ACS Wit List if ACSinstalled

|CSF - Installation Qotion Dsplay -- Row 1 to 12 of 12
SCROLL ===> PACE

YES

1000
USERPARM
| CSF

64

def aul t
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Removed Interfaces

Support for DSA signatures and key generation.

Support for ANSI x9.17 services (offset and notarization),
and associated key types

Support for Ciphertext translate(CSNBCTT)

Support for German Bank Pool - Pin Offset

Support for CSFUDK - use CSNBDKG Iinstead.

Support for CDMF (40 bit encryption)

E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Sample CIPHER Throughputs

Totally unscientific, empirical, but consistent results

Other work being performed on server
2800 2 CCF processors, LPAR with 2 CP's

2990 B16 LPAR with 2 CP's

2 PCIXCC adapters

4 PCICA adapters (not used)

FILCRYPT - read a file

start job timer

block n records

start cipher timer

encipher n records

stop cipher timer

save shortest/longest times and data size ciphered
write X records to output using fixed block records
stop job timer

FIDCRYPT - recover the file

same processes as FILCRYPT

CAN OVERLAP BUFFERS!!!

‘ E.H. Nachtigall CISSP;CISA © 2005 IBM Corporation
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Sample CIPHER Throughputs ...cont

2800 Encipher, TDES 24 byte key
1011004 records; 80 bytes each; 80,880,320 bytes

one record at a time about 80 bytes per encipher call
Elapsed clock time: 212.853190 seconds

Cipher time (ICSF): 198.632159 seconds
Average cipher time: 0.000196 seconds
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Sample CIPHER Throughputs ...cont
z800 Decipher, TDES 24 byte key
1107953 records (includes control/padding); 80,880,320
bytes recovered

one record at a time, about 72 bytes per decipher call
Elapsed clock time: 228.881434 seconds

Cipher time (ICSF): 213.202982 seconds
Average cipher time: 0.000192 seconds

z800 Decipher, TDES 24 byte key

1107953 records (includes control/padding); 80,880,320
bytes recovered

12237 records at a time, about 978928 bytes per decipher

call
Elapsed clock time: 20.064974 seconds

Cipher time (ICSF): 5.348829 seconds
Average cipher time: 0.064443 seconds
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Sample CIPHER Throughputs ...cont

72990 (PCIXCC) Encipher, TDES 24 byte key
1011004 records; 80 bytes each; 80,880,320 bytes

one record at a time about 80 bytes per encipher call
Elapsed clock time: 1953.168870 seconds

Cipher time (ICSF): 1950.324934 seconds
Average cipher time: 0.001929 seconds

z800 Encipher, TDES 24 byte key
1011004 records; 80 bytes each; 80,880,320 bytes

one record at a time about 80 bytes per encipher call
Elapsed clock time: 212.853190 seconds

Cipher time (ICSF): 198.632159 seconds
Average cipher time: 0.000196 seconds
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Sample CIPHER Throughputs ...cont

2990 (PCIXCC) Decipher, TDES 24 byte key
1107953 records (includes control/padding); 80,880,320
bytes recovered

one record at a time, about 72 bytes per decipher call
Elapsed clock time: 2138.434733 seconds

Cipher time (ICSF): 2133.420225 seconds
Average cipher time: 0.001925 seconds

7990 (PCIXCC) Decipher, TDES 24 byte key

1107953 records (includes control/padding); 80,880,320
bytes recovered

12237 records at a time, about 978928 bytes per decipher

call
Elapsed clock time: 44.783924 seconds

Cipher time (ICSF): 32.060308 seconds
Average cipher time: 0.386268 seconds
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Sample CIPHER Throughputs ...cont

7990 (ICSF Clear key) Encipher, TDES 24 byte key
1011004 records; 80,880,320 bytes

one record at a time, about 80 bytes per encipher call
Elapsed clock time: 19.151577 seconds

Cipher time (ICSF): 12.598216 seconds
Average cipher time: 0.000012 seconds

7990 (ICSF Clear key) Encipher, TDES 24 byte key
1011004 records; 80,880,320 bytes
12237 records at a time, about 986960 bytes per encipher

call
Elapsed clock time: 15.384605 seconds

Cipher time (ICSF): 0.509520 seconds
Average cipher time: 0.006213 seconds
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Sample CIPHER Throughputs ...cont

7990 (native CPACF Clear key) Encipher, TDES 24 byte
key
1011004 records; 80,880,320 bytes

one record at a time, about 80 bytes per encipher call
Elapsed clock time: 11.020412 seconds

Cipher time (CP): 1.105856 seconds

7990 (Native CPACF Clear key) Encipher, TDES 24 byte
key

1011004 records; 80,880,320 bytes

12237 records at a time, about 986960 bytes per encipher

call
Elapsed clock time: 13.656816 seconds

Cipher time (CP): 0.545292 seconds
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/2 Byte
Records

980,000
Byte

Records

z800 z800 7990 7990 CPACF CPACF
Cipher Clock Cipher Clock Clear Clear
Time Time Time Time Key Key
(seconds) (seconds) (seconds) (seconds) Cipher Clock
Time Time
198.632159 212.853190 | 1950.324934 | 1953.168870 1.105856 11.020412
523 Mbyte 523 Mbyte
8.765327 114.764597
seconds seconds
5.348829 20.064974 | 32.060308 | 44.783924 0.545292 | 13.656816
523 Mbyte | 523 Mbyte 523 Mbyte | 523 Mbyte
210 seconds 318 3.269381 | 106.56242¢8
seconds seconds seconds
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2990 CIPHER Reference

CIPHZ990 - How To Use The New CPACF Crypto

Functions
http://www-1.ibm.com/support/techdocs/atsmastr.nsf/WebIindex/PRS821

CALCPACEF: Callable Routine To Invoke z990 CPACF

Crypto Functions
http://www-1.ibm.com/support/techdocs/atsmastr.nsf/Weblndex/PRS822
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References
= ATS TechDocs Web Site
e http://www-1.ibm.com/support/techdocs/atsmastr.nsf
» search on CRYPTO

= |[BM Web Libraries
e http://www-1.ibm.com/servers/eserver/zseries/zos/bkserv/

e http://www-1.ibm.com/servers/eserver/zseries/library/online_pubs.html

e http://www-1.ibm.com/servers/eserver/zseries/library/whitepapers/

e http://app-06.www.ibm.com/servers/resourcelink
» 72990

e http://publib-b.boulder.ibm.com/Redbooks.nsf/RedpaperAbstracts/redp3747.htmI?Open

e http://www-1.ibm.com/servers/eserver/zseries/zos/downloads/index.html#z990 compatibility/
» HCR770A HCR770B HCR7720

e http://www-1.ibm.com/servers/eserver/zseries/security/pdf/Web_GA2_ Crypto_Rel 121203.pdf

m Standards

e http://www.ietf.org/

e http://csrc.nist.gov/cryptval/140-1/1401val.htm

e http://www.rsasecurity.com/rsalabs/standards/

® Free Stuff
e http://www.infosecuritymag.com/
e http://www.scmagazine.com/index2.html
e http://www.counterpane.com/crypto-gram.htmi
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Questions?
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