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Trademarks

� The following are trademarks or registered trade 
marks of the International Business Machines 
Corporation:

– DB2

– CICS

– OS/390

– RACF

– S/390

– z/OS

� UNIX is a registered trademark of The Open 
Group in the United States and other countries. 
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Agenda

� PKI Services Introduction

� Architecture

� PKI Services Web pages

� Summary

� Using RACF as a CA VS PKI Services
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What is PKI?What is PKI?

•Public Key Infrastructure based on the 
public key cryptography to create, manage, 
store, distribute, verify digital certificates
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Introduction to PKI Services
• New component on z/OS since V1R3
• Closely tied to RACF, but supports more functions 

than RACDCERT 
• Complete Certificate Authority /Registration Authority 

(CA/RA) package
–Full certificate life cycle management: request, 

create, renew, revoke
• Generation and administration of certificates via 

customizable web pages
• Support automatic or administrator approval process
• Create Certificate Revocation Lists (CRLs) 
• Certificates and CRLs can be posted to LDAP
• Provides email notification for completed certificate 

request and expiration warnings
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Introduction to PKI Services…
• Provides Trust Policy Plug-in for certificate validation
• Manual - "PKI Services Guide and Reference"
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�CA Generates and 
distributes 
certificate

�Certificate Expires
Or
�Administrator or 

User Revokes 
Certificate

�User Requests Certificate

rejects

Certificate Life Cycle –
This is why you need PKI

�User Renews Certificate

�Administrator 
Approves the 
request

�Owner uses the 
certificate
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Benefits of using PKI Services on 
z/OS

• Not a priced product. Licensed with z/OS. An 
alternative to purchasing third party certificates

• Relatively low mips to drive thousands of certificates
• Leverage existing z/OS skills and resources
• Ability to host Digital Certificate management for the 

banks, government agencies…
• Run independently of other workloads
• Run in separate z/OS partitions (integrity of zSeries

LPARs)
• Scalable  (Sysplex exploitation)  
• Secure with zSeries cryptography
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Two Basic PKI OperationsTwo Basic PKI Operations

Certificate validation 
involves the questions of:
•Whether you trust the issuer of the certificate – is it in your 
certificate store, key ring…
•Whether the certificate has a valid signature of the issuer
•Whether the certificate is expired
•Whether the certificate has been revoked (see next slide)

•Whether the certificate contains information that is specific to 
your application that uses that certificate. This includes specific 
extensions that your application is looking for.

Certificate generation (In response to a user 
request)
•Both RACF and PKI Services can be used as a Certificate 
Authority
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Two ways to determine if a Two ways to determine if a 
certificate is revokedcertificate is revoked

�Using Online Certificate Status Protocol (OCSP)
�The application contacts the CA every time when the 
certificate is used. The contact information is specified in 
the certificate’s Authority Information Access (AIA) 
extension.

�Using Certificate Revocation List (CRL)
�The CA publishes CRL to a public place, eg. LDAP 
server, periodically. The application checks if the 
certificate is on the Certificate Revocation List (CRL) 
published by the CA. 

�As time goes, the CRL may be very large, publishing 
and retrieving CRL may be time consuming. Creating CRL 
Distribution Points to publish partial CRLs is a way to 
solve this problem. Again CRL Distribution Point is a 
certificate extension.
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z/OS PKI Services Architecture

VSAM

SMF 
Unload

CA Certificate

Install/Config:

SMP/E Install

Post Apply 
Script/Job

RACF Set up
Exec -
IKYSETUP

- Free with z/OS

- Requires Security Server license

- Customer provided / other
Audit 
Records

SMFRACF 
DB

RACF Callable
Services

SAF R_PKIServ

RACF Glue Rtn

P
C

z/OS
LDAP
Directory

OCSF

ICSF

Request
Objects

VSAM

Combined RA/CA process

Issued
Cert List

z/OS PKI Services Daemon

LDAP
DL

Sevice and background 
threads

System SSL

H
T
T
P
D

RA Admin 
Browser

End 
User
Browser

HTTP server for z/OS

CGI Scripts

Web
Pages

PKI Exit

PKI TP
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z/OS PKI Services Process Flow – a 
simplified sample view

1. User contacts PKI Services to request for certificate
2. CGI constructs a web page for user to input information
3. CGI packages all the info and send to the callable service
4. Callable service calls the daemon to generate the request 

object and put it in the Request objects DB
5. Administrator approves the request through the administrator 

web page
6. CGI calls callable service which in turn calls the daemon to 

create the certificate, sign with the CA key in the RACF DB
7. Certificate is placed in the Issued Cert List DB
8. Certificate is sent to the user
9. Certificate is posted to LDAP

Request 
objects

Issued 
Cert List

z/OS PKI Services –
•CGIs
•Callable service
•Daemon1

3
6

54

7

PKI 
Administrator

Web User

2

8

LDAP

9

RACF 
DB
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Screen Shots from PKI Services Web pages
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This is the start 
page
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Pick a template

Browser cert is 
chosen
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Fill in the info
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Get back a transaction ID, save 
it



18

Enter the same pass 
phrase you entered 
before
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Certificate not ready



20

Administrator starts working
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Choose a task
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Request summary info
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Request detail info

Choose the action
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Page primed with 
requested info
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Can modify some info



26
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Want to display all 
the requests
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Request is approved 
and certificate is 
created
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Want to display all 
the certificates
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Certificate summary 
info
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Certificate detail info

May choose what to do 
with the certificate
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Enter the saved 
transaction ID
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34
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From IE browser, click on Tools->Internet Options
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Certificate is installed in browser
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You may display the certificate information…
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And look at the details of each field
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This time, let’s try to 
get a server cert

Assume the server 
already generated 
a request
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Fill in info just 
like the browser 
cert case 
except…
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Need to provide a 
request

The request should be 
generated by the 
server which 
requests the 
certificate
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43

Approve it



44

Display Summary of 
all certificates



45

Enter Transaction ID 
to pick up 
certificate
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The cert is 
returned in B64 
format for you 
to cut and 
paste it to a 
file in the 
server side
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z/OS PKI Services In Summary
�IKYSETUP
– A REXX exec shipped in 

SYS1.SAMPLIB to perform RACF 
administration tasks for setting up PKI 
Services.

Install/Config:

SMP/E Install

Post Apply 
Script/Job

RACF Set up
Exec -
IKYSETUP

�Browser/CGI interface

H
T
T
P
D

RA Admin
Browser

End 
User
Browser

CGI Scripts

Web
Pages

PKI Exit

– Web page contents are defined in 
a certificate template file, 
pkiserv.tmpl

– The CGIs read the template file to 
form the web pages

– Invoke the R_PKIServ callable 
service

– provide hooks to exit routine for 
customization
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z/OS PKI Services In Summary…

–Interface between CGIs and the 
PKI Services Daemon (through the 
glue routine)

–Provides functions for end user 
and administrator

Audit 
Records

SMF

RACF Callable
Services

RACF 
DB

SAF R_PKIServ

RACF Glue Rtn

PKI Services 
Daemon

CGI Scripts

�SAF callable service – R_PKIServ

User:
�Request (certificate)
�Export (certificate)
�Verify (certificate)
�Renew (certificate)
�Suspend (certificate)
�Revoke (certificate)

Administrator:
� Query (request, certificate)
� Approve (request)
� Modify (request)
� Reject (request)
� Suspend (certificate)
� Resume (certificate)
� Revoke (certificate)
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z/OS PKI Services In Summary…

–Invoked by the R_PKIServ callable service
–Perform the real work 
–Read the configuration file, pkiserv.conf, to determine 

the set up values 

z/OS
LDAP
Directory

OCSF

ICSF

Combined RA/CA process

Request
objects

VSAM

Issued
Cert List

z/OS PKI Services Daemon

LDAP
DL

Sevice and background 
threads

System SSL

RACF 
Callable
Services

SAF R_PKIServ

�PKI Services Daemon
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Using RACF as a CA VS PKI Services

You want more supported 
extensions in the certs

You just need basic extensions in 
the certs

You want to create CRLs for the 
revoked certs

You don’t care if the certs are 
revoked

You want the other parties to 
retrieve the certs themselves

You want to manually send the 
certs to the other parties

You want to get notification on 
the expiration dates of the certs

You can manually keep track of 
the expiration dates of the certs

Need to generate a large number 
of certificates

Just need to generate a handful 
of certificates

Use PKI Services ifUse RACDCERT if
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Major Prerequisite Products
�RACF (or equivalent)

–For storing PKI CA certificate

�IBM z/OS HTTP Server
–For web page interface

�LDAP Directory
–For publishing issued certificates and CRLs

�ICSF (optional)
–For more secure CA private key

�z/OS Communications Server (optional)
–For email notification
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Questions???
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Disclaimer

� The information contained in this document is distributed on as "as is" 
basis, without any warranty either express or implied. The customer is 
responsible for use of this information and/or implementation of any 
techniques mentioned. IBM has reviewed the information for accuracy, but 
there is no guarantee that a customer using the information or techniques 
will obtain the same or similar results in its own operational environment.

� In this document, any references made to an IBM licensed program are 
not intended to state or imply that only IBM's licensed program may be 
used. Functionally equivalent programs that do not infringe IBM's 
intellectual property rights may be used instead. Any performance data 
contained in this document was determined in a controlled environment 
and therefore, the results which may be obtained in other operating 
environments may vary significantly. Users of this document should verify 
the applicable data for their specific environment.

� It is possible that this material may contain references to, or information 
about, IBM products (machines and programs), programming, or services 
that are not announced in your country. Such references or information 
must not be construed to mean that IBM intends to announce such IBM 
Products, programming or services in your country.

� IBM retains the title to the copyright in this paper as well as title to the 
copyright in all underlying works. IBM retains the right to make derivative 
works and to republish and distribute this paper to whomever it chooses.


