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What is PKI?

Public Key Infrastructure based on the
public key cryptography to create, manage,
store, distribute, verify digital certificates



Introduction to PKI Services

New component on z/OS since V1R3

Closely tied to RACF, but supports more functions
than RACDCERT

Complete Certificate Authority /Registration Authority

(CA/RA) package

—Full certificate life cycle management: request,
create, renew, revoke

Generation and administration of certificates via
customizable web pages

Support automatic or administrator approval process
Create Certificate Revocation Lists (CRLS)
Certificates and CRLs can be posted to LDAP

Provides email notification for completed certificate
request and expiration warnings



Introduction to PKI Services...

* Provides Trust Policy Plug-in for certificate validation
« Manual - "PKI Services Guide and Reference"



Certificate Life Cycle —
This is why you need PKI

- User Requests Certificate

» User Renews Certificate

rator
 the

» Certificate Exp os and

Or
» Administrator

User Revokes
Certificate



Benefits of using PKI Services on
z/0S

* Not a priced product. Licensed with z/OS. An
alternative to purchasing third party certificates

- Relatively low mips to drive thousands of certificates
« Leverage existing z/OS skills and resources

 Ability to host Digital Certificate management for the
banks, government agencies...

 Run independently of other workloads

* Run in separate z/OS partitions (integrity of zSeries
LPARS)

Scalable (Sysplex exploitation)
« Secure with zSeries cryptography



Two Basic PKI Operations

Certificate generation (In response to a user

request)

Both RACF and PKI Services can be used as a Certificate
Authority

Certificate validation

involves the questions of:

Whether you frust the issuer of the certificate — is it in your
certificate store, key ring...

Whether the certificate has a valid signature of the issuer
Whether the certificate is expired

Whether the certificate has been revoked (see next slide)

Whether the certificate contains information that is specific to
your application that uses that certificate. This includes specific
extensions that your application is looking for.



Two ways to determine if a
certificate is revoked

»Using Online Certificate Status Protocol (OCSP)

“*The application contacts the CA every time when the
certificate is used. The contact information is specified in
the certificate’s Authority Information Access (AlA)
extension.

»Using Certificate Revocation List (CRL)

“*The CA publishes CRL to a public place, eg. LDAP
server, periodically. The application checks if the
certificate is on the Certificate Revocation List (CRL)

published by the CA.

“As time goes, the CRL may be very large, publishing
and retrieving CRL may be time consuming. Creating CRL
Distribution Points to publish partial CRLs is a way to
solve this problem. Again CRL Distribution Point is a
certificate extension.



z/OS PKI Services Architecture

Install/Config:

HTTP server for z/OS
SMP/E Install
RA Admin‘ /
Browser Post Apply
Script/Job
RACF Set up
End Exec -
User IKYSETUP
Browser
PKI Exit z/0S PKI Services Daemon

RACF Glue Rtn

Combined RA/CA process
P Sevice and background
C threads
~
SAF R_PKIServ ‘\
RACF Callabl

Services System SSL | OCSF
LDA

ICSF

DL
CA Certificate
PKI TP
o | sur @ 3 -Free with /0S5 &
Audit - Unloadax [ - Requires Security Server license

Records 3 - Customer provided / other




z/0OS PKI Services Process Flow — a
S|mpI|f|ed sample view

User contacts PKI Services to request for certificate

2.  CGl constructs a web page for user to input information
3.  CGl packages all the info and send to the callable service
4.  Callable service calls the daemon to generate the request

object and put it in the Request objects DB

5.  Administrator approves the request through the administrator
web page

6. CGil calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB

7.  Certificate is placed in the Issued Cert List DB
8.  Certificate is sent to the user
9.  Certificate is posted to LDAP

z/0S PKI Services —

*CGls , RACF
*Callable service DB
*Daemon

PKI
Administrator

O] 2\1>

Web User ij\
— >

\

~—— objects

Issued
LDAP Cert List




Screen Shots from PKI Services Web pages



PKI Services Certificate Generation Application

[ This is the start
Ao e

Select the certificate template to use as a model | 1-Year PKI SSL Browser Centificate |

Install our A cerbficate mto yvour browser

Choose one of the following:

» Request a new certificate using a model

Reguest Certificate |

« Pick up a previously requested certificate

Enter the assigned transaction [D

Select the certificate return type | PKI Browser Certificate ¥

Pick up Certificate |

+ Renew or revoke a previously issued browser certificate

Renew or Revoke Cerificate |

+» Administrators click here

Go to Administration Page |

email webmaster(@vour-company. com
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Install ouwr CA cemtficate wito vour browser

Choose one of the following:

L
H Pick a template

« Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Centificate

Reguest Cenificate

s Pick up a previously requested certifi

Enter the assigned transaction ID

1-¥ear PEl S5L Browser Cerificate

1-Year PE]l S/MIME Browser Certificate

2-Year PE] Browser Certificate For Authenticating To /05
5-Year Pkl 550 Server Certificate

5-Year PK] IPSEC Server (Firewall) Certificate

5-Year Pkl Intermediate CA Certificate

1-Year SAF Browser Cerificate

1-Year SAF Server Certificate

2-Year PK] Authenticode - Code Signing Certificate

Select the certificate retum type | PKI Browser Certificate %]

Pick up Certificate |

Browser cert
chosen

+ Renew or revoke a previously issued browser certificate

Renew or Revoke Cerificate |

e Administrators click here

Go to Administration Page

ematl webtnaster(fyour-c ot any. ¢ ot

is
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1-Year SSL Browser Certificate
Choose one of the following: | [ F Fill in the info

+» Request a New Certificate
Enter walues for the followmg field(s)

Your name for tracking this request (optional)
[Wai Chai

Email address for distingmshed name {optional)
|useﬂ@‘;ahm.cum

Cominon MHame

[NY RUG USER1

Email address for notificabon purposes (optional)
IusH!@yahm.mm

Pass phrase for securing this request. Tou will need to supply this value when retneving your certificate

I

Erenter your pass phrase to confirm

e

Select the following key mformation

qutog@{ﬁ: Service Prowider I Microsoft Base Cryptographic Provider v1.0 :]

Enable strong private key protection? INU "]

+ Pick Up a Previously Issued Certificate
Retrieve your centificate | 16




L
Request submitted successfully h‘,

Here's your transaction ID. ¥ou will need it to retneve your certificate. Press 'Continue’ to retneve the certficate.

1TQuelhicpk2SHV4HH+4+
Get back a transaction ID, save

Conti .
== it

emal: webmaster{@ivour-company. com
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Retrieve Your 1-Year PKI SSL. Browser Certificate

Please bookmark this page

Since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when vou return to this bookmark, the
browser will disgplay your transaction ID. This is the easiest way to check your status.

Enter the assigned transaction [D
[1iT QD eph2SHV -+ it

If you specdied a pass phrase when subrutting the certificate request, type ot here, exactly as you typed it on the request form

|

Retrieve and Install Centiicate |

To check that your certificate installed properly, follow the procedure below:

Netseape V6 - Click Edit->Preferences, then Privacy and Secunity-> Certificates. Click the Manage Certificates button to start the Certificate Manager. Your
new certificate should appear i the Your Certificates hst. Select it then chick View to see more mformation.

Netscape V4 - Click the Secunty button, then Certificates-> Yours. Your certificate should appear in the list, Select  then click Venfy.

Internet Explorer V5 - Click Tools->Internet Ophons, then Content, Certificates. Your certificate should appear m the Personal kst Click Advanced to see
additonal wformation.

Home page |

email webmaster@your-company, com

Enter the same pass
phrase you entered
before




L
Request was not successful h:

Please correct the problem or report the error to your Web admm person

IEYIOOZI SAF Service IRRSPEOO0 Returned SAF RC = 8§ RACF RC = § RACF RSN = 56
Peduest ia atill peniding Approval of L 1O b issusd

emall, webmaster ([ your -company. com

Certificate not ready
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PKI Services Certificate Generation Application

Install our A cerbficate mto yvour browser I] w
\\/‘ = 0

Choose one of the following: =

» Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Centificate |

Reguest Certificate |

« Pick up a previously requested certificate

Enter the assigned transaction [D

Select the certificate return type | PKI Browser Centificate ¥

Pick up Cerificate |

+ Renew or revoke a previously issued browser certificate

Renew or Revoke Cerificate |

+» Administrators click here

Go to Administration Page | Administrator starts working

email webmaster(@vour-company. com
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PKI Services Administration

Choose one of the following:

» Work with a single certificate request

Enter the Transaction ILx
| Process Request |

» Work with a single issued certificate

Enter the Serial Mumber:
| Process Ceificate |

» Specify search criteria for certificates and certificate requests Choose a task

Certificate Reguests Issued Certificates

' Show all requests " Show all 1ssued certificates

& Show requests pending approwval " Show revoked certificates

" Show approved requests " Ehow suspended certificates

 Zhow completed requests  Show expired certificates

 Zhow rejected requests " Ehow active certificates (not expired, not rewvoked, not suspended)
 Show rejections in which the chent has been nottfied © Show disabled certificates (suspended or revoked, not expired)

Additional search criteria (Optional)

Eequestor's name |

Show recent activity only | (Mot Selected) =

Find Certificates or Centificate

Home Page | 21




Certificate Requests

The following certificate requests matched the search criteria specified:

J;].l ERB guestor : Certificate Request Information Status | Dates |
[ —er . T |

Trans ID: 1{TQis0Wcpk2SHV-HH-H-H+ a ] ‘

¥  Wai Choi |Template: 1-Year PEKI SSL Browser Certificate Pending Crested: 2004710003 |
‘ [Subject: MATL=user@yahoo. com, CH=NY RUG USER1,0U=Class 1 Internet Certificate Approval EM.ﬂiﬂd' 2m4”0‘,05i

|CA, O=The Firm |

Choose one of the following:
« Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually
+ Select and take action against multiple requesis at once

Action Comment (Cphonal)

I

Approve | - Approve without modification all requests selected above that are "Pending Approval"

Rejec | - Reject all requests selected above that are "Pending Approval

Delete | - Delete all requests selected abowe

Respecify Your Search Criteria I

Home Page |

email webmaster O - C oI T AT £ O ITl

Request summary info
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Single Request

Requestor: Wa Chot Created: 2004410705

Status: Pending Approval Modified: 2004410705

Transaction Id: 1iTQs0hfcpk 2 SHV -+ Passphrase: passwird

Template: 1-Year PEI SSL Browser Certificate  NotifyEmail: vser 1@vahoo com

Previous Action Comment:

Subject: MATL~user l@yahoo.com, CH=NY RUG USER1,0TU=Class 1 Internet Certificate CA O=The Firm
Issuer: OU=HE. Cert Auth, O=IBM, C=TUS

Validity: 2004/ 10405 00:00:00 - 2005/10/04 23:59:59

Usage: handshake{digitalSignature, keyEncipherment)

Extended Usage: chentauth

Action to take: Request detail info

Acton Comment (Optional)

Approve Request As Itis |
Apprave Request with Modifications | Choose the action

PR ) Pagi ]

Home Page |

emall webimnasteri@vour - o omp any, o

23



Modify and Approve Request

iiequunur | Reguest Information | Dates

Iw ono; | Trans ID: 1iTQisONcpk2SHV \Created: 2004/10/05
‘ " Template: 1 -Tear PEI S35 Browser Certificate

[Delodified: 20041005

You may modify the following fields by providing new values. To remove a field simaply blank it out.

Commmon Mame {(optional)
[MY RUG USER

IRpT Page primed with
Ergail for distinguished name

|useﬂ@yahm.cum requested infO

Crgamzational Uit {optional)
[Class 1 Internet Certificate CA

Crganizational TInit (optional)

Chrganization (opticnal)
IThe Firrm

Indicate the key usage for the certiicate {optional)

Frotocaol handshalking, e.g. S=L (digtal>sSgnature, kevEnciph
Certificate and CRL signing (keyCentSign, cRLSign)

Do wment sigrmg (nonRe po o ation)

Data encryption (dataEncipherment) s |

Indicate the extended key usage the cernficate

Code signing foodsSigvingd

Email protection (email Protection) =]
Date certificate becomes vahd Date certiicate expares (at end of day)
[2ooa =l [0 =]l =] [2005 =] [0 =] [ =]

Hostldbdappings Esxtension walue(s) in subject-idi@host-name form (optional)

Lucton Cormmument (O ptional) |

Approve with specified modifications |

Reset Modified Fislds |

Adrninistration Home Page |




Modify and Approve Request

Reguestor , Reqguest Information | Dates |

|Created: 2504{10;05_|

[ [ e
ai Choi | TFans ID: 1TQjsOWcpk 2SHV

i'!'emplata: 1-YVear PEI S5L Browser Certificate i!rirﬂied: SO0 OROS

You may modify the following fields by providing new values. Te remove a field simply hlank it out.

Common MName (optional)
[NY RUG USER1

Email for distmguished name
|user1 &y ahoo.com

Orgamzatonal Tt (optional)
[Class 1 Internet Certificate CA

Orgamratonal Thut {optonal)

Orgarnzation {optional)
{Mew York RUG

Indicate the key usage for the certificate (optional)

FProtocol handshaking, e.gq. S5L (digitalSignature, keyEncip }'uer'r'nent'jlu
Certificate and CRL signing (keyCertSign, cRLSign)

Document signing (nonRepudiation)

Diata encryption (dataEncipherment) =l

Indicate the extended lkey usage the certhificate

Server side authentication (serversuth -
Client side authentication (clientAuth)
Code signing (codeSigning)

Email protection {emailProtection) |

Trate certificate becotmes walid Date certificate expires (at end of das)

[2004 = [10=] |5 =] f2005 = [10 =] [4 =]

[ Action Comment (Optional) |
|

Approve with specified modifications |

Reset Modified Fields |

Administration Home Page |

— i

Can modify some info

25



Processing successful Vvl
Request with transaction ID 1;TQjsOhcpk2SHVAH-H-+H+ is successfully approved.
You may continue to approve/reject/delete more requesi(s) by clicking the button helow:

Process More Request(s) |

emal webtmaster{@ivour-company. com

26



PKI1 Services Administration

Choose one of the following:

s Work with a single certificate request

Enter the Transaction ID:
| Process Request |

» Work with a single issued certificate Want to display all

the requests

Enter the Serial Humber:
| Process Certificate ]

« Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

& Show all requests " Show all issued certificates

™ Show requests pending approval " Show revoked certificates

" Show approved requests " Show suspended certificates

 Show completed requests T Show expired certificates

" Show rejected requests ' Show active certificates (not expwred, not revolked, not suspended)
i i

chow rejections m which the chent has been notified chow disabled certficates (suspended or revoked, not expwed)

Addittenal search criteria (Optional)

Eequestor's name |

“how recent activity only I (Mot Selected) j

Find Cedificates or Cerificate
Feguests

Hame Page

27
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Certificate Requests

The following certificate requests matched the search criteria specified:

‘;]l Requestor Certificate Request Information Status Dates

Trans ID: 1\ TOeOhcpl2SHVA-H-H-+H+

|Template: 1- Year PKI S5L Browser Certificate Serial #:

[Subject: MATL =aser 1@yahoo com, CHN=NY RUG USER1.0U=Class 1 Internet Certificate 3 ' Modified: 2004710105
|ICA, O=New York RUUG m

Approved |Created: 2004/10/05
W [Wai Chat

Choose one of the following:

« Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

s Select and take action against multiple requests at once

Delate | - Delete all requests selected above

Request is approved
and certificate 1is
created

Respecify Your Search Critena

Home Page |

emall webmaster@vour-company. com

28



PKI1 Services Administration

Choose one of the following:
+» Work with a single certificate request

Enter the Transaction I
| Process Request |

« Work with a single issued certificate

Enter the Serial Humber:
| Process Certificate |

Want to display all
the certificates

« Specify search criteria for certificates and certificate requests

Certificate Requests
Show all requests g
chow requests pending approwval
chow approved requests

chow completed requests

Show rejected requests
Show rejections in which the chent has been notified

D0 0.0 0.0
2.0 00 0D

Additional search criteria {Optional)

Eequestor's name |

Show recent activity only | (Mot Selected)

Find Certificates or Cetificate
Requests

emal webmaster@vour-company.com

Issued Certificates

Show all 1ssued certificates

chow revoked certificates

Show suspended certificates

chow expared certificates

Show active certificates (not expired, not revoked, not suspended)
Show disabled certificates (suspended or revoked, not expwred)

Home Page |

29



Issued Certificates

The following issued certificates matched the search criteria specified:

| | [
‘ Ar: :anuastnr! Certificate Information IStatu‘ Dates
] Serial #: 2 [ ] :
S ;Wm Chei Template: 1 - Year PEI SSL Browser Certificate | chive |(_:rf’_tﬂi LME_}E}{.%?
Subject: MATL=yser1@yahoo. com, CHN=NT RUG U3ER],0U=Class 1 Internet Certificate CA,O=New | !Mnd.i.ﬁel:IEGGMlOIGS
York BUG | i
Choose one of the following:
» Click on a serial number to see more information or to perform action on a single certificate
s Select and take action against multiple certificates at once
Action Comment (Optional) . o
| Certificate
Revoke ||No Reasan | - Revoke all selected active certificates lnfo

Suspend | Suspend all selected active certificates

Delete | - Delete all selected certificates

Respecify Your Search Cntena

Home Page |

email. webmaster{@your-cofmpany. com

summary
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Single Issued Certificate ﬁfw

Requestor: Wa Che Created: 2004/10/05

Status: Actve Modified: 2004/10/05
Template: 1-Year PEI S5L Browser Certificate
Serial #: 3

Previous Action Comment: Izsued certificate

Subject: MATL=user1 @yahoo com, CH=MNY RUG USEE1,0U=Class 1 Intemet Certificate CA O=INew York RUG
Issuer: OU=HE. Cert Auth, O=IBM C=1IS

Validity: 2004/ 10/05 00:00:00 - 2005/10/04 23.59:59

Usage: handshak e digtalSignature, keyEncipherment)

Extended Usage: chentauth

Action to take: Certificate detail info
Acton Comment (Optional)
|

Revoke Certificate | [Mo Reason =l

May choose what to do

Suspend Certificate | with the certificate

Delete | - Delete all selected certificates

Respecify Your Search Criteria |

Hame Page |

31
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PKI Services Certificate Generation Application

Install our CA certificate mto vour browser

Choose one of the following: ' [ F
+ Request a new certificate using a model v
Select the certificate template to use as a model | 1-Year PIK) SSL Browser Certificate =
Request Ceificate |

« Pick up a previously requested certificate

Enter the assigned transaction ID

|1 TQjsOR/cpk2 SHY +++++++4] Enter the saved
Select the certficate retum type | PKI Browser Centificate | transaction ID
Pick up Cenificate

» Renew or revoke a previously issued browser certificate

Ranew ar Revoke Cerificate |

« Administrators click here

Go to Administration Page |

emall: webmaster{@your-c ompany. com
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L

Retrieve Your 1-Year PKI SSL. Browser Certificate

Please bookmark this page

g
Since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when you return to this bookmark, the
browser will display your transaction ID. This is the easiest way to check your status.

Enter the assigned transaction ID
|1 TR0 eph2SHY +4+444+4

If you specified a pass phrase when submitting the certificate request, type if here, exactly as you typed it on the request form

|

Retrieve and Instal Centicate |

To check that your certificate installed properly, follow the procedure below:

Netseape V6 - Click Edit->Freferences, then Privacy and Security-> Certificates. Click the Manage Certificates button to start the Certificate Manager. Your
new certificate should appear in the Your Certificates list. Select it then click View to see more information.

Netscape V4 - Clck the Secunty button, then Certificates-> Yours. Tour certificate should appear in the list. Select it then click Venfy.

Internet Explorer V5 - Click Tools->Internet Ophons, then Content, Certificates. Your certificate should appear m the Personal kst Click Advanced to see
additional nformation.

Home page |

email webmaster@your-company, com
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Internet Explorer certificate install

Chck "Install Certibicate” to store your new certficate mto your browser

Install Certificate |

Home page |

o

34



From IE browser,

click on Tools—->Internet Options

35



Certificate is installed in browser

36



You may display the certificate information..

This certificate is intended to:
* Proves your identity to a remote computer

Issued to: Y RUG USERL

Issued by: HR: Cert Auth

Valid from 10/4/2004 te 10/4/2005
T7 vouhave a private key that corresponds to this certificate.

37



And look at the details of each field

38



PKI1 Services Certificate

Install our CA certficate mito your browser

Choose one of the following:

+ Request a new certificate using a model

Generation Application

o

This time, let’s try to

get a server cert

Select the certficate template to use as a model

1-Year PK] S5L Browser Certificate

=l

Request Certificate

+ Pick up a previously requested certifi;

Enter the assigned transaction ID

1-Year Pkl S50 Browser Certificate
1-¥ear Pl S/IMIME Browser Certificate
2 ear PE] Browser Cerificate For Authenticating To /05

B-Year PEl 350 Sener Certificate
£-Year Pkl IPSEC Server (Firewall) Certificate
5Year PKl Intermediate CA Certificate

1-Y ear SAF Browser Certificate

1-Year SAF Server Cerdificate

2-Year PK] Authenticode - Code Sigring Certificate

Select the certficate retum type | PKI Browser Certificate =)

Pick up Centificate |

« Renew or revoke a previously issued browser certificate

Renew ar Rewoke Cerificate |

+« Administrators click here

Go to Administration Page |

emal: webmasteri@vour-company. com

Assume the server

already generated

a request
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S—-Year PKI1 S51. Server Certificate

Choose one of the following: [
« Request a New Certificate >
Enter values for the following Seld(s)
T our name for traclkng this request (Optonal)
PO G Fill in info just
iEma.i address for distinguishe d name (Optonal) like the browser
Common MHMame (Optional) cert case
[RUG wWeb Server except

Ohrgamzatonal Tt (Ophional)

Crgamranonal Tt (Optonal)

Orgamzaton (Optonal)
[Mew ¥ ork RUG

Street address (Optonal)

Loocality (Optonal)
|

State or Prowvince (Ophonal)
INQW Wark

Zapoode or postal code (Optional)

oty (Opiricnad)

[FE

Emal address for alternate narne (Ophonal)y

Dromann name for alternate name (O ptronal)

Tmiform Eesouwrce Identfier for alternate name (O phonal)
|htt [ ey LN S92 P . O

40

I'P address for alternate name i dotted decimal form (Ophonal)
2 123 45 67




Emaid address for notfication purposes (Ophonal)

Pass phrase for securmg this request. Y ou will need to supply this value when retrnieving your certificate

Eeenter your pass phrase to confirm Need to provide a
| request

Basefd encoded PECS#10 certificate request

|

|

|

|

|
(=}
=i
&
H
=
=
=1
=
1
=1
g u
|_i
H
s
H
1
b
p_]‘
=1
jra
™=
o
o
=1
o]
|_]

|

|

I

|
|»

MIIDezCCAtwC AQAWOTELMARGALUERRMCAEMDD AEBgNVEBADTAZ Lib TENMASGALUE
CHXMEcmF 2 3 EVHNENGAITEAXMMY W2 Z2Xh0ce 1nbmS M IGEMAOGCSgGS ThaDOEBAQITA
AACGNADCELiQEBgOCUCwQOS AHZ Y ExWHEEBP s D Unh v My 7+ 044 9M3dSD/ 06/ 119040
PZAWFAe3 1gkgQCHS 37 EFuili0TIG95R1bmGLoaBkP xaai JXXJLe4+TGeg728Xeqs
ZawNTeJBorBog¥L+ntrZdEywBeTiTEwGiXwt vdRGwTr HIOES / FOn860qNgQIDACAR
oIIBBDCCAewGCEqEES b3 DQEJDIGCAdOwAD AQBgNVHREEC TAHggVEOQHEZZ A AREgNV il
HMECaQIWnpMoL eMnQOuwhw YDVROTAQH BATwAWEE/ z AOEgNVHOSEALSERAMC Ao dn
BOYDVROLBD4wPAYIKwYBBQUHAWE GCCaGAQUFEwMCEgutr BgEFBQeD AwY IKwYBBOUH
Ay CCasGAQUFBwMIBgorBgEF B DCTEQEgr EgEFEQCcBAQRUNF Indu Y IKoZIhvpl
BAGGGZhOdHEz0i BvEVTUWENuCwF ualhZWiExLuNvh TAnEgor BgEFBQowA Y YhaHRO
cHMELy ViSO SCYWEEWF LaMJEuY2 9t MEgGEisS AAT S AQOOMOwwCoED 26V mygNh _J:j
¥

4]

Submit certificate request Clear

The request should be
+ Pick Up a Previously Issued Certificate generated by the

| server which
requests the

email webmaster@your-company. com certificate

Retrieve your cedificate
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L
Request submitted successfully H:

Here's your transaction [0 You will need it to retneve your certificate. Press 'Continue’ to retnieve the certificate.

1 TQI Az QA2 S HV -+ |

Cantinue |

emall webmasteri@your-company. com
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Certificate Requests

The following certificate requests matched the search criteria specified:

Apll Regquestor Certificate Request Information Status Dates
[Trams ID: 1{TO s 0bepk2 SHVAH-+H++
O OwCho, Template:1-Vear PKISSL Browser Certficate Conglied  [Ceeind: 20041005
Subject: MATL=userl@yahoo. com, CN=NY RUG USER1,0U=Class 1 Internet Certificate Serial #: = Modified: 2004/10/05
C, O=ew York RUG st
Trams ID: 1| TOIex0im2 SHVAHHHHHH Pending (Created: 2004/10/06
¥ Wa Choi |Template:5-Tear PKI 351 Server Cernficate F e
Subject: CH=RUG Web Server, O=MNew York RUG,5T=New York C=T3 L Modified: 2004/10/06

Choose one of the following:
+ Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually
s Select and take action against multiple requests at once

Action Comment (Optional)

| Approve it

Approve I - Approwve without modification all requests selected abowve that are "Pending Approval”
Reject l - Eeject all requests selected above that are "Pending Approval"
Delete | - Delete all requests selected abowe

Respecify Your Search Criteria |

ernadl. webmaster@your-company. com
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Issued Certificates

The following issued certificates matched the search criteria specified:

'?:ﬂ ‘Requestor Certificate Information Status | Dates

Serial # 3
v iWa’ Choi |Template: 1-Year FKI S5L Browser Certificate

‘Subject: MATL=user| @yshos com, CN=IY RUG USER1,0U=Class 1 lsternet Certicate CA O=New ot |

Created: 2004/10/05

York RUG Moedified: 2004/10/05
. Serial # 4 Created: 2004/10/06
¥ [Wa Choi Template: 5- Tear PKI 55L Server Cernficate \Active |
{Subject: CH=RUG Web Server O=Mew York RUG ST=New York C=U3

Choose one of the following:

s Click on a serial number to see more information or to perform action on a single certificate
s Select and take action against multiple certificates at once

Action Comment (Optional)

Revoke ||No Reason =] - Rewoke all selected active certificates
Suspend | Suspend all selected active certificates

Delete | - Dielete all selected certificates

Respecify Your Search Critera

Modified: 2004/10/06 |

Display Summary of
all certificates

Home Page ]

emall webmaster (v our - ¢ o 8Ny, C ot
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PKI Services Certificate Generation Application

Install owr CA certificate into vour browser L
Choose one of the following: ﬂ

« Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Centificate -]

Request Cenificate |

« Pick up a previously requested certificate

Enter the assigned transaction ID Enter TransaCtiOn D

[1TOMIZ QAN SHY +-+++++++
Select the certificate return type [IMAREIERAARRMIIISI to ple up
certificate
Pick up Certificate

+ Renew or revoke a previously issued browser certificate

Renew or Revoke Cedificate |

« Administrators click here

Go to Administration Page |

emaill: webmaster@vour-company. oo
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Here's your Certiricate. Lut and paste 1t to a 1ue

————— BEGIN CERTIFICATE— [\
MIIChwYJKOZ IhwelAQoCoIIGeDCCEnQCAQEXAD ALBgkghkiGOwWOBEwWGOggZcMIID
BTCCAlI6gAWIEAGIBED ANEGkchkiGOwOBAQUF AD AvMOswC QY DVQOGEwIVIzEMMADG
[L1TEChMDEUINNEUREw VDVOOLEwx IViBD ZEJOIEF 1dGgwHhcNNDOx MDAZ MD AwMD AW
(WheNMDExMDAOMIM10TUSW] BOMOswC QY DVOOCEwI VI ZERMASGAI UECEBM I T3 IF 1w
[crsx FTATEBGNVEBACTDES 1AvEZL3Jr IFJVREEENEUGLIDEAXMOUIVHIFAIYiBTZET2

-

2XIvgZEvhOTIKoZ IhvellAQEEBOADGYOANIG) RoGEAJQLBDRI AL hnF YyQE/ MOZS The cert is

eF+8zLve ADEMYN1IF/ Tr+143 TocomlYUBTE WS p LI fMPLtSVEEWLROMS3 1 HVuY YL B

\0GaQ/ FprenHERvPS0bOrvhbx£qo Znr A 1N4kG 1561 Baveevi 1 fLAHPOINLAAT £C2 /b returned in B64
\EbBOSAQ4RLEVCE zr 502 BAgMBALG1ggHTMI IB9 z ApBoliVHREE I § AghhhodHRwO15v

A3d3Lnd 1238 1enZ 1ei5b2 2 HBA 1 7L UMD YDVROP LOH/ B AQD AgWaRENGA 1 DAIQQN format for you

EHEDGCCSGAQUFBHHBHIIB?H?D?RDIBIIBHjCCA??HSaBHGEHszBBHQSHCQ?D?QQG

(DAIJVIzEMMAGGAIUECguDSUINMREUwEwYDVOOLD A ITiBD ZEJOIEF 1dGyx DT AL BT t:<> czllt: EIIICi

\BAMMBENSTDEwZaBboFmGV2 xkYXAALYBSLjUZLI V0L E2MDo 20D kvO04901 T HMSXP paste it to a
WT1IUViUyMEN 1cnQlMiBBAZROLESOSUINLENSVVNE/ Y2 VydG InaihAdcvs 2 v Y2 FO

\aWouTG 1 zADExoG+gh T ZrbGRhc DovL: 15b3RoZET 8 ZGF wo2 VydnVyLml 5T2 9taGFu file in the
e35ib206MzgSLONOPTNS TDEST1U9SF I 1M BDZEIOJ TIWQEVOaCx PPULCTEXDPVVT .
[P2N1lcnRpZml § YER 1 a2 b2 NhdG lvbkxped Quil6 A 10DOGMThOdHAGL Y93 d3cub Xl § server side

b2 1wTHSSLmwha0030 1 TEEI 2 LANh T2 VydH Q1T IMEE jemwwHO VDY ROOBEYEFFp 6
(TECE2J0GNw 1v ) e o/ 52 #NMESGA1 DA T wQVYHEaAF LAuépMUISg IBAPXNeKI zul 2
(M+ar MADGC S5 IhIDQEEBQUAA4GEADp ] 6 10eEL+22 GOmd9EQGEyPS2r PYoALIJS
ILP3ugdS=s I 1RE St a3 Sl eVwe T/ 46uPeenlnnd he it 6owMiVYHNpE z IQHE k402
(18L/£3/ SuBQCFhREE7al18 Z+keppooQi s/ Yo HEHL + 5T Mv s/ cekbHZBfox 8w 1 Fh
B/ tEWewmMIICE=CChc igAvIBAgGIBAD ANBgkghk1GOwOEBAQUF AD AvMOswl OV DVOOG
[EwJVUzEMMAOGAIUEChMDSUIJNMEUWE w¥DVOQOLEwx ITiBD EEJOIEF 1AGgwHRCNMDOx
(MD AOMDOwHMD AwTheM i AvMTAYMDM1OTUSY AvMOswC QY DVOOGEwIVIZEMMAGGALIUE
(ChMDEUINMRUwEwYDVOQLEwk IUIBD ZXJOIEF 1dGgwg 25w QVIEoZ ThvcNAQEEBQAD
IgTOAMIGT AoGEALAL ZIIN/ FEW/ VD i+wRwul zpwE 1 6V4ATgNHz: juEMadz 13rt Ipak
OgIhélat RRsddACuB4vixalxg/ WHOdzF p/ kKknDHar h1Ew 1l IwRLCELUI LAIBgSURD
QiPhwVE1cQUHSTU+uxnEJgS 60RO we iFr+GRmA 1534311/ Ve 40 Ie IDAGMBALG)
MY Owg YEwPwYIVYIZIAYE4QUENED ITHEA lbedVyTER L ZCE1eSB0aG Uy U2 YW JAET pdHiy
(I2VydnWy IGEvoiBeL09TIChSQUNGET AOBYIWVHOSBALSERAMC AQYwDwYDWROTAQHS
|BAUwAWEE/ s AdBoFWVHO4EF QU2 Tk 2 AGE AScx4r £O7WkEzSqeswh QY I Ko Z IThwcl
[LOEFEBOADGVE AU TnhDof 7CUTAww T hERSEWLODsTEN/ A/ P2WF 2 TS pJp T3 I LALE+]I
:IpfikRFruDNEbIFDHD?FnCp?1BbHHBdFHDnHHBGH3FEerFEFjlequhH?inlE
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z/OS PKI Services In Summary

Install/Config:

‘ I KYS ETU P SMP/E Install
— A REXX exec shipped in /
SYS1.SAMPLIB to perform RACF Soriptioe
administration tasks for setting up PKI RACF Set up
Services. Fl?\?géwp
eBrowser/CGl interface o |

— Web page contents are defined in A Admir
a certificate template file,

pkiserv.tmpl /
End i

— The CGils read the template file to T R S
Browser

form the web pages PKI Exit

— Invoke the R_PKIServ callable
service

— provide hooks to exit routine for
customization

OUv-H-HI




z/OS PKI Services In Summary...
®SAF callable service — R_PKIServ

RACF Glue Rtn | car scripts
—Interface between CGls and the /
PKI Services Daemon (through the SAF R_PKiServ
glue routine) el e

—Provides functions for end user
and administrator

....... A Audit
User: Administrator: receres
=Request (certificate) = Query (request, certificate)

=Export (certificate) = Approve (request)

=Verify (certificate) = Modity (request)

=Renew (certificate) " Reject (request)

=Suspend (certificate) = Suspend (certificate)

=Revoke (certificate) = Resume (certificate)

» Revoke (certificate)
dTEER ER..h.dt. o ShLSEEEEREER S|



z/OS PKI Services In Summary...
® PKI Services Daemon

z/0S PKI Services Daemon

SAF R PKIServ Combined RA/CA process
RAC_F Sevice and background
Callable P - threads

i AN
Services \ sAm
>
System SSL I OCSF

~b | Request
objects
ICSF LDAP /!
— -—
Issued
- Cert List

z/0S
LDAP
Director

—Invoked by the R_PKIServ callable service
—Perform the real work

—Read the configuration file, pkiserv.conf, to determine
the set up values



Using RACF as a CA VS PKI Services

Use RACDCERT if Use PKI Services if

Just need to generate a handful |Need to generate a large number
of certificates of certificates

You can manually keep track of |You want to get notification on
the expiration dates of the certs |the expiration dates of the certs

You want to manually send the |You want the other parties to

certs to the other parties retrieve the certs themselves
You don’t care if the certs are You want to create CRLs for the
revoked revoked certs

You just need basic extensions in|You want more supported
the certs extensions in the certs




Major Prerequisite Products

»RACF (or equivalent)
—For storing PKI CA certificate

»|BM z/OS HTTP Server

—For web page interface

»LDAP Directory

—For publishing issued certificates and CRLs
»|CSF (optional)

—For more secure CA private key

»2/0S Communications Server (optional)
—For email notification
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Questions???



The information contained in this document is distributed on as "as is"
basis, without any warranty either express or implied. The customer is
responsible for use of this information and/or implementation of any
techniques mentioned. IBM has reviewed the information for accuracy, but
there is no guarantee that a customer using the information or techniques
will obtain the same or similar results in its own operational environment.

In this document, any references made to an IBM licensed program are
not intended to state or imply that only IBM's licensed program may be
used. Functionally equivalent programs that do not infringe IBM's
intellectual property rights may be used instead. Any performance data
contained in this document was determined in a controlled environment
and therefore, the results which may be obtained in other operatin?
environments may vary significantly. Users of this document should verify
the applicable data for their specific environment.

It is possible that this material may contain references to, or information
about, IBM products (machines and programs), programming, or services
that are not announced in your country. Such references or information
must not be construed to mean that IBM intends to announce such IBM
Products, programming or services in your country.

IBM retains the title to the copyright in this paper as well as title to the
copyright in all underlying works. IBM retains the right to make derivative
works and to republish and distribute this paper to whomever it chooses.




