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Basic Digital Certificate

4 N

Name: CN=Jan Jones / | dentifies unique certificate
Serial number: 540116 “

| ssued by: O=Certs,C=US €—— Certificateissuer identification
| ssue date: 7/16/01

Expiration: 7/16/02

Public key: QA E) 2295 4 Certificate owner's public key

ot ’ ] ‘%
Ensuresthe certificateisvalid




Certificate Life Cycle

*Request « Authorize -

fulfillment of
request

e Fulfillment

*Used by

wner
*Revoke owne

or Renew



Introduction PKI Services for
S/390

CA SERVLET

RACF SUPPORT OF FUNCTION WHICH IS ROUGHLY
EQUIVALENT TO THE IBM HTTP SERVER CA SERVLET'S
CERTIFICATE GENERATION AND RETRIEVAL

APARS
OW45211 - PTF UW74164
OW45212 - PTF UW74113

Creates certificates using RACF and R_PKIlServ
Callable Service

Customizable Web Page Interface
SMF Auditing



Introduction PKI for S/390

Request for a certificate

comes in through CGl .
scripts User
RACF accepts and g

massages data

R_PKIServ Callable Service
uses current RACF
certificate creation

Certificates created reside In
the RACF Database 210S Seqflirity

Server

Automatic approval process 1] ] ——
Certificate returned 1 DATABASE
N—_

Export certificates into
browser

Cert
exported




Presenting .......




Introduction PKI Services on
z/OS Release 3

What is PKI Services?
New component of the z/OS Security Server
Always enabled but closely tied to RACF
Complete Certificate Authority (CA) package

Full certificate life cycle management
User request driven via customizable web pages
Browser or server certificates
Automatic or administrator approval process
Administered using same web interface
End user / administrator revocation process

Manual - "z/OS Security Server PKI Services Guide and
Reference"
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Server Certificates

PKI Administrator

z/OS PKI Services

Webserver Admin

%
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z/OS PKI Services Architecture

HTTP Server

Provides browser/CGlI interface for end-
users and administrators

Web page logic defined in certificate
templates file

CGils - Read template file, control flow



z/OS PKI Services Architecture

"R _PKIServ - SAF callable service
backed by RACF

> End-user functions - Request, retrieve,
verify, revoke, or renew a certificate

= Administrator functions - Query, approve,
modify, or reject certificate requests, query
and revoke issued certificates

» |nterface to call PKI Services
»SMF auditing

© 2003 IBM Corporation



z/OS PKI Services Architecture

PKI Services Daemon

Services threads for incoming requests

Background threads for certificate

approval/certificate revocation list (CRL)
Issuance

VSAM DBs for requests (ObjectStore) and
Issued certificate list (ICL)



z/OS PKI Services Architecture...

Open Cryptographic Services Facility (OCSF)
and Open Cryptographic Enhanced Plug-ins
(OCEP)

Provided the crypto facilities for PKI Services

OCEP - Access to CA certificate and private
key In RACF

OCSF - BSAFE or ICSF (Hardware) crypto
engines

LDAP Directory
Publication of iIssued certificates and CRLSsS
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PKISERYV Certificate Generation Application

Install our CA certificate inbo your biowser
Use pull-down for requesting

Choose one of the following: / |a certificate of a certain type

* Request a new certificate using a model (template) -- This case is a
Browser Certificate

Select the certificate template 1o use as a model | 1 Year PKI SSL Browser Certificate

* Pickup a previously requested certificate

Enter the assigned transaction [D I
Select the certificate retum type | PKI Browser Cerfificate  *|

New shortcut to pickup
\ certificate with

« Renew or revoke a previously issued browser certificate  [(€nplate pull-down

o Administrators click here Link for renew/revoke forces SSL
Iclient authentication

Admin link is either userid/pw protected or forces
SSL client authentication



1 Year SSL Browser Certificate
Choose one of the following:

* Request a New Certificate
Enter vahies for the following field(s)

Z ommateory M oarme

This is the certificate
[request page. The dialogs
that appear on this page
|depends on the certificate
template chosen.

|

Your name for tracking thas request (optional)

|

Fass phoase for securing this request. You will need to supply this value when retrieving your cestificate

l

Reenter your pass phrase to confirm

I

Select a key s'ﬂ:el‘!ﬂil High Grade) 3
___ Submit cerificate request | Clear |
* PFick Up a Previously Issued Certificate

Retrieve your cerfificate

[When the submit button is
pressed, the data entered
by the user and the data
hardcoded for this certificate
emplate are sent to PKI
Services for processing




Request Submitted Successfully

Here's your transaction [D. You will need it to retrieve your certificate. Press 'Continue' to retrieve the certificate.

B T e B
i3 YpU 2V kndWBDls+ |

The request is queued to
PKI Services request
database for approval. The
result is the return of a
ransaction ID




PKISERY Certificate Generation Appli

Install our CA centificate into your hrowser Pull-down for requesting a
. ertificate of a certain type
Choose one of the following: /Etempl ate)

* Request a new certificate using a model

Select the certificate template 1o use as a model | 1 Year PKI SSL Browser Certificate

* Pickup a previously requested certificate

Enter the assigned transaction [D I

Select the centificate retum type [PKI Browser Certificate =)
New shortcut to pickup
\ [certificate with return

» Renew or revoke a previously issued browser certificate template pull-down

o Administrators click here Link for renew/revoke forces SSL
Iclient authentication

Admin link is either userid/pw protected or forces
SSL client authentication




Retrieve Your 1 Year PKI SSL Browser Certificate

Please bookmark this page

aance your certificate may not have been 1ssued yet, we recommend that you create 4 bookmark to thes location so that when
you return to this bookmark, the browser will display your transaction ID. This is the easiest way to check your status

Enter the un'.gud transaction [D
|13x63cTpU2/ ViendWBLE 312+

If you specified a pass phrase when submitting the certificate request, type it here, exactly as yoy

The user can either follow
the link to get to this page
Refrieve and Install Cerfifcate | and bookmark it, or come

back in from the "Pick up
To check that vour certificate installed properly, follow thecertificate” button on the

Netscape V6 - Click Edit- >Preferences, then Privacy and Secunty-> Certficates. Click the Mana main page.
Certificate Manager Your new certificate should appear in the Your Certificates st Select it the
mnformation.

Clicking the "Retrieve"
Neiscape V4 - Click the Secunty bution, then Certificates-> Yours Your certificate should appe button checks on the

Venfy.

progress of the request.
Internet Explorer V5 - Chick Tools->Intemet Options, then Content, Certificates. Your certificate
bst Check Advanced to see additional mformation.

Home page |




Internet Explorer Certificate Install

Chek "Install Certificate” to store your new certificate mio your browser

If the certificate has been
issued, it may be installed.

This page shows how it
ould look for Microsoft's IE

browser




PKISERYV Certificate Generation Appli

Install our C4 certificate into your browser This time, let's request a Server
ertificate using the pull-down
Choose one of the following: g e p

but different template
+ Request a new certificate using a model

Select the certificate template to use as amodel | 1 Year PKI S5L Browser Certificate =

» Pickup a previously requested certificate

Enter the assigned transaction [D I

Select the cettificate retun type |PK) Browser Cerfificate =]
\ New shortcut to pickup
[certificate with return

o Renew or revoke a previously issued browser certificate  [[©Mplate pull-down

o Admimistrators click here Link for renew/revoke forces SSL
Iclient authentication

Admin link is either userid/pw protected or forces
SSL client authentication




5 Year PKI SSL Server Certificate
Choose one of the following:

Selecting a server certificate template from the
* Regquest a New Certificate main page presents a dialog to enter a PKCS#10

_ request
Enter values for the following field(s)

st. You will need to supply this value when retneving your certificate

Reenter your pass En- to confirm
w

Baszetd encoded PEC3#10 certificate ﬂﬂﬂ

MIIBLTCE SwIBADAOMQwwCg YD V] QD EwNEal (wgZ swD(Q ¥ IEo Z ThwcNAJEEBQAD gTDA
MIGIAoGEANVudL 7TGpgES 32805 7cNBgignYpS 0 Cle e NQ LA hME j RNRVE SMb 5 2cR 3
/n735doPGhioXr LWEstNIa®]bPalZRHE03 791 lnd /nPrQTdbA juPyz835Ab1l 1 cp IR
E1SE9F /2P lx254AuPh8YTEPKObp ] LN3 08 QANC 7 LG4 vw+c Yivul JAQMBAAGYMD Au
Bk ghde 1 G9w0B CQ 4 ITALME O0GA L BADGOWEE Qivwx 395 foc4MbD / 1 TxNex aWAZMz AN
Egkqhk i Gow0iBAJUFALDE gQBU L yhQTExyFwi £ 1BQNDL EXWIU4D ) LiDgefcye INEG/
CsP75FqFp /E3SNAZHIH 9k FAVOHOCEEVnk F3 CEOwepnTnCHD0 IZ0BZ 1 3zHIE S ol

19nTHdBpc2gZ iuMC kZBmcxvZPkChk 01 £ Tk aPwvDCegkB+viudlul sCHgM /khls
EFI

SR | )




Here's Your Certificate. Cut and Paste it to a File
|

lI ICFTCCAXE gnrr..ugrr-l:-m gk ghk i G3w0BAQUFADE LMQ=wC QYDVQQCEWIVUZEN |
!u.-.- GALUECHMD STLINMS 4w LAYD VO] LEyVIAWLhD 1B SZ:MNwdiT  Z:Mo] :ﬁ'ﬂlﬁllﬂl‘h
AGUgQKV0aGIyaiR 'mmunnﬂmmmlruﬁznmtgmm\'uun;:n
Im.-:mrmum-mmumm 565 Ih 3D QEBAQUAL AGHALC Bll:l-fﬁhﬂﬂ-‘hrniexqfﬁ .
'PN7PDku3D Qaoad 2KU) queadzUJ QEATC o0 TUbx OTG+bHED / S+0uXalx o YqF6ylhLL i
TSowIGz 2kNER3I9Ew/ ddZ jw5040E 30wl 53835 /EgG S FWIRNUn /REI I 9chDeAL 1 4f |
GHzyImEYyzd6P T0AD Auyul 78 PGl 7iCQIDAQARC DYwRDADE gNVHQSBAESEBAMC |
:FBnhE UYDVROOBAOEC CE/DHE 1 L+gEMBEGAL AT w]TMBAAFBG] 9gTEPz41 555adyge |
;-Ih-ﬂl:nmul.:c.'-qv;s:rhznu:mwur.m:-:x-mnummwrn:wmduia-cyl
PEjduxT18/ dumbi7B002e FX8G5 t¥hl JpZyf 44Kz Tpsz InZ GTWdwe £ 4L LWEKGF |

Z¥pfuzhl+esTnCFFPFN/31BJ+BNn4gaPi /LEI7IshMzSuSPEalC6WQW2ZD JuPzYOC |
UjHxeIRg2xsY

Server certificates are
returned in base64 encoded




PKISERY Certificate Generation Application

Install o CA certificate into your browser

Pull-down for requesting a

(template)

Choose one of the following: /certificate of a certain type

« Request a new certificate using a model

Select the certificate template 1o use as a model | 1 Year PKI SSL Browser Certificate

* Pickup a previously requested certificate

Enter the assigned transaction [D I
Select the certificate retum type |FKI Browser Cerlificate =]

T~

« Renew or revoke a previously issued browser certificate

New shortcut to pickup
[certificate with return

template pull-down

il et ﬂ\ral;mk for renew/revoke forces SSL client

uthentication

T

Admin link is either userid/pw protected or forces

SSL client authentication




Renew or Revoke a Browser Certificate

Here is the certificate you selected:

e e e — e e e

Mﬁﬂr Serial #a‘tﬂﬂ!lnt Names H'-llqr . Usage

—_—

—_— r—

Te# | Year PEIX Erwur Certificate

Joe Coffee Subjeet: Chi=Joo Coffee, OU=S20,0~BM,C=US  dataencrypt

Issuer: OU=RACF CA O=[BM,C=US
"Fllﬂtlt! 200040420 00-00:00 - 3]]1!3#3] Fim . .‘,'-5'

- handshake |

'Field Name Field Value

mr mT e o == = e s

Hmﬂn:l.l-'ll.p quﬂ'"u@]:lprc pokibm com |

'Hmtldlhp pen@:mm pok i ¢ om .

Alﬂpﬂdﬁ: I9 1173514

If this is the correct certificate, choose one of the following:
ml-Rtwﬂﬁ-&uﬂﬁcﬂc
“ I Revoke thus certaficate

If the renew/revoke button is pressed
Iw n the main page, client authentication
ill drive the browser dialogs to select
a certificate. If the one selected was
Icreated by this PKI CA and is not
revoked, it's information will be

displayed so that the user may confirm
and proceed.




PKISERYV Certificate Generation Applicpts==

Install our CA cenificate into your browser Same pull-down for requesting a

Choose one of the following: A/lé,ertn‘lcate of a certain type

template)

« Request a new certificate using a model

Select the cetificate template 10 use as a model | 1 Year PKI SSL Browser Certificate =l

* Pickup a previously requested certificate

Enter the assigned transaction [D I
Select the certificate retum type |FKI Browser Cerlificate =]

—— - New shortcut to pickup
Pickup Certicate | \ lcertificate with return

+ Renew or revoke a previously issued browser certificate  [(emplate pull-down

> . ‘\flé_link for renew/revoke forces SSL client
o Admimistrators click here

uthentication

T

Now for RA functions. Admin link is either
userid/pw protected or forces SSL client
authentication




PKISERY Certificate Generation Application

Install our CA certificate into wour hrowser

Choose one of the following:

« Request a new certificate using a model

Select the certificate template to use as &mdﬂ[‘l ear PKI SSL Browser Certific ate

* Pickup a

he default setup has the Admin link

s asmE serid/pw protected

Select the certafic

« Renew or revoke a previous

o Admamstrators chek he!
Goto Admin Pages |




PKI Services Administration

Choose one of the following: [Work with one request or certificate directly by

_ _ -e)tering its transaction ID or serial number.
* Work With a Single Certificate Reguest

e or
[Ercer Teansaceion 10 Process Request | |Query requests or issued certificates based on

* Work With a Single Issued Certificate some criteria

hrﬂ:t: Serial Mumbar ‘m /

* Specify Search Criteria For Centificates and Certificate Keguests

Certificate Requesis Issued Certificates
" Show All Requests " Show Al [ssued Certificates

' Show Fecuests Pending Approval " Show Al Revoked Certificates

" Show Approved Requests " Show Al Expired Certificates

" Show Completed Fecuests " Show Non-Expired Non-Revoked Certificates Only
" Show All Rejected Fecuests " Show Non-Expired Certificate Revocations Only
" Show Rejections in Which the Client Has Been Notified

Additional Search Criteria (Optional)
Requestor's name and/or time period
rs N ...
Requestor's Name | — may be used as additional search

Show Recent Activity Only [(Not Selected) ~] criteria.

Find Cedificates or Cerlificate Requests , I




Certificate Requests

The following certificate requests matched the search criteria specified:

Select Requestor c-ru&um;c.runr_rh-rvﬁq
1 iy Trans ID: b2h L lelc R Z0sh b L eicRaga
— S——— R Querying requests would produce a list of
Subject: (1i=Joe Cofiee OG0 O=[EM, C=U5 [requests with some summary data displayed
_ or each. A maximum of ten requests would
s I Ve cea e [P€ displayed on one page. (scroll to see

Template: 1 Year PKIZ Browser Certifica more.. )
Serial # (0945020

"2 Joe Coffes

¥ Peter Jones

Subject: CH=Peter Jones OU=5390,0=[BM,C=115
Jrswer: OU=FACF CA O=[BM,C=I5
"h]:H.'lt}r 2000004720 00:00:00 - 20010420 23.59.59

Trams ID: situcC2vIdbnysh b leich s
Tu'hie 1 Year PELX Browser Certﬂ:ﬂe

Vo SanSmith g et Cl=Sam Sit OU=s0,0=BMc=ys  Mndshke  ApNgePresence of previous serial #

Isswer: OU=RACF C& O=IBM,C=US \ndicates a renewal
Validity: 2000404721 00-00:00 - 2001 0421 23:59:59
Trame ID: ¥AQlznCasncuye1bdblle SR

Template: | Vear PKIX Browsey Certificate Presence of serial #
Serial &: DDQ&DQN‘

— Wdicates certificate has
si,m- Cli=John Q. Public, 0U=35390, O=BM,C=US
lssuer: OU=RACF CA,0=IBM,C=115 been created.

lect button used to select multiple requests These are hypertext links




'Pﬂlj' 200004721 [EII'IIIHII I-.'[l_'lll:l'.'ld-ﬂl 23 }959

Trans ID: ?ﬁﬂznﬁasmmlblhll&;cﬁ.q
Template: | Year PEIX Browser Certificate
Serial #: 10745672

F  lohnQ Pablic ————— % - i
SOOI |(After scrolling...)

Issuer: OU=RACF CA O=IBM,C= To obtain more information for a particular
e quest or certificate, administrator would

Choose one of the following: click the link

* Click on a transaction ID to see more information or T
individually Presence of template name indicates

request is not a renewal
* Select and take action against multiple requesis at o

Action Comeaent (Optional) |

Note - The "ail requests selected above that are” achions should nof be dispiayed uniess there is af
by such an action, e g, don'f display Approve all requests selecled above Hhat are "Pending Appr

réquests pending approval
. 4 D S T D R T T T T g To take a global action
- Profe modification Besls S8 ahorve are lli'l:‘ . .
Y B i lagainst multiple requests

_Reiset | Reject all requests selected above that are "Pending Approval’ such as "approve", user

B Do angamnieitaow ould select the requests
—then click the action

. . : SetNot 10 Matohing Requests |
Links provided to display
the next set of ten ___ Respeotty Your Search Critena |

requests or redo the
search




Single Request

Requestor  Cersificate ID | Certificate Names | Validity | Usage

Trans ID: b1 lekcRyZDsh ] leicRga
| IP-!- Serial #: /52050 | - Created: 200004720 |
Joe Coflee | o ject: Chi=Jos Coffy, OU=5300,0=BMC=US dataencrypt | 'P"h‘ “‘“’”"‘ "

ssuer: OU=RACF CA N=IBM,C=13

Validity: 2000404520 00 ON00 - 200104720 25:59:59 |

-

.hn'h- Action Comment Hhatever

licking one request from
H}Sﬂtl!!l]} pniﬁa@phsc p:li:umn:m '

B e | the list will produce the
HostidMsp [pecQe300m. pok bmoom fdllowing detailed
hl!ph&i 91173514

o dendl infprmation:
Action to take:

Summary data

Action Comrsent (Optioral) |
Nte, “lyyrovd” and "Nt il enlp bs daplged f ooyt bun sistn “Pondiog Ayyroval’ Additional data
_Bpprove |- fpprove the request as is

47
M_l- Approve the request with modifications

_Beieet |- Reject the request

Action buttons

_Delste |- Delete the wouest fiom the mouest database Hypertext links can get you directly to related




Modify and Approve Request

f-llqu-lhr [ Ceriificaie ID Dates

e Trans ID: b2b1leiRyZDshob leicRe CTeated: 200040
J0EEEE Previeus Serial #: 732630

You may modify the following fields by providing new values. To remwve a field simply blank it oug

Cormon Mame

Modified: 20000422

ln]-:—t Coffes

Organazational Unit

|3:m:|

Crrganization

ED

Comtry
B

Date certificate becomes valid — Date certificate expires (at end of day)

[2000 e [os ] [20 5] [2001 5] [es 5[

Indicate the mtended S for the certificate

andsh 3k

Cerificate signing
[rocecon meeent =i gmireg (recnoe pu diation) :j

The modify action allows
"Pending Approval" requests to
be approved with
modifications. HTML controls
for each admin modifiable field
I\\//vill be presented with current
alues if any.

List of modifiable fields

IS customizable in certificate
emplates

ile




Date certificate becomes valid ~ Date certificate expures (at end of day)

e | e | e l e | o [ s

Inchcate the mtended purpose for the certificate

Andshaking (e.g., 3

Cerdificate signing ;
Cocument sigring (ronrepudiation] ﬂ

I'hrtld'rhﬂrf Extersion value(s) m lﬁpﬂ:@.‘:ﬂ“ form

[jtiiillﬁlr!t.rﬂ. ik om

—
Eﬁttvmilﬂ“.rﬁ_ ibm . o om

:

g

[P address m dotted decwnal form

I!.LLT.?S.L'I

Action Corment (Optional) |

_#pprove | fppoove the request with the modifications specified shove

T—

|(after scrolling...)

Hostld Mappings can
also be specified or
modified

User clicks on "Approve"
to commit changes




Issued Certificates
The following issued certificates matched the search criteria specified:

Select Requestor Certificate Names | Validity . Usage | Status | Date
i  Serial#: 12347 =8 |
Template: | Year PEIX Browser Certificate

Subject: CN=Joe Coffee, OU=5390,0=IBM,C=US  dat
Issuer: OU=RACF CA O=IBM C=US
Validity: 200000420 00-00-00 - 2001/04020 235959

m % R A SO Querying issued certificates would produce a

B kA, o T R TS AR list of certificates with some summary data
displayed for each. A maximum of ten
certificates would be displayed on one page.

W Joe Cottes

certificates at once Hypertext links take you
straight to the certificate where
ore information is displayed

Action Compeent (Optional) |

MNote - Action for "Revoke” shovld only be displaped if af least ] cort RsGlatus "Active”

Fewoke "Hi Reason =] - Revoke all certificates selected sbo t are A

Delete ’ Delete all certificates selected sbome
Select button used to select

— > Get Nest 90 Matching Certificates multiple certificates

Action and redo
buttons




Single Issued Certificate

Requestor  Serial #/Certificate Names | Validity Status  Dae

'

Serial # 12345
| 'T--.m- | Year PKIX Browser Certificate Created: 200004
Joe Cofiee | Mandshale |,
: ‘Subject: CH=Joe Caffee, OU=3390,0=IBM,C=US  dataencrypt | Modified: 20001
. Issuer: OU=RACF Ch, O=IBM,C=U3 .

Validity: 20000420 00-00-00 - 20010420 23 5959 |

Clicking one certificate from

Field Value ;
'H-:-sthliq:- ,_]mi'i.-u@p]m: pok dhrcorm .

Hnd.[ll'rh]:r pc@c?ﬂ'hn pok bm com |

|hl[ph!ﬂ’ B1173514

Action to take:

Mot - Action for "Revoke™ should only be displaped if status is "Active”

Action Comrment (Cptional) |

wlﬂ' Reason

he list will produce the
ollowing detailed
(nformation:

Summary data

—Additional data

__Action buttons

_Dalsts |- Delete the centificate




Processing Partially Successful

The following requesis could not be processed because of a state change. Click on the links below for more
information:

Here's a sample of what an error page may
look like. In this case the user attempted to
approve multiple requests but two were
approved by someone else prior to the user
pressing the "Approve" button

The hypertext links allow the user to
investigate what happened




The following products must be installed prior to
configuring PKI Services

IBM z/OS HTTP Server
get working in at least non-SSL mode

LDAP Directory
z/OS recommended - TDBM back-end required
Requires PKIX schema

Open Cryptographic Services OCSF and OCEP
run install and verify scripts

ICSF (optional)

RACF (or equivalent)



PKI| Services Post-Install

Post-install script to create directories
Must be copied from samples directory

RACF Setup REXX Exec - SYS1.SAMPLIB(IKYSETUP)

Customizable exec to create the RACF environment needed for
PKI Services

IBM HTTP Server Setup

LDAP Setup

Create VSAM data sets - For ObjectStore and ICL
PKI Services configuration file

Web Page Customization

Customer Modifications



Additional Customization PKI
Exit

Customer code - sample /usr/lpp/pkiserv/isamples/pkiexit.c
UNIX executable - Receives parms through argc, argv(]
Surrounds the CGl calls to R_PKIServ
User functions only
Called before (pre) and after (post) the R_PKIServ call
Used for advanced customization
When HTML alone isn't enough, e.g.,
Additional authorization checks
Runtime modification of request parameters

Capture requests/certificates to alternate DBs
Additional business processes



Running PKI Services

PROC to Start The PKI Services Daemon
Must be started through a started procedure
SYS1.PROCLIB member IKYSPROC (alias PKISERVD)
Modify as needed - e.g., customized envars file

Start from MVS console "S PKISERVD"

The LDAP server and the two webservers need to be started
as well.

Stop from the MVS console "P PKISERVD"
Change logging options from the MVS console
F PKISERVD,LOG sub-comp.level[,sub-comp.level...]



Viewing the logs...

=i - gdlvmg15.ws - [43 x 80] N [=] k=
File Edit Tranzler Appearance Corsmunication Azsist  Window Help
SDSF OUTPUT DISPLAY PEKISERVYD STCooe87¢ DSID 1901 LINE 1,165 COLUMNS ©2- 81
COMMAND IMPUT ===3 _ SCROLL ===}
Wed Hug B 15:44:46 200 (e 1) CORE o

5:44:46 Z¢

Deleting inactive object X

Flag=
i ¥ I.—p.__;.:-_.

release

38912

rrread record

~ Sample Record:

8 Wed Aug 8 15:44:46 2001 (00000001) CORE IKYCO026I Deleting inactive
e object 37. Last changed at 2001/07/10 17:08:39

Ils+

biject ¥ .

0z-021

Connected to merote serearthost gdivmg? S endicott iben.com using port 23




Presenting ........

z/OS RELEASE 4




Remove Clear text LDAP password

“Previously passwords stored in clear text in the PKI Services
configuration file

*Now encrypting and storing passwords in the PROXY segment of
a general resource profile

LDAP.BINDPW.KEY profile in KEYSMSTR class.
»When active, RACF will store the key encrypted.
=Choice:
> |RR.PROXY.DEFAULTS profile in the FACILITY class
»=yourown.LDAP.Serverl profile in LDAPBIND class

»yourown.LDAP.Servern profile in LDAPBIND class



Remove Clear text LDAP password

=Changes in the PKI Services configuration file to get new
function

»absence of Servern,AuthNamen,AuthPwdn
*To use LDAPBIND class for each directory

> BindProfilen
*To use IRR.PROXY.DEFAULTS profile

> BindProfilen keyword missing
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EMAIL NOTIFICATION

=emaill notification for completed certificate request and expiration
warnings

> NotifyEmail - non repeatable, used to specify the internet email
address.

= Standard form i.e. janedoe@us.ibm.com
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EMAIL NOTIFICATION

= ExpireWarningTime will be added to the CertPolicy section of the
config file

»scans ICL daily
»sends one notification message

» General section config file updates include:
—~ReadyMessageForm - ‘certificate is ready"
—RejectMessageForm - 'request rejected'

—ExpiringMessageForm - ‘certificate about to expire’
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Support PKCS#7 Certificate Chains

=Support PKCS#7 Certificate Chains
(Package)

‘ ROOT CA

*Parent authorities sign the certificates
of subordinates

*Top Authority is the root (self-signed)

*RACDCERT ADD will now read entire
chain

*RACDCERT EXPORT will now create
entire chain

*R_PKIServ support on exporting End Entity
certificate
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Additional Enhancements .........

Crypto 4758 PCI Card

= Key created by Crypto and stored in PKDS
»Use with RACDCERT command

—~New keyword - PCICC
SYSPLEX Enablement
»VSAM RLS

—~New keyword in Object Store section of the config
file (T/F)
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=Support new distinquished name qualifiers

= MAIL
=STREET

»POSTALCODE
*Updated default CERTAUTH certificates in RACF
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Presenting .......
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Z/0S Release 5 Support

Multiple Application Domains

» Abllity to separate ADMIN functions from end-user
functions

» Abllity to subset end-user functions

» Changes in:

— Template File
— End-user related CGls
— HTTP Server configuration file
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Certificate Suspension

Certificates may be suspended for a period of
time.

Suspended certificates appear on the next CRL
with a reason code of certificateHold

New certificate status of ‘SUSPENDED’

MaxSuspendDuration

New CertPolicy keyword to indicate length of the
suspended grace period in days or weeks




CRLDistributionPoints
CertPolicy section of the configuration file

CRLDistSize — numeric value indicating the
maximum number of certificates to be managed by
a single DP

CRLDistName — the constant portion of the DP
name. Each individual DP will be formed by
appending the DP number. Default value is ‘CRL’

Example: CRLDistSize=100, certificate 99: CRL1,;
certificate 101: CRL2; certificate 230: CRL3.....

CN=CRL3.CN=BANKXYZ.OU=BANK
FINANCE.O=NYBANK.C=US




Z/0OS R5 Support Continued....

Granularity for KEYUSAGE
» digitalsignature

» nonrepudiation

» keyencipherment
» dataencipherment
» keyagreement

» keycertsign

» crlsign
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Z/0S R5 Support Continued....

ExtKeyUsage extension
» serverauth

» clientauth

» codesigning

» emailprotection
» timestamping

» 0cspsigning

CertificatePolicies extension
AuthoritylnfoAccess extension
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Z/0S R5 Support Continued...

Marking extensions Critical
» Always critical
— BasicConstriants
— KeyUsage
» Can now be marked

— ExtKeyUsage

— SubjectAltName
— HostIDMappings
— CertificatePolicies
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VSAM Alternate Indexes

Status Index — non unique index containing the
status, variable data length and requestor fields of
the VSAM record.

Requestor Index — non unique index that will be
used to improve the performance of queries when
the Requester is supplied as additional search
criteria

Other Performance Enhancements

Buffer space for the VSAM data sets as part of the
IKYSPROC started procedure

System SSL services




ICL Cleanup
RemoveExpiredCerts=days or weeks
Miscellaneous Sample Updates (SYS1.SAMPLIB)

IKYSETUP is updated to support PCICC for generation of
the PKI Services CA private key.

IKYCVSAM and IKYRVSAM are being updated for the
new alternate indexes.

IKYMVSAM is new and contains the sample JCL to
create the new VSAM alternate indexes and PATH data

sets.




Hints and Tips for Large number of certificates

Use CRL Distribution Points
Use PKI exit

to automate approval process
To avoid name collisions, enforce meaningful SDN

To avoid timeouts on queries, provide meaningful
requestor data

Keep the request and ICL database small by removing
records
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Utilities 1

vosview - displays the records contained in the Request DB
(ObjectStore)

Sample record:

Object key = 105

name = "John Q. Public"

longkey = 1IF45AEF2D3729FA35156BC47

appldata = "PKIB1YR "

comment =™

data len = 570

flags = 1020111 - Type = Cert State = RA CertReqgActive [State Flag]



i

Utilities... JW

iclview - displays the records contained in the Issued Certificate
List (ICL)
Sample record:

Cert 10: John Q. Public
ISSUED (Issued certificate)
Issued at 2000-10-25 14:07:05
Last changed 2000-10-25 14:07:05
Subject: CN=John Q. Public,OU=Tools Dept,0=IBM,C=US
Issuer: CN=pkica,OU=z0S Security Server,0=IBM,C=US
Requestor: John Q. Public
Appldata: "PKIB1YR "
Serial Number: OA
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