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TCP/IP Problem Isolation —The Real Problem

I have
no idea

Not my problem,
must be the Host

I think 1t 1s
the S/390
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Common S/390 TCP/IP Problems

][BM TCP/IP OS/390 (Communications Server)
*Cisco CIP attached boxes

*E'TP problems, failures, timeouts

*0S/390 Performance problems

*Long problem resolution times for network problems
*Unauthorized users doing large FTPs T
*Common OS/390 and Distributed problems

Critical remote printers

*Network Service Levels

*Have no 1dea of the overall health of the network
*Channel problems
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Effective Performance Management

Performance
Gather / Baselining

Configuration
COCRICHIVN Opserve Statistics

Information fCsTHge Capacity Data
/ Analyze Traffic

= g ==

&
/ \ Problems

Plan Changes
Implement

Evaluate
Changes

=

What-if
SAEIYSIS
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Tivoli NPM/IP - End to End

Appls | TCP/IP torag hanne etwor Servers. | Clients
o 0S/390 || Buffer Frocess %
Stack || Pools \g/i:l m
Sessions | CPU CSM ueue Router VSLA Response
Bytes | Storage || yTAM Hangs MIBs Load Time
TCP/IP Sesswns Sockets FTP T elnet TN3270 .
€ W ¥ l l |
0S/390
.IntUitive b [ P e hww — — !
*Top 10 users, non-technical s ml S
*OS/390 and Appls impact -
*CPU, Memory, Sessions, Bytes -
*Validates SLA goals _alBLL1 " o5l }
Availability, Response time = =

)

Tivoli B el



NPM/IP Design

3 Top Clients [Bytes] - Microsoft Internet Exzplorer X‘

OS /3 9 O | Bl Edt View Favotes Took Hep ||| 4 Back - || aghess || Liks
Rej SessionLog |[MCTT|  shP wonitar |G v | [ ,
CS/390 V2.7+ CD ) - I R ol

z/0S 1.1 +

Bytes for Top Clients for demomvs 2/12/2001 - 2/18/2001

TCP/IP
Monitor

= |

700,000
TCP/IP TLIRO0]  BIBRO0L  Z4R00L  ZASR00L  2AGR00L %2001 21802001 =
Monitor 4 ol
@] hitp:#tivope. dids. dhw.ibm. comserviets/Reportenu?Hozi=uemomystHostPort=G0608Hosth ame =5 ceass=0 Fli" Irtermet

4

[ (] | [ |
©owo oy
sl

Browser with Java |

/ - *Quick Install

Webseryer *Low OS/390 or z/OS
overhead
*Simple Interface

*Fast
*Access over low speed lines

TCP/IP
Monitor

running in
a day
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Applications

Appls | TCP/IP S'tomce Channel Metwork  Clients
QP/T-J)QU Buffar Processor Sarvers
Stack | F Pools @&

0S/390
z/OS Total FTF Bytes
_ . Total FTF Sessions
— Top FTF Users - All Sessions
v . Top FTF Users - Bytes
What 1S WI‘OIlg Wlth Top FTF Users - Data Sessions
A 1 s 9 oelected User- All Zessions
IIly pp lcatIOIlS . Selected User - Bytes
— Seleu::ted User-Data Zessions

CPU

FTP
DatasetJ

Swap[)ed

Memory

TCB Time for BOB

AESTCFRIP
BPXOINIT
IHSAEVNT
INETD4
MNET

HETHY

M TCE Time

SRB Time for BOB

AESTCPIF
EPXOINIT
IHSAEWNT
INETO4
NET

HETHY

B sRETime

selected Data Set Activity - Data Sessions

ed Llser - Detail List

ed Iser- FTF Diagnostic
ailures - Bytes

ailures - All Sessions
ailures - Data Sessions
iling Llsers - All Sessions
iling Users - Bytes

iling Users - Data Sessions

S| osmuro ostiveo iling Data Sets - All Sessions
. sany g iling Data Sets - Bytes
ByteS SQSS'O"S e e iling Data Sets - Data Sessions
) | Tepip il ata Set Activity - All Sessions
TererTe T afa Set Activity - Bytes
TN3270 Real T e ata =et Actvity - Data Sessions
75 006,300 1,000,060 8ol Data Set .-":"-.I:tl‘u"lﬁn’ -All Sessions
LU NameJ Storagg melected Data Set Activity - Bytes



Problem: zSeries Not Handling Projected Load

= Customer ordered new system
= Should handle 600 TCP/IP users
= System on its knees after 300 users log in

=  What’s going on?
System 1s
insufficient
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Investlgatlon Using NPM/IP

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

= Lots of investigation originally on zSeries
using a multitude of tools

= Nothing stood out or viewed as potential
culprit

= How can | get a quick view of application
usage by session and bytes
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icrosoft Internet Explorer

Resolution using NPM/IP

Fle Edt View Favoites ook Help

HEE

-2 -QRAFoES D SU-HIHRB

Address [&] pl % 2F 20%2F:

oD =] 6o | Links »|

Hnsl IP; EMDM\IS 9.39.64.151

p Clients (Bytes) - Microsoft Internet Explorer

File Edit “iew Favoriter Toolz Help

-2 -QNAEFAEBE-SH-EBLHLB

Address I@ Bytes29EReportSpan='#'ecklyk DM S=bddresshStanD ate=082%2F 20% 2F 200145 tartHour=EMumber T oD 0=5&4 pplication=tAddress: i

@ rome 4= Changs Rest @ opins 7 Rap|

z"l%.:;fl’ | Reports ||Sesslunl.ng|M| SNMP || StackView " Monitor "Cammands " Master

Host IP: DEMOMVS 9.39.64.151 @ Home 4= Change Host g Options ‘2 Help

op Clients (Bytes)

Bytes for Top Clients for DEMOMYS 9.39.64.151 6/20/2001 - 62642001 oo

[—

Ei22/2001

’ 2 Sessions by Application - Microsoft Internet Explorer

Bytes by Applicatic
Bytes by Application for DEMOMYS 9.39.64.151 6/20/2001 - 6/26/2001
W DsNBOIST
NETEw
ey
W ceie
842212001 W osnooisT
srzo0n J
saarzoon
sz6mo0t
62001
P g TR
|
[T [ @ ere e

Bytes per application

672072001 M 53364218
145 84 8672
£421/2001 W 3.15.43.100
W 255.255.255 255
E422/2001 , 0 8.28.130.85
HEE

G e @ Gih;@@@\%é THHRB

Ei242001 Address [&] g 2P 205

=] @60 | Links ?|

E25:2001

Ef2E£2001

Sessions by Application for DEMOMYS 9.39.64.151 6/20/2001 - 6/26/2001

4,000,000 &,000,000 12 000,000

..«,m €= Change Hos ‘.« options

amp

srz0z00t W osnenisT
#of Butes J DSHB0I
61212001 1 W WEBSRY
| e
/2242001 W TcPip
enan00t 9
snenont N
epsno0t 7
Daone
o800t
- I -

=

Bytes per Top Clients "~ Session per

Tivoli B el

Appl

@ Intemet 7

O
&
p—a.

tion



Discovered owners of Systems in Question

3 SNMP MIB Browser - Microsoft Internet Explorer

NEMZIP

Address:

Address:9.82.2.184 712372001 11:17:12

|9.62.2.184

Community Name:

|pub|ic

MIB Type:
| System j

View

Changes: L
Yiew Graphs: [v
Graphs on

Top: W
AutoRefresh: [

Refiresh I_
Interval: b0

@) Description: Hardvrare: 226 Family 6 Model 5 Stepping 2 AT/AT
COMPATIBLE - 3oftware: Windows NT Version 40 (Build
Husber: 1321 Urdprocessor Free )

@ OID: 13614131111312
Timer:  Bias AP 3153
W Uiy Time N hin Doe — 123-4567

@ Contact:
(& Name: TIVOLI4

# Location:

From this system descriptor MIB we
found the owner of the system and his
number

|@ Done

l_ l_ l_ |a Irkermet
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Resolution to Problem

I I ¥ I N FE DN RN EDN N DN EONNERENEDNE RN F I F P FEFREDNERDNENENENDENNEENENENENEEFENENNRENERNNENNNODDN

=  Talked to system administrator

>  He thought he was sending 20 Mbytes not the 100 gigabytes
were seeing

>  He thought he was doing a backup once a day not the
continuous backup we were seeing
=  Asked them to verify backup process

=  They changed to once a day backups during off hours
and we were able to get in excess of our 600 users
connected into the zSeries
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TCP/IP Applications and Clients

TN3270

Applications

View TCP/IP Performance
*Real time GUI

*Historical analysis
WL software *Thresholds activated alerts




0S/390 TCP/IP Stack

Appls

inl
/

OS/390
z/OS

Why 1s my system
running so slow?

\

TCP/IP
0S/390
Stack

MNatwork

var

Storage Channel
Buffaer Processor

Pools

Llients
Servars

A=

—

Workload
Performance

Real storage used
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Problem : Something is Using all TCB’s

Customer reported on TCP/IP for 0S/390 listserver that some application in his
system was using up all TCB’s. This was having a rippling effect and causing
other applications to fail or begin performing poorly

Customer resolution to the problem was to begin stopping application until he
found the application in question

This action while it did find the offending application, took an excessive
amount of time and had a negative impact on all users

What were the options?

I have
no idea
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File

Track TCB Utilization on the IP stack

StackVYiew - Microsoft Internet Explorer

“iew Favortes  Toole  Help

-9 -QNAEQEBIH-SU-HIHR

Address I@ pc.dds. dfw.ibrn.com/zerets/StartS tack PHost=146.84.152. 91 8HostPort=5080%H osth ame=NF191 &t’hccess:ﬂ&HeportT}lpe:Graphj @ Go | Links *

Host IP: NMP191 146.84.152.91

.f\ﬂ'lz;;?!’ | Reports ||Sosslo|u.og|| History " SNMP || Monitor "Ccmmands " Master |

@ Home 4@ Change Host g Options ‘2 Help

Stack View Refresh: 7/23/2001 11:48:41

AutoRefresh:on Refresh: 15 seconds

Eeport Refresh

TCB Time for NMP191

AESTCRIP B TCE Time

BFXOINIT
DES1DIST
DEG1DIST

FTPOM
INETD4
HF h2E
aFzc
R¥SERVE
SYSLOGDS
TCRIF

TSSERYER

1,000,000

Milliseconds

SRB Time for NMP191

AESTCRIP B SRE Time

EFXOINIT
DES1DIST
DBE10IST

FTPO1
INETD4
HF hZE
aFzc
R¥SERVE
SYSLOGDS
TCRIF

TSSERVER

150,000

Milliseconds

2]
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Watch TCB
utilization
with refresh

Quickly
determine
culprit
application

Only take down
that one
application




Storage and Buffer Pools

Appls  TCP/IP [Storagel Channel Network ~ Clients
051390 | Buffer  Processor Saryars
Stack | Pools

8%’

s
PRAEAEF S B
Address [@] pe=GraphistartDate=0722F0772F 2001 5 tatHou=tHours=0neh? I I+6 IstF ~]| @Go |Lmks =
\/ MWF SessionLo snmP || stackview || monitor || commands || master Tivoli j
O X Logofit @1 Home 4m Change Host & Options 2 Help
IDetails for Al Busfer Paols
‘Monitoring Interval: 4 Minutes --- Number of Samples: 15
. T T Dae o |Sample l;‘ﬁ’l‘" Buffer ion | Times ion |C o |Current | Current |Max |Max [Expansion | Buffers
| A Details for All Address Spaces - Microsft Internet.Exp Sl EPS U b B 001 | Sire ncrement Expanded | Threshold | Threshold | Total |Available Used |Toial| Limit |Requesied
"] ln O m Fie Edt Yiew Favortes Tools Help Name
. SR @lm\m@mm%vé ~d| @ @ @ |@ @ @ @ @ @ @ @ @ @ @ @
£ ~ | |[ o7zzo01 || oo 1] moBug| 3154 100 [ 0 [ 200 179 a0 o seSm [
07072001 || 000 1| BsBuf| 260 14 [ 14 [ 28 HE [ [
[ o7s0mz001 || 000 1] 1PBuf| 2037 2 o 1] 61 3agl w45 w1 38| o 0
07/07/2001 || 0.00 1| xmBut| 697 5 0 4 14 10 w[ o 1w 0 [
070772001 || 0.00 1| LFBuf| 120 Nl 0 1 sl 150 32| s 150 0 [
Date gy, """';,:f:l’m Ef;“ Ef;g Ef;, 070772001 || 000 1|[cRPLBUS| 144 50 0 332 al| 1,700 1,572 | 1551700 0 il
() @ @ @ @ © 070772001 || 0001 1| sFBuf| 12 k3! 0 1 6l 138 10| 1z 138 0 [
S82772001 || OFOTALY 12 32 07/07/2001 || 0:00 1| =PBuf| 176 a1 i 1 a1 ) | 1] ; i i
Gerz7a00l | 003 NET @ 0
R 2= 07072001 || 0.00 1| arBu| 36 56 0 3 6l 36 56 o ss 0 [
- - G - 07072001 || 000 1| TiBur| 632 60 0 120 6l 360 30| 19 360 0 [
08001 ][ 007]FTOTAL =) 07072001 || 0:00 1| crad| aps0 10 0 20 sl 30 | 9 s 0 [
Gerzi00l | 007 NET @ 0
_ R 2= 070772001 || 0:00 1] crag| 8176 3 0 2 6l 12 [ 3 12 0 0
n e . B * x| - - * - * * * - * [ [* *
087272001 | 011 [*TOTAL* 7 £ « | I_I
Gerzaonl | o NET @ 0
st | ot freve W n e [T e meret ;
Gerzia001 | 015 *TOTALY % m s 0 o 4 o] o o 0
GerzO0l | 015 NET @ o % 0 o 24 o] o o 0
Gerzanl | 015 [TCPIP B m s 0 o m o o o 0
Gerz7/a001_| 018 FTOTALY w6 w s 0 o 4 o] o o 1| o
5] [T @ et 7

Alert for % total free for any storage area
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Problem: Getmain Errors, IP Storage Failures

= Customer getting frequent GETMAIN. _Syhat’s being used
and IP storage failure errors

= Needed visibility into usage to
determine new settings

|s an address space using too much
s storage being released

s storage reaching saturation

Is space allocated and not used
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Vtam Buffer Utilization

2} Usage for Al Buffer Pools - Microsoft Intemet E <} Details for All Buffer Pools - Microsoft Internet Explorer =l

fle Edt Yew Fév””‘tes Lools He"" File Edit “iew Favartes Tools  Help |
-2 RNdEAES B I0-E =
Addrass [&] -GiaphtStatDale=07%2FI7%2F 2001 45tanHou=tHou Sy @ 'ﬁ' | E @ @ @ | I%' 5 ?‘-‘;‘A"E > @ [I..:_I ;g l%'
/\7%71’ [ Address I@ hittp: 449,39 64 40/ servlets/vtambiroute PHost=9.82. 2. 208%H ostPort=A0508H osth ame=%8 coess=15R eport Type=Graphi StartD ate=07 % 2F 07 %2F 2001 &Startj & Go | Links #
.
Monitoring ntery f\'ﬂ‘lgfb” [ Reports ][malomq SNMP Staun-‘luw][ Manitor ][Cammands]( Master ] 'nlvoh
e X Logeft @ Home 4% Change Host g Options 7 Help
a4 Details for "A]JB'I.I.'EEI Pools |
1= Monitoring Interval: 4 Minuies --- Number of Samples: 15
2l s
“ Daite T Sample Bl:l'lﬂi;r Buffer | Expansion | Times Expansion | Contraction | Current | Curvemt |Max | Max | Expansion | Buffers
=g (mmiddyyyy | & N"“ Size | Increment |Expanded | Threshold | Threshold | Total | Available |Used |Total | Limit || Requested
: @ ® @ |@ @ |@ @ @ @ @ @ @ @ @ @
[ ora7izo0r || oo 1| I0Buf| 3,154 100 | ol 30 61 200 179 40| 200 583534 0
¥ 2 3 4 H [
[ ora7izo0 || oo 1|  Bspuf| 260 14/ o 14/ 61 2| | [ 2 o 0
ssputtsesell Cnpozeont oo 1 LPBuf| 2032 Al o 1| a1 348 a5 11 34 o 0
[ ora7izo01 || oo 1| ZDEuf| 697 5| ol 4 14 10| w| o 1w ol 0
[ o7a7eon || oo 1|  IFEuf| 120 el ol 1| 61 150 32| g 1 | 0
5
g | 772001 || oo 1| CRPLEuf| 14| 50 o 332 | 61  roo| 1572|135 1700 o D
@Awmn; [ oro7izo0l || oo 1| a@Feuf| 113 3| ol 1| 61 122 uo| 1| 121 ol 0
[ o77eeo0t || oo 1| aPEuf| 176 21 ol 1| 61| 21| 2| 1] 2 | 0
[ ora7izo0 || oo 1 abpof| 6 36| ol k]l 61 36| I ol 0
[ orao7izo0l || oo 1 TR 632 60/ o 120 61 260 30| 19| 360 o 0
| o7o7/2001 || 000 1| CcRa4| 4080 10| ol 20| 61 | 50| az| 9| ol 0
[ or7izo01 || oo 1|  crag| s176 6| ol 2| 61 12| T ol 0
[ orao7izo0l || oo 2| mBug| 3134 100 | ol 0 61 200 130 40| z00] 58334 0
[ o770t || oo 2| EBeBurf| 260 14| ol 14/ f1 | 23| o Y | 0
[ 0772001 || 004 2|  LPeuf| 2032 2| o 1 ST 345 11| 34| o D
[ ora7izo0y || oo 2| xoEu| 97| 5| o 4 14 10| w| o w| o 0

Sl

|@ Dore ,_,_|_|' Interriet
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CSM Buffer Utilization

- |0] x]

File Edt “iew Favoites Tool: Help ‘

-2 QUAIEQmnIBDIH-HILHREB

Address I@ 07%2F07%2F 2001 &5tartH ow=114E ndD ate=07% 2F0722F 2001 8EndH owr=11 4R eporth ame=D etails+or+Aladdiass+5 pacestAddiessS pace=hu=425y=11 j #Go ‘ Links »

."‘V%%WJ | sNHP " StackView |[ Monitor || Commands " Master |

X Logoft @ Home 4 Change Host @ Options 7 Help

A Details for All Address Spaces - Microsoft Internet Explorer

-

[Details for All Address Space:

Monitoring Interval: 4 Minutes

‘(nun?ﬂ?my) Time ‘Addmess Space Name ‘ECSA 4K ‘ECSA 16K ‘ECSA 32K ‘ECSA 60K ‘ECSA 180K ‘DSP 4K ‘DSP 16K ‘DSP 32K ‘DSP 60K ‘DSP 180K

@ o @ @ @ @ o o o o @ o

| 0707001 W|*TOTAL* | 20 | 7 | 122 | i ‘ il | 264 ,— 'uuliaganer Usage for: NET - Microsoft Internet Explorer EB
[ 77 [11:02]vET 4| i i 0 o v » QHACOMNU D O0 - IO0RS

| 07/07/2001 W|TCPIP % | Er | 122 | i ‘ 1 | 0 Adelress [&] o728 20015tetHou=118E ndDate=07%2F 073:2F 2001 e nckova=1 185 =] @ 5o |Liks »
|x ’*_|x i |* |3’c |x ‘* |* i 1\75}22711 Reports || sessionLog snmp || stackview || monitor |[commanas || master

[‘o7mnt 1108 [FTOTALY Al w1 1 0] 24 fostIP: 9.82.2.208 Lot hom ¥ Gimeshes 2 Gl 7 e

[Communication Storage Manager Usage for: NET

0 | 244 Monitoring hterval: 4 Mirutes

[ arsannt [0 [T 4| o 1z

Il
[ oromraon (1106 [TCEIP 36| 32 I [% il I CSM Usage for 9.82.2.208 2/7/2001 - 11
% ‘:k

|
|
|
|
|
F_ I F o — m
[ orrrnnn [[1110[FTOTAL> [ 76 | 128 0 o 264
[ orrsanot |[11:10wET [ of x| of of i
[‘arsannt 1110 Terrp [ 3 @[ 1 o of @ -
F_FF FF - F F T F *5
[arrrannn 1115 [FrOTAL> [ 76 7| 128 0 o 264 g
[ orrsanon |11 [wET [ of x| o o[ e
|
|
I

| 0740712001 W|TCPIP 36 | 32 | 122 | i ‘ i | il CSM Usage for 9.82.2.208 2/7/2001 - 11
[‘arvsannn 1119 [FroTAL> 76 | 128 0 o 264 &
| g | e | m— ) il e m il o | E—

ek puiers]
£

|@ Done

\&] Applet started =]

8
z
N
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Problem: Response Time Increases to 30 Seconds

= Users started to flood the help desk
with calls

= Help desk validated that the servers Not the Routers
were OK

= Help desk validated that the routers
were OK

= Started to make stabs in the dark by
looking at various applications

= Used multiple tools, many logons and
several hours

= Finally found that FTP was the culprit
= Could not identify who was the culprit
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OSA Adapter

Appls  TCP/IP Storage [Chann Network »  Clients
05/390  Buirer gfocess Sarvers
otack | Pools @&

rls my OSA Adapter

—

Total: 2 Unavailable: 0 Long Queue: 0

Device Device

Name Number ik

Device Type Queue

Bytes In ‘ Bytes Out

Rating ‘ Link Name

Link Type ‘

| 0 |LOOPBACK|LOOPBACK |LOOPBACK LOOPBACK|0000 [Ready| 0| 71,006,185| 71,006,185

| 0sAl ETH 084272 [LCS 0272  Ready|  0[2,137,819,046(855,277,001
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Cisco CIP

Appls | TCP/IP aur'ge hann Clignts
0S/390  Buffsr Process oervers
Stack I)JJJy

f Is my Cisco CIP ok*

_ | Speed |AdminStatus [OperStatus | LastChange
Report |® |® |® |®
. . 158 days
TokenRingd0/0  [[3083025-TokenRing 4,464 | 16,000,000 [Up Up e
HES TokenRing#0/1  [[3082025-TokenRing 4464 | 16,000,000 [Up Up 0:01:53.73
3 |TokenRing#0/2  [I3038025-TokenRing 4464 | 16,000,000 Down Down 0:01:23.04
P Brrers 1) 1P Ervers () 4 [TokenRing#0/3  [I3088025-TokenRing 4464 | 16,000,000 Down Down 0:01:23.04
: "leaed 5 [Seriali1m Unknow 1,500 | 1,544,000 [Up Up 3_31‘;"’_‘3’; .
prescod 6 [@eriald1/1 Prop PTP Serial 1,500 1,544,000 [Up Up 3_13‘;"’_?’; 5
IF Discards by ! Fr
i i T [Serialdils2 Prop PTF Serial 1,500 1,544,000 [Down Down 0:01:22.04
. m iR [Serialdils Prop PTP Serial  [1,500  1,544000 [Down Down  [0:01:2205
; 9 |GigabitEthernet5/0/0 [Ethemet-CSMACD (1,500 [1,000,000,000 [Up Up ;?233“_132’; .
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Servers in the Network

/

Appls  TCP/IP Storage Channel Natwork
05/390  Buffer Processor
Stack | Pools

7} Availability and Parformance Monitor - Microsoft Internet Explorer

Fie Edt View Fawoies JTooks Help

- - QR A EQES BT -IAIH0LH

Aditess [&] hip./tvape. s chvibm.comdserviels H T Perfarmance FHasted.39.64. 151 HostPor=6 0508 HoslName-DEMOMVStaceess=1 =] @G0 | Links » ‘ N ] h at ar e S e rV e r S

Nf‘)};&"ffl’ Reports || SessionLog[ History | snwe | stackview commands || master | §FTTRY]]
Host IP: DEMOMVS 9.39,64.151 @ Home 4 Change Host @ Optins 2 Help M ()

Availahility and Pexrformance Monitor Refresh: 2001 11:53:33] aVal a e
L]

AutoRefresh:on Refresh: 60 seconds Threshold: 400 Refresh
Good Performance: 5 Unavailable: 1 Poor Performance: 0 Packet Loss: 0

Resources Unavailable

[Racing| Host[Resource Name| Addiess [MaxRT| Packers Lost |

‘* |DEMOMVS |SINGAPORE ‘9 18420 41| n|255,512,1n::4,2042|

Resources Available / Good Performance Top
| Most |
[ O [pemomvs ManTvR swedts| g
[ € |pEmonvs pEmomvs bmaas 0
| © [pemomys miosvowRoUTERD | 939843 o
[ © |pevomvs ssamwasmms [os2iin| sl
| & |pEmontvs fstiLam wasHme |osz113z] =0

& ’_l_l_l' Intermet A

Tivoli B el




Router Analysis

ApplsySTCP/IP Storage Channel
0S/390 " Buffer Processor
otack | Pools

0513%0 .y

|
Is my Cisco CIP OK H e

\ é%
Cisco ClP, IBM2216,TN327/|IJ“]EI| Name |Total Memory [Free Memory [CPU Utilization Time Since Last Reset

bl o N R
 Total memory, free memory,
_gs . 0 IcTP slotn | 131072 | 115 442 | 21 A0davs 1T02:47.00
C P U u tl I Izatl o n lm| Description | Type ’_| Speed |A.d.mmStatus |0perSmtus | LastChange m
o o
° 1 [TokenRingd0m  |[[S088025 TokenRing 4 16,000,000 [Up Up 158days 0:10:06 61
D au g h te rb oa rd S [z |[TokenRing40A  |[5088025-TokenRing 4464 16,000,000 [Up [up o133
3 |[TokerRinga072 15088025 TokenRing (4464 | 16,0000 [Down [Down  porzz04
° S u b C h annhe I S [4  |[TokenRing4/s  |[13088025-TokenRing [4464 [ 16,000,000 Down [Down  |porzzo4
[f [Sedadriin [Unknown [1500]  1,544000 [up [up [33days 2:13:0457
b [Beriataria [Prop FTF Serial  |[1,500/ 1544000 [Up [trp [l days 2:39:12 54
o [Beralrt [Prop PTF Serial (1,500 1,544,000 Down [Down  oo12304
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Top 10 Clients

Appls  TCP/IP Storage Channel Network
05390 Buffer Processor
Stack | Pools a

0OS/390
z/OS

What are the top
10 clients

Workload

(Top users)

Availability P //
o .

L]
Response time | [ TS A i
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Check the Status of Applications

Edit

icrosoft Internet Explorer
View Favoites Tools Help

P

IR A EQREHI RSP -AD

RB

Addrass [&] b /33964 40/serviets portacali?hHost=0.82 2 208tHostPart=50508AddHelp=1tHostName=tAccess=1

~| @60 |Lmks E

I\IWI) -Suulu wistory || snmp | staciview || Monitor |[commands |[  master

X Logoft @ Home 4 Change Host &*

AIWI’ . SessionLo snMP || stackview |[ Monitor || Commanas Ila|h|l' T]voh

Logoft @ Home #m Change Host

Bytes by Application for DEMOMYS 9.39.64.151 8/11/2001 - 8/17/2001 for Acme Anvil Company

210,000,000 W Msdod
180,000,000
150,000,000
120,000,000
90,000,000
60,000,000
30,000,000

[# of Bytes

| DEZPMDC
| DSNBDIST

Details on Applications

®Hezg on Product Navigation @ Getting Started Guide
AuioRefresh: Refresh: 60 seconds Eefesh
Listeners Sessions
Name || Port . . Sessions
Bytes | Bytes | Bywes | Numberof | Sessiom | Sessiomsmot | .
@ @ Mame Port 5" | Oup | Pervemt | Sessioms | Percent | Established T“'E"lg :;‘ L
[GPMSERVE 3801 ] o @ @ 5] @ o)
z?;:i?{? izzs [wvisEvnT |z of 0.0%)| 1 7o
ETEd [LcFDs  paos|  3m 0.0%)| 1 0w
NYCBADL3 5900 [rceip 3 [81532[4143935  ooo% | 4 300%|
TaMe 1970 CRIE [lozs| o2 143 oo 1 7.0%
[SMTP 25 [Tepie  Jozs| 12| nouz o0 1] 70%)
ETDa |13 josmeD imzs| o o oow| i 7o
METD+ P23 [aEsTCPIE [3050|  46 o oo 5[ 3|
NETD4 514
[[v13EVNT [5120
WEBLZA  |[3006
rur 2080
€]

Tivoli

Overall view of applicati

software

AIWP SessionLo | SNMP StadMle Monitor || Commands || Master |

Host IP: DEMOMVS 9.3!

X Logoft @ Home 4% Change Host ' Options 2 Help

op FTP Users - Data Stssmns

W 9156.149

9.15.99 208

M 9.15 95 209
M 51513 203
915892
146,84 81,200

o 5.15.104 253

EALZ001

B0

Details on FTP




See Details of FTP Transfer — Isolate User

-9 QNG EE3 B SHE

Address I@ http: /79 39 64 40/servlets/doftpserlog

| @Bo |Links >

) vsory ) we |(scsviow ) w
08 X

07/05/2001 10:10:15.39 FTP Cmd=QUIT , User=HMOY S Arg=
07/05/2001 10:08:32.65 FTP Cwd=RETR , User=HMOY SATg= 1
07/05/2001 10:08:32.55 FTP Cmd=FORT , User=MoOY L ATg=9,
07/05/2001 10:08:20.87 FTP Login, User=MOY

07/05/2001 10:08:20.84 FTP Cmd=PA38 , User=M0Y S Arg=
07/05/2001 10:08:19.36 FTP Cnd=USER , User= » AT gr=nmg
07/05/2001 10:08:17.15 FTP Open Connection, IP=9.8Z.1.84,

|@ Dane

M

rosoft Internet Explorer

ki M el I Help
-2 AdEOESE S A2EHES

Address I@ &NumberToDo=+&&ddrass=9.24.34.211&DataSet=&DalaSetType:Seq&UsarAborts:Yas&HeportName:SeIected+Use|+-+DetaiI+Listj @GD | Links *

| SNMP " smwl Monitor "Commandsl Master |

Host IP: DEMOMVS 9.39.64.151 i Home 4= Change Host &

] I

Ol

-

Options 7 Help

Selected User - Detail List for 9.24 34 211

Date Start i Total Return Return Code Transmit | Abnormal
Cl‘ll.l.llt‘ 0 a0 ) ‘ T ‘Emlel.e‘ Data Set Name ‘Memher Bries Code Description ‘ T ‘ End
L 346/2001 | 2:17:19 68 |9:17:19.70 [LIZH PTF TEMP UW76358 | 4,094 (250 Requested fils action. | g gy g |
okay, completed.
2 62001 |9:17:20,51 [9:17:22.05 [LIZH PTF TEME UW99330 | 587,043 (250 Requested file action 0:00:07 54 |-
okay, completed.

-
|&] Done [T |4 ntemet p




How NPM/IP Reduced the Time

Problem solved

= One tool checked many aspects
of system

Alerts on response time rather than
user ‘alerts’

0S/390 internals
Servers in session with 0S/390
Routers carrying traffic to the 0S/390

Routers and other channel attached
devices

Presents details on FTP that was the
culprit in this case

Operations could then cancel the
offending FTP transfer

Tivoli B el




Problem: Monitored System Unavailable

L] L] Fle Edt View Favoites Tooks Help
. onitored system IS EEREEIlL PE IR R RN
Address [@] hitp:. fivope. dds.diw.ibm. T =939 64 X =DEMO =] @6 ‘Lmks ”‘
L] & ;I
u n aval I a b I e /VIWI’ Reports || SessionLog|| History SNMP StackView Commands || Master T_,vo,l,‘
Host IP: DEMOMVS 9.39.64.151 1 Home = Changs Host @ Opticns 2 Halp
Availability and Performance Monitor : 7/23/2001 11
AutoRefreshion Refresh: 60 seconds  Threshold: 400 Eefiesh
Good Performance: § Unavailable: 1 Poor Performance: 0 Packet Loss: 0
Resources Unavailable
. |_Host__[Resource Name] adaress Jutax RT| Pacicts Lost |
] IS the Syste m down or IS % [DEMOMYS SINGAPORE  [5.1342041 0256,512,1024,2048
Resources Available / Good Performance Top
H ? |_Host | Resource Name | airess |
there a problem in the pat O et
]

) |pEnonvs DEMOMYS 9,39 64,151 0

() |DEMOMYS 22108HOWROUTERD| 9.29.643 9

() |DEMONYS 6611LAB2 WASHING | 982.1.121 81

() [DEMOMVS|6611LABT WASHING | 9821172 80
|
&) [ [ ntemet P




Is the System Down or Not?

'V3&PortName=5050&Acces:

http-//9.82.1.100/serviets/DoPing?Host=9.39 64.151&HostName

w  Favortes  Took  Help

¢ QA EQEBESGO-HRH2%

Address I@ ma:EUSU&Accesszﬂ&EmdName:P|ng+-+UsE+defauHs&ngAddless:3T84.20.41&BylesTDSend:ZEE&TlmesTUSBndﬂ&Tlmeuul:‘\Uj G ‘ Links *

/\I‘)Igzll’ SessionLog|| History || swmp || stackview || monitor Master ]’woh

Hosl IP: DEMOMVS 9.39.64.151

EZAO458I Ping C3 VZR10: Pinging host 9.184.20.41. Use ATTN to interrupt.

EZA0464I PING: Ping #1 timed out

‘a Done ‘ ‘ | “ Intemet y

Ping reverifies
that the device cannot
be reached

software

crosoft Internet Explorer

-2 - QEHAEREIB-SH - ELER
Address [&] hip//3.821.100/servetsDeTracefite =] @60 |Links |
NP AP | Reponts || sessionLog[ History SnMP [ Stackview [ Monitor Tivoli
Host IP: DEMOMVS 9.39.64.151 & Home 4 Change Host 2 Help
raccRie 9.184 2041 ¢ max 8
EZa0454T Trace route to 9.184.20.41 (9.184.20.41)
EZA0505T 1 (9.39.64.1) 32 ms 0 wms 0 ms
EZa0505T 2 TRROUTER (9.39.65.1) 3 ms 3 ms 3 ms
EZA0505I 3 (9.32.105.25) Smws 5 mws 5 ms
EZAOS05TI 4 (9.32.4.49) 33 ms 33 mws 34 mz
EZA0505I 5 (9.32.74.254) 284 ws 284 ms 286 ms
EZAOS05T 6 (9.164.254.226) 266 ms 306 ms 266 ms
EZAa0505T 7 (9.164.0.252) 302 ws 301 ms 309 ms
EZAOS505T & (9.164.6.216) 289 mwms 290 ms 303 ms
&) L intemet 7

Traceroute verifies that
the path is functional

osoft Internet Explorer

H20RE

P EYE IS

Address [&] hip://9.82.1.100/senvlets/DoSacket

Aﬂ%é‘?l’ Reports |[SessionLogl( History |[ swmp [ stackview || monitor Master

Host IP: DEMOMVS 9.39.64.151 M Home 4 Change Host 2 Help
[NeiStat Arp 9.184.20.41

~| @6 ‘Lmks ”‘

17:15:34

EZZ2350I MVS TCR/IP NETSTAT C3 W2R10 TCPIP NAME: TCPIP
EZZ25951 Querying ARP cache for address 9.154.20.41
EZZ25981 No ARP cache entry for address 9.164.20.41

;I

2] Done [ @ ntemet

Netstat ARP verifies device unreachable



Problem: Users Complain of FTP Failures

A Total FTP Bytes - Microsoft Internet Explorer

icrosoft Internet Explorer [_ o] x]
File Edt View Favortes Tools Help
©-5-0P4 B3RS0 -B9HRR c» 0larowd o0 - B908
AddrBSS@ itT i NumberT oDo=LAddess=tDatas el=bDataSetType=Seqt sertborts=VestFepoihame=Totah FTF ytes x| ¢ Go ‘ L | Address [@] mBytes=tNumber T oDo=3t4 ddress=5D ataSet=bD ataSetType=Setl sorbborls=1estA eportiame=T op+Data+S et+Ativiy++Bytes [ ¢ Go |Links &2
=
/\IM;IP SessionLog SHMP || StackView || Monitor || Commands || Master Twoh NPMZIP | Reponts | Sulloniogl SHMP | StackView | Monitar | Commandll Master | Tivoli
Host IP: DEMOMVS 9.39.64.151 @ Home 4 Change Host @ Options P Help Host IP: DEMOMVS 9.39.64.151 B Home 40 Change Host & Opticns P Help
‘op Data Set Activity - Bytes
Total FTPs for DEMOMYS 9.39.64.151 3/6/2001 Hour 0 to Hour 23 Top FTP Data Sets for DEMOMYS 9.39.64.1513/6/2001 Hour 0 to Hour 23
540,000 M LIZH.PTF.TEMP
540,000 TMEADM.OUTZ
480,000
420,000 W THEADM.OUT1
420,000
A u) 420,000
330‘000 % & ze0,000
300,000 300,000
240,000 240,000
130,000 180,000
120,000 120,000
01 2 3 &4 5 B 7 B 3 1U11121315151517131320212223
01 2 3 4 565 €& 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
=l
|&] Done [ ﬁﬁl‘ Intemet A
‘@ Done ‘ ‘ | “ Itemet 7|

Total FTP by Bytes FTP Data Sets

'] [ software




FTP Details

crosoft Internet Explorer elected Use 34.211 - Microsoft Internet Explorer
File E g Tools  Help File Edit VWiew Favoites Tools Help
c-= QN dEREY B SE-AOHRA -4 -QRBEARER-50-BOHRS
Ai;gress @ MinimumB ytes=4HumberT ol o=3hAddress=40 ataSet=tDataS et Type=S el seibhorts=estReportiame=Top+FTP+Users++Bytes j 6o ‘ Links > Address |@ ShumberToDo=+haddress=3 24 34 211 8Datab et=tDataSetType=5 enklserdhots=YestRepoitt ame=Gelected U ser ++ Detai +List j 6o |Lmks 2
7S =
. .
NPMZIP | Reports ||SessionLog m SNMP || StackView (| Monitor [ Commands || Master | 1777/} NPMAIP SNMP || StackView ([ Monitor || Commands (| Master ({771 /]
Host IP: DEMOMVS 9.39.64.151 8 Home 4 Changs Host g Opticns 7 Hlp Host IP: DEMOMVS 9.39.64.151 @ Home € Change Host @ Opicns 7 Holp
‘up FIP Users - Byies [Selecied User - Detail List for 92434211
Top FTPs for DEMOMYS 9.39.64.151 3/6/2001 Hour 0 to Hour 23
Date Start i Total | Retwrn Return Code Transmit | Abnormal
C""’“| oridyryy) | Tone ‘MT""" Dara Setame ‘M"'"’" Bytes ‘ Code | Descriptlan ‘ Time | End
1 01 | 91719 68 9:17:19.70 LIZH FTF TEMP TW7625% | 4904 250 Requestedfile ackion || 43005 |
540,000 ckay, completed.
430,000 2 HE/2001 | 9172051 9.1728.05 LIZHPTF.TEMP UW99320| 587,043 250 Requestedfile action | 5o, 54|
okay, completed
- 420,000
360,000
300,000
240,000
180,000
120,000
0,000
| -]
‘@ Done ‘ ‘ | ‘. Itemet s |@ Dore ‘ ‘ ‘ |' Iketmet 4

FTP Users




FTP Server Log

| FTP Server Log - Microsoft Internet Explorer

Fil=  Edit “iew Favortez Tool:  Help ‘

¢-=»- QA EFREIER-SH-EBPHE8
Address I@ http://9.39.64. 40/ serviets Adoftpserlog j PG | Links *

-

NF /4 Sussloht_ug History SHNMP StackView Monitor || Commands Master
% I Tivoli]

X Legoft @ Home @ Change Host ‘7 Help

'Senrer Lug

07/05/2001 10:10:15.39 FTP Crnd=QUIT ,User=MOT ,Arg=

07/05/2001 10:08:32.65 FTP Cmd=RETR , User=MOY SAFg= moy.demo.report
07/05/2001 10:08:32.55 FTP Cmd=PCORT , User=NO¥ SArg=9,82,1,84,4,176
O7/05/2001 10:08:20.87 FTP Login, User=MO¥

07/05/2001 10:08:20.84 FTP Crnd=PA33 |, User=MOT P Arg=

07/05/2001 10:08:19.36 FTPF Cmd=USER ,User= P AET=IOY

07/05/2001 10:08:17.18 FTP Open Connection, IP=9.82.1.84, Port=119%9

S

|@ Dane l_ ’_|_|‘ Interret

Tivoli B el




Items Important to Management

I need an update
NOW!!!!

Service Levels

Response Time

= Alerting

Overall Status

Tivoli B el




Services levels

Appls | TCP/IP Storage Channel Networi lient
05/390 Buffer rProcessor 8 erver

Stack " Pools

TCP/IP Eﬁ%

|
I
0OS/390 —)

z/OS

Am [ meeting my
service levels?

-
-5 PR FAEI - S0 -B9HEE
Address [&)] k&HepurlSpan=\v\u"eek|y&DNS=Address&5tarlDale=U?°/eZFD7°/°2FZDU1&StarlHUur=&NumberTUDU=5&ApDIicaliun=&Address=&x=35&y=?j @ Go ‘ Links *
Average Network Response Time for 9.82.2.208 7/7/2001 - 711372001 ;I
R time
Network capacit

Auto traceroute

Tivoli B el




Network Health

Appls | TCP/IP Storage Channel Network
0S/390 Buffer Processor
Stack = Pools @&

rcre/ip

Il
0S/390 _J
z/OS

What 1s the averagej
response time

MNetwork Health for BOB 9.82.130.124
\

Min RT

Aorg RT

b=z RT

Tivoli B el




Response Time Alerting

Set Performance / Availability Alerts - Netscape - |I:I|E|
File Edit “iew Go Communicator  Help

Host IP: DEMOMVYS 9.39.64.151 45 Change Host
et Performance / Availahility Aleris

otart fstop Alerting

' Start Alerting " Stop Alerting
@ Performance " Availability ?Ejf;ﬁ;lziﬂne o0
resources to strtor | Address Nae Perdruamce |[Resperse Thne | Arallbilic
Alerting Threshold Alerting
S;";é ?;f‘;ung [ 03641 NET64ROUTERDEMO | on | 100 | =
539.64.10 | 0396410 |  AFSERV1 DEMOPKG. | off | 0| off
59.39.54.101 939 64.101 | 939 64.101 | on | 100 | o
9.39.64.102 19.39.64.102 | 9.39.64.102 | off| il off
9.39.64.103
339 64104 937 64.103
O A0 =4 105
L
& ==

Tivoli B el




Overall Status

<3 Connect Expert - Microsoft Internet Explorer
Fil=  Edit “iew Favortez Tool:  Help ‘
-2 -QR A FQAGEI BH-IBV-EBQHRH
Address I@ http://9.39.64. 40/ serviets portocal 7eHost=9. 82, 2 208%H ostPort=50508AddH elp=1&H ostM ame=tA coess=1 J PG | Links *
K\!Wf" | sionLo " History " SNMP " StackView |ﬁ|¢mmnﬂa " Master | T'voh
¥ Legoft @ Home #E8s Change Host g Options "7 Help
Refresh: 7/5/2001 21:00:06
@ Help on Product Navigation @ Getting Started Guide
AutoRefresh: Refiresh: 60 seconds Befresh
Listeners Sessions
Hamis gl N Port Bytes | Bytes Bytes Number of | Session | Sessions not T.Ses‘s;o “f
6] 6] AME: o In Out Percent | Sessions Percent Established ml?los:-nll o
GPMZERVE 2201 |® ’@_|® |@ |@ |® |® |® |®
GPMSERVE |[22303
w13EYNT 02| o o 00| U 70 o 0
NVCBAPIG 9980
NYCEAPL3 a0 | LcFDs  [pans| 221 0 oo U 7% 1 0
NVCEAPI3 (9990 Tcere [z [s153z(4143035] oo 4] 200 o 0
AMC 1970 Aope  wzs| 1012 1432 o0%) [ 70w il o) i
SMTF 5 meerr e | 143z Loz 00w U 70w o 0
INETD4  [513 losumpPD (nzz| o o 00| U 70 o 0
MEIDT P [AESTCPIP 5050 44 o[ o0%] 5[ 3m0%)| A 4
INETD4  [514
NV1ZEVNT |[5120
WEE1ZA  |[2006
UI IZISD E
|@ I_’_|_|‘ Interret .
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NetView Performance Monitor for TCP/IP

Finally...

Effective Performance Management
for
z/OS & 0S/390 TCP/IP enterprise networks!!!

Tivoli B el




Tivoli NPM/IP - End to End

torag
Appls | TCP Buff gggs“s Servers
OS/:FPools ‘
Sta
Sessions CcP ueue
Bytes Storage Hangs

TCP/IP Sessions Sockets FTP Telnet TN3270

Clients

OS/390

Product number: 5698-PMI - -5 :

Discussion forum: http://groups.yahoo.com/npmip

m/www.tivoli.com
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