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User(s)

User runs theTivoli GUI from one of the

following Platforms:

* Windows NT/95/3.1 (via tivoli windows
desktop)

* X-Windows (Unix, 0S/2, Windows)

0S/390

Security
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® The gateway
currently runs on
Unix/NT.

The Tivoli framework and
gateway machine do not need to
be on separate machines, they
may run on the same Unix or NT
machine.

Agent

© The Tivoli Security Management
and User Administration
endpoints will be invoked by
the TMF Daemon to manage
RACF User, Group, Resource
and Role profiles, as well as
System Policy (SETROPTS)
information.
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The Tivoli Desktop

g;_:TME Desktop for Administrator Root_roleman-region [root@roleman_pok.ibm._._ [Hi[=] [E3
Deskiop  Edit “iew Create Help
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Administrators Motices TME 10 Security rolerman-region

& D

Endpointtanager Scheduler

Find Mest | Find Al | | |

—Operation Status:

Created policy region PokLaocal. ;l

Creating profile manager PokLocalProfdgr...
Created profile manager PokLocalProfgr,

Tivoli

| 7,

» This is the main tivoli desktop. What you see depends on your
administrative authority. These are all functions provided by the
framework.

The icons you see are

» Administrators. Defines your login names, your roles, what
notice groups you can see, etc. For RACF, these are mapped to
RACF user IDs using profiles in the TMEADMIN class.

» Notices. Interface into notice goups

» UserLocator: Only if User Administration is installed. Allows you
to quickly locate a user record.

» Policy regions: collections of hosts and profile managers

» Endpoint Manager. Defines which endpoints are serviced by
which gateways

» Scheduler. Automated jobs and tasks.



A Policy Region

** Policy Region: roleman-region

Begion Edt Wiew Create Propemies Help

i & &

raleman.pokibm.com FokLocal hpm

Find Next | Find all | | |

|Prafile Manager v

» View into a policy region

» A policy region is a collection of objects which share certain
policy characteristics

» You can limit the types of resources which can be
contained in a given policy region

» Administrative rights can be granted to manage the
resources within a policy region

» Policy regions can be nested, and used for decentralized
administration

» A profile manager is selected



A Profile Manager

Frofile kManager Edit  Wiew Create Help

i) _
ggg Profile Manager: BrucesProfilehgr

@@@@@

Securi ivDemao StorageAdmin Auslsers | Pokllsers Ralllsers

Pro

Find Mext | Find an | |

sherid2.pokibm.com OMYSOEZB

Find Mext | Fing an | | |

|Open The User Profile Properties Dialog &

» A collection of Tivoli User Adminsitration (TUA) and Tivoli
Security Managemnt (TSM) profiles in a profile manager.

» Other applications will allow for other profile types on the
"Create ..." pulldown

» subscribers are set at the profile manager level

» Subscribers can be actual endpoints, or other profile
managers

» You can distribute data at the level of profile manager, or at
the profile level

» We will look inside a user profile



User Profile Table View

¥ User Profile Properties =l 3

iErl(-8 Edit View Help

Distribute...

Distribution Defaults... Poklsers | Set Labell

etz Cram. _ Profile Manager, BrucesProfilebar
ER ath: /BrucesProfileMariPoklsers

Y alidate :

Go Ta Profile At... b Total Entries

Cloge

M LI LM U User LML IR LML LML
UserID AuditID GrouplD Information{GECOS) Login Mame Login Shell Login Pazswo
Enabled Aging

Benny Profane ‘2020 ‘201? ‘1 ‘EennyProfane ‘bprofane |Ibin!csh ‘Yes ‘Nu
Bruce Yyells M4 | Bruce Wells M. v

Cosimo Del Rondo {2019 2016 |1 Cosimo Del Rondo  [cdronda fhinfcsh  [ves Mo
Flem Snopes 2018 2015 1 Flem Shopes fanopes fhinicsh  [Yes Mo
Oskar Matzerath 2022|2019 Dskar Matzerath oskarm fhinfcsh  [ves Mo
Saleern Sinai 2021|2018 Saleemn Sinai ssinai fhinfcsh  [ves Mo

4| | 3
| adduser. | |Delete Users| [Edituser.| [electanusers| |Desetectausers| |showan| | snow selected|
| 4

» This is the table view of the user records defined within this
profile

» The pull down menus allow various profile-oriented
operations like populate, distribute, validate, etc

» double-clicking a row will get us into the gui view for that
user record



User Record Main Panel

%5 User Properties == E3
User Profile: PokUsers
Edit Recard far Bruce YWells
Praofile Manager: BrucesProfileMgr
Categony: [All 'I User Mame: |BruceWeIIs |

TNIX Login ADMSEC

TNIX Password L
TNIX Directory —Identification
THIX E-Mail

NT Login Given MName: | Bruce Location: |P0ughkeepsie
NT Login Time .
NT Password | Last name: Office: |

NT Directory

NT Group Membership DG e | H Department: |
NT Workstations

Caorrmon Login: |brwe||s | Comron Password: |“‘“““‘“ |

General

Netlare Login Generational Inifials: | BRW | T . | a1e -
ifiet: g elephone; |(914) 435-7488

NetWare Login Time Qualifier: - p

NetWare Password : o Sofware Enal =, |(g14) FETRT==

NetWare Directory Title: ‘ viSOry Sofware Engineer 'ZI an

NetlWare Network address

NetlWare Group Membership Employee 1D Fager: |

NetlWare Security T
Netlare E-Mail Description: [ secureviay 05/390 Secutity Server (RACF) Design and Developrment

Netlare Foreign E-Mail b

|GenerateDefauIts| |Reset| |Clnse| |He|p|
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» This is the first panel you see.

» You can enter a common user ID and password to be used
across all accounts on all platforms

» Or you can define endpoint-specific info

» There are separate categories for all kinds of endpoint
types

» A commandline interface (for both TUA and TSM) can also
be used to manipulate profiles and properties.

» The default view is "All’, which displays all the
subcategories in the list on the left.

» We select "RACF" and see the next slide ....



RACF Basic Data Panel

1§ User Properties ==l
User Profile: PokUsers
Edit Record for Bruce Yells
Profile Manager: BrucesProfileMgr
Categary: IRACF v[ User Name: | Bruce Walls |
BACF Base Account Common Login: |brwe||s | Common Password: |mm“ |
RACF Base Categories K
RACF Base Class Authority —RACF Base - Account
RACF Base Data 3ets
RACF Base Installation Data [ Delete all segments far this user?

FACT Base Logon Restrictions

RACF Base Revoke Resume UserlD: Special: [SPECIAL  v]
RiCF Base Security

RACF CICS Account Owmner. | 3Y51 Operations: INOOPERATIONS vl
FACF DCE Account :

RACF DFP Name: | Bruce R. Wiells | Auditor: [NOAUDITOR v]

RACF Languadge
RACF ng:gg = Default FACFGRF Audited Account: INOUAUDIT 'I

RACF I3 erov Group  |USE hd
BACF Net¥View Account . e
FACF NetView Domains Password: Authority
BiCF NetView Opclass

RACF OMVS Account Protected UserlD [~ Pre-explrel v Password
Pasgward: Intereal:
RACF Operparm Accoumnt

|GenerateDefauIts| |Reset| |Close| |He|p|

» This is the RACF Base Account panel

» There are subcategories for every RACF user profile
segment

» Note that the common password and login name can be
overridden with RACF specifics



Editing Default Policy

=3 User Profile Properties H[=] &3
Profile Wi Help

Walidation Policies... SEers Set Labe'l
= Profile Manager. BrucesProfilehgr
Add User.. BrucesProfilemgrPoklsers
——— EditUsger...
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~ CopyUsers...
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AuditlD Group D Infarmation{GECOS) Login MName Lodgin Shell Login A
Lock Users Erabled A
Unlock Users
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Bruce Wiells 20

Bruce Wells
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Oskar Matzerath 2022 2018 1 Oskar Watzarath oskarm ihinicsh Yes
Saleern Sinai 2021 2018 1 Saleern Sinai ssinai fhinfcsh Yes

4 | 3

|add user...| | Delste users| | Edituser..| | selectan Users| | Deselectan Users| | show ai| | show selectea|

| A

» One of the most powerful features of Tivoli is the ability to
apply default policy and enforce validation policy
» Get to these functions using the Edit pull-down menu



Editing Default Policy ...

+ZE E dit Default Policies
Configuration Profile: Pokllsers
in Profile Manager: BrucesProfileMor
—Attributes: —Default Policy
ract omws_home - Subscribers can edit
racf_ omws_nmapareamax
racf omws_procusermax Mo % Yes
racf_omws_prodram
racf_omws_threadsmax Default Type |[Script j
racf omws_uid Mone
act_oper_altgrp 1 Scriptloadg - - ooy
racf oper_ auth g
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Set & CIDSEI Setl | RESETI | CIDSBI | HEIpI
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» This is the default policy view. It's pretty much the same as
the validation policy view.

» Select the property on the left, and then view/set its policy
attributes on the right

» When a new user is created, Tivoli will search for and
execute default policy for every user attribute. This can
take a while, so it behooves you to scope the number of
properties associated with a user record where possible.

» When you select script for type of policy, you can create the
script right here using these dialogs

» You select the arguments of the script, and can then edit
the script (next slide)

» Works the same for all apps (including TSM)



*I3 Policy Script Arguments

Configuration Profile: Pokllsers
in Profile Manager: BrucesProfilemar
Aftributes: Script Arourments:
City - UNIX User ID
Commorn Login Name
Commorn Fassword
Department
Description -
Emplovee ID ]
Fax
4] |
Set & Close | Resetl | Closel | Helpl
I S

+ZE Edit Policy Script

Configuration Profile: Poklsers
in Profile Manager: BrucesProfilebgr

Policy Script for Attribute: uid

# Getthe next available UID = FMIM_IID (1007 from the database. ;l
#Ifthere is an error in the cli command wallocid, then output
#the UID ofthe "nobody' user (B5534).

#*

MIF_LND=100
MNOBODY_UID=65534

MEW_UID="wallocid -1 $MIMN_UID -u $MNOBODY_UID $UID_DBO”

return=4%7 Ad

Set & Close Reset Close Help
[Rese] [ciose] [riei]

N

» The top dialog allows you to choose the script arguments
from the set of user profile attributes. For example, for the
RACF OMVS UID, you could pass in the base unix UID,
and have your script echo that as its output

» The bottom dialog allows you to edit the script body. This
example (partially shown) takes the user name as input,
and using a side file, assigns the next unused UID value for
this user

» Default policy is applied when you save the record, or when
you click the "generate defaults" button

» Validation policy is applied when you save the record, or
when you populate new records (can be used to enforce
policy as you migrate endpoint data into Tivoli)



Security Management
Architecture
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» Securty Management profiles contain 4 different types of
record

» The RACF audit log (SMF) is not as yet integrated in with
the other auditing, though certainly it could be using tivoli
jobs.

» RACF events (operator messages) can be sent to Tivoli
Event Console using NetView

» TSM provides a layer of security on top of native UNIX (the
TACF product)



Role-based Controls
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» A major feature of TSM is the ability to define role-based
access control

» A role is represented as a textual description of a job
function (E.G. Sales Representative).

» Within each role is a list of resources, and their
permissions, which a given job function requires. The role
also contains the groups which require these resources

» A role can be implemented somewhat by a racf group
except

= |t's not cross-platform

= There’s no quick way to determine what resources the
group has access to (need to run an offline utility)

= [nheritance (next slide) is not supported



Role/Resource Inheritance

Corporate Help Desk g Corporate Resources
Administrator M
< 7~ A .
v ? \f\@/ @ @ ay
Y/ = =

inherit from
New York Help Desk Austin Help Desk Boulder Help Desk
Administrator Administrator Administrator

New York specific Austin specific Boulder specific
resources resources resources

» TSM roles can designate a parent role from which resource
access is inherited

» Only the differences need be specified in the child (can add
resources, or override permission to parent’s resources).
This saves work.

» A given role can have many children, but only one parent

» Note that RACF groups have an administrative hierarchy
(group tree), but not an authorization hierarchy



Security Profile Front End

i Security Profile bruce

Profile  Help

Frofile Manager: bpm

@ Security Profile; | bruce | SetLaheII

Subscription Path: rhpmdbruce

—HResource Access Management

@‘ Groups... @ Roles... @I Resources...
L] b
—Security Policy Management

[% Swstem Policy...

» Double-clicking a security profile from the profile manager
view results in this dialog

» Note that this differs from TUA, which showed a table view.

» Because TSM profiles contain 4 different record types, this
"front-end" is required in order for TSM to display the
correct dialogs for each record type.

» Populates and distributes can be done from this panel

» Profile validation can also be done

» The next dialog will be a table view similar to TUA

» Let’s click on Groups



Group Record Table View

P Security Group Records [SecurityDemo] =] B3
(E{INN Edit fiew Help

Populate. ..
Close tity Profile: SecurityDermo

Frofile Manager bpm
L_m Subscription Path: fhpmiSecurityDemao

16 Total Entries

MTMarme I¥Mame Desc &
037330 Tivoli Endpoint Development | |08/290 Tivali Endpoint Development [DS6390 Tivali Endpoint Development [ Tival
035/380 Unix Systems Services 05/390 Unix Systems Services 0151390 Unix Systems Services Uss
RACF Development RACF Development RACF Development RAC
RACF Test |RACF Test RACF Test RAC __|
a o
| nd Record..| | Detete Records| | Edit Record..| | Selectan Recoras| | Deselect i Recoras| | Show an | show selected|
| #

» Like we saw for user admin, this shows a table view of the
group records defined within this security profile.

» There are a set of pulldowns similar to what we see in all
tivoli dialogs

» In TSM, you populate specific to the record type, though
distribution is done at the profile level.

» Let’s double-click a group record and take a look inside



£ Group Record Properties

Editing Group Member List

b

Edit Group Recard

Security Profile: SecurityDemo

Profile Manager: BrucesProfileMgr

Group Mame: | RACF Development

Description: | RACF Design and Development

Actions: |Edit Member List

-

UNIX Usger List
NT User List
BACF TUzer List

—THE User List

User Profiles:

Pyailable Users:

Anzllzers
CarmashdnProfile
ClandiasidunProfile
GaryshduProfile

Rallsers

Berny Profane -

Cosino Del Rondo
Flen 3nopes

Ogkar Matzerath ~™ s

Selected Users:

PokUsers:Benny Pro
PokUsers:Bruce Wel

SherishdnProfile |:| 4] | B
Save &Clusel |Save| |Generate Defaultsl |Reset| |Cluse| |He|p|
2

» You would really see the group names dialog first, but |
clicked "Show All", and then displayed the TME user list

» This shows the TUA-defined users which are members of
this group. Tivoli maintains the referential integrity between

TUA and TSM profiles

» You can also define endpoint-specific users...those that

aren’'t defined within TUA

» When a group is distributed to RACF, the RACF user list

will be fuly replaced by the user list known to TSM

» RACF connection attributes will not be modified, since they
are not as yet supported in TSM, so you don’'t need to

worry about existing group authority being modified




Editing RACF Base Segment

£ Group Record Properties Hi=] E3

Security Profile: SecurityDemoa
Edit Group Record
B FProfile Manager. BrucesProfileMgr

Group Marme: | RACF Development |

Description: | RACF Design and Development |

Actions: IShowAII j —RACF Base Segment

Group Names Ownet: Superior Group:

THE Uszer List
UNIX User List
NT User List
RACF TUzer List

Global Login Times v Members can obtain terminal authorization based

UNIX Login Times on default access ofterminal (TERMUACC)
NT Login Times

Global Audit Control
UNIX dudit Control
NT Audit Control ;I
TME Fole Assicgnment List

Model Data Set Name: | |

RACF Ent Installation-
RACF DFF Segment Specific
RACF UNIX Group ID Data:
Save & Closel | Sa\tel | Generate Defaultsl | Resetl | Closel HeIpI
2

» Note the RACF-specific dialogs defined for the group
record
» This is the base segment dialog



Resource Record Table View

Close rity Profile: SecurityDemo

— Profile Manager: hpm
| L% Subscription Path: JbpmiSecurityDema

9 Tatal Entries

Description EpType ResType Roles FE &
EFX.FILEATTR.APF RF FACILITY SecurityDemoi0Si390 Unix Admin
BF FILEATTR.PROGCTL RF FACILITY SecurityDemo:0S/380 Unix Admin
BFX.SUPERUSER RF FACILITY SecutityDemo:0S/390 Unix Admin
CEE™* LE/Z80 Data Sets RF DATASET-GEM
CEE.SCEERUM CiC++ Run Time Library _.
MysaDMIMNwLMPOLICY ([ |RF [FAcILTY  [SecuriyDemo:05/390 UnixAdmin |
ORYS OnE Kernel Started Task |RF STARTED
S51.PARMLIBAAOLOOS System Parameter Library |RF DATASET-DIS

-
| | *

|0d Record...| [ Delete Recoras| | Edit Record...| | select Al Recorus| [ Deselect al Records| [ show an] [ show selected|

[ Y

» Here is the resource table view

» In TSM, resources are endpoint-specific. There is no
attempt to abstract them at a cross-platform level

» RACF profile names are capitalized automatically.

» Data sets are broken into two different categories for
generic and discrete (this is not true for general resources)

» Discrete data sets can be qualified by volume

» Double-click to look inside...



Editing RACF Base Segment

E;_ Resource Hecord Properties

Security Profile; SecurityDemoa
Edit Resource Record
Profile Manager: bpm
Resource Mame: | CEE.SCEERUN EndPoint Type: [RACF =]
Description: | CiC++ Run Time Likrary | Resource Type: DATASET-GEM
Actions: IShow All j —RACF Comman Base Segment Aftribute
Resource Types Owner: | [BMUSER
Default &ccess

=]
Audit Control Llser ID to notify on access violation: | BRUCEW

Aocess Audit Control

RACF Common Ease Segment Attributes Laval: EI
BACF Installationsidpplication Data

RACF Categories . 5
RACF Data Set Attributes SR LBl I:l

RACF DFF Sequent

Security Level; | |

Save & Closel | Savel | Generate Defaultsl | Resetl | Clnsel | HeIpI

» Selecting the endpoint type will result in a list of applicable
resource types (RACF class names) in the Resource Types
dialog (not shown)

» Customer-defined RACF classes can be added with a
command

» Note the RACF-specific dialogs

» Only those actions which apply to the resource type are
displayed



Editing Started Task Properties

E:;_ Resource Record Properties =] 3
Security Profile: SecutityDemo
Add Resource Record
Profile Manager. hpm
Resource Mame; | OMVS | EndPoint Type: [Rack =]
Description: |OMVS kernel Started Task | Fesource Type: STARTED
Actions: IShDWA” j —RACF Started Task Attributes

Resource Types User ID under whose authority the procedure runs: [=MEMBEF

Default Access
Audit Control Group under whose authaority the procedure runs: | $OMVS
Access dudit Control

RACF Comuon Base Seguent Attributes ™ Frocedure runs with PRIVILEGED atiribute

BAaCF Installationfipplication Data
BiaCF Categories

RACF Started Task Attributes |7 Procedure runs with TRUSTED aﬂribute§

[™ Issue a messane when this entry is used (TRACE)

Create&CInseI |Create| |GenerateDefauIts| |Reset| |Clnse| |He|p|

» Note that for type STARTED, | no longer see the data set
attributes selection.

» Specific dialogs (not shown) also exist for APPCLU
(session segment), G/ TERMINAL (access times and time
zone), DLFCLASS (DLFDATA segment), and for grouping
classes, the member list

» Online help text exists for each of the RACF dialogs.

» Click on "Help" for help text (next slide)



Displaying Context Help

*ZH Help M[=] B3

LONTEXT HELP -

The RACF Started Task Attributes panel is used to contral security for started tasks. This panel applies
only to the STARTED resource type.

Usze the following steps to enter started task data:

1.Inthe User [D field, enter the RACF user ID under whose authority this started task is to execute.
Enter avalue of =MEMEER if the procedure name is to be used as the user 1D.

2. In the Group field, enter the RACF group name under whose authority this stared taskis to execute.
Enter avalug of =MEMEER if the procedure name is ta be used as the group name.

3. Select a setting for the Frivileged attribute. ITthis check hox is selected, the started task will pass
most authorization checking. Mo installation exits are called, no SMF records are generated, and no
statistics are updated. (Note that bypassing authorization checking includes bypassing the checks for
secUrity classification of users and data)

4. Select a setting for the Trusted attribute. The Trusted attribute is similar to the Privileged attribute
except that auditing can he reguested using the SETROPTS LOGOPTIONS command.

5. Select a setting for the Trace attribute. Ifthis check hox is selected, RACF issues message IRRE1 2|

to the operatar to record the use ofthis resource record when it is used to assign an ID to a started
task. This messadge can be useful in finding started tasks that do not have a specific resource record LI

Dismiss

» For all the RACF-specific dialogs, you can click on the Help
button for detailed help text

» Contains basic info similar to the Command Language
Reference
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opulating Resources

te Profil

Configuration Profile: SecurityDemo
in Profile Manager: bprm
Getrecords Do not get records
frorm these endpoints: frorm these endpoints:

roleman.pok.ibm. com (Managedlode)

4| | »
[ ] |
Role Template Information:

Role Mame | Storage Administrator |

Accessar Type IUSER+ VI ACCESSOr Walue [ COSIMO
Specific Records to Populate:

DATASET-DIS

DATASET-GEN

FACILITY

[ DATASET-DIS |

Populate&cmsel |Popu|ate| |C|ose| HeIpI

» This is the populate screen.

» | show it in the context of resources because of the extra
role-template feature you get (insensitive for other record
types)

» Allows you to populate resources which a given user or
group has access to, and populate their access levels into
a role template.

» For example, Cosimo is a storage administrator. Define a
role caled "Storage Administrator" and seed it with all
resources which Cosimo has access to.

» For efficiency, resource types can be specified in order to
limit the processing at the endpoint.

» For all record types, populate should be followed by
distribute, in case data was added/altered by policy



Main Role Panel

ecord Properties

Security Profile: SecutityDemo
Edit Role Record
FProfile Manager. bpm

Role Mame: | 05/380 Unix Admin |

Parent:

Cescription: | LS5 Admin

Actions: I vl —Role Marne
11e Names
TNIX TME Resou List - -
HT TME Besource List MT | 054390 Unix Admin
TNIX Resource Lizt
HT Eezsource Lizt
FACF TME Resou List
RACF Resource Liszt
UNIX THE Resource Access Rights UM | 054390 Unix Adrmin
NT THME Resource Aeocess Right.
UNIX Eesource Access Right.
NT Fesource Access Right.
BRACF THME Resource hccess Right
RACF Resource Aocess Right
NT TME Resource Access Audit Control RACF |OS390.UN|X.ADM|N |
HT Eesource Access Audit Control
UNIX Eesource Type Access Rights hd

| Save & Closel |Sa\re| | Generate Defaultsl |Reset| | Closel | HeIpI
| v

» Here, we have double clicked on role record from the role
table view. This is in fact the first panel you see.

» The RACF specific role name will be generated by default if
not specified (same for groups)

» You can see the various subactions on the left which are
used to define the resource names, their accesses, the
groups, and the parent role



Adding Resources to a Role

r Nids Rapsd Fispeiies

Eanindy Pralie BecisiyDeno
Egit Frda Rroasd
@\ Profils Marsger bpm

Reks Hame |l: £ 08 b BTSN |

Parsrt
Drecspiae. |Lﬁ$.l.l:1|- |
aconn |roe ail =] ~AACF THE Resnne Lal
] Eecsily Farlian o S B B L Sk ked REGourcea:
| ferciipiens | |pamseT-om: cex & SemurstyTema: FRCILITY: A1 DEBG
o §DATRIET-: BAlLT Secur i cylema: FRCILTTY : BFE. FTLISTTE. AT
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» Similar to user membership in group records, resources
can be added to roles by either selecting from existing TSM
profiles, or keying in text for an endpoint resource which is
not being managed by TSM.



Defining Resource Access

E iE C&E FMoie Macoss -|
Anis hama: |05
[l crigiion I'.l'.'"\- Ajki |
Actpne |Gt A =] | FF THE Rinsows Ackeas Righie
IMIX Brapuces List =] Aepgerns Mams Fapours T R eians Parmd
Tea e LLST |
- L DE BLID FACILITY
LT ¥
AnlEgE i B FILEATTR PROGOTL FACILITY
b | [= ]
=r hzce B WIFERUSER FACILITY Foe
R R NPT o LW P UG FACILITY
HT THE Pespucce dccarn & oo ALEEE Rgen
BT Aeadeitce ool Aud o SR
1] rge Ty Ar o = Auad I Ledais T G
HT Bsacurcs Tyrs Acce Fighea
Fac=nt Fole [
ME ULodip LLET
NI Graup Lis W
HT Geawmp L =
BACF Ding L e T T |
[wwacione] [Swe| |Gwsmnis Dwtnin] |Ress] [cioss] [Heg]
1|

| o

» Separate dialogs are used to define resource access

» The "Access Rights" box is set dynamically based on the
resources type. E.G,, if this were a PROGRAM resource,
you would also see execute access. Also, mutual
exclusivity is enforced with RACF access levels...this is not
true on other endpoint types

» Click "Set Conditional Access Rights" to set conditional
access (next slide)



Defining Conditional Access

E-‘BPX_FILEATTFI.APF Conditional Access M =] E3

Resource Mame: BPX.FILEATTR.APF
Resource Type: FACILITY
EndFaint Type: RACF

Access Marme: Arcess Type: Access Permissions

HTEer TERMINAL Update

add New Rights] | Replace Selected Rights| | Delete Selected Rights |

Access Right:

[~ Read ¥ Update [~ Control Access Type: ITERMINAL 'l

I Alter Access Mame: |TERM1 |
[C MoAccess

» The "Access Type" choices will vary depending on the
resource type



Adding Groups to a Role
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= Again, groups can be selected from existing TSM profiles,
or keyed in for an endpoint-specific group name

» When the role is distributed, each endpoint receiving the
data will permit the defined goups to the defined resources
with the defined permissions using endpoint-specific
Interfaces and semantics.

» On RACEF, Tivoli role information is contained in the TME
segment of ROLE, GROUP, and resource (data set and
general resource) profiles. It should not be modified
directly on RACF...let TSM manage it

» The endpoints will manage inheritance and role
Intersections such that each group obtains the privilege
required for all of its roles.



Defining Role Inheritance

|
E- Role Record Properties _ (O] %]

-

Role Narrie: |OSI390 Ui Adrriin |

Parent bruce POK System Admi
Description: |USSAdmin ‘

Actions: {Show Al | FarentRole

LY Resource Lish —] | Security Profiles Available Roles:
NT Resource List SecurityDeno 0

RACF TME Resource List TH3tuft
RACF Resource List REWEXD

THIX TME Resource Access Rights
NT TME Resource Access Rights
TNIX Resource Access Rights

NT Resource iccess Rights

RACF THE Resource Access Rights — Selected Role:

RACF Resource Access Rights |bruce:POKSystemAdmins
NT TME Resource Access Audit Control

NT Resource iccess iudit Control
TNIX Resource Type Access Rights
NT Resource Type Access Rights
Parent Role

THE Group List
THIX Group List
NT Group List =
BACF Group List v

A

I Save & Ciosa| | Savel [ Generate Detaus] [Reset] [ciossl [Hetal I
4

=

» The parent role is optional, and can be selected from
existing TSM profiles




Defining RACF Login Policy
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» Now’ we're in the System Policy dialogs. On RACF,
system policy records control SETROPTS settings

» You REALLY SHOULD populate the System Policy record
from RACF before altering/managing it from TSM

= If you don't, you will have some manual steps to do...we
really don’t want you shooting yourself in the foot.

» To apply the same policy to other RACF systems, add their
host names to the RFEPLIst property using the command
line interface (wmodsec)

» This property in effect implements record-level subscription
for SystemPolicy records

» The dialogs group logically-related functions together



Defining RACF Password Policy

{4 System Policy Record Properties M=l &3

Security Profile: SecurityDema
Add System Policy Record
Frofile Manager. hpm

Systern Policy Narme: ‘ Setropts. OE3H |

Description: ‘ Policy Settings for Host Machine OE3H |

Actions: | Show Al j — RACF Password Palicy

Global Leogin Policy Fassword History Depth (None ar 1-32); e G BEmE
TNI¥ Login Policy password changes:

NT Login Policy

BACF Login Policy

Global Password Policy

UNIX Password Policy [V Enahle RACF passward syntax checking
NT Password Policy

Fassword Syntax Rules

Minimum  Maximum Minimum  Maximum
UNIX Resource Type Access Policy length length  forrat length length  forrat
NT Resource Type Access Folicy
HT Event Type Audit Policy IE ‘l IB 'l ID 'l ID 'l |:|
RACF Audit Policy
RACF Data Set Policy = e [evn e =] [ ]
BACF Data Set Model Policy
RACF Data Set Erase Policy IU ‘l IU 'l |:| ID 'l ID 'l I:I
RACF General Policy
RACF 1E5 Policy L= P [ Jps pE [ ]

Format. A-Alpha C-Consonant L-Alphanumeric M-Mumeric
W-iowe] W-Mo vowel =-Anwthing

Create&CIoseI |§Createi |GenerateDefauIts| |Reset| |Close|

» Validation policy can be used to enforce common attributes
(password change interval, invalid logon attempts etc)
across all system types (default policy not shipped by
default for RACF)

» Note all the RACF specific dialogs.

» Most, but not all, SETROPTS settings are supported



E‘,—r System Policy Record Properti

Defining RACF Data Set Policy

Add System Policy Record

M=l B3

Security Profile; SecurityDemo

Profile Manager: bpm

Actions:

Systern Policy Narme: | Setropts OE3H

Description: | Policy Seftings for Host Machine OE3H |

Show All

j —RACF Data Set Policy

Global

Global

Login Policy

UNIX Login Policy
NT Login Policy
BACF Login Policy

Password Policy

UNIX Password FPolicy

NT Password Policy

RACF Password Policy

TUNIX Resource Type Access Policy
NT Resource Type Access Policy
NT Ewent Type Audit Policy

FACF Audit Policy

Policy

FACF Data Set Model Policy
FRACF Data Set Erase Policy
FRACF General Policy

FACF JE3 Policy

Frefix for single-level data sets: I:I

™ Automatic data set protection (ADSFY T Use real data set name (REALDSM)

iW Enhanced generic naming (EGN)E W Tape data set facility (TAPEDSM)

Frotect-all Facility: IFaiIureS 'I Tape data set retention period: I:I

Allow access onlyto cataloged data sets (CATDEME) |Warning -

Create & Closel | Createl |Generate Defaultsl |Reset| | Closel | HeIpI

» Another example showing data set related settings




Distributing Profile Data

JZF Distribute Profile

Configuration Profile: SecurityDemao
in Profile Manager. bpm

—Distribute To———————————————— |7Di5tributi0n Wil

= Mext level of subscribers ' Preserve modifications in subscribers' copies afthe profile

& Al levels of subscribers

= mMake each subscriber's profile an EXACT COPY of this profile

Distribute to These Subscribers: Do Mot Distribute to These Subscribers:

o

OMWS0EZE (Endpoint) roleman.pok.ibm. com (Managed HNo

4| 2=

@EO | @@ |
(S |

[Distribute & ciose| | Distribute] [Reset| [ciose| [Hen]

» Data can be distributed to selected endpoints

» A distribution hierarchy can exist where profile managers
subscribe to other profile managers

» Make exact copy is ignored on OS/390 endpoint

» The RACF endpoint will not alter RACF profile data which
IS not managable using TSM

» The RACF endpoint will limit its updates to only that data
which has actually changed (concise SMF audit trail)

» Newer resource types, segments, and fields will not cause
failures when distributed to lower level systems



To find out more

Tivoli OS/390 and Enterprise Management Information

> http://www.tivoli.com/products/solutions/390/
> http://www.tivoli.com/products/solutions/security/

Redbooks - http://www.redbooks.ibm.com/solutions/tivoli

> SG24-2015 Getting Started with TME 10 User Administration
> SG24-5108 Tivoli User Administration Design Guide

> SG24-2021 Introducing TME 10 Security Management

> SG24-5101 Tivoli Security Management Design Guide

> SG24-5339 Managing OS/390 Security Server with Tivoli




