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Equifax Announces Cybersecurity Incident Involving Consumer 

Information 
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*** David Rossi’s back of napkin 

calculations 

Controls that reduce cost of data 

breach

13 % Incident Response

11% Extensive use of Encryption 
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IBM Z Pervasive Encryption
A Data Centric Approach to Information Security

A transparent and consumable approach to enable 

extensive encryption of data in-flight and at-rest to 

substantially simplify & reduce the costs associated 

with protecting data & achieving compliance mandates.

Data is the new perimeter
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Pervasive Encryption with IBM Z
Enabled through tight platform integration

Protect Linux file systems and z/OS data sets1 using policy controlled 
encryption that is transparent to applications and databases

Data Set &  File 

Encryption

Integrated Crypto 

Hardware

Hardware accelerated encryption on every core – CPACF

PCIe Hardware Security Module (HSM)  & Cryptographic Coprocessor – Crypto Express5S

Protect network traffic using standards based encryption from end to end, including 

encryption readiness technology2 to ensure that z/OS systems meet approved encryption 

criteria

Network 

Encryption

Protect z/OS Coupling Facility2 data end-to-end, 

using encryption that’s transparent to applications

Coupling 

Facility

Full disk encryption utilizes encrypting disk drives that protect data at rest when disk 

drives are retired, sent for repair or repurposed

Full Disk 

Encryption

1 Statement of Direction* in the z/OS Announcement Letter (10/4/2016) - http://ibm.co/2ldwKoC

2 IBM z/OS Version 2 Release 3 Preview Announcement Letter (2/21/2017) - http://ibm.co/2l43ctN

* All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, 

and represent goals and objectives only.

Secure deployment of software appliances including tamper protection during 

installation and runtime, restricted administrator access, and encryption of data and 

code in-flight and at-rest

Secure Service 

Container

http://ibm.co/2ldwKoC
http://ibm.co/2l43ctN
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LEAD
in strategic 
domains

Security Transformation Services
Management Consulting  |  Systems Integration  |  Managed Security

Security Research and Threat Intelligence

Security Operations and Response Information Risk and Protection

IBM Security Strategy

Cloud Security Mobile Security

Identity Governance and Access Management

Data 

Protection

Application

Security

Advanced Fraud 

Prevention

Incident Response

Security Intelligence and Analytics

Vulnerability and

Patch Management

Endpoint and

Network Protection

User Behavior 

Analytics

SUPPORT
the CISO agenda Cloud

Mobile and
Internet of Things

Compliance
Mandates

Skills
Shortage

Advanced
Threats

Cloud CollaborationCognitive

ACCELERATE
with key innovation
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Common Drivers

Criminal detection

Fraud protection

Data access control

Application 
security management

Application
scanning

Data protection

Device management
Transaction protection

Content security

Malware protection

Endpoint detection
and response

Endpoint patching 
and management

Network forensics and threat management

Virtual patching

Firewalls

Sandboxing

Network visibility and segmentation

Access management

Identity governance and administration

Privileged user management

IDaaS

Indicators of compromise

Malware analysis

Threat sharing

Vulnerability management

Security analytics

Threat and anomaly detection

Incident response

User behavior analytics

Threat hunting and investigation

Mainframe security
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An integrated and intelligent security immune system

Criminal detection

Fraud protection

Data access control

Application 
security management

Application
scanning

Data protection

Device management

Transaction protection

Content security

Malware protection

Endpoint detection
and response

Endpoint patching 
and management

Network forensics and threat management

Virtual patching

Firewalls

Sandboxing

Network visibility and segmentation

Access management

Identity governance and administration

Privileged user management

IDaaS

Mainframe security

Indicators of compromise
Malware analysis

Threat sharing

SECURITY ECOSYSTEM

Vulnerability management
Security analytics

Threat and anomaly detection

Incident response
User behavior analytics

Threat hunting and investigation
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Enterprise Security Intelligence and Analytics  Strategy

IDENTIFICATION

• Data collection, 
storage, and analysis

• Real-time correlation 
and threat intelligence

• Automatic asset, service and 
user discovery and profiling

• Activity baselining and 
anomaly detection

Prioritized 
incidents

Embedded
Intelligence

REMEDIATION

• Incident forensics

• Around-the-clock 
management, monitoring 
and protection

• Incident Response

EXTENSIVE 
DATA 

SOURCES

Servers and 

mainframes

Data activity

Application 

activity

QRadar
QRadar Advisor

Powered by Watson
Network Devices



© 2017 IBM Corporation

IBM Security Immune System

BigFix QRadar Incident Forensics

QRadar Network Insights

App ExchangeX-Force Exchange
Malware Analysis

Guardium | Multi-cloud Encryption | Key Manager

Cloud Identity

Identity Governance and Access

zSecure

MaaS360 Trusteer

AppScan

• Consulting & Systems 
Integration

• Managed Security

• Cloud Security

QRadar | Watson | Resilient | i2

Application Security
on Cloud
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Base Insider Threat Monitoring Use Cases

CISO's Security Analytics QRadar is focused on Insider Threat monitoring following 

ITSS standards.  CISO has identified 11 MVP Use Cases for Insider Threat:

1. Multiple failed logins from same user

2. Privileged account lockout

3. Successful login after multiple failed login attempts from the same user

4. Audit Policy was modified

5. Audit log was modified or cleared

6. User account elevated to privileged access

7. User account was added to Privileged User Group

8. Direct login as root

9. Global Privileged account was created or modified

10. Local Privileged account was created or modified

11. Crown Jewel system does not send logs for one hour

Although Important event based monitoring is compliance driven. 

It does not help CISO organization understand RISK or Provide 

enough details for forensics and incident response
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Security Intelligence 

Requirements 

• Collector of Flows 

• Collector of Events

• Search

• Rules

• Analytics

• Cognitive 

• Reporting

• Real Time

Market shift from compliance to risk based focused.  Real time meaningful feeds mandatory   
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Sample SMF Records to collect.

SMF Type Sub-type Required Recommended

Record Type 14 --- INPUT or RDBACK Data Set Activity yes

Record Type 15 --- OUTPUT, UPDAT, INOUT, or OUTIN Data Set Activity yes

Record Type 30 --- Common address space work

1 Job start or start of other work unit yes

2 Activity since previous interval ended yes

3 Activity for the last interval before step termination yes

4 Step total yes

5 Job termination or termination of other work unit yes

6 System address space, which did not go through full function start. yes

Record Type 42 -- DFSMS statistics and configuration

6 records DASD data set level I/O statistics yes

Record Type 60 --- VSAM Volume Data Set Updated yes

Record Type 61 --- ICF Define Activity yes

Record Type 62 --- VSAM Component or Cluster Opened yes

Record Type 64 --- VSAM Component or Cluster Status yes

Record Type 65 --- ICF Delete Activity yes

Record Type 66 --- ICF Alter Activity yes

Record Type 80 --- Security Product Processing yes

Record Type 81 --- RACF Initialization yes for RACF

Record type 92 --- File system activity

1 file system is mounted. yes

2 file system is quiesced (or suspended). yes

4 file system is unquiesced (or resumed). yes

5 file system is unmounted. yes

6 file system is remounted. yes

7 file system is moved. yes

10 file is opened. yes

11 file is closed. yes

12 MMAP subtype information. yes

13 MUNMAP subtype information. yes

14 file or file directory is deleted or renamed. yes

15
file's security attributes for APF authorized, program control, or shared 
library are changed.

yes

16 socket, character special file, pipe, or fifo is closed. yes

17
how many times a file is accessed throughout the life of an open and is 
written on the SMF global recording interval.

yes

Record Type 119 --- TCP/IP Statistics

1 TCP connection initiation record (subtype 1) yes

2 TCP connection termination record (subtype 2) yes

3 FTP client transfer completion record (subtype 3) yes

4 TCP/IP profile event record (subtype 4) yes

5 TCP/IP statistics record (subtype 5) yes

6 Interface statistics record (subtype 6) yes

7 Server port statistics record (subtype 7) yes

8 TCP/IP stack start/stop record (subtype 8) yes

10 UDP socket close record (subtype 10) yes

11 zERT connection detail record yes

20 TN3270E Telnet server SNA session initiation record (subtype 20) yes

21 TN3270E Telnet server SNA session termination record (subtype 21) yes

22 TSO Telnet client connection initiation record (subtype 22) yes

23 TSO Telnet client connection termination record (subtype 23) yes

24 Telnet profile configuration yes

32 DVIPA status change record (subtype 32) yes

33 DVIPA removed record (subtype 33) yes

34 DVIPA target added record (subtype 34) yes

35 DVIPA target removed record (subtype 35) yes

36 DVIPA target server started record (subtype 36) yes

37 DVIPA target server ended record (subtype 37) yes

41 SMC-R link group statistics record (subtype 41) yes

42 SMC-R link state start record (subtype 42) yes

43 SMC-R link state end record (subtype 43) yes

44 RDMA network interface card (RNIC) interface statistics record (subtype 44) yes

48 CSSMTP configuration record (CONFIG subtype 48) yes

49 CSSMTP connection record (CONNECT subtype 49) yes

50 CSSMTP mail record (MAIL subtype 50) yes

51 CSSMTP spool file record (SPOOL subtype 51) yes

52 CSSMTP statistical record (STATS subtype 52) yes

70 FTP server transfer completion record (subtype 70) yes

71 FTP daemon configuration record (subtype 71) yes

72 FTP server logon failure record (subtype 72) yes

73 IPSec IKE tunnel activation and refresh record (subtype 73) yes

74 IPSec IKE tunnel deactivation and expire record (subtype 74) yes

75 IPSec dynamic tunnel activation and refresh record (subtype 75) yes

76 IPSec dynamic tunnel deactivation record (subtype 76) yes

77 IPSec dynamic tunnel added record (subtype 77) yes

78 IPSec dynamic tunnel removed record (subtype 78) yes

79 IPSec manual tunnel activation record (subtype 79) yes

80 IPSec manual tunnel deactivation record (subtype 80) yes

94 OpenSSH Client Connection Started yes

95 OpenSSH Server Connection Started yes

96 OpenSSH Server Transfer Completion yes

97 OpenSSH Client Transfer Completion yes

98 OpenSSH Login Failure yes
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DEMO
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IBM Security Immune System Applied to Pervasive Encryption

IBM RACF 
IBM zOS
Guardium
IBM PE

X-Force Exchange
Malware Analysis

ICSF | EKMF 

zSecure Audit

zSecure Admin

• Consulting & Systems 
Integration

QRadar | Watson | Resilient | i2
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SOC view of Near Real Time Feeds



© 2017 IBM Corporation

Pervasive Encryption Dashboard
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Pervasive Encryption Dashboard (continued) 
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QRadar User Behavior Analytics
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Thank You

David Z. Rossi

Cyber Security Architect

IBM Z

dzrossi@us.ibm.com


