z/OSMF labs:
A smorgashord of goodies to try out!

z/0S Operator Consoles
2019 IBM Systems

Technical University

Abstract:

The z/OS Management Facility (z/7OSMF) provides a web-based graphical interface for system
programmers on z/OS. This hand on lab will give an opportunity to learn about the functions and features
in zZ/OSMF first hand. Attendees can navigate through the z/OS Operator Consoles task to see system
messages and to issue system commands.

This session will be useful to systems programmers and their managers who will be using (or are
considering using) the z/0OS Management Facility.
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z/OS Operator Consoles Hands-On Lab Exercises Guide

Introduction to z/OS Operator Consoles:

The z/OS Operator Consoles task lets you work with z/OS consoles. You can view system messages and
issue system commands. The systems that you can work with are defined with the Systems task of the
z/OSMF Settings category.

You can see a graphic summary of message activity. With Knowledge Center for z/OS (KC42Z2), the z/OS
Operator Consoles task lets you quickly see documentation for a message by hovering the mouse pointer
on a message that is displayed on the console view.

Key features of the z/OS Operator Consoles Task
With the z/OS Operator Consoles task, you can:

e Use the Overview tab to see the sysplexes and systems that are available for the z/OS
Operator Consoles function.

e View system messages for a system or a sysplex. The Console Summary Viewer provides a
graphical view of activity. Each bar in the graph represents a unit of time, so higher bars
represent more activity. The colors in the bars reflect the colors of the messages that are
displayed in the console. Hover the mouse pointer over the summary view to display additional
information for that unit of time.

e Issue system commands Type a system command, or select a command from your command
history. The command is issued to the local system, which is indicated in the text for the
command line. To issue a command to another system, use a ROUTE command. Click Submit or
press Enter, then get command response from web browser.

e Retrieve historic messages from OPERLOG or SYSLOG.

e Quickly see documentation for a message with Knowledge Center for z/OS (KC42Z).

z/OS Operator Consoles Lab

This lab consists of 6 tasks.

1. Log onto z/OSMF

2. Complete setup

3. Start Console, and open console panel

4. View system messages for a system or a sysplex
5. Message bar and message association

6. Hide/Show summary view

7. Enter system commands

8. Lock/Resume console

9. Search with keywords

10. Filter with some conditions
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11. Retrieve historic messages from SYSLOG
12. Display message help
13. Stop console

It is recommended that you execute these tasks in the order listed above. As you get familiar with the
z/OS Operator Consoles, you will be able to work directly with the task you need to accomplish.

As with all the labs in this session, all the teams will be working with the same z/OSMF System. Each
team will be given a unique id to work with, please make sure you work with the user id assigned to your
team to avoid confusing the other teams.

Notes:

Do NOT use the Browser BACK button to go to the prior screen.
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z/OS Operator Consoles Hands-On Lab Exercises Guide

1. Logon to zOSMF

Step 1: Log in to z/OSMF

e ———

» Launch the Mozilla Firefox browser

— Note: If browser asks to add exception for certificate, do so
» Point Browser to ZZlOSMF - enter the following url

— https://mvsi.centers.ihost.com/zosmf/

— Note: Ignore and close the warning message

you continue.

— Each workstation has been assigned a unique z/OS User ID
* SHARAnNN (where nnis 01 - 20)
+ Password: to be provided

(Plug-ins)

© Copyright IBM Corporation 2014

* 1ZUGB09W Unsupported Web browser version or level found: "3.6.13 (
.NET CLR 3.5.30729)" . Some z/OSMF functions might not be available if

* Login with SHARE userid/pw as provided by the lab instructor

» Each User ID has been authorized to all the zZOSMF applications

4

- "]

Note: All screen captures in the handout show the ID SHARA20, your browser will be

slightly different to reflect the User ID that you were given.
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2. Complete setup

Step 2a: Expand the Consoles Category in the Left Navigation Tree

KT
L\\SIN IBM /0§ Management Facility Welcome  shara0é « | @ ~
‘Welcome Welcome
Notifications
Workflow Editor
Workflows Welcome to IBM z/0S Management Facility

¥ Cloud Provisioning
IBM® z/OS® Management Facility (2/OSMF) provides a framewaork for managing various aspects of a z/OS system through a Web browser interface. By streamlining some

+ Configuration traditional tasks and automating others, Z/IOSMF can help to simplify some areas of z/OS system management

Jobs and Resources To learn more about 2/0SMF, visit the links in the Learn More section.

-

b Links To start managing your Z/0OS systems, select a task from the navigation area.
} Performance

+ Problem Determination Learn More:

+  Software What's New

=

z/0S Classic Interfaces
Z/OSMF Settings

Z/OSMF tasks at a glance

o

Getting started with Z/OSMF
Refresh

Step 2b: Click on z/0OS Operator Consoles

© Copyright IBM Corp.2019 5

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.
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ARA

RIR{ 18m z0s Management Facity Welcome  snaradd ~ | @)

‘Welcome

Notifications

‘Workflow Editor
Workflows Welcome to IBM 2/0OS Management Facility

» Cloud Provisioning
IBM® z/OS® Management Facility (z/OSMF) provides a framework for managing various aspects of a Z'0S system through a Web browser interface. By streamlining some

+  Configuration traditional tasks and automating others, z/OSMF can help to simplify some areas of zZ/OS system management.

To learn more about 2/OSMF, visit the links in the Learn More secfion.

To start managing your z/OS systems, select a task from the navigation area.

b Links

» Performance Learn More:
v Problem Determination What's New

+  Software

Z/OSMF tasks at a glance

-

2/08 Classic Interfaces
ZIOSMF Settings

Getting started with z/OSMF

-

Refresh
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Step 2c: Select S1

Welcome z/{0S Operator C...

z/OS Operator Consoles

Overview

Actions ~
I+ Nofilter applied

l:l Sysplex or System
Filter

I|:|I SHARPLEX (Local Plex)

Status Conzole summary view
Filter

w
élﬁ Setup Required

VI S1

w
it Setup Required I

<
Total: 2 Selected: 1

Refresh Last refresh: Feb 27, 2018, 2:25:58 PM local time (Feb 27, 2018, 6:25:58 AM GMT)
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z/OS Operator Consoles Hands-On Lab Exercises Guide

Step 2d: click Actions — Complete setup

Welcome Z/0S Operator C...

z/OS Operator Consoles

Overview

éActiDns et

Complete setup
1 Status

f Conzole summary view
! Filter

[ U )
! il Setup Required

e
id Setup Required

Configure message help
v Select All

Deselect All

Hide Filter Row

Refresh Last refresh: Feb 27, 2018, 2:25:58 PM local time (Feb 27, 2018, 6:25:58 AM GMT)

Step 2e: Keep the default value of EMCS console name(rannS1). Click Setup Complete button directly

Note: We have set up the access permission of the EMCS console RannS1 for the user RannS1,
where "ann" is your assigned z/OSMF userid. For instance, SHARAZ20 is assigned EMCS console
RA20S1. These EMCS consoles only have minimum authority. These are an example subset of the
RACF commands that were used on this system, and were based on the sample job
SYS1.SAMPLIB(IZUGCSEC):

Please replace <consolename> with the EMCS console name to be used.

PERMIT <consolename> CLASS(TSOAUTH) ACCESS(READ) ID(SHARA20)

PERMIT MVS.MCSOPER.<consolename> CLASS(OPERCMDS) ACCESS(READ) ID(SHARA20)
ADDUSER <consolename> OPERPARM(AUTH(MASTER) ROUTCODE(ALL) MSCOPE(S1))
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When at your enterprise if you want to modify your definition of the EMCS console and use other values,
contact your security administrator. It might be likely that you want to change the OPERPARM setting
above the defaults.

‘Welcome x z/0S Operator C... »

z/0OS Operator Consoles

Overview

Actions =

I+ Nofilter applied

Sysplex or System Statusg Conzole gummary view

Filter Filter

SHARPLEX (Local Plex) ]

: “ Complete setup
LallE= |
The z/0OS Operator Consoles task uses EMCS consoles to support console operations.
Some setup is required for each console. For a sample job that provides the required
setup, see SYS1.SAMPLIB(IZUGCSEC).
In doing console setup, you identify an EMCS console by the EMCS console name. You
can use the default EMCS console name that is generated by the z/0S Operator
Consoles task, or you can customize the EMCS console name. If you customize the
EMCS console name, you must also update the name in the EMCS console name field
below.
©Once you have completed the setup, click Setup Complete.
For more information about performing the setup for the 2/0S Operator Consoles task,
click Help.
Sysplex/System EMCS console name
s1: [ra0451 |
Setup Complete Close Help
<
Refresh ast refresh: Feb 27, 2018, 2:25:53 PM local time (Feb 27, 2018, 6:25:58 AM GMT)

m

=
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Step 2f: The status of S1 is Setup Complete

Welcome z/0% Operator C...

z/OS Operator Consoles

Overview

Actions —

I+ Nofilter applied

— Sysplex or System Status Conszole summary view
| Filter Filter
|| SHARPLEX {Local Plex) ‘E“lf Setup Required
a
v st u}ﬁ? Setup Complete
<
Total: 2 Selected: 1
Refresh Last refresh: Feb 27, 2018, 2:25:58 PM local time (Feb 27, 2018, 6:25:58 AM GMT)

Use the Overview tab to see the sysplexes and systems that are available for the z/OS Operator
Consoles function, and to display a console for a system.

The systems that you can work with are defined with the Systems task of the zZ OSMF Settings category.
The z/OS Operator Consoles task shows them in the Console Summary table. To see the latest
information in the Console Summary table, click Refresh.
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3. Start Console, and open console panel

Welcome z/OS Operator C...

z/OS Operator Consoles Help

Overview

{actions ~ |

Start console

[ Status Console summary view
Filter
l 1§
id Setup Required

Change setup o
(Y 4 Setup Complete

Configure message help
| Select All

Deselect All

Hide Filter Row

< >
Total: 2 Selected: 1

Refresh Last refresh: Feb 27, 2018, 2:25:53 PM local time (Feb 27, 2018, 6:25:58 AM GMT)

Step 3a: Select S1, click Actions-> Start Console

© Copyright IBM Corp.2019 11

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.



z/OS Operator Consoles Hands-On Lab Exercises Guide

Step 3b: The status of S1 is Connected and S1 is clickable

Welcome ZI0S Operator C...

z/OS Operator Consoles

Help
Owverview
Actions ~
I+ Nofilter applied
Sy=plex or System Status Consgole summary view
D Fitter Filter
g
c: o ) = Connected
|:| SHARPLEX (Local Plex) Ll|"l'5' Setup Required
< >
Total: = Selected: 1
Refresh Last refresh: Mar 1, 2018, 11:03:02 AM local time (Mar 1, 20138, 3:03:02 AM GMT)
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Step 3c: Click S1, the console for S1 will be opened as a new tab.

Welcome z/'0S5 Operator C... »=

z/OS Operator Consoles Help
Overview Console for 81
Console for 51
& oM i ]
lah oo &8 5 &l
S
Feb 27 20:58:00 D C,HARDCOPY
Feb 27 20:58:01 51 CNZ4100I 20.58.01 CONSOLE DISPLAY 451
CONSOLES MATCHING COMMAND: D C, HARDCOPY
MSG: CURR=0 LIM=2000 RPLY:CURR=3 LIM=200 S¥5=51 PFE=00
HARDCOFPY LOG= ({SYSLOG) CMDLEVEL=CMDS
ROUT= {(ALL)
L.OG BUFFERS IN USE: 0 L.OG BUFFER LIMIT: 1000
Feb 27 21:07:01 5] HZSPROC HZS0001I CHEHECK(IBMUSS,USS PARMLIE) :
BPXHO40E One or more differences were found between the =ystem
settings
and the settings in the current BPEXPEMxx parmlib members.
Feb 27 Z1:08:40 51 HZSFROC *HZS0003E CHECEK(IBMXCF,XCF_ CDS_SPOF):
IXCHOZ42E One or more couple data =zets have a single peoint of failure.
< >
Command:
Select or type - Submit
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4. View system messages for a system or a sysplex

Step 4a: The console messages will be displayed in the Console Windows, you might not see the

messages which is shown in screen shot until some messages are issued

‘Welcome /0S5 Operator C...

2/OS Operator Consoles

Cwerview Console for §1

Console for $1

<
lth
Feb 27 Z21:18:40 51
Feb 27 21:18:40 51
<
Command:

Select or type

Help
|
>
PR Y
e
HZSO0001I CHECK(IBMCICS,CICS_CEDA RCCESS):
01lE The CEDA transaction is accessible to unauthenticated users
HZS0001I CHECEK (IBMCICS,CICS_JOBSUE_SFPOOL) : v
DFHHOOOZE The spool is accessible to unauthenticated users.
>

- Submit
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Step 4b: The message bars will be displayed in console summary view

Welcome Z/0S5 Operator C...

2/OS Operator Consoles

Feb 27 21:18:40

Overview Console for 51 | [
Total2
Console for 81
=
< >
P -y —+, ]
hih S e T < |
~
Feb 27 21:18:40 s1 HZSPROC HZ50001I CHECE (IBMCICS, CICS_CEDI—\__ACCESS} H
DFHHOOO1E The CEDA transaction is accessible to unauthenticated users
Feb 27 21:18:40 51 HZSPROC HZS0001lI CHECE (IBMCICS, CICS_JCBSUE_SPC-CL:I H v
DFHHOOOZE The spool is accessible to unauthenticated users.
< >
Command:
Select or type - Submit
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5. Message bar and message association

Step 5a: Click a specific message bar and the first console message belongs to this message bar will be
displayed on the top of the Console Window

‘Welcome

z/OS Operator Con

Console fo| Wl 1

Cwverview

Console for 51

<
lih
Feb 27 21:08:40
Feb 27 21:09:00
<
Command:

Select or type

z/0S Operator C...

1]

0]

Feb 27 21:08:40

Help
4
Total:2
-
>
RGP e
HZSPFROC *HZS CHECE (IBMXCF, XCF CDS_SPOF) :

IXCH One or more couple d a single peoint of failure ™

MFASEVOD AZF2134T Invoked sweep of expired Cache Token Credentials
v

- Submit
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Step 5b: Click on the data and time portion of the message that appears in the Console Window, the
message bar to which the specific message belongs to will be highlighted in the console summary view

Welcome Z/OS Operator C...

Z/0OS Operator Consoles

Help
Feb 27 21:18:40
Overview Console for 51 [
Total:2
Console for 1 ————
=
< >
. o, —+, ]
lth 8oar & ¢ af
~
Feb 27 21:18:40 51 HZSPROC HZsS0001I CEECK(:EI{CICS,CICS_CEDI—\._}'—‘;CCESS}:
DFHHOOO1E The CEDR transaction is accessible tc unauthenticated users
Feb 2Z7 21:18:40 =] HZSPROC HZS0001I CEECEK (IBMCICS,CICS JOBSUB_SPOOQOL) : v
DFHHOOOZ2E The spool is accessible to unauthenticated users.
< >
Command:
Select or type - Submit
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6. Hide/Show summary view

Step 6a: Click Hide summary view, the console summary view will be hidden

Welcome Zi0S Operator C... »=
z/OS Operator Consoles Help
Cwverview Console for 1 =

Console for 51

| & & @ 3 el

~
Feb 27 21:18:40 51 HZSPROC HZS0001I CHECK(IBMCICS,CICS_CEDA ACCESS):
DFHEHOOO1E The CEDA transaction is accessible to unauthenticated users
Feb 27 21:18:40 51 HZSFROC Hzs0001I CH.ECK(IBMCICS,CICS_JOBSUB_SPOOL} H
DFHHOO0ZE The spool is accessible to unauthenticated users.
Feb Z7 21:42:43 51 BPELS ESLOZ BPXLS TEFFROC BPRXALS IEFIIC STCUSR 0000
Feb 27 21:42:43 51 BFXLS ESL0Z BPXAS IEFFROC EFXAS IEFIIC STCUSR 0000
Feb 27 21:42:43 51 BEFXELS ESL0OZ BPXAS IEFFROC BFXRS IEFIIC STCUSE 0000
Feb Z7 2Z1:42:43 =51 BPXLS ESLOZ BPEXLS IEFFROC EPXLS IEFIIC STCUSR 0000
Feb 27 21:48:40 s1 HZSPROC HZS0001I CHECK(IBEMCICS,CICS_ JOBSUB_SFOOL) :
DFHHOOOZE The speool is accessible to unauthenticated users.
Feb Z7 2Z1:45:40 51 HZSFPROC HZs50001I CH.ECK{IBMCICS,CICS_CEDA_ACCESS}:
DFHHOOO1E The CEDA transaction is accessible to unauthenticated users
Feb 27 21:57:42 51 SMF IEFUZ29%00 THE ESLNUZ9 EXIT HAS ISSUED A START SMFDMPZS9 CMD
Feb 27 21:57:42 51 SMF IEE388I SMF NOW RECORDING CON WOLSER UNQSI1Z, DSN=S5Y¥S1l.S1.MANX TIME=
21.57.42
Feb 27 21:57:42 51 SMFDS1 ICH70006I USERID (IEMUSER )} ASSOCIATED WITH PROCEDURE (“UNENOWN) HAS
BEEN REVOEED FRCM THE SYSTEM; VERIFICATICN FOR THE
FPROCEDURE CONTINUES.
Feb Z7 21:57:42 51 SMFDS1 ICH70006I USERID (IBMUSER } ASSOCIATED WITH PROCEDURE (SMFDMPZ9) HAS
EEEN REVOEED FROM THE SYSTEM; VERIFICATICN FOR THE
FROCEDURE CONTINUES.
Feb 27 21:57:43 51 BEFXELS ESL0OZ BPXAS IEFFROC BFXRS IEFIIC STCUSE 0000
Feb Z7 21:57:43 51 BPELS ESLOZ BPXLS TEFFROC BPRXALS IEFIIC STCUSR 0000
Feb 27 21:57:43 51 EBFXLS ESL0Z BPXAS IEFFROC BEFXAS IEFIIC STCUSR 0000
Feb 27 21:57:54 51 SMFDS1 ESLO1 SMFDS1 SMFDMF SMEDS1 ESLSMEDF IBMUSER 0000
Feb 27 21:57:54 51 SMFDS1 ESLO1 SMFDS1 LOGSTEP SMFDS1 IRJEFTO01 IBMUSER FLUSH
Feb 27 21:57:54 51 SMFDS1 ESLO2 SMFDS1 CLEANUF  SMFDS1 IRJEFTO1 IBMUSER 0000 e
< >
Command:
Select or type - Submit
18 © Copyright IBM Corp. 2019

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.



Step 6b: Click Show summary view, the console summary view will be displayed

Welcome x Zf0S Operator C... =
z/OS Operator Consoles Help
Crverview Console for $1

Console for 51

- _ ~ o ~
>

R el

~
Feb 27 21:18:40 sS1 HZSPROC HZS0001I CHECE (IBMCICS,CICS CEDA ACCESS):
DFHHOOO1E The CEDA transaction is accessible to unauthenticated users
Feb 27 21:18:40 =51 HZSPROC HZsS0001I CH.ECK{IBMCICS,CICS_JOBSUB_SPOOL}:
DFHHOOOZE The spool is accessible to unauthenticated users.
Feb 27 21:42:43 =51 BPFXERS ESLOZ BPXAS IEFFROC EPXERS IEFIIC STCUSR 0000
Feb Z7 Z1:42:43 =1 BEXLS ESLOZ BPXLS IEFPROC EPXLS IEFIIC STCUSER 0aoo0
Feb 27 21:42:43 =51 BPFXERS ESLOZ BPXAS IEFFROC EPXERS IEFIIC STCUSR 0000
Feb 27 21:42:43 51 BPFHEAS ESLOZ BPXAS IEFFROC BEFPHERS IEFIIC STCUSER 000
Feb 27 21:48:40 s1 HZSFROC HZS0001I CHECK (IBMCICS,CICS JOBSUB_SPOOL) :
DFHHOOOZE The spool is accessible to unauthenticated users.
Feb 27 21:48:40 =1 HZSPROC HZ50001I CEECEK (IBMCICS,CICS CEDA ACCESS):
DFHHOOO1E The CEDA transaction is accessible to unauthenticated users
Feb 27 21:537:42 =51 SMF IEFUZ2900 THE ESLNUZS EXIT HAS ISSUED A START SMFDMPZS CMD
Feb 27 21:57:42 51 SMF IEE388I SMF NOW RECORDING ON VOLSER UNQS1la, DSN=SY¥S1l.S1.MANX TIME=
21.57.42
Feb 27 21:57:42 =51 SMFDS1 ICH70006I USERID ({(IBMUSER |} ASSOCIATED WITH PROCEDURE (“UNEMNOWN) HAS
BEEEN REWVOEED FRCM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE CONTINUES.
Feb 27 21:537:42 =51 SMFDS1 ICH70006eI USERID (IBMUSER )} ASSOCIATED WITH PROCEDURE (SMFDMFPZ9) HALAS
BEEN REVOEED FROM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE COMTINUES.
Feb 27 21:537:43 =51 BPFXERS ESLOZ BPXAS IEFFROC EPXERS IEFIIC STCUSR 0000 -
< >
Command:
Select or type - Submit
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7. Enter system commands

Step 7a: Input “D PARMLIB” into the textbox of command, click 'Submit' button or press Enter, the
command return messages will be displayed into console windows

Welcome Z/0S Operator C... =
z/OS Operator Consoles Help
Cverview Console for 81
Console for 51
] - —_ - —_ -
< >
R ] "
tult s L i
Feb 27 21:42:43 51 BPERAS ESLOZ BPXAS IEFFROC EPXRS IEFIIC STCUSR 0000
~
Feb 27 21:48:40 51 HZSPROC HZs50001I CHECEK(IBMCICS,CICS_JOBSUB_SFOOL) :
DFHHOOOZE The spool is accessible to unauthenticated users.
Feb 27 21:45:4 51 HZSPROC HZS0001I CEECK(IBMCICS,CICS_CEDA ACCESS):
DFHHEOOOL1E The CEDA transaction is accessible to unauthenticated users
Feb 27 2 57:42 51 SMF IEFUZ900 THE ESLNUZY% EXIT HAS ISSUED A START SMFDMFZS CMD
Feb 27 21:57:42 51 SMF IEE388I SMF NOW RECORDING ©ON WVOLSER UNQS1A, DSN=SYS51.51.MANX TIME=
37.42
Feb 27 21:57:42 51 SMFDS1 ICH70006I USERID (IBMUSER } ASSOCIATED WITH FPROCEDURE (*UNENOWN) HAS
BEEN REVOEED FROM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE CONTINUES.
Feb 27 21:57:42 51 SMFDS1 ICH70006I USERID (IEMUSER } ASSOCIATED WITH PROCEDURE (SMFDMPZ9) HAS
BEEN REVOEKED FROM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE CONTINUES.
Feb 27 21:57:43 51 BPXEAS ESL0OZ BPXAS IEFFROC BFXAS IEFIIC STCUSR 0000
Feb 27 21:57:43 51 BPXEAS ESL0OZ BPXAS IEFFROC BFXAS IEFIIC STCUSR 0000
Feb 27 21:57:43 51 BPERAS ESL0OZ BPXAS IEFFROC BPXAS IEFIIC STCUSR 0000
Feb 27 1:57:54 s1 SMFDS1 ESL0O1 SMFDS1 SMFDMP SMFDS1 ESLSMFDFP IBMUSER 0000
Feb 27 1:57:54 =51 SMFDS1 ESLO] FDS1 LOGSTEF SMFDS1 IKJEFTO1 IBMUSEER FLUSH
Feb 27 21:57:54 51 SMFDS1 ESL0OZ SMFDS1 CLEANUP SMFDS1 IRJEFTO1 IBMUSER 0000
Feb 27 21:59:30 =51 FTPD1 ICH40B8I USER(COMPTOM )} GROUP (SHARFPROG) MNAME (COMPTOM/SHR )
LOGON/JOB INITIATION — INVALID PASSWORD ENTERED AT TERMINAL 812AD0Z
30 s1 FTPD1 IRROLI3T VERIFICATION FAILED. INVALID PASSWORD GIVEN.

20
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Welcome z/0S Operator C... x

z/OS Operator Consoles

Cwverview Console for $1

Console for 31

<

uih

Feb 27 21:57:42 s1 SMFDS1
Feb 27 21:57:42 s1 SMFDS1
Feb 27 21:57:43 s1 BEXAS
Feb 27 21:57:43 s1 BPXAS
Feb 27 21:57:43 s1 BPXAS
Feb 27 21:57:54 s1 SMFDS1
Feb 27 21:57:54 s1 SMFDS1
Feb 27 21:57:54 s1 SMFDS1
Feb 27 21:50:30 s1 FTEDL
Feb 27 21:59:30 s1 FTEDL
D PARMLIB

Feb 27 22:01:00 51

Help

- ~ ~ e B e
>

| & 2 > @

21.57.42

ICH70006I USERID (IBMUSER ) ASSOCIATED WITH PRCOCEDURE (*UNENOWN) HAS
BEEN REVOEED FROM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE CONTINUES.

ICH70006I USERID (IBMUSER |} ASSOCIATED WITH PROCEDURE (SMFDMPZ2%3) HAS

BEEN REVOEKED FROM THE SYSTEM; VERIFICATION FOR THE
FPROCEDURE CONTINUES.

~

ESLOZ BPXAS IEFPROC BEPXAS IEFIIC STCUSR 0000
ESLO2 BPXAS IEFPROC BOXAES IEFIIC STCUSR 0000
ESL0O2 BPXAS IEFPROC BEPXAS IEFIIC STCUSR 0000
ESLO1 SMFDS1 SMFDMP SMFDS1 ESLSMFDP IEMUSER 0000
ESLOl SMFDS1 LOGSTEFP SMFDS1 IKJEFTO0l IBMUSER FLUSH
ESLO2 SMFDS1 CLEANUP SMEDS1 IXJEFTOl IEMUSER 0000
ICH408I USER(COMPTON )} GROUP(SHARPROG) NAME (COMPTON/SHR 1]

LOGON/JOB INITIATION — INVALID PASSWORD ENTERED AT TERMINAL S1ZAD0A
IRROLZT VERIFICATION FATLED. INVALID PASSWORD GIVEN.

IEEZ251I 22.01.00 FPARMLIB DISFLAY 553
PAEMLIE DATAR SETS SPFECIFIED

AT IPL
ENTRY FLAGS VOLUME DATA SET
1 s SHROO1 SHARE.PARMLIB
2 s SHRESA SY¥S1.PARMLIB.INSTALL v
3 D SHRESA SYS1.PARMLIB
< >
Command:
Select or type Submit
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z/OS Operator Consoles Hands-On Lab Exercises Guide

Step 7b: Input “D A,L” into the textbox of command, click 'Submit' button or press Enter, the command
return messages will be displayed into console windows

Welcome Z/05 Operator C...
z/OS Operator Consoles Help
Cwverview Console for 51

Console for 81

| — —_ - —_ —_ —_
< >
il S ol
Feb 27 22:05:1& 51 COMPTON IEF450I COMPTON SHARE SHARE - ABEND=S622Z U0000 REASCON=00000000 A
TIME=22.053.1¢
DAL
Feb 27 22:06:07 51 CNZ4105I 22.06€.07 DISPLAY ACTIVITY 567
JOBS M/ 3 TS USERS SYSAS INITS ACTIVE/MAX VTAM QRS
00018 00046 00009 00037 00092 00008/00200
00050
JES2 JESZ2 IEFPROC NSW S VTAM NET VTAM NSW
S50
LLA LLA LLA NSW S VTAMTSCO VTAMTSC VTAMTCAS OWT S
VLF VLF VLF HSW S RAPEC LPEC LEPC NSW S
ASCH L5CH NSW 5 RES ERS ERS NSW 5
CFZCIM CFZCIM CFZCIM COWT SO SDSF SDSF SDSF NSW S
DFS DFES el NSW SO TN3270 TN3270 TH3270 NSW
S50
ZCEERANGL ZCEEANGL STEPI1 NSW SO RACF RACFE RACF NSW
S50
SDSFAUX SDSFAUX SDSFAUX MNSW S DESIMSTR DBESIMSTR IEFPROC NSW S
DBESLIRLM DESL1IRLM NSW 5 DES1DBEM]1 DESLIDBM1 IEFPROC NSW =]
DBS1DIST DBS1DIST IEFPROC NSW SO ZTTX ZTTX ZTTX NSW S
DBS1ADMT DBS1ADMT STARTADM IN SO QMLIMSTR QMLIMSTR PROCSTEP NSW S
CMLICHIN QOMLI1CHIM PROCSTEP NSW SO CFZCIM1 STEPL STCSYS OWT
o
INETD STEP1 STCS5YS CWT RO IPVSRV1 IPVSRV1 IPVSRV1 OWT
50
CSE CSF NSW 5 IZUANGL IZUANGL STEP1 NSW (V)
=1s]
< >
Select or type - Submit

Step 7c: Enter “D P” in the command input box in the bottom, you will see the command history you
entered before. Type association is also supported.

22 © Copyright IBM Corp. 2019

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.



Welcome ZiOS Operator C... x=

z/OS Operator Consoles

Cverview Console for 81 x

Console for 81

— — - — —
<
tul | & & &
S5S5HDZ STEF1 STCSYS COWT LD FTPDI1 STEP1 STCUSR OWT
oo
PAGENT PAGENT PAGENT COWT 50 RSED RSED RSED IN
j=1e]
RSEDL STEF1 STCUSR COWT LD RSEDZ STEP1 STCUSR IN
oo
RSED3 STEF1 STCUSR COWT LD RSED3 STEP1 STCUSR OWT
oo
RSED4 STEF1 STCUSR IN LD RSEDS STEP1 STCUSR OWT
oo
IZUSVRL IZUSVR1 Z0OSMF IN 50 BRAQSTRT BROSTRT 2C0M IN
j=1e]
BAQFRANFE BAQFRANE ZCON IN 50 PRIWEBYY PREIWEBYY *OMVSEX OWT
j=1e]
PEIWEEYY STEF1 WEBSEWV IN O PEIWEEBYY STEFPL WEBSRWV OWT
oo
PEIWEEYY STEF1 WEBSEWV IN O PEIWEEBYY STEFPL WEBSRWV OWT
oo
PEIWEEYY STEF1 WEBSEWV IN AO MFASEVO]1l MFASRVOL RZF130 IN
j=1e]
MFASRVOO MFASRVOOD ARZF130 HNSW 50 WFCHOIS *OMVSEX WFCHOI OWT
oo
JMON JMON JMON COWT 50 COMPTON STEP1 COMPTON OWT
oo
ONHNO OWT WECHOTI OWT [e] *LOGON* OWT *LOGON* OWT
SHAREOZ OWT MFRO4 OWT SHAREZE OWT EYSHA OWT
SHARRO4 IN
<
fa¥a
oy RMLIB| *x | = Submit
D PARMLIB
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z/OS Operator Consoles Hands-On Lab Exercises Guide

8. Lock/Resume console

Welcome

Z/OS Operator Consoles

Overview

Console for 51

<
lih
Feb 27 22:07:11 =51
Feb 27 22:08:40 51
<
Command:

Select or type

Step 8a: Click Lock console icon, the console for S1 will be locked, no new messages will be retrieved

z/08 Operator C...

HZSFROC

HEZSFROC

IZUSVRL

MFESRVD

JMON
ONNO
SHARBOZ
SHRARRO4

HZs50001ZI

settings
and the

*HZS0003E
IXCcHOZ42

IZUSVR1
BAOFRANE
S5TEF1
STEP1
STEFP1
0 MFASRVOO0
JMON

OWT

OWT

N

ZOSME
ZCON
WEBSEWV
WEBSEV
WEBSEWV
AZF130
JMON
WECHOT
MFRO4

50 BAQSTRT
5 FEIWEBYY
LCO PEIWEBYY
LCO PEIWEBYY
AC MFASRVOL
50 WEFCHOIS
50 COMPTON
*LOGON*
SHARBZS

CHECE (IBMUSS, US S_F_Z'LRJJLIB) H
BPXHO40E One or more differences were found

settings

CHECE (IBMXCF, XCF_CDS_SPOF) :

E One or more couple data sets have a single peint

BAQSTRT
FPEIWEBYY
STEFP1
STEP1
MFASRVO1
*OMVSEX
STEP1
OWT

OWT

between the system

G

ZCON
*OMVSEX
WEEBSRV
WEBSRV
REZF130
WECHOT
COMPTON
*LOGON¥
EYSH&

in the current BPEPEMxx parmlib membkbers.

=y
L

1

IN

OWT
OWT
OWT
IN

OWT
OWT
OWT
OWT

Submit
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Step 8b: Click Unlock console icon, the console for S1 will continue to retrieve the new messages.

Welcome

Z/0S Operator C...

z/OS Operator Consoles Help
Cwverview Console for 51
Console for 1
— - — — — p— — —
< >
o "
hih S +
~
Feb 27 22:08:40 51 HZSFROC *HZS50003E C:—IECKI:IBE{XCF,XCF_CDS_SPOF):
IXCHOZ42E One or more couple data sets have a single point of failure
Feb 27 22:09:44 D C,HLRDCOPY
Feb 27 22:09:45 51 CNZ4100I 22.09.45 CONSOLE DISPLAY 5835
COMS0OLES MATCHING COMMAND: D C, HARDCOPY
MSG: CURR=0 LIM=%000 RPLY:CURR=3 LIM=200 S¥5=51 BFE=00
HARDCOFPY LOG=(SY¥5LOG) CMDLEVEL=CMDS
ROUT= (ALL)
LOG BUFFERS IN USE: 0O LOG BUFFER LIMIT: 1000
Feb 27 22:18:40 51 HZ3PROC HZS0001I CEECEK (IBMCICS,CICS CEDA ACCESS):
DFHHOOOLE The CEDA transaction is accessikle teo unauthenticated users
Feb 27 22:18:40 51 HZSFROC HZ50001I CEECR(:EI{CICS,CICS_JCBSUB_SPC-CL]:
DFHHOOO2E The spool is accessible to unauthenticated users.
W
< >
Command:
Select or type - Submit
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9. Search with keywords

Step 9a: Input "D PARMLIB"(Case sensitive) into the textbox of search, click Search down icon, the "D
PARMLIB" will be highlighted, and the console for S1 will be locked(Submitted additional “D PARMLIB “ 2

Welcome z/0'S Operator C...
z/OS Operator Consoles Help
Overview Console for 81

Console for 51

< >
|I|I| 1 of 3 matches| D PARMLIB @‘ ? I::D @E

Feb 22:00:59 E PARMLIB'

(8]

Feb 27 22:01:00 51 TEE251T 22.01.00 PARMLIB DISPLAY 553
PRAEMLIEBE DATA SETS SFECIFIED
AT IFL
ENTRY FLAGS DATR SET
1 5 SHARE . FPAERMLIE
2 5 S¥51.PARMLIE. INSTALL
3 D S¥S1.PRARMLIE
Feb 27 22:05:16 51 COMPTON IKT122ZT TIPADDR. .PORT 129.4Z2.208.173..54400
Feb 27 22:05:16 51 COMETON IEF450I COCMPTON SHARE SHARE — ABEND=5622 Ui000 REASCON=00000000
TIME=Z2Z.05.16
Feb 27 ZZ:06:06 DAL
Feb 27 22:06:07 s1 CNZ4105I 22.06.07 DISPLAY ACTIVITY 567
JOBS M/5 TS USERS SYSLE INITS ACTIVE/MAX VTAM OnS
00018 0004e 00009 00037 00092 00008/00200 0005
JESZ JESZ2 TEFFPROC NSW =3 WTLM NET VTLM NSW s
LLA LLA LLA NSW 5 VTAMTSO VTAMTSO VIAMTCAS OWT 5
VLF VLF VLF NSW 5 AFFC AFFC LAFFC NSW 5
ASCH LS5CH LSCH NSW 5 RES EER35 RRS NSW 5
CFZCIM CF2ZCIM CFZCIM OWT 5O SDSFE SDSF SDSF NSW S5
DF'S DFS GO NSW 50 TN3270 TH3270 TN3I270 HNSW 5
ZCEEANGL ZCEEANGL STEPL NSW S5 RACFE BACEF HNSW 5
SDSFAUX SDSFAUX SDEFRUX NSW s DES1IMSTR DBS1IMSTR IEFFROC NSW s
DES1IRLM DES1IRLM NSW =3 DES1DEM]1 DBSI1DEM1 IEFPROC NSW s
DBS1DIST DBS1IDIST IEFPROC NSW 50 ZTTX ZTTX Z2TTX NSW sW
MRS TADMT NRSTATMT STARTADM TN S0 OMTLIMSTR OMT.TMSTR PROCSTERP NSW s
<
Command:
Select or type - Submit
times before run this step, then 3 matches will be found)
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Step 9b: Click Search down icon again, 2 of 3 matches will be displayed. Click Highlight all, all of "D

PARMLIB" will be highlighted

‘Welcome Z/0S Operator C...

z/OS Operator Consoles

Cverview Console for 51

Console for 81

Help

< >
lah 2of 3matches| D PARMLIB A C =]
Feb 27 22:18:40 51 HZSFROC HZS0001I CHECEK (IBMCICS,CICS_JOBSUE_SFOOQL) : ~
DFHHOOOZE The speool is accessibkle to unauthenticated users.
Feb 27 22:21:01 s1 FTPDG ICH408I USER(COMETON } GROUP (SHARPROG) NAME (COMPTON/SHR )]
LOGON/JOB INITIATION - INVALID PASSWORD ENTERED AT TERMINAL 81ZAD0OR
Feb 27 22:21:01 s1 FTPDG IRRO13I VERIFICATION FAILED. INVALID PASSWORD GIVEN.
Feb 27 22:23:45 D PARMLIE
Feb 27 22:23:46 51 IEE251I 22.23.46 PABMLIE DISPLAY &£12
FPAEMLIE DATA SETS SPECIFIED
AT IFL
ENTEY FLAGS VOLUME DATR SET
1 5 SHROOL SHARE. PARMLIE
2 5 SHEESHA SY¥S1l.PARMLIE.INSTALL
3 D SHEESHA SYS1l.PARMLIB
D PARMLIB
Feb 27 22:24:45 51 IEE251I 22.24.45 PABMLIB DISPLAY 615
PLEMLIE DATAR SETS SFECIFIED
AT IFL
ENTRY FLAGS VOLUME DATA SET
1 5 SHROOL1 SHARE . PARMLIE
2 5 SHEESHR S¥S51.PARMLIE.INSTALL W
3 jn} SHEESHR S¥51.PARMLIE
< >
Command:
Select or type - Submit
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z/OS Operator Consoles Hands-On Lab Exercises Guide

Step 9c: Click Clear all icon, all highlighted will be removed, and Console for S1 will be resumed

Welcome Z/0OS Operator C...
z/OS Operator Consoles Help
Overview Console for 51

Console for 81

< >
Py < 1, -]
tuh D PARMLIE 9 Qy 5o @
Feb 27 22:21:01 s1 FTPDE ICH408I USER (COMPTON )} GROUPF (SHARFPROG) MAME (COMEPTOM/SHR ¥ ~
LOGON/J0OB INITIATIOM - INVALID PASSWORD ENTERED AT TERMINAL 81ZADOA
Feb 27 22:21:01 51 FTPDE IRRO13I VERIFICATION FAILED. INVALID PASSWORD GIVEN.
Feb 27 22:23:45 D PLEMLIEB
Feb 7 22:23:46 51 IEEZ2531I 22.23.46 PABMLIB DISPLAY 612
PLAEMLIE DATAR SETS SPECIFIED
AT IPL
ENTRY FLAGS VOLUME DATR SET
1 5 SHROO1 SHARE.PAEMLIE
2 5 SHEESA S¥51.PARMLIE.INSTALL
3 D SHRESZ: S¥S1.PARMLIE
Feb 27 22:24:44 D PAEMLIB
Feb 27 22 45 51 IEE2531I 22.24.45 PABMLIE DISPLAY €13
PARMLIE DATA SETS SPECIFIED
AT IPL
ENTRY FLAGS WVOLUME DATLR SET
1 5 SHROOL SHARE. PLEMLIEB
2 5 SHEESA S¥51.PARMLIE.INSTALL
3 D SHRESZ: S¥S1.PARMLIE
Feb 27 22:27:43 51 FTEDE ICH408I USER (COMPTONM } GROUF (SHARPROG) MAME (COMETOM/SHR )
LOGON/J0OB INITIATION - INVALID PASSWORD ENTERED AT TERMINAL 81ZAD0OR
Feb 27 22:27:43 51 FTEDE IRRO13T VERIFICATION FAILED. INVALID PASSWORD GIVEN.
< >
Command:
Select or type - Submit
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10. Filter with some conditions

Step 10a: Click Filter icon, the console for S1 will be locked

Welcome z/0S Operator C...
2/0S Operator Consoles Help
Cverview Console for $1

Console for 81

— — - — — — p— —_— — —
<
lih
R - - - . - - Filters
Feb 2 22:21:01 s1 FTPD& ICH408I USER(COMPTON |} C—ROUP(SH_A
LOGON/JOB INITIATION - INVAL Time- Date-
Feb 27 22:21:01 s1 FTPDE IRR0132I VERIFICATION FAILED. I.
- - v Range
Feb 27 23:45 D PARMLIE
Feb 27 22:23:46 51 IEE251I 22.23.46 PARMLIE DISPLA
PARMLIE DATZ SETS SPFECIFIED System: Job name:
AT IPL
ENTRY FLAGS VOLUME DATA SE
1 5 SHROOL HARE.FE.
- - - j_IR S = Message content:
2 5 SHEESA SYSL.PL
3 D SHEESA SY¥YS1.PR

Feb 27 22:24:44 D PARMLIB
Feb 27 22 45 51 IEEZ251I Z22.24.45 PAEMLIE DISPLAL Message colors:
PARMLIE DATA SETS SPECIFIED
AT IPL ] ] O ]
ENTRY FLAGS VOLUME DATA SE
1 = smR001 smare.n | O ] -
2 E SHRESL S¥51.PLH
2 D SHRESL S¥S51.PL
Feb 27 22:27:43 s1 FTEDY ICH408I USER(COMETON )} GROUFP (SH Apply Clear
LOGON/JOB INITIATION — INVAL
A g ™ P - — _ _ W
Feb 27 22:27:43 51 FTEDS IRR013I VERIFICATION FAILED. T
< >
Command:
Select or type - Submit
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Step 10b: Input “PARMLIB”(Case sensitive) into the textbox of message content, click Apply button, the

Welcome ZI0S Operator C...

z/OS Operator Consoles

Cwerview Console for 51

Console for 51

Feb 27 22:23:45

Feb 27 22:23:4& 51

Feb 27 22:24:44

Feb 27 22 45 351
<

Command:

Select or type

HZSPROC

AT IPL

ENTRY FLAGS VOLUME DATA SE ~
1 5 SHRI( SHARE.FP.
2 5 SHRES SY¥YS1.PR
3 D SHRESA SYS51.PR

HZS0001I CEECK(:EI{USS,_JSS_P_ZLR_“IL
BPXHO40E One cor more differenc

settings

and the settings in the curren

D FPAEMLIB

IEEZ251I 22.23.46 PABRMLIE DISFLA
FLAEMLIEBE DATA SETS SPECIFIED
AT TFL

ENTERY FLAGS DATL SE
1 5 SHAERE.F.
2 5 SY¥YS1.PR
3 D S¥S51.PA

D PARMLIE
IEEZ51I 22.24.45 PARMLIE DISPLA
PARMLIEB DATA SETS SPECIFIED
AT IPL
ENTRY FLAGS VOLUME DATZ SE
E SHARE.E.
S¥YS1.PL
S¥YS1.PL

>

[FH RN R
[wii]

messages will be displayed these contain “PARMLIB”

Filters
Time: Date:
System: Job name:

Message content:

FRARMLIE

Message colors:

] e [y | O

O O [y

Clear

[y

Submit
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Step 10c: Click Clear button, all messages will be displayed

Welcome Z/0S Operator C...

z/OS Operator Consoles

Cwerview Console for §1

Console for 81

Feb 27 20:58:01 51

Feb 27 21:07:01 =51 HZSFROC
Feb 27 21:08:40 =51 HZSFROC

MFASRWVOD

Command:
Select or type

CNZ4100I 20.58.01 CONSOLE DISPL

CONSOLES MATCHING COMMAND: D C N

MSG: CURR=0 LIM=2000 RPLY:CU
HARDCOPY LOG= ({SYSLOG)
ROUT= (ALL)

LOG BUFFERS IN USE: 0 Lo
HZS0001I CHECK (IBMUSS,USS PARML

EPXHO40E One or more differenc
settings

and the settings in the curren

CHECK {IBMXCF, XCF_CDS_
One or meore couple d

AZF2134I Invoked sweep of expir

Filters
Time: Date:
System: Job name:

Message content:

Message colors:

COmm Dmm O

O O O o

Apply

Help

+

- W Range

Submit
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Step 10d: Click Hide filter icon, the console for S1 will be resumed and Filter dialog will disappear.

‘Welcome z/0O8 Operator C...

z/OS Operator Consoles

Cverview Console for 51

Console for S1

Feb 27 20:58:01 51

Feb 27 21:07:01 51 HZSFROC

Feb 27 21:08:40 51 HZSFROC

Feb 27 21:09:00 S1 MFASRVOO
<

Command:

Select or type

Help

CNZ4100I 20.58.01 CONSOLE DISPLAY 451
CONSOLES MATCHING COMMAND: D C, HARDCOPY
MSG: CURR=0 LIM=9000 RPLY:CURR=3 LIM=200 S¥s5=51 PFE=00
HARDCOPY LOG=(SYSLOG) CMDLEVEL=CMDS
ROUT= (ALL)
LOG BUFFERS IN USE: 0 LOG BUFFER LIMIT: 1000

HZS0001I CHECK (IBMUSS,USS_PARRMLIE) :

BPXHO40E One or more differences were found between the system
settings

and the settings in the current BPEPRMxx parmlib members.

*HZ500

03E CHECEK (IBMXCF,XCF_CDS_SPOF) :
IXCHOZ242

E One or meore couple data sets have a single point of failure

AZF2134T Invoked sweep of expired Cache Tcken Credentials

- Submit

32

© Copyright IBM Corp. 2019

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.



11. Retrieve historic messages from SYSLOG

Step 1la: Each time you click Retrieve earlier messages from SYSLOG icon, you will retrieve 200 more

messages back in time.

Welcome z/0 S Operator C...

z/OS Operator Consoles Help
Cwverview Console for §1
Console for 31
— J— - _ — - _ - —_ ]
Retr Ti fi SYSLOG >
etneve earlier messages from . P " -, =
W & 3 al
-
A ~
Feb 27 20:58:00 D C,HARDCOPY
Feb 27 20:58:01 sS1 CNZ4 20.58.01 CONSOLE DISPLAY 451
CONSOLES MATCHING COMMAND: D C, HARDCOPY
MSG: CURR=0 LIM=9000 RPLY:CURR=3 LIM=200 SY5=51 PFE=00
HOARDCOFY LOG= (SYSLOG) CMDLEVEL=CMDS
ROUT= (ALL)
LOG BUFFERS IN USE: 0 LOG BUFFER LIMIT: 1000
Feb 27 21:07:01 51 HZSFROC HEZS0001I CEECEK(IBMUSS,USS_PARMLIE) :
BPXHO40E One or more differences were found between the system
settings
and the settings in the current BPXPREMxx parmlib members.
Feb 27 21:08:40 51 HZSFROC *HESQ0003E CHECE (IBMXCF, XCF_CDS5_SPOF) :
IXCHOZ4Z2ZE One or more couple data sets have a single point of failure

DAl 2T 91 .nn.nn o4 AT oTTTAN

Command:
Select or type

AT AT TeeemBen T e o E et m b T e a3 T

© Copyright IBM Corp.2019

IBM conference materials may not be reproduced in whole or in part without the prior written permission of IBM.

33

Submit



z/OS Operator Consoles Hands-On Lab Exercises Guide

Welcome Z/0OS Operator C...
z/OS Operator Consoles Help
Cverview Console for 51

Console for $1

— N - — —_ — -_ —_ - — -
< >
s -9 |, -l
lih S & e el
b
Feb 27 18:40:24 51 STC13027 ICH7000&I USERID (IBMUSER ) ASSOCIATED WITH PROCEDURE (SMFDMP2%9) HAS
224
BEEN REVOEED FROM THE SYSTEM; VERIFICATION FOR THE
PROCEDURE CONTINUES.
Feb 27 18:40:24 51 STC13027 IEFES5I START SMFDMPZY WITH JOBNAME SMFDS1 IS ASSIGNED TOQ USER
IBEMUSER , GROUP
s¥Ysl
Feb 27 18:40:24 51 STC13027 SHASP373 SMFDS1 STARTED
Feb 27 18:40:24 51 STC13027 IEF403I SMFDS1 - STARTED - TIME=15.40.24
Feb 27 18:40:36 51 STC13027 - ——TIMINGS (MINS.)——
————PRAGING COUNTS———
Feb 27 18:40:32& 51 STC13027 —-JOBNLME STEPMAME PROCSTEP RC EXCE CPU SREB CLOCE SERV
BG ELGE
SWAP VIO SWAPS
Feb 27 18:40:3e 51 STC13027 —SMFDS1 SMFDMP SMFDS1 (o] lals} 37302 s} .00 2 33011
1] o]
o] a a
Feb 27 18:40:32& 51 STC13027 ESLO1 SMFDS1 SMFEDMFE SMFDS1 ESLSMFDF IBMUSER 0000
Feb 27 18:40:32& 51 STC13027 —-SMFDS1 LOGSTEER SMFDSL FLUSH o] .00 .00 .0 a
1] o]
o] a a
Feb 27 18:40:32& 51 STC13027 ESLO1 SMFDS1 LOGSTEP SMFDS1 IXJEFT01 IBMUSER FLUSH v
Feb 27 18:40:37 51 STC13027 —SMFDS1 CLEANUEF SMFDS1 (o] ]a]s} 53 s} .00 .0 4596
>
Command:
Select or type - Submit
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Step 11b: Keep on clicking as far back in time as you want.

Welcome ZfOS Operator C...
z/OS Operator Consoles Help
Cverview Console for $1

Console for 81

< >
lih & P 3 &l

~

;EE 27 18:07:54 =51 STC12863 BPXFO024I (STCSYS) Feb 27 23 :54 TTLS 731 : 18:07:54 TCPIFP 023
ooo

07
EZD1283I TTLS Ewvent GRPID: 00000006 ENVID: 000000lB CONNID: 01lalc
RC: 0 Initial Handshake 00000053B8S52Z8E10 00000053B852Z2770 TLSV1.Z2
C3FOF2ZF7
Feb 27 18:07:54 =51 STCl2863 BPXF024I (STCSYS) Febk 27 23:07:54 TTLS 751 : 18:07:54 TCPIP 02¢
EZD1283I TTLS Ewent GRPID: 00000006 ENVID: 0000001lB CONNID: 00C001A&lD
RC:z 0 Initial Handshake 00000053B8537BS0 00000053BB522770 TLSVI1.Z
C3FOFZF7
Feb 27 1B:08:22 1 STC13023 SHASP1O00 BPXLS OM STCINRDR
Feb 27 1B:08:22 51 STC13023 SHASP3732 BPXAS STARTED
Feb 27 18:08:22 =51 STC13023 IEF403I BPXRS — STARTED - TIME=15.08.22
Feb 27 1B8:08:22 51 STC13023 BEFXFP024T BPXAS INITIATOR STARTED ON BEHALF OF JOB WFCHOIS RUNNING IN
LSID DOEZ
Feb 27 1B8:08:23 51 STC13024 SHASP1O00 BPXLS OM STCINRDR
Feb 27 1B8:08:23 sS1 STC13024 SHASP3732 BPXAS STARTED
Feb 27 18:08:23 =51 STC13024 IEF403I BPXAS — STARTED - TIME=15.08.23
Feb 27 18:08:23 s1 sSTC13024 BFXFP024I BPXAS INITIATOR STARTED ON BEHALF OF JOB WFCHOI RUNNING IN
LSID 0O0AS
Feb 27 1B:08:23 1 STC1302Z5 SHASP1O00 BPXLS OM STCINRDR
Feb 27 1B8:08:23 sS1 STC13025 SHASP3732 BPXAS STARTED
Feb 27 18:08:23 =51 STC13025 IEF403I BPEXRS — STARTED - TIME=15.08.23
Feb 27 1B8:08:23 51 STC13025 BPXPO24T BPXAS INITIATOR STARTED ON BEHALF OF JOB WFCHOI4 RUNNING IN .,
LSTID 0039
< >
Command:
Select or type hd Submit
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12. Display message help

Step 12a: The Message Lookup REST API of KC4z will be invoked to retrieve the message help, the
KC4Z server for this lab is at https://ctfmvsOLl.rtp.raleigh.ibm.com:9443/zos/LookAT. Visit this server
with a new browser tab first before continuing. Add exception for certificate.

___—» Open a new browser tab
leﬂwfMa"ag{'ﬂ'"*feﬂ!@v**.

01, rip.rateigh ibm.com: 3443 /2051

Add Exception

This Connection is Untrusted

You have asked Firefoxto connect securely to ctfmvs01.rtp.raleighibm.com:9443, butwe can't
confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be venified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Getme outof here!
Technical Details

| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification, Even if
you trust the site, this error could mean that someane is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
ideptification
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https://ctfmvs01.rtp.raleigh.ibm.com:9443/zos/LookAT

{1 IBM 205 Management Facility

Untrusted Connection

hitpsiffctfmys0T.riporaleigh.ibm.com:®3/zos/LookAT

> [Rd
c

This Connection is Untrusted

- . e - 't

Add Security Exception -
You are about to overtide hows Firefox identifies this site, tatyou
. Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location: ing to
Certificate Status
This site attempts to identify itself with invalid information, Yiew,
Wrong Site
Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity
.Evenif

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature,

Permanently stare this exception

Confirm Security Exception Cancel

B" Google
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Step 12b: Go back to IBM z/OSMF Management Facility browser tab

i} IBM 2/0S Management Facility (I LookAT message lookup service usin., % | +

@ hitpsi//ctfrmus 01 rtp.raleigh ibm.com: D443/ zos/Loak AT

me LookAT message topic lookup service using KC4z

Enter Message ID:

208
Select One Product Release To Search: ® 705 VIR

Retriewe Message Topic

B- Googie Pl ¥

Search Result Links
Topic Content (New Tab
Topic Content in Knowledge Center (New Tah

Retrieved Topic Content:

Enter Valid message id, select release, click “Retrieve Message Topic” Button to display message topic here.
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IBM z/05 Management Fa... * okAT

\(— | @& https://mvsl.centers.ihost.com/zosmf/ U8 c ||0\ B« Cirl+K= | 1} | B 3+ & | =
IBM z/OS Management Facility Welcome  sharalé ~ | @ ~
® Welcome Welcome » z/0S Operator C... »
= MNotifications
= Workflow Editor Z/0S Operator Consoles Hep
- Overview Console for $1 x

-

Cloud Provisioning
Configuration
~ Consoles

Console for 51

-

= 7/0S Operator Consoles

-

Jobs and Resources
Links

-

4 m 3
» Performance -
i | & @ @ % e
b LD PN DFHHOOOLE The CEDA transaction is accessible to unauthenticated users. -
» Software Mar 05 03:18:41 51 HZSPFROC HZS0001TI CHECE (IBMCICS,CICS_JOBSUB_SFOOL) :
» 7105 Classic Interfaces DFHHOOO2E The spool is accessible to unauthenticated users.
v ZIOSMF Settings Mar 05 03:19:34 51 BPXRARS ESLO2 BPXAS IEFFROC BFPHAS IEFIIC STCUSR Q000
Mar H H 5 BPXAS ESL BPXRS IEFFROC BPXAS IEFIIC STCUSR
g 05 03:19:34 1 02 0000
Refresh Mar 05 03:27:21 51 BEXRO4 ICH40BI USER (CJOEY } GROUP (SHRRPFROG) MNEME (XIRO ZHEN(JOEY) ZHU )

ZEVENT . SHRRELAB. SAXREXEC CL(DATASET )} VOL(SHTSO3)
INSUFFICIENT ACCESS AUTHCRITY
FROM ZEVENT.SHARELAB.*¥ (G)

ACCESS INTENT (READ ) RCCESS ALLOWED (NONE )
Mar 05 03:27:21 =51 CFZCIM1 CEZ05000E: Internal error detected in provider module IBMzOS DiagDatad
Incident when method asscc create incident associator(): invoked

system service CEAGetIncidentCollection. The service returned RC=-1
RSN=0x0359. Additional diagnostic information: CEAERRC Diagl=0x050310
07 CERFRRC_ Diag2=0x000000&4 CERFRRC Diag3=0x00000913 CERFRRO Diag4=0x0
0000038 CERERRC Msg=""

Mar 05 03:27:40 51 HZSFROC HZS0001T CHECE (IBMUSS,USS_PARMLIB) :
BPXHO40E One or more differences were found between the system settings
and the settings in the current BPXPRMxx parmlib members.

Mar 05 03:37:20 51 SME IEFU2900 THE ESLNU29 EXIT HAS ISSUED A STRRT SMFDMP29 CMD

Mar 05 03:37:20 51 SMF IEE3BEI SMF NOW RECCRDING ON VOLSER UNQSIB, DSN=5YS1.51.MANY TIME=
03.37.20

Mar 05 03:37:20 51 SMFDS1 ICHT0006I USERID (IBMUSER )} ASSOCIATED WITH PROCEDURE (*UNENOWN) HAS

BEEN REVCEED FROM THE SYSTEM; VERIFICATION FOR THE
PFROCEDURE CONTINUES.

Mar 05 03:37:20 51 SMFDS1 ICHT0006I USERID (IEMUSER ) ASSOCIATED WITH PROCEDURE (SMFDMP28) HAS |:
BEEN REVCEED FROM THE SYSTEM; VERIFICATION FCOR THE -
< . ]
Select or type - Submit
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z/OS Operator Consoles Hands-On Lab Exercises Guide

Step 12c: Input “D PARMLIB” into the textbox of command, click 'Submit' button or press Enter, the
command return messages will be displayed into console windows

Welcome Zi0S Operator C...

z/OS Operator Consoles

Cwverview Console for §1

Console for 51

- —_ - _
<

lih

ey 0 UglLrTJUooJo — L DEABS

Feb 28 01:06:56 s1 BEXAS

Feb 28 01:07:41 sS1 HZSEROC

Feb Z8 01:08:40 51 HZSPROC

D PARMLIB

Feb 28 01:10:16 s51

<
Command:

CLoOLUL DEARDS I EROUC DEAHRD

ESLOZ BPXAS IEFFROC EBFXLS

HZS0001I CHECK (IBMUSS,USS_PARMLIE) :

Help
>
2, —+l, "
Moar O 3 ai
N LR SLUUSE oouy
IEFIIC STCUSR 0000 -~

BPXHO40E One or more differences were found between the system

settings

and the settings in the current BPEPEMxx parmlib members.

*HZ50003E CHECE (IBMXCF,XCF_ CDS_SPOF) :
sets have a single peoint of failure

IXCHOZ42E One or more couple data

IEEZ51T 01.10.16 PARMLIE DISPLAY 319

PAEMLIE DATA S5ETS SFECIFIED

4T IFL

ENTEY FLAGS VOLUME DATR SET
1 5 SHROO1 SHARE . PARMLIE
2 5 SHRESH S¥51.PARMLIE.INSTALL
3 D SHRESH S¥51.PARMLIB

Select or type

[-] Submit
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Step 12d: Hover on message id IEE2511, quickly get the message help.

Welcome z/OS Operator C... x=

Z/OS Operator Consoles

Overview Console for 81 ¢

Console for 51

Feb 28 01:11:00 s1 MFRSRWVOO

<

Command:

Help

>

IEE2511 hh.mm.ss PARMLIE DISPLAY | PARMLIB, ERROR][ text

Explanation
Where text is:

PARMLIE DATA SETS SPECIFIED [emror]]

[AT IPL | AT hr.mn.sc ON mmdddfyyyy]

[LOADN: DATA SET = dsname |

PARMLIE CONCATENATION WYWOLUME=vol | CATALOG]

ENTRY FLAGS WOLUME DATA SET
nn f parmvl parmdsn

? ? 2 ?

X (8] defvol SYS1.PARMLIB

*[NO ERRORS IN PARMLIE CONCATENATICN]
* [MASTER PROCESSING USING THE FOLLOWING PARMLIBS]

| &2 F el

PimE o £ s
boint of ta_lureA

L PFE=00

| 1EE2511f01.10.16 PaRMLIB DISPLAY 318
=5 DATA SETS SPECIFIED

AT IPL

ENTRY FLAGS VOLUME DATR SET
1 5 SHROOL SHARE . PAEMLIEBE
2 5 SHRESA SY¥S1.PARMLIE.INSTALL
3 D SHRESA S¥51.PARMLIB

LZF2134T Invoked sweep of expired Cache Token Credentials

Select or type

Submit
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13. Stop console

Step 13a: Click on “x” on Console for S1 tab, to close this tab

Welcome z/0S Operator C...

z/OS Operator Consoles
Cverview Console for 51

Console for 81

<

tuh
Mar 05 03:18:41 51
Mar 05 03:18:41 51
Mar 05 03:15:34
Mar 05 03:15:34
Mar 035 03:25:04
Mar 05 03:25:03 s1
Mar 05 03:27:21 51
Mar 05 03:27:21 51

<
Command:

Select or type

HZSPROC

HZ5PROC

BPXAS
BPXAS

LXRO4

CFEZCIMI1

Help

%
e

gp >

£

GO VIO SO D L OAUE Ao WCL e L UWIId WL GE M Dd oe GO Ll Giie ML ILos
HZs00011 CHECK(IBMCICS,CICS_CEDA;ACCESS}: A
HOOD1E The CEDA transaction is accessible to unauthenticated users
01t CHECK(IBMCICS,CICS_JCBSUB_SPDOL]:

HOODZE The spool is accessibkble to unauthenticated users.

ESLO2 BPXAS
ESLO2 BPXAS

IEFFPROC BPXLS
IEFFPROC BPXLS

IEFIIC
IEFIIC

STCUSR 0000
STCUSR 0000
D C,HARDCOPY

CNZ4100I 03.25.05 CONSOLE DISPLAY 92%
CONSOLES MATCHING COMMAND: D C, HARDCOPY

MSG: CURR=0 LIM=%000 RPLY:CURR=0 LIM=200 S¥s5=s1 PFR=00
HARDCOPY LOG=(SYSLOG) CMDLEVEL=CMDS
ROUT= (ALL)
LOG BUFFERS IN USE: 0 LOG BUFFER LIMIT: 1000
ICH408I USER(CJOEY ) GROUP (SHARPROG) MEME (XIRO ZHEN (JOEY) ZHU )

ZEVENT. SHARELAR. SAXREXEC CL(DATASET ) VOL(SHTSO03)
INSUFFICIENT ACCESS AUTHORITY

FROM ZEVENT.SHARELARB.** (G)

ACCESS INTENT (REZD ) ACCESS ALLOWED (NONE )

CEZ05000E: Internal error detected in provider module IBMzOS_DiagDatad
Incident when metheod asscc create incident asscciator(): inwveked
aystem service CELGetIncidentCollection. The service returned RC=-1
RSN=0x033%. Additional diagnostic infcrmation: CERERRO Diagl=0x035031
07 CERERROQ Diag2=0x00000064 CEAERRC Diag3=0x00000%13 CERERRC Diag4=0x

0000038 CEAERRO Msg="" N

>

- Submit

Step 13b: Right click on S1 row in Overall tab, select Stop console
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Welcome /05 Operator C...

2/0S Operator Consoles Help
Overview Console for S1
Actions =

3+ Nofilter applied

Sysplex or System Status Console summary view
Filter Filter

[[] SHARPLEX (Local Plex} 11 setup Required

L = Connected
4 n
Stop console
Lock consale
Configure message help
4| 1 2
Total: 2 Selected: 1
Refresh Lastrefresh: Mar 5, 2018, 3:25:16 PM local time (Mar 5, 2018, 7:25:16 AM GMT)

Step 13c: The status of S1 is Setup complete
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Welcome z/0S Operator C...
z/OS Operator Consoles Help
Owverview
Actions ~
=+ Nofilter applied
D Sysplex or System Status Console summary view
Fitter Filter
| SHARPLEX (Local Plex) &ﬂlf Setup Required
I
W s tk:’? Setup Complete
< >

Total: 2 Selected: 1

Refresh Last refresh: Feb 27, 2018, 2:25:58 PM local time (Feb 27, 2013, 6:25:58 AM GMT)

End of exercise
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Exercise Review and Wrap-Up

You now know how to:

Log on to z/OSMF

Complete Setup for one system or a sysplex
Start console and open console panel

View system messages for a system or a sysplex
Message bar and message association
Hide/Show summary view

Enter system commands

Lock/Resume console

Search with keywords

Filter with some conditions

Retrieve historic messages from SYSLOG
Display message help

Stop Console
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Exercise instructions

Here are the steps you will perform in this lab:
1. Logon to z/OSMF
a. Launch the Mozilla Firefox browser

b. Point Browser to zZOSMF — enter the following URL
https://mvsl.centers.ihost.com/zosmf/

c. Enter the User ID (SHARANN, SHARBNN, or SHARCnnN) and password assigned to your
workstation.

2. Complete setup
__a. Expand the Consoles Category in the Left Navigation Tree

b. Click on z/OS Operator Consoles

c. SelectSl

d. Click Actions — Complete setup

e

Keep the default value of EMCS console name(rannS1), click Setup Complete button
directly

f.  The status of S1 is Setup Complete
3. Start Console, and open console panel

___a. Select S1, click Actions-> Start Console

___b. The status of S1 is Connected and S1 is clickable

__¢. Click S1, the console for S1 will be opened as a new tab
4.  View system messages for a system or a sysplex

__a. The console messages will be displayed in the Console Windows, you might not see the
messages which is shown in screen shot until some messages are issued

___b.  The message bars will be displayed in console summary view
5.  Message bar and message association

a. Click a specific message bar and the first console message belongs to this message bar
will be displayed on the top of the Console Window.

b. Click on the data and time portion of the message that appears in the Console Window,
the message bar to which the specific message belongs to will be highlighted in the
console summary view

6. Hide/Show summary view
__a. Click Hide summary view, the console summary view will be hidden
__b. Click Show summary view, the console summary view will be displayed
7.  Enter system commands

a. Input “D PARMLIB” into the textbox of command, click 'Submit' button or press Enter, the
command return messages will be displayed into console windows

b. Input “D A,L” into the textbox of command, click 'Submit' button or press Enter, the
command return messages will be displayed into console windows
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___c¢. Enter system command "D P" again which will display the command history "D

PARMLIB"
__ 8. Lock/Resume console
__a. Click Lock console icon, the console for S1 will be locked, no new messages will be
retrieved
___b.  Click Unlock console icon, the console for S1 will continue to retrieve the new messages.
__ 9. Search with keywords
__a. Input "D PARMLIB"(Case sensitive) into the textbox of search, click Search down icon,
the "D PARMLIB" will be highlighted, and the console for S1 will be locked(Submitted
additional “D PARMLIB “ 2 times before run this step, then 3 matches will be found)
__b.  Click Search down icon again, 2 of 3 matches will be displayed. Click Highlight all, all of
"D PARMLIB" will be highlighted
__¢. Click Clear all icon, all highlighted will be removed, and Console for S1 will be resumed
__10. Filter with some conditions
__a. Click Filter icon, the console for S1 will be locked
___b. Input “PARMLIB”(Case sensitive) into the textbox of message content, click Apply button,
the messages will be displayed these contain “PARMLIB”
___C. Click Clear button, all messages will be displayed
__d. Click Hide filter icon, the console for S1 will be resumed and Filter dialog will disappear.
___11. Retrieve historic messages from SYSLOG
___a. Click Retrieve earlier messages from SYSLOG icon, 200 historic messages will be
displayed above the black line
___b. 200 historic messages will be appended for each clicking this icon
__12. Display message help
__a. The Message Lookup REST API of KC4z will be invoked to retrieve the message help,
the KC4Z server is https://ctfmvs01.rtp.raleigh.ibm.com:9443/zos/LookAT, user need to
visit this server with a new browser tab, add exception for certificate
___b.  Goback to IBM z/OSMF Management Facility browser tab
___c. Input “D PARMLIB” into the textbox of command, click 'Submit' button or press Enter, the
command return messages will be displayed into console windows
__d. Hover on message id IEE251I, quickly get the message help
__13. Stop console
__a. Click on “x” on Console for S1 tab, to close this tab
___b. Rightclick on S1 row in Overall tab, select Stop console
__C. The status of S1 is Setup complete
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Thank You
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